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ABSTRACT

Honeypot technology has concentrated on emulating
vulnerable operating systems, applications and services to
capture attackers and analyse their methodologies. In recent
years, the surge of Internet worms has created a new use for
this technology. Many experts predict that attacks targeting
Windows file sharing will increase significantly in 2005
and beyond.

Rather than rely solely on emulation to capture malware, the
honeypots I have deployed take a different approach. Windows
XP machines are emulated in VMware within a controlled
environment, using anti-virus software on each host as their
only form of protection. This approach more closely mirrors
an average home user’s PC – connected directly to the
Internet, with all ports exposed, running only anti-virus and
lacking critical patches from Microsoft.

Within this environment, the honeypots will test anti-virus
products in the most extreme conditions. Key factors include
the quality of definitions, response time, stability, and product
innovations. Pattern-based detection is showing its age, and
newer technologies such as buffer overflow protection and
network port blocking are adding to vendors’ arsenals in
fighting the war against malware. Malware is evolving,
becoming ever more sophisticated, but are the anti-virus
products you use to protect your systems a step ahead or a step
behind this threat?

INTRODUCTION

This paper has two components; the first portion goes over the
configuration and setup of my honeypot
network. It is not written as an exact schematic
on how to deploy it within your environment;
rather it is listed in fairly generic terms, giving
you a framework to use, rather than a blueprint.

The second component compares today’s
pattern-based detection to the latest anti-virus
technologies being developed by industry
leaders. One part is a test I composed using the
most popular portable executable (PE) packers
available today and 13 major anti-virus
products. The results will prove that something
more than pattern-based detection is needed to
handle evolving malware threats.

NETWORK SETUP

The first step in building a proper honeypot
environment is to design a network to properly
contain the ‘prey’. In this case, I chose the
Linux-based firewall distribution called Astaro
Security Linux (http://www.astaro.com/). This
product provides a one-stop shop for all
components necessary to properly log and

contain malicious code – intrusion detection (Snort),
comprehensive network traffic logging, and a full-featured
stateful firewall with Quality of Service (QoS) for shaping
network traffic.

The Snort rules are updated automatically by Astaro and
contain all the standard categories. My primary interest lies
with the ‘chat’ and ‘netbios’ rule categories. The ‘chat’
category contains rules that catch instant messaging traffic
such as Yahoo!, MSN, AOL IM, and last but certainly not least,
Internet Relay Chat (IRC). The IRC rules (nick change,
message, and dns response) provide detailed records of such
activity, and are a dead giveaway that one of my honeypots has
been infected – most Internet worms these days utilize IRC so
the infected machines (a.k.a. bots) can be controlled from the
IRC channel.

I use the network traffic logging to write detailed logs on all
traffic that matches my packet filter rules. All traffic in this
network must be considered potentially dangerous so I have
filtered heavily what traffic is allowed in and out. The stateful
firewall with QoS allows me to allow only incoming traffic on
ports 135 (netbios), 137 (netbios-ns), 138 (netbios-dgm), 139
(netbios-ssn), 445 (Microsoft-SMB) and 1025 (Active
Directory locator) to the honeypot systems. These make the
systems look ‘authentic’ to would-be attackers since those are
ports that are open by default on most Windows systems. I’ve
grouped those ports together so I can simplify my firewall
rules (and also it allows me to turn off the traffic at will), and
I’ve set QoS to ‘low’, which means traffic incoming to those
ports will be low priority and thus help prevent saturation of
my Internet connection. Outgoing traffic (from the honeypot
systems out to the Internet) is disallowed on all of those ports.
However, rather than deny the traffic I have decided to simply
drop the traffic – this looks less ‘fishy’ because it just appears
that the host they are trying to contact is down, rather than
getting an explicit denial from my firewall. I’ve also blocked
outgoing SMTP traffic (port 25) since I don’t want to help
spammers send mass-mailings (or help send out malware
attached to emails). Again, QoS has been applied to these
outgoing rules to help prevent network saturation.

Figure 1: AV honeypot network.
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At this point you may be asking ‘is that it?’ Yes … I made the
conscious decision to not exclude any other outgoing traffic.
My theory was that most malware attempts to spread using
Windows file sharing (ports 135, 137, 138, 139, and 445 as
indicated above) and email (port 25 as indicated above) –
therefore, the rules I put in place would be sufficient. It turns
out that, in the six-plus months I have had my honeypots
running, it has been very effective at blocking malware
propagation and at the same time, it allowed the more
‘interesting’ activities to take place and be logged – i.e. IRC
connections to 6667 (the default IRC port) and the many other
ports utilized by malware writers to control their bots.

SERVER SETUP

Before I delve into the configuration of the honeypots
themselves it is important to identify the servers in the
network and their roles. I utilized a total of four physical
computers to create this honeypot network.

The first server is a Windows Server 2003 machine with the
name of SERVER. Why the lame machine name? Well, I
wanted to keep the systems within the network as
generic-sounding as possible. Do you think names such as
HACKMEBADGUY would be too obvious? I thought so.
SERVER’s role within the network is my storage server. I
hardened the OS and enabled the built-in firewall. I only
allowed ports 20, 21 (FTP) and 3389 (Remote Desktop). I
chose Serv-U FTP as my FTP server since it is easy-to-use,
inexpensive, and features SSL-encrypted transfers – a must
when transferring suspicious files from my honeypot hosts to
the SERVER’s storage.

The next three servers are set up with the names of
SERVER2, SERVER3, and SERVER4. These Red Hat
Enterprise Advanced Server 3.0 boxes are configured with a
minimal operating system and VMware GSX Server is
installed on them in order to provide the framework for
hosting the honeypot systems. All three systems are very fast
and redundant – which is important when you consider they
had to host 13 honeypot systems between them.

HONEYPOT SETUP

The honeypot systems were all cloned off one base image. I
installed Windows XP Professional SP1 with all default
options and the VMware Tools on the host and then cloned it
using VMware – it will create a new identifier for each system
as you bring it online. I then renamed each one
(XPWK01-13) and gave them unique IP addresses. Again,
generic names were chosen to make it appear as if the boxes
are part of a small business/office environment. The IP
addresses assigned to the honeypots were also chosen to make
it look as if they were assigned via DHCP
(192.168.0.101-113). All boxes log in at boot automatically as
the Administrator-level account ‘User’.

Each machine is then set up with the applications necessary to
help with its role as a honeypot. During setup or updating, all
incoming network traffic to the honeypot host is blocked. This
prevents anything from ‘sneaking’ in. First and foremost,
afick is installed for file integrity. Afick works by taking
MD5SUM hashes of the entire contents of the hard disk and
creating a reference point which can be compared to. This,
combined with VMware’s ‘Snapshot’ feature (which allows
me to roll back to a moment in time), allows me to know

precisely which files have changed when a system is infected.
Also installed are WinRAR (for compressing samples and
taking a peek at the occasional RAR SFX Trojan dropper),
mIRC (for connecting to ‘bot net’ IRC servers), FTP Voyager
(for secure file transfers to my file server) and Red Cliff Web
Historian (used to quickly extract browser history – valuable
when a system has been hit with spyware, for example). Last,
but not least, I install the anti-virus software assigned to the
honeypot. Each AV product is installed on one honeypot. Once
everything is configured and updated, I run afick to create a
MD5SUM hash of the ‘known-good’ files and then I take a
snapshot of the system using VMware.

ANALYSIS SETUP
Since I am working with live, infected, honeypot systems I
needed to take steps to insure that I could gather data off the
system quickly (so I can then pull the network plug) and as
forensically soundly as possible. To achieve this I took several
precautions: first, I took advantage of VMware’s ability to
mount an ISO image file. I took the Windows XP SP1
installation ISO image and modified it, adding a folder called
‘WINFOR’ (Windows Forensics) under the ‘VALUEADD’
folder (default on the CD). In this folder I placed all of my
analysis tools. This allows me to run my tools on media that is
read-only to the operating system – meaning an attacker
cannot modify them to skew the results. As an additional layer
of integrity, I also placed a ‘known-good’ cmd.exe in the
‘WINFOR’ folder from which to run the scripts. Finally, I
wrote a script that runs the tools and gathers important system
information in about a minute, allowing me to get the data I
need and then pull the network plug. When this script runs, at
each step it creates an MD5SUM of the logs it is creating,
allowing me to verify the logs just in case they were modified
during the minute or so the script was running. The resulting
output gives me network connection data, registry logs,
Windows event logs, installed services, security policy data,
and more.

Once my script completes, I pull the network plug and
proceed to run afick in order to catalogue which files have
changed. The afick output, coupled with the logs from the
script, allows me to paint a picture of what happened.

PUTTING IT ALL TOGETHER
A honeypot setup like this one has many roles it can serve.
The primary use for my purposes was to capture new
malware in a realistic environment. Since the infections were
taking place on an actual Windows XP system, the techniques
and behaviours used by malware can be witnessed first-hand.
This was especially valuable when I was ‘tuning’ my analysis
toolset and scripts. Based on using the script ‘in the wild’
on my honeypots I was able to improve on it and streamline
it so that it contained just the right tools to get the information
I needed.

The honeypots also make for a great test bed. Is your
organization trying to decide which anti-virus vendor and/or
product to utilize? Why not put the vendors that are vying for
your business head-to-head on the honeypots? See how they
fare when they are the only thing providing security in
between your systems and the Internet. Perhaps it isn’t a fair
scenario, but you also have to consider that it is very similar
to your internal network having a worm outbreak. Prepare for
the worst and you will be much better off.
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You may also consider using the honeypots as an ‘early
warning’ system. Place several of them in their own DMZ
within your network, expose them to the Internet, install the
OS and other applications you use on your desktops, match
the patch-level you’re currently at on your desktops, and put
the anti-virus software you use on the honeypots. This will
create an environment similar to the one your users are in
every day, and when infected it will allow you to react to new
threats by submitting the captured samples to vendors and
finding new ways to secure your desktops.

ANTI-VIRUS SHOOT OUT
To put the anti-virus software on my honeypots through their
paces I decided I would take a well-known virus sample and
pack it using the latest black hat favourites. Why not use
EICAR? Well, to be honest, I was unable to put EICAR into
the Portable Executable (PE) format which allows the file to
be packed. I attempted taking the EICAR.COM file and
placing it in a compressed archive (zip or RAR) and then
making a self-extracting archive – this is a sufficient PE file.
However, once packed, the resulting file would throw a
compression error (tried with both RAR self-extracting and
zip). So I made the decision to use a well-known piece of
malware that all vendors would detect. I chose Nimda.A –
available at http://vx.netlux.org/vl.php?dir=Net-
Worm.Win32.Nimda.

Packers pose a threat to organizations because they provide a
vessel to transfer malware into networks. Your anti-virus
software may detect the unpacked malware, but if it does not
detect it when packed it has a way to propagate once inside.
Take, for example, a typical organization – they have
anti-virus on their mail server and anti-virus on their desktop.
If your mail server anti-virus doesn’t detect the packed
malware, the file has made its way to your end-users in full,
clickable form. Perhaps your desktop anti-virus will catch it –
but are you 100% confident that all of your systems have
anti-virus installed and have up-to-date definitions? If not, it
only takes one system to become infected to create a
nuisance. This is just one scenario for packed malware to
enter your network – there are many others.

I had 21 variants of the Nimda.A sample:

1. Original (no modification)

2. Zip self-extracting archive (SFX)

3. RAR SFX

4. ASPack 2.12

5. ASProtect 1.23 RC4 build 08.07

6. exe32pack 1.42

7. EXECryptor 2.0

8. ExeStealth 3.04

9. FSG 2.0

10. MEW11 SE 1.2

11. MoleBox 2.3.3

12. Morphine 2.7

13. Packman 0.0.0.1

14. PECompact2 2.55

15. PE-PACK 1.0

16. Petite 2.3

17. UPX 1.25W

18. WWPack32 1.20

19. yoda’s Crypter 1.3

20. yoda’s Protector 1.0b

21. (Win)UPack 0.27 beta

I packed the file using the default options of each packer. I
then created a text file with MD5SUMs of each of the 21
Nimda.A files and proceeded to zip all 22 files together with a
password of ‘infected’ – ready to test them on my honeypots!

The testing took place on 6 June 2005 and all anti-virus
products were updated fully before they were tested. The zip
archive was downloaded securely to the honeypot and then
extracted to test real-time detection. Then real-time detection
was disabled and the file was extracted again – a manual scan
of the folder that contained all the samples was initiated and
the results were recorded. Here are the test results for each
product in both real time and manual scan mode. The
numbers below correspond to the list above.

Symantec AntiVirus Corporate Edition 10.0.0.359 (SAV)
with engine 103.0.2.7 [6/5/2005 rev. 37 definitions]

Real time [5/21]: SAV found 1, 4, 5, 17, and 18. It identified 1,
17, and 18 as ‘W32.Nimda.A@mm (dr)’. It identified 4 as
‘W32.Nimda.K@mm’ and it identified 15 as
‘W32.Nimda.A@mm (dll)’.

Manual [7/21]: SAV found 1, 2, 3, 4, 15, 17, and 18. It
identified 1, 2, 3, 17, and 18 as ‘Win32.Nimda.A@mm (dr)’.
It identified 4 as ‘W32.Nimda.K@mm’ and it identified 15 as
‘W32.Nimda.A@mm (dll)’.

Trend Micro PC-cillin Internet Security 2005 with engine
7.510.1002 [2.669.00 (06/06/05) definitions]

Real time [11/21]: PC-cillin found 1, 3, 4, 8, 9, 10, 12, 15, 17,
18, and 19. It identified 1, 4, 8, 12, 15, 17, 18, and 19 as
‘PE_NIMDA.A-O’. It identified 3 as
‘TROJ_MULTDROP.BE’ and 9 and 10 as ‘PE_NIMDA.A’

Manual [12/21]: PC-cillin found 1, 2, 3, 4, 8, 9, 10, 12, 15,
17, 18, and 19. It identified 1, 2, 4, 8, 12, 15, 17, 18, and 19 as
‘PE_NIMDA.A-O’. It identified 3 as
‘TROJ_MULTDROP.BE’ and 9 and 10 as ‘PE_NIMDA.A’.

McAfee VirusScan Professional 2005 (9.0) with engine
4.4.00 [4.0.4506 (06/03/05) definitions]

Real time [9/21]: VirusScan found 1, 4, 5, 6, 9, 15, 16,
17, and 18. It identified 4, 16, 17, and 18 as ‘W32/Nimda’.
It identified 1 and 5 as ‘W32/Nimda@MM’, 6 and 9 as
‘W32/Nimda.gen.b@MM’, and 15 as
‘W32/Nimda.gen@MM’.

Manual [14/21]: VirusScan found 1, 2, 3, 4, 5, 6, 8, 9, 12,
15, 16, 17, 18, and 21. It identified 1, 2, 3, and 5 as
‘W32/Nimda@MM’. It identified 4, 16, 17, and 18 as
‘W32/Nimda’. It identified 6 and 9 as
‘W32/Nimda.gen.b@MM’ and 15 as
‘W32/Nimda.gen@MM’. 8 and 12 were incorrectly
identified as ‘New Malware.h’, which was designated as a
Trojan by the application.

Sophos Anti-Virus 5.0.3 (SAV) [3.94 definitions]

Real time [12/21]: SAV found 1, 4, 6, 8, 9, 10, 12, 14, 15, 17,
18, and 19. It identified 1, 6, 8, 9, 10, 12, 14, 15, 17, 18, and
19 as ‘W32/Nimda-A’. It identified 4 as ‘W32/Nimda-E’.

Manual [12/21]: SAV found 1, 4, 6, 8, 9, 10, 12, 14, 15, 17, 18,
and 19. It identified 1, 6, 8, 9, 10, 12, 14, 15, 17, 18, and 19 as
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‘W32/Nimda-A’. It identified 4 as ‘W32/Nimda-E’.

Kaspersky Anti-Virus Personal Pro 5.0.14 (KAV) [06/06/05
10:42:31 AM definitions]

Real time [17/21]: KAV found 1, 4, 6, 8, 9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20, and 21. It identified all files as
‘Net-Worm.Win32.Nimda’, with the exception of 16 – which
it erroneously identified as ‘Trojan-Spy.Win32.Banker.so’.

Manual [19/21]: KAV found 1, 2, 3, 4, 6, 8, 9, 10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 20, and 21. It identified all files as
‘Net-Worm.Win32.Nimda’, with the exception of 16 – which
it erroneously identified as ‘Trojan-Spy.Win32.Banker.so’.

Eset NOD32 Antivirus System 2.12.3 [1.1130 (20050606)
definitions]

Real time [1/21]: NOD32 found 1 and identified it as
‘Win32/Nimda.A’.

Manual [1/21]: NOD32 found 1 and identified it as
‘Win32/Nimda.A’.

CA eTrust EZ Antivirus 6.2.1.1 (CAI) with engine 11.5.0.0
[9185 (June 6 2005) definitions]

Real time [2/21]: CAI found 1 and 4. It identified 1 as
‘Win32.Nimda.A’ and 4 as ‘Win32.Nimda.O’.

Manual [4/21]: CAI found 1, 2, 3, and 4. It identified 1 and 2
as ‘Win32.Nimda.A’ and 4 as ‘Win32.Nimda.O’. File 3 was
detected but CAI’s output was ‘scan
incomplete’ – apparently its support
for RAR SFX is limited.

Norman Virus Control 5.80 with
engine 5.82.01 [2005/06/04 definitions]

Real time [2/21]: Norman found 1
and 10. It identified 1 as
‘W32/Nimda.A@mm’. It detected 10
as ‘W32/MEWpacked.gen’ –
obviously a generic detection for all
files that are packed with MEW.

Manual [15/21]: Norman found 1, 4,
6, 7, 9, 10, 11, 13, 14, 15, 16, 17, 18,
19, and 21. It identified 1 as
‘W32/Nimda.A@mm’. It detected 10
as ‘W32/MEWpacked.gen’. All
remaining detected files (4, 6, 7, 9,
11, 13, 14, 15, 16, 17, 18, 19, and 21)
were classified as ‘W32/NetworkWorm’
by Norman’s ‘Sandbox’.

BitDefender 8 Standard with engine
7.01620 [6/6/2005 (174896 detections)
definitions]

Real time [12/21]: BitDefender found
1, 8, 9, 10, 11, 12, 13, 14, 15, 17, 19,
and 21. It detected 1, 8, 9, 10, 11, 12,
13, 14, 15, 19, and 21 as
‘Win32.Nimda.A@mm’. It detected 17
as ‘I-Worm.Nimda’.

Manual [16/21]: BitDefender found 1,
2, 3, 4, 6, 8, 9, 10, 11, 12, 13, 14, 15,
17, 19, and 21. It detected 1, 2, 3, 6, 8,
9, 10, 11, 12, 13, 14, 15, 19, and 21 as
‘Win32.Nimda.A@mm’. It detected 4
and 17 as ‘I-Worm.Nimda.E’.

Panda Titanium Antivirus 2005 (4.02.00) [06-06-2005
(96172 detections) definitions]

Real time [4/21]: Panda found 1, 9, 10, and 14. It detected
them as ‘W32/Nimda’.

Manual [12/21]: Panda found 1, 2, 3, 4, 9, 10, 14, 15, 17, 18,
19, and 21. It detected them as ‘W32/Nimda’.

AVG Anti-Virus 7.0 Professional (7.0.323) [267.6.4 (6/6/
2005) definitions]

Real time [5/21]: AVG found 1, 4, 9, 10, and 17. It detected
them as ‘I-Worm/Nimda’.

Manual [7/21]: AVG found 1, 2, 3, 4, 9, 10, and 17. It detected
them as ‘I-Worm/Nimda’.

Dr.Web Scanner for Windows 95-XP v4.32b [2005-06-07
(76686 detections) definitions]

Real time [9/21]: Dr.Web found 1, 4, 8, 9, 12, 15, 17, 18, and
19. It detected them as ‘Win32.HLLW.Nimda.57344’.

Manual [11/21]: Dr.Web found 1, 2, 3, 4, 8, 9, 12, 15, 17, 18,
and 19. It detected them as ‘Win32.HLLW.Nimda.57344’.

Hauri ViRobot Expert 4.0 with engine 2005-06-05.00
[2005-06-05.00 definitions]

Real time [2/21]: Hauri found 1 and 4. It detected 1 as
‘Win32.Nimda’ and 4 as ‘Win32.Nimda.I’.

Table 2: Charted results for manual.

Table 1: Charted results for real time.
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Manual [4/21]: Hauri found 1, 2, 3,
and 4. It detected 1, 2, and 3 as
‘Win32.Nimda’. 4 was detected as
‘Win32.Nimda.I’.

Tables 1 and 2 show the charted
results for real time and manual. Note
the discrepancies between the
number of detections between the
anti-virus products’ real-time and
manual scanning. This is certainly a
cause for concern, as some
environments perform full system
scans only weekly (or less frequently).

Table 3 shows the number of the files
that were detected by each anti-virus
product and then provides a
percentage result. All detections were
counted, whether they were accurate
or not (i.e. some caught the packed
files using generic detection).

Table 4 shows how often each file
was detected and provides a
percentage. This shows the packers /
packing methods that are successful
against anti-virus software.

In Table 5 I discounted the erroneous
detections made by the anti-virus
software. I counted any detection that
did not refer to ‘Nimda’ in some form
as an inaccurate detection. I included
this table because many products use
generic detection on just the packer
itself or they are completely
mis-detecting the samples. You can
review the detailed notes on each
product’s detection results above to
make your own decision on the
relevance of the results.

NEW TECHNOLOGIES
The tests above show some of the limits of pattern-based
detection. Recently, many anti-virus vendors have been taking
steps to provide additional levels of protection beyond
pattern-based detection – providing additional layers of
security ‘just in case’ something slips through. The two most
effective techniques I have seen in 2005’s crop of products are
buffer overflow protection and network port blocking.

Buffer overflow protection operates as a behavioural detection
process. According to McAfee, ‘VirusScan 8.0i protects
against buffer overflows for approximately 20 of the most
commonly used and exploited software applications and
Microsoft Windows OS services, including Microsoft Word,
Excel, Internet Explorer, Outlook, and SQL Server.
Administrators have the ability to create exceptions by
process when necessary.’ [1] A similar ability exists in Norton
AntiVirus 2005 (but not the enterprise product, Symantec
AntiVirus Corporate Edition – strange) and in a more limited
sense; Panda AntiVirus with their TruSecure technology.

Network port blocking operates exactly as it sounds – a
predetermined (by default installation or by administrator
specification) set of ports are blocked to prevent common

Table 5: Nimda packed product accuracy.

Table 3: Nimda packed product detection rate.

propagation techniques. For example, outgoing traffic on port
6667 (commonly used for IRC traffic) is blocked, network
shares are set to read-only mode (despite the settings specified
in Windows), and incoming traffic on ports 20 and 21 are
blocked (commonly used for FTP – i.e. ‘warez’ sites
distributing copyrighted software and media). This allows the
administrator to define what operations are ‘allowed’ within
his environment and use the anti-virus product’s additional
features to layer protection on.

These technologies were so successful that I ended up using
different versions of Symantec’s and McAfee’s products
because they were preventing nearly all infection attempts.
After all – this was a honeypot… I wanted to catch the new
variants that pattern-based detection was missing – but these
‘mini’ Intrusion Prevention System (IPS) features were
completely blocking them! McAfee’s home product (McAfee
VirusScan 2005) and Symantec’s corporate product do not
feature this functionality so they were used instead.

HONEYPOT MUSINGS

Since October 2004 I have been running various anti-virus

Table 4: Nimda packed packer detection rate.
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products in my honeypot network. My primary concern was
to learn more about infected system analysis; because of this I
have not yet devised an accurate model to gather statistics
from the honeypots (such as infection rates per product).
Nevertheless, I thought it might be interesting to some if I
gave my opinion on which of this year’s anti-virus products
are leading the pack:

McAfee VirusScan Enterprise 8.0i

As mentioned previously, this product has a solid
combination of good pattern-based detection and IPS features
such as buffer overflow protection and network port blocking.
It was rarely infected.

Kaspersky Personal Pro 5.0

Kaspersky is an example of a product that relies on
pattern-based detection only, but does it so well that it rarely
gets infected. With support for the most packers and
constantly updating definitions, Kaspersky is solid. One
puzzling thing was that in the handful of times it was infected
it was seemingly due to a product glitch, and not for lack of
detection for that malware.

Norton AntiVirus 2005

This surprised me more than anything – why would
Symantec’s home product have more features and a better
security posture than its corporate product? Norton AntiVirus
2005 had average pattern-based detection but excellent IPS
features (including extremely detailed logging!), leading it to
not be infected at all during its one-month tenure in my
honeypot network.

CONCLUSION

Hopefully I have achieved three things: opened your eyes to
the value of honeypots in your environment, to the threat of
repacked viruses to anti-virus defence, and to the limitations
of pattern-based detection with today’s evolving threats.

Anti-virus software needs to evolve – simply suggesting that
we must have desktop firewalls is not enough. Security is best
in layers, and anti-virus products need to add more than
single-layer pattern-based detection. Supporting many
packers is just one element. Adding new ways to block off the
myriad of malware infection vectors with protection
mechanisms such as buffer overflow detection and network
port blocking will allow anti-virus products to keep pace as
much as possible with the latest threats.
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products/mcafee/antivirus/desktop/vs.htm.

APPENDIX A

Honeypot Configuration

Internet Service Provider > Firewall > Red Hat Enterprise
Linux Advanced Server 3.0 > VMware GSX 3.1.0 build-9089
> Windows XP Professional SP1 Virtual Machines > Analysis
Script and Tools

Internet Service Provider

Specifications:

• Business-level cable broadband connection (24 hour
Service-Level Agreement)

• 13 static public IP addresses

• 5MB download

• 768K upload

Firewall – Astaro Security Linux V5

Specifications:

• See APPENDIX B

Red Hat Enterprise Linux Advanced Server 3.0

Three servers were deployed within the honeypot network
and given very generic names (SERVER2, SERVER3, and
SERVER4) and IP addresses (192.168.1.20, 192.168.1.40,
and 192.168.1.60, respectively)

Specifications:

• Minimum RHEL AS 3.0 installation, with the exception
of including compilers and the kernel-source (for
recompiling VMware GSX for new kernel releases).

• /mnt/_iso/WindowsXP_Pro_with_SP1.iso for virtual
machine use

VMware GSX 3.1.0 build-9089

Specifications:

• Network adapters bridged

• Snapshots enabled

Windows XP Professional SP1 Virtual
Machines

Systems are given generic names (XPWK##) and IP
addresses that appear to be DHCP-distributed (192.168.1.1##)
to mimic a small business. The systems were setup to
automatically log in as the Administrator-level account
‘User’. Windows Update was turned off as well as the
Windows XP built-in firewall.

Specifications:

• Default XP SP1 installation (no other patches)

• 2.5GB C:\ virtual disk

• CD-ROM D:\

• ActiveState ActivePerl 5.8

• afick 2.7-0

• FTP Voyager 11.2

• mIRC 6.16

• Red Cliff Web Historian 1.1

• WinRAR 3.42

• VMware Tools build-9089, time synchronization enabled,
‘Show VMware Tools in the taskbar’ disabled.

Analysis script and tools
Tools utilized:

Fport 2.0

Portqry 2.0



ANTI-VIRUS IN THE WILD  JOHANSEN

7VIRUS BULLETIN CONFERENCE OCTOBER 2005

OpenPorts 1.0

Netstat

Nbtstat

Handle 2.2

ListDLLs 2.23

TLIST

PsList 1.26

PStat

PsLoggedOn 1.31

PsInfo 1.62

PsFile 1.01

NTLast

DUMPEL

AuditPol 1.1b

REGDMP

Autoruns 6.0 command-line

MD5SUM

Script:

time /t > c:\time.for

md5sum c:\time.for > c:\time.for.md5

date /t > c:\date.for

md5sum c:\date.for > c:\date.for.md5

fport > c:\fport.for

md5sum c:\fport.for > c:\fport.for.md5

PortQry -local -l c:\portqry.for -v

md5sum c:\portqry.for > c:\portqry.for.md5

openports > c:\openports.for

md5sum c:\openports.for > c:\openports.for.md5

dir /t:a /o:d /a /s c:\ > c:\file_accesstimes.for

md5sum c:\file_accesstimes.for >
c:\file_accesstimes.for.md5

dir /t:w /o:d /a /s c:\ > c:\file_modifytimes.for

md5sum c:\file_modifytimes.for >
c:\file_modifytimes.for.md5

dir /t:c /o:d /a /s c:\ > c:\file_createtimes.for

md5sum c:\file_createtimes.for >
c:\file_createtimes.for.md5

netstat -an > c:\netstat.for

md5sum c:\netstat.for > c:\netstat.for.md5

nbtstat -c > c:\nbtstat.for

md5sum c:\nbtstat.for > c:\nbtstat.for.md5

handle > c:\handle.for

md5sum c:\handle.for > c:\handle.for.md5

listdlls > c:\listdlls.for

md5sum c:\listdlls.for > c:\listdlls.for.md5

tlist > c:\tlist.for

md5sum c:\tlist.for > c:\tlist.for.md5

pslist > c:\pslist.for

md5sum c:\pslist.for > c:\pslist.for.md5

psservice > c:\psservice.for

md5sum c:\psservice.for > c:\psservice.for.md5

pstat > c:\pstat.for

md5sum c:\pstat.for > c:\pstat.for.md5

psloggedon > c:\psloggedon.for

md5sum c:\psloggedon.for > c:\psloggedon.for.md5

psinfo > c:\psinfo.for

md5sum c:\psinfo.for > c:\psinfo.for.md5

psfile > c:\psfile.for

md5sum c:\psfile.for > c:\psfile.for.md5

ntlast > c:\ntlast_successful_logins.for

md5sum c:\ntlast_successful_logins.for >
c:\ntlast_successful_logins.for.md5

ntlast -f > c:\ntlast_failed_console_logins.for

md5sum c:\ntlast_failed_console_logins.for >

c:\ntlast_failed_console_logins.for.md5

ntlast -r > c:\ntlast_successful_remote_logins.for

md5sum c:\ntlast_successful_remote_logins.for >
c:\ntlast_successful_remote_logins.for.md5

ntlast -f -r > c:\ntlast_failed_remote_logins.for

md5sum c:\ntlast_failed_remote_logins.for >
c:\ntlast_failed_remote_logins.for.md5

dumpel -l security -t >
c:\dumpel_security_evntlogs.for

md5sum c:\dumpel_security_evntlogs.for >
c:\dumpel_security_evntlogs.for.md5

dumpel -l application -t >
c:\dumpel_application_evntlogs.for

md5sum c:\dumpel_application_evntlogs.for >
c:\dumpel_application_evntlogs.for.md5

dumpel -l system -t > c:\dumpel_system_evntlogs.for

md5sum c:\dumpel_system_evntlogs.for >
c:\dumpel_system_evntlogs.for.md5

auditpol > c:\auditpol.for

md5sum c:\auditpol.for > c:\auditpol.for.md5

regdmp > c:\regdmp.for

md5sum c:\regdmp.for > c:\regdmp.for.md5

autorunsc -a -d -e -s -w -m > c:\autorunsc.for

md5sum c:\autorunsc.for > c:\autorunsc.for.md5

time /t > c:\time2.for

md5sum c:\time2.for > c:\time2.for.md5

date /t > c:\date2.for

md5sum c:\date2.for > c:\date2.for.md5

zip -9 -m “c:\forensic_logs.zip” “c:\*.for”
“c:\*.for.md5”

APPENDIX B

Firewall configuration

Firewall service definitions.
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Firewall network definitions.

Firewall group definitions.

Firewall packet filter rules.


