
Pentesting Android Mobile Application 

 

Overview on Mobile applications 

 
Connect in Superior Way!! 
 

Mobile market is the worldwide rapidly developing segments since many customers are using mobile 
phones. Now-a-days mobile phones have become more like portable computers which supports each and 
every applications like Internet banking, travel portal, e-commerce etc. Mobile applications have started 
attracting hackers as mobile applications are also involved in money transactions. 

 
These applications run on different Operating System such as Symbian, Windows, IPhone, IPad and 
Android Mobile. The testing procedure varies based on the supporting OS, however in case of web 
application the testing procedure remains the same; irrespective of application platform like ASP. Net, 
PHP, JSP, etc. 

Approach 

In this article we’ll look how we can proceed for Android Mobile application testing. Testing is focused on 

three categories:- 

• Reverse Engineering 

• Intercepting Mobile Application Traffic 

• Memory Analysis 

 

Reverse Engineering 

Reverse Engineering is a process to analyze the source code, find sensitive data, exploit and modify code. 

In general, for Symbian application if you extract .Jar files you will get access to compiled code and can 

begin the analysis but in case of android specific .apk file, follow the below steps to extract complied codes 

from .apk file. 

1. Convert .apk file to .rar file just by changing the extension of .apk to .rar or .zip 

 
2. Extract .rar file 

3. Under the extracted folder you will get classes.dex file, extract compiled code files from classes.dex 
file 



 
 

4. Download baksmali-1.2.8.jar and save this jar file under extracted folder. 

 

5. Run the baksmali. Jar file using command prompt to extract compiled code files from classes.dex 
file by giving the below command:- 
java -jar baksmali-1.2.8.jar classes.dex -o test 
 

 
6. Now you can view .smali files under ‘test’ folder. 

 
7. Now .smali files can be opened in any text editor to view the code and do the analysis 

 
8. Agnitio is a good tool by which code analysis can be done 

 
9. After analysis of code, try to write or modify the validation present in the source code and again 

compile it. 
10. After doing the changes run that modified compiled code and check whether changes made by 

you in code get implemented. 



 

Pen testing using Handset and Proxy Tool 

Testing Via Connecting With Wi-Fi:- 

Let’s now test android application using Wi-Fi method: 

In this method we have to divert the traffic from handset to server via proxy of your system. To divert 
traffic we also require setting up proxy and other tools on android handset and for this root privilege is 
required on the handset. Rooting is the process of getting root access on handset.  Rooting is like 
jailbreaking in Iphone. 

Here in this article we are taking example of rooting Samsung S2 handset  

Download following tools before starting the rooting process:- 

• Odin Downloader  

• Download the  XWKDD, but do NOT extract the .tar file  

• Download and extract SuperOneClick 

• Keep the handset in USB debugging mode Settings -> Applications -> Development -> USB 
debugging 
 

Steps for Rooting Samsung S2 Handset 
 

1. Reboot the handset into download mode, to do this turn off the device and power on it again by 
pressing Volume Down + Home + Power button simultaneously. 
 

2. To start Run ‘ODIN Downloader’ run ‘Odin3 v1.85.exe’  
 

3. Now connect handset to the PC using USB cable.  Now tick the checkboxes of ‘Auto reboot’, ‘F. 
Reset Time’ and ‘PDA’ in ODIN and press the ‘PDA’ button to browse ‘XWKDD_insecure.tar’ file. 
Wait for few seconds and on the top left corner you will notice a symbol stating that device is now 
connected, and then click on start button. 
 

 
 

4. After this device will reboot. Do not remove the USB cable 
 

5. Once the handset is rebooted start ‘SuperOneClick’ just by running ‘SuperOneClick.exe’ , and 
press “ROOT “ button and reboot the handset 



 

6. Now your Handset is successfully rooted 

Once the handset is rooted you are now able to download testing tools and start your testing 

 
Steps to divert the traffic via PC 

1. To do this you will need a Wireless Router.  
2. Connect the wireless router to the LAN network. 
3. Connect your PC to the wireless router 
4. Enable the Wireless router on your handset  
5. Download Proxy tool from android market like Droid proxy in the handset 
6. Now to set up the proxy. Enter the IP address which is assigned to your PC after connecting it with 

the wireless e.g.  192.168.1.6 and also set the port to 8080 or to 5555 in it. 
7. Now open burp or Paros proxy in your PC and set the same port number as you set in your 

handset (8080 or 5555) 
8. After completing the above settings when you browse through mobile all the traffic will divert 

through the burp/Paros proxy of your system. 

Now you can start the testing as you do for web application. You can try various attacks like Parameter 
Manipulation, SQL Injection, etc. 

 
Handset Memory Analysis 

Download terminal emulator from android market. A terminal emulator is a program that makes your 
Android phone act like an old fashioned computer terminal which is useful for accessing the Linux 
command line shell that is built into every Android phone. Using terminal emulator look for sensitive 
information present in different folders like giving following commands: 

Ls <enter> 

Cd data <enter> 

Ls <enter> 

Cd data <enter> 

Ls <enter> 

Cd apps <enter 



 

 

Pen Testing using Phone Emulator and Proxy Tool  

Testing using emulator 

An emulator is a software application which allows a computer to run programs written for Mobile 
devices. Device specific emulator can be freely downloaded from internet.  There is no need of handset if 
you are testing using emulator. 

Steps to setup Emulator 
 

1. Download Android SDK 2.2 
2. Run ‘SDK Manager.exe’. Now create a new ‘Virtual device’. 

 
 

3. Select the created virtual device and click on ‘start’ button and then on ‘Launch’ button. 
 

 
 



4. Now you have to install android application on emulator for this open command prompt on your 
PC and enter following commands 
C:\Users\khushboo\Desktop\android-sdk-windows\platform-tools>adb install C:\User 
s\khushboo\Desktop\andriod.apk 
 

 
 
New application gets installed on emulator 
 

 
 

5. If in case you get error message while installation enter following commands 
adb kill-server 
adb start-server 

Now you can access the application as you do using your Samsung S2 handset 

Steps to setup Proxy 

1. To set up proxy in the emulator follow the process Home -> Menu -> Settings -> Wireless & 
Networks -> Mobile Networks -> Access Points Names and update the settings 

• Name: wireless 

• APN: Wireless 

• Proxy: IP address of your PC 

• Username: <Not set> 

• Password: <Not set> 
 

 



 
2. Open burp proxy in your PC and set the port as 8080 or  5555 
3. After doing the above settings when you browse through emulator all the traffic will go through 

the burp proxy of your machine 

 

Now you can start the testing as you do for normal web application. You can try various attacks like 
Parameter Manipulation, SQL Injection, etc. 

Memory Analysis 

If you install file on memory card it is possible that all the supporting files are also get installed on 
memory card and can get sensitive information like passwords, PIN, etc from locally stored files. In 
emulator this can be achieved by using MKSDCARD command. This command creates virtual SD card on 
the emulator 

1. create virtual SD card on emulator 
mksdcard [-l -label] <size>[k|M] <file> 

2. Now start the emulator by specifying the location of SD card file. 
emulator -sdcard <file> 
 
 

Tools like SQLITE3 can also be used to grab information of the database. 
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