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Same Origin Policy

In computing, the same-origin policy (sometimes 
abbreviated as SOP) is an important concept in the 
web application security model. Under the policy, a 
web browser permits scripts contained in a first web 
page to access data in a second web page, but only if 
both web pages have the same origin. An origin is 
defined as a combination of URI scheme, host name, 
and port number. This policy prevents a malicious 
script on one page from obtaining access to sensitive 
data on another web page through that page's 
Document Object Model.
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Why must?

HTTP CORS













Note that the browser fully 
trusts the response 

returned from the server. 
Keep this in mind.
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Same-Site Cookie

Personal, yet 
safe, experience 

offered by 
SameSite

Browser

- SameSite = Strict

- SameSite = Lax

- SameSite = None
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Taking advantage of 
unsafe CORS 
configuration

Hacking







REWARD





THANKS!
Does anyone have any questions?
nguy.minh.tuan@sun-asterisk.com

research.sun-asterisk.com


