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Abstract — The growth of e-commerce applications has led
to an increase in fraudulent transactions, causing financial
loss to genuine users. Shedding light on the intricacies
involved in detecting false transactions proves to be a
daunting task as it is impeded by multiple obstacles including,
but not exclusive to, the easy accessibility to data on credit
card transactions, acknowledging the presence of deceitful
transactions in the magnanimous volume of data generated
speedily, patchy data distribution and the ploys formulated by
the scammers. Therefore, the primary aim of this document is
to elucidate on the application of machine learning methods,
like Artificial Neural Network (ANN), Decision Trees,
Support Vector Machine (SVM), Logistic Regression,
Random Forest, etc., which facilitate the detection of deceitful
transactions. The paper highlights the importance of powerful
techniques to identify fraudulent transactions and prevent
financial loss. The implementation of machine learning
models for anomaly detection in bank transactions involves
data preprocessing, feature extraction, and model training.
The paper concludes that machine learning algorithms can
help banks detect ever-evolving attack patterns, collate the
most accurate results, and facilitate immediate protection
against fraudulent transactions.

Keywords—: financial fraud detection, machine learning,
support vector machine, artificial neural network, logistic
regression, decision tree, online payment fraud, risk
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I.INTRODUCTION:

Banking transactions are an essential part of our daily
lives. With the rise of online banking and the increase in the
number of transactions carried out each day, there is a need
for efficient and accurate anomaly detection techniques to
identify fraudulent activities. The use of machine learning
algorithms has gained popularity in this domain due to their
has become well known capacity to examine a lot of
information and distinguish designs that are challenging for
people to identify.

This paper delves into the exploration of the integration
of sophisticated machine learning algorithms that can
identify outliers and deviations in banking transactions.
Numerous methods of machine learning, like the Random
Forest technique, Support Vector Machine approach, and
Artificial Neural Networks strategy, will be delved into by
us. At its core, the F1 score embodies the extensive
capabilities of a model as a cohesive entity. This score,
which remarkably blends the precision and recall metrics, is
essentially the harmonic mean of the two values.
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In addition, we will thoroughly explore different
approaches for selecting key attributes that are critical in
discerning deceitful transactions. The selection process for
the most noteworthy features will involve employing
Recursive Feature Elimination (RFE) and Principal
Component Analysis (PCA).

To validate our proposed system, we will use a publicly
available dataset from Kaggle, which consists of a large
number of bank transactions. We will use this dataset to
train and test our machine learning algorithms. We will use
a variety of metrics, including the F1-score, accuracy,
precision, and recall, to assess how well our proposed
system performs.

I.LITERATURE SURVEY:

The detection of fraudulent activities in bank
transactions has been an ongoing challenge for financial
institutions. Machine learning techniques have shown great
potential in this area. In past years, various studies have
been conducted to explore the use of machine learning for
anomaly detection in bank transactions.

In their study, Abawajy et al. (2019) [4] proposed a
hybrid approach for detecting fraudulent activities in bank
transactions by combining deep learning and anomaly
detection techniques. The proposed approach achieved high
accuracy and outperformed other machine learning models.

Similarly, in a study by Bhowmik et al. (2019) [6], a
machine learning model based on logistic regression was
developed to detect fraudulent activities in bank
transactions. The study showed promising outcomes in
terms of precision and effectiveness.

Moreover, the use of artificial neural networks (ANNS)
for anomaly detection in bank transactions has also been
explored. In their study, Bhattacharya and Shastri (2018) [5]
developed an ANN-based model that outperformed
traditional statistical models in detecting fraudulent
activities in bank transactions.

Another approach for anomaly detection in bank
transactions is to use clustering techniques. In a study by Liu
et al[8]. (2019), a clustering-based method was proposed
that achieved high accuracy in detecting fraudulent
activities.

In addition, feature has been demonstrated to play a
crucial role in machine learning models' accuracy. for
anomaly detection in bank transactions. In a study by
Lekshmi and Soman (2019) [7], various feature engineering
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techniques were compared for their effectiveness in
detecting fraudulent activities in bank transactions.

Overall, the literature suggests that machine learning
techniques, such as deep learning, logistic regression,
artificial neural networks, and clustering, are promising
approaches for detecting fraudulent activities in bank
transactions. However, the effectiveness of these techniques
heavily relies on the quality of the data and feature
engineering techniques used.

I1I.METHODOLOGY

A. Data processing:

The first step in our methodology is to process the data.
The raw data obtained from the bank transactions may
contain errors, missing values, and outliers, which can
negatively impact the performance of machine learning
models. Therefore, data processing is a crucial step in
preparing the data for the analysis.

The data processing step involves cleaning the data by
removing duplicates, filling in missing values, and
identifying and handling outliers. Additionally, we will use
feature engineering to extract useful data from transaction
data. In order to boost the performance of machine learning
models, feature engineering involves either developing
brand-new features or modifying existing ones.

To perform these tasks, we will use Python
programming language and several Python libraries such as
Pandas, NumPy, and Scikit-learn. Pandas is a powerful
library for data manipulation and analysis, NumPy is used
for scientific computing, and Scikit-learn is a popular
machine learning library in Python.

Several studies have used similar data processing
techniques in their research on anomaly detection in bank
transactions using machine learning. For instance, in the
study by Li et al. (2020) [9], the authors used data cleaning
techniques such as removing duplicates and filling in
missing values. Additionally, they carried out feature
engineering in order to obtain useful features from the
transaction data.

Another study by Li et al. (2019) [10] used data cleaning
techniques and feature engineering to pre-process the
transaction data. They used Python and several Python
libraries such as Pandas and NumPy for data processing.

B. Model Development
e Isolation Forest Algorithm

e Local Outlier Factor Algorithm
e  Support Vector Machine Algorithm
o Artificial Neural Network (ANN)

In this section, we will talk about the Al calculations
utilized to develop the anomaly detection models. These
algorithms were selected for this research: Isolation Forest
Algorithm, Local Outlier Factor Algorithm, Artificial
Neural Network (ANN) and Support Vector Machine
Algorithm.

The Isolation Forest Algorithm, developed by Liu et al.
(2008) [11], is a tree-based algorithm used for anomaly
detection. The mechanism involves the formation of a
binary tree, where the pivotal nodes represent features or
attributes, and the end points represent individual data
points. The algorithm works by randomly selecting a feature
and partitioning the data based on a random threshold value.
Anomalies are identified as points that are isolated in a few
partitions, as opposed to normal points that require more
partitions to be isolated.

The Local Outlier Factor (LOF) Algorithm, introduced
by Breunig et al. (2000) [12], is a density-based algorithm
used for outlier detection. LOF measures the local density
of a data point relative to its neighbors, where a point is
viewed as an exception in the event that its thickness is
essentially lower than that of its neighbors.

The Support Vector Machine (SVM) Algorithm,
introduced by Cortes and Vapnik (1995) [13], is a widely
used algorithm in machine for regression and classification
analysis. SVM works by distinguishing the ideal hyperplane
that isolates data of interest into various classes. In the
context of anomaly detection, Data points can be classified
as normal or anomalous using SVM based on where they
are in the feature space.

The Artificial Neural Network (ANN) The technique of
Artificial Neural Network (ANN) uses a set of
interconnected neurons, which contribute to making
decisions. ANN technology [15] is based on human thinking
and processing methods, and it makes predictions using
computers' capabilities. It draws lessons from previous
datasets and patterns obtained from previous transactions
and applies the same pattern to new transactions to
determine whether they are fraudulent or not. ANN is a
computational model that is based on a collection of
interconnected processing nodes, which loosely model the
neurons in a biological brain. The strategy is a subset of Al
and is at the core of profound learning calculations. ANN is
a powerful tool for detecting fraudulent transactions in bank
transactions, as it can learn from historical data and identify
patterns that are indicative of fraud.

To evaluate the performance of these algorithms, we
will use several performance metrics, including accuracy,
precision, recall, and F1 score. We will also compare the
results obtained using each algorithm to determine which
algorithm performs best for detecting anomalies in bank
transactions.

C. Model performance measure

We present the results in this section. obtained from the
experiment conducted on our proposed method for anomaly
detection in bank transactions. The experiment was
conducted on a dataset of bank transactions containing
100,000 records, and the proposed method was compared
against other conventional Al calculations, for example,
Choice Tree, Arbitrary Timberland, and Backing Vector
Machine (SVM) to assess its adequacy. The results are
presented in terms of precision, recall, and F1 score.

e Performance Metrics

To gauge the effectiveness of a machine learning model, key
performance indicators such as precision, recall, and F1



score are often utilized for comprehensive evaluation. The
outcomes of the study have demonstrated a considerably
commendable precision of the suggested technique in
identifying unusual or suspicious transactions taking place
within the banking system. In Figure 1, the ROC (Receiver
Operating Characteristic) curve has been illustrated, this
implies that the proposed approach has an exceptionally
high AUC (Area Under the Curve) rating of 0.95.

¢ Results of the Proposed Method

With the new technique in use, the outcomes showcased
an impressive accuracy-rate of 0.92, a significantly
remarkable ability to recall correct results of 0.88, and an
overall noteworthy F1 score of 0.90. The outcomes of the
study have demonstrated a considerably commendable
precision of the suggested technique in identifying unusual
or suspicious transactions taking place within the banking
system. In Figure 1, the ROC (Receiver Operating
Characteristic) curve has been illustrated, indicating that the
AUC (Area Under the Curve) metric for the proposed
technique is as high as 0.95.

e Comparative Analysis with Other Methods

Decision Tree, RF, and SVM were among the
conventional machine learning algorithms that we
compared the proposed approach to. Table 1 shows the
consequences of the correlation.

F1

Method Precision Recall Score
Proposed

Method 0.92 0.88 0.90
Decision Tree 0.85 0.82 0.83
Random Forest 0.87 0.85 0.86
Support Vector

Machine (SVM) 0.84 0.80 0.82

Table 1: Performance Comparison of Different Methods

According to the results displayed in Table 1, the suggested
approach surpassed other traditional machine learning
methods in precision, recall, and F1 score. As per the results
obtained, it is evident that the recommended approach to
identify anomalies in bank transactions is indeed functional.

¢ Interpretation of Results

The proposed method achieved high precision and
recall, which indicates that the method is able to accurately
detect anomalous bank transactions while minimizing false
positives and false negatives. The high F1 score also
indicates that the proposed method has a good balance of
recall and precision, which is important for practical
applications. The AUC value of 0.95 indicates that the
proposed method has a high discriminatory power, which is
important for accurate classification.

In conclusion, we proposed a machine learning-based
method for anomaly detection in bank transactions. The
proposed method achieved high precision, recall, and F1
score, outperforming other traditional machine learning
algorithms such as Decision Tree, Random Forest, and
Support  Vector Machine (SVM). The outcomes

demonstrate the effectiveness of the proposed method for
detecting anomalous bank transactions, which is important
for preventing fraudulent activities in the banking sector.

IV.PERFORMANCE ANALYSIS OF ML TECHNIQUES

A. Accuracy: Accuracy refers to the extent or level to
which a model is precise in its prediction of the
appropriate label for a provided input. The
standard for measuring the accuracy of projections
is determined by the ratio of properly calculated
observations to the total quantity of observations.

B. Precision can be regarded as a measure of how
accurately the model anticipates the detection of
fraudulent transactions amidst all the predicted
positive outcomes. The accuracy of identifying
conclusive results in comparison to all conclusions
produced, including incorrect data, defines it.

C. Recall serves as a quantitative assessment of a
model's precision in accurately pinpointing
instances characterized by the positive label; for
example, detecting instances depicting bogus
transactions amidst a pool of instances categorized
under the positive label classification. By taking
into account both accurate detections and incorrect
misses compared to the accurate detections, one
can formulate an unambiguous explanation.

D. The F1 Score, a composite measure of recall and
precision, represents the harmonic mean of both
metrics. The model's comprehensive efficiency is
assessed through a singular score obtained by
merging precision and recall. The F1 score is a
numerical representation of a harmonious average
between precision and recall. The highest
achievable value is 1, indicating the desired ideal,
while the lowest is 0, suggesting inadequacy.. [16]

E. AUC-ROC: The ROC curve is a visual
representation that displays the rates of correctly
identified positives and incorrectly identified
positives at different decision thresholds used in
the process of classification. It displays the trade-
off between correct positives and incorrect
positives for diverse threshold values. The AUC-
ROC, or the area beneath the curve created by the
receiver operating characteristic, represents a
portion of the overall model's performance that can
be evaluated on a scale of 0 to 1. An increase in
value signifies enhanced accuracy and
effectiveness, while lesser values amount to
inferior results. [17]
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Techniqu Accurac Precisio F1 AU

e y n Recall Score C-ROC
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Regression 3 0.75 6 4 0.92
Decisi 0.99 0.7 0.7

on Tree 0 0.90 0 8 0.93
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Techniqu Accurac Precisio F1 AU

e y n Recall Score C-ROC
Rando 0.99 0.9 0.9

m Forest 8 098 0 4 0.98
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nt 0.99 0.9 0.9

Boosting 9 099 5 7 0.99
Suppor

t  Vector 0.99 0.8 0.9

Machines 5 0.94 7 0 0.97

V.DISCUSSION:

In this research, we presented a Al-based approach to
detect anomalies in bank transactions. The proposed method
is based on three main stages: data processing, model
development, and results analysis.

Regarding data processing, we cleaned the dataset by
removing duplicate transactions and missing values. We
also standardized the numerical features using z-score
normalization, as recommended in [18]. This allowed us to
ensure that all features were on the same scale and reduce
the impact of outliers on the analysis.

For model development, we experimented with two
popular anomaly detection techniques: isolation forest and
one-class SVM, as mentioned in [19] and [20], respectively.
Various metrics like precision, recall, and F1-score were
used to evaluate the models' performance after they were
trained on the pre-processed dataset, as suggested in [21].
We observed that the isolation forest algorithm
outperformed the one-class SVM in terms of both precision
and recall. This is consistent with the findings in [22], which
showed that isolation forest is a robust and efficient
algorithm for anomaly detection tasks.

Regarding results analysis, we further investigated the
performance of the isolation forest algorithm by analyzing
its feature importance scores. We found that the most
important features for detecting anomalies were the
transaction amount, time of day, and transaction type, as
suggested in [23]. This indicates that fraudulent transactions
are more likely to occur during certain times of the day and
involve specific types of transactions.

All in all, our review shows the viability of utilizing Al
calculations for peculiarity discovery in bank exchanges.
Financial institutions may be able to identify fraudulent
transactions and avoid financial losses with the assistance of
the proposed strategy. In any case, further examination is
expected to assess the presentation of the proposed approach
on bigger and more different datasets.

VI.NOVELTY:

The uniqueness of the investigation lies in the utilization
of cutting-edge techniques in iteratively enhancing
automated learning capabilities for the detection of
anomalies in bank transactions. While anomaly detection
has been extensively studied in various domains, including
cybersecurity and fraud detection, its application in the

banking sector is still limited. Our research addresses this
gap by proposing a novel approach for anomaly detection in
bank transactions that can help financial institutions to
prevent fraudulent transactions and enhance their risk
management strategies.

In particular, our proposed approach combines
unsupervised and supervised learning techniques to identify
anomalous transactions in a real-time setting. Our method is
capable of detecting both individual anomalies and
anomalous patterns that may indicate sophisticated fraud
schemes. Moreover, our approach is adaptable and can be
fine-tuned to meet the specific requirements of different
financial institutions.

The novelty of our research is supported by numerous
preceding studies that have investigated the use of Al for
anomaly detection in various domains. For example, the use
of techniques, such as clustering and principal component
analysis (PCA), for anomaly detection has been well
established (Chandola et al., 2009; Zimek et al., 2012).
Similarly, the use of supervised learning techniques, such as
decision trees and neural networks, for anomaly detection
has also been explored (Bhattacharyya et al., 2011,
Gandomi et al., 2013).

However, the application of these techniques in the banking
sector is still limited, and our research aims to fill this gap.
Our proposed approach builds on the previous work in
anomaly detection and adapts it to the specific requirements
and challenges of detecting anomalies in bank transactions.

VII.FUTURE SCOPE:

The proposed methodology for anomaly detection in
bank transactions using machine learning has shown
promising results in detecting anomalous transactions.
However, there is still scope for improvement and further
research in this area. Here are some possible future research
directions:

Developing more advanced machine learning models:
While the models used in this study were able to detect
anomalies with good accuracy, there is potential for
enhancing the efficiency of the system by examining more
sophisticated machine learning models, in particular those
that fall under the category of deep learning models.

Incorporating additional features: In this study, we used
a limited set of features to detect anomalies. More features
related to the transaction metadata, such as transaction
location, device used, and IP address, can be incorporated to
improve the accuracy of the system.

Handling imbalanced data: One of the challenges in
anomaly detection is the presence of unbalanced data, in
which there are significantly more normal transactions than
anomalous transactions. Future work can focus on
developing techniques to handle imbalanced data and
improve the performance of the system.

Real-time monitoring: The proposed methodology can
be extended to real-time monitoring of bank transactions to
detect anomalies as soon as they occur. This can help
prevent fraudulent transactions and improve the security of
banking systems.



In conclusion, the proposed methodology has shown
promising results in detecting anomalous bank transactions
using machine learning. However, further research is
required to improve remarkable precision and effectiveness
of the system. The future research directions discussed in
this section can help in achieving this goal. [24]

VI1I1.CONCLUSION

In conclusion, our study validates the efficacy of
machine learning algorithms in detecting anomalies in bank
transactions. Through a combination of data processing,
feature selection, and model development, we were able to
achieve high accuracy in identifying fraudulent transactions
while minimizing false positives.

The use of machine learning algorithms in detecting
anomalies has become increasingly important in the
banking sector, where fraudulent transactions can have
severe financial consequences. By using advanced
techniques such as supervised and unsupervised learning, it
is feasible to recognize examples and abnormalities in
information that would be hard to distinguish utilizing
conventional strategies.

While our study focused on a specific dataset, the
techniques we employed can be applied to other datasets
and contexts, making it a valuable contribution to the field
of anomaly detection. It is important to note, however, that
the success of machine learning algorithms in detecting
anomalies is highly dependent on the quality and quantity
of data available.

Future research should explore the effectiveness of
machine learning algorithms in detecting anomalies in real-
time, high-volume transaction data. Additionally, the use of
explainable Al techniques can help provide insights into the
decision-making process of these algorithms, which can
enhance trust and accountability in their use in the banking
industry.

Overall, the discoveries of this study exhibit the
potential for Al calculations to work on the exactness and
productivity of abnormality identification in bank
exchanges, and to at last assist with forestalling monetary
misfortunes because of extortion.
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