
É2013 High-Tech Bridge SA ï www.htbridge.com 

Manipulating Memory for Fun & Profit 

6 February 2013 

 

Fr®d®ric BOURLA 

Chief Security Specialist 

  

https://www.htbridge.com/


É2013 High-Tech Bridge SA ï www.htbridge.com  

# whoami 

Fr®d®ric BOURLA 

Chief Security Specialist 

Head of Ethical Hacking & Computer Forensics Departments 

High-Tech Bridge SA 

 

~12 years experience in Information Technologies 

GXPN, LPT, CISSP, CCSE, CCSA, ECSA, CEH, eCPPT 

GREM, CHFI 

RHCE, RHCT, MCP 

 

[frederic.bourla@htbridge.com] 

https://www.htbridge.com/


É2013 High-Tech Bridge SA ï www.htbridge.com  

# readelf prez 

V Slides & talk in English. 

V Native French speaker, so feel free to send me an email 

in French if case of question. 

V Talk focused on Memory Manipulation, from both 

offensive and defensives angles. 

V 1 round of 45ô. 

V Vast topic, lots of issues to address, and lots of slides so 

that the most technical of you can come back later to 

remember commands. 

V Therefore some slides [specially the beginning] will be 

fast, but everything is summarized in demos. 

V No need to take notes, the whole slides and demos will 

be published on High-Tech Bridge website. 

https://www.htbridge.com/
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# readelf prez 

V Despite its name, this talk will not deal with Total Recall 

or any other human memory manipulation based movie. 

 

 

 

 

 

 

 

V Nor will it deal with classical binary exploitation, such as 

Stack based Buffer Overflows or Heap Spraying. I 

strongly advice to read corelanc0d3rsô papers on 

corelan.be to learn more regarding Exploit Writing. 

https://www.htbridge.com/
https://www.corelan.be/index.php/category/security/exploit-writing-tutorials/
https://www.corelan.be/index.php/category/security/exploit-writing-tutorials/
https://www.corelan.be/index.php/category/security/exploit-writing-tutorials/
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# man mem 

V RAM (Random Access Memory) is a temporary 
memory accessible by the CPU in order to hold all of 
the program code and data that is processed by the 
computer. 

 

V It is called ñrandomò because the system can directly 
access any of the memory cells anywhere on the RAM 
chip if it knows its row (i.e. ñaddressò) and its column (i.e. 
ñdata bitò). 

 

V It is much faster to access data in RAM than on the 
hard drive. 

 

V CPU and OS determine how much and how the 
available memory will be used. 

https://www.htbridge.com/
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# man mem 

V In other words, most users do not have any control 

on memory, which makes RAM a target of choice. 

 

V First systems were arbitrary limited to 640Kb RAM. Bill 

Gates once declared that ñ640K ought to be enough for 

anybodyò. 

 

V At this time it was far enoughé But today the OS itself 

can consume 1 Gb. We therefore use much more 

memory. 

 

V On a 32 bits Windows system, OS can directly address 

2^32 cells, and is therefore mathematically limited to 4 

Gb memory. 

https://www.htbridge.com/
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# man mem 

V Contrary to popular assumption, RAM can retain its 

content up to several minutes after a shutdown. 

 

V Basically RAM is everywhere nowadays. Printers, fax, 

VoIP phones, GPS and smartphones are good 

examples. 

 

V This provide some opportunities to security 

professionals [and also to bad guys]. Some points of 

this talk can be applied to various targets and may not 

be limited to Windows systems, even if since now we will 

deal with a classical Microsoft host. 

https://www.htbridge.com/
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# man mem 

V Upon process instantiation, the code is 

mapped in memory so that the CPU can 

read its instructions, and each process 

has his own virtual memory. 

 

V OS relies on page table structures to map 

transparently each virtual memory address 

to physical memory. 

 

V But most importantly, any program 

[including both its data and its 

instructions] must first be loaded into 

memory before being run by the 

processor. 

https://www.htbridge.com/
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# man mem 

V For example, FUD Trojans which highly rely on 

Packers & Crypters can be quickly uncovered 

through memory analysis. 

 

V The same principle applies to OFTE. Memory Analysis 

can save your investigator's life, should you be facing a 

drive with On The Fly Encryption capabilities. To be 

efficient, transparent and usable, the [encrypted] key 

should be somewhere in memory. 

https://www.htbridge.com/
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Post keylogging capacities 

V A colleague just used your laptop to access a restricted 

page, and you regret you didnôt have time to run your 

favourite keylogger? :-] 

https://www.htbridge.com/
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Post keylogging capacities 

V No a problem, you may be able to browse the Internet 

browserôs memory to grab his credentials. 

https://www.htbridge.com/
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Post keylogging capacities 

V Besides this joke, have you ever wished you had saved 

your new email before a touchpad problem occurs and 

make you loose 30 minutes? 

https://www.htbridge.com/
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Post keylogging capacities 

V But you may not be obliged to restart writing 

everything from scratch if you browse the process 

memory shortly. 

https://www.htbridge.com/
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Stars revelation 

V In a pivoting attack, it can be very useful to reveal 

whatôs behind the stars...  Donôt forget, Windows 

remembers lots of passwords in behalf of users. 

 

V Lots of tools do exist, such as Snadboy's Revelation. 

Unfortunately, most of them do not work against recent 

OS. 

 

V BulletsPassView is one of the remaining tools which still 

works under Windows 7. There is even a 64 bits version. 

 

V Anyway, it also does not work under Windows 8. 

https://www.htbridge.com/
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Stars revelation 

https://www.htbridge.com/
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Stars revelation 

V Pillaging passwords often provide the keys of the 

kingdom. 

https://www.htbridge.com/
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Memory Patching 

V Memory Patching is the first stone to build a Crack or 

create a Keygen in the Warez world. 

 

V It basically consists of locating and bypassing binary 

protections in memory in order to finally implement the 

trick in the targeted file. 

https://www.htbridge.com/
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Memory Fuzzing 

V Fuzz Testing, aka Fuzzing, consists in providing 

invalid, unexpected, or random data to the inputs of a 

monitored program to detect security issues [among 

others]. 

 

V General approach to Fuzzers: 

https://www.htbridge.com/
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Memory Fuzzing 

V Memory-oriented Fuzzing: 

https://www.htbridge.com/
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Memory Fuzzing 

V Here is an example from dbgHelp4j, a memory fuzzing 

project under development at High-Tech Bridge: 

 

 

 

 

 

V To learn more, read Xavier ROUSSELôs paper. 

 

V This short demonstration shows how dbgHelp4j 

permits to identify rapidly an old buffer overflow in 

the CWD Command of Easy FTP Server v1.7.0.11. 

https://www.htbridge.com/
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
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DLL Injection 

V Another well-known memory abuse consists in injecting 

arbitrary code into the memory space of another 

process, for example through a CreateRemoteThread 

like function. 

 

V Such an injection permits the attacker to benefit from 

the rights of the target process, and often to bypass 

firewalls. 

 

V This also enable its author to hide himself from most 

users, as threads are not displayed in Windows Task 

Manager. 

https://www.htbridge.com/
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DLL Injection 

V Native task manager does not display current 

threads within a process. 

https://www.htbridge.com/
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DLL Injection 

V Here a DLL based Reverse Trojan is injected into IE 

memory space. 

https://www.htbridge.com/
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DLL Injection 

V Trojan reaches its C&C Server via HTTP through 

Internet Explorer [whose behaviour sounds right]. 

https://www.htbridge.com/
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DLL Injection 

V From a Pivoting Attack point of view, DLL Injection is 

widely used during Privilege Escalation. 

 

V There are a lot of tools, such as CacheDump, 

PWDump6, LSADump2 or PWDumpX. 

 

V Most tools actually inject their nasty code into the Local 

Security Authority Subsystem (LSASS) to reach hashes. 

 

V The latter is amazingly efficient and permits a user with 

administrative privileges to retrieve [either locally or 

remotely] the domain password cache, password 

hashes and LSA secrets from a Windows system. 

https://www.htbridge.com/
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Process Memory Dump 

V Some processes write sensitive data in memory in 

clear text format, or without relying on heavy encryption. 

 

V Specific process memory dumps may allow an 

attacker to grab interesting data. 

 

V Lots of tools do exist. One of the best ones is probably 

ProcDump, from Mark Russinovich. 

 

V Itôs a powerful command-line utility which primary 

purpose is to monitor applications for CPU spikes in 

order to generate a crash dump with the purpose of 

helping the developer to debug. 

https://www.htbridge.com/
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Process Memory Dump 

V It has plenty of amazing features. Anyway, here our goal 

is simply to dump the memory contents of a process to a 

file [without stopping the process of course]. 

 

V So lots of tools can also do the job, such as PMDump 

from NTSecurity. 

 

V Sometimes we can find very sensitive information, 

such as usernames, computer names, IP addresses, 

and even passwords. 

 

V This is for example the case if you dump the memory of 

PwSafe. Not all fields are encrypted in memory. 

https://www.htbridge.com/
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Process Memory Dump 

V For sure, password fields are not stored in memory in 

plaintext, but unfortunately other fields are. And 

sysadminôs notes are often very juicy... 

 

V There is hope to collect credentials, map network 

resources, identify services, ports, sudoers account, and 

so on. 

 

V Even if the auditor is unlucky and does not grab 

passwords, he can still create a user list file for further 

dictionary attacks. 

https://www.htbridge.com/
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Process Memory Dump 

V Process Memory Dump files are quite light. 

 

V During a Pivoting Attack in an Internal Penetration 

Test, it may worth a try to launch a memory dump 

against sensitive processes. 

https://www.htbridge.com/
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Process Memory Dump 

V Something as easy as parsing the process memdump 

for strings may reveal interesting stuff to a pentester. 

https://www.htbridge.com/
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Process Memory Dump 

V Here the Password Safe application permits an attacker 

to fingerprint the network, and to collect usernames, IP 

addresses and ports. 

 

V Very useful to carry out further attacks. 

https://www.htbridge.com/
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Process Memory Dump 

V Here the network administration tool mRemote leaks 

internal path, IP address and TCP port of an SSH 

enabled serveré As well as the username & password 

of a root account! 

https://www.htbridge.com/
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Full Memory Dump 

V If you have a good bandwidth and you are not so 
limited by the time, why not dumping the whole 
memory? 

 

V An offline analysis of the whole memory dump may even 
reveal more important stuff. Even in the case of FDE, 
users may have opened sensitive TXT documents for 
example. 

 

V You may add DumpIt to your toolkit. It is a one-click 
memory acquisition application for Windows released by 
MoonSols. Itôs a great tool which combines win32dd and 
win64dd in one executable. It is fast, small, portable, 
free and ultra easy to use. Just run in to dump the 
physical memory in the current directory. 

https://www.htbridge.com/
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Cold Boot Attacks 

V It is a common belief that RAM looses its content as 

soon as the power is down. 

 

V This is wrong, RAM is not immediately erased. It may 

take up to several minutes in a standard environment, 

even if the RAM is removed from the computer. 

 

V And it may last much longer if you cool the DRAM 

chips. With a simple dusty spraying at -50ÁC, your RAM 

data can survive more that 10 minutes. 

 

V If you cool the chips at -196ÁC with liquid nitrogen, data 

are hold for several hours without any power. 

https://www.htbridge.com/
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Cold Boot Attacks 

V It is then possible to plug the RAM in another system to 

dump their content to carry out an offline analysis. 

 

V In particular, encryption tools deeply rely on RAM to 

store their keys. Therefore such attacks are mostly 

aimed to defeat FDE, such as BitLocker, FileVault, 

dm-crypt, and TrueCrypt. 

 

V And even if there is some kinds of degradation in the 

memory contents, some algorithms can intelligently 

recover the keys. 

 

V To know more, read the Princeton University's paper. 

https://www.htbridge.com/
http://citp.princeton.edu/pub/coldboot.pdf
http://citp.princeton.edu/pub/coldboot.pdf
http://citp.princeton.edu/pub/coldboot.pdf
http://citp.princeton.edu/pub/coldboot.pdf
http://citp.princeton.edu/pub/coldboot.pdf
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DMA based attacks 

V IEEE1394, aka FireWire, is a serial bus interface 

standard for high-speed communications and 

isochronous real-time data transfer. 

 

V According to Wikipedia, it ñsupports DMA and memory-

mapped devices, allowing data transfers to happen 

without loading the host CPU with interrupts and buffer-

copy operationsò. 

 

V In other words, you can read [and write] in the targetôs 

memory through its FireWire interface! 

 

V This security problem is not new [2004], but still 

exists today as it relies in IEEE 1394 specifications. 

https://www.htbridge.com/
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DMA based attacks 

V A few years ago, attackers could use WinLockPwn. 

Today they have Inception tool, from ntropy. 

 

V Inception is a physical memory manipulation and 

hacking tool which nicely exploits IEEE 1394 SBP-2 

DMA [Serial Bus Protocol 2]. 

 

V The tool can unlock and escalate privileges to 

Administrator / Root on almost any powered on 

machine you have physical access to. 

 

V The tool works over any interface that expands and 

can master the PCIe bus, such as FireWire, 

Thunderbolt, ExpressCard and PCMCIA (PC-Card). 

https://www.htbridge.com/
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DMA based attacks 

V It is initially made to attack computers that utilize 

FDE, such as BitLocker, FileVault, TrueCrypt or Pointsec. 

 

V You just need a Linux / Mac OS X system and a target 

which provides a FireWire / Thunderbolt interface, or an 

ExpressCard / PCMCIA expansion port. 

 

V There are for sure some limitations, such as the 4 GiB 

RAM bugs or the restrictions on OS X Lion targets [which 

disables DMA when the user is logged out as well as 

when the screen is locked if FileVault is enabled], but 

most often FireWire means P0wned. 

https://www.htbridge.com/

