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# whoami HIGH-TECH BRIOGE

Fr ®d BOURICA

Chief Security Specialist

Head of Ethical Hacking & Computer Forensics Departments
High-Tech Bridge SA

~12 years experience in Information Technologies
GXPN, LPT, CISSP, CCSE, CCSA, ECSA, CEH, eCPPT
GREM, CHFI

RHCE, RHCT, MCP

[frederic.bourla@htbridge.com]
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# readelf prez HIGH-TECH BRIOGE

Slides & talk in English.

Native French speaker, so feel free to send me an email
In French if case of guestion.

Talk focused on Memory Manipulation, from both
offensive and defensives angles.

1 round of 450

Vast topic, lots of issues to address, and lots of slides so
that the most technical of you can come back later to
remember commands.

Therefore some slides [specially the beginning] will be
fast, but everything is summarized in demos.

No need to take notes, the whole slides and demos will
be published on High-Tech Bridge website.
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V Despite its name, this talk will not deal with Total Recall
or any other human memory manipulation based movie.

V  Nor will it deal with classical binary exploitation, such as
Stack based Buffer Overflows or Heap Spraying. |
strongly advice to read corelancOd3r s papers on
corelan.be to learn more regarding Exploit Writing.
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RAM (Random Access Memory) is a temporary
memory accessible by the CPU in order to hold all of
the program code and data that is processed by the
computer.

It is called A r a n dbecause the system can directly
access any of the memory cells anywhere on the RAM
chip if it knows its row (i.e.n a d d r &nd iss acolumn (i.e.
Adabtiat 0)

It IS much faster to access data in RAM than on the
hard drive.

CPU and OS determine how much and how the
available memory will be used.
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V In other words, most users do not have any control
on memory, which makes RAM a target of choice.

First systems were arbitrary limited to 640Kb RAM. Bill
Gates once declared that 640K ought to be enough for
anybodyo

At this time it was far enoughé But today the OS itself
can consume 1 Gb. We therefore use much more
memory.

On a 32 bits Windows system, OS can directly address
2”32 cells, and is therefore mathematically limited to 4
Gb memory.
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INFORMATION SECURITY SOLUTIONS

V Contrary to popular assumption, RAM can retain its
content up to several minutes after a shutdown.

Basically RAM is everywhere nowadays. Printers, fax,
VoIP phones, GPS and smartphones are good
examples.

This provide some opportunities to security
professionals [and also to bad guys]. Some points of
this talk can be applied to various targets and may not
be limited to Windows systems, even if since now we will
deal with a classical Microsoft host.
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INFORMATION SECURITY SOLUTIONS

OXFFFFFFFF

Kernel Land
0x80000000

V Upon process instantiation, the code is ourteoo0

PEB

mapped in memory so that the CPU can oLLG)
read its instructions, and each process Frog e noee

.text [code]

0x7ffdf000

.data [data]

has his own virtual memory. potl

4 Null bytes

OS relies on page table structures to map Program Name

transparently each virtual memory address  Environment varisbles

Arguments

to physical memory.

Stack

But most importantly, any program
[including both its data and its
Instructions] must first be loaded into
memory before being run by the
processor.

Unused space

Ox11111111
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V For example, FUD Trojans which highly rely on
Packers & Crypters can be quickly uncovered
through memory analysis.

The same principle applies to OFTE. Memory Analysis
can save your investigator's life, should you be facing a
drive with On The Fly Encryption capabilities. To be
efficient, transparent and usable, the [encrypted] key
should be somewhere in memory.

E2013 High-Tech Bridge SA i


https://www.htbridge.com/

| [ attin
Table of contents HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

0x00 - About me
0x01 - About this conference
0x02 - Memory Iintroduction

=) 0x03 - Memory manipulation from an offensive angle
0x04 - Memory manipulation from a defensive angle
0x05 - Conclusion

E2013 High-Tech Bridge SA i


https://www.htbridge.com/

1] | T—| 7
Post keylogging capacities e e il
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A colleague just used your laptop to access a restricted
page, and you regret you d i d havé time to run your
favourite keylogger? :-]

. )LLDEBRID

ACTUALITES DEBRIDEURS OFFR

, aucune perte de vitesse.

CONNEXIUN AU CUMPTE

AIId bri d ux jou
A I criptio tez de passer par un vpn ou via une ema IJ t bI

CONNEXION

Si vous étes déja membre de Alldebrid, connectez-vous en indiquant vos
identifiants ci-dessous.

Identifiant :

Mot de passe
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V No a problem, you may be able to browse the Internet
br ows menisy to grab his credentials.

kmﬂnm:ﬁﬂhaMemnw|

Df f=et o1 2 3 4 5 & 7 g 9 A B C D E F

02C16DE0D 00 00 00 00 EF BE &D DE 72 65 73 34 2F 2F 43 34 i¥%-bres: /T
02C16DF0 | 5C 50 72 &F &7 72 61 6D 20 46 69 6C 65 73 20 28 “Program Files (
02C1REN0 | 78 38 36 29 5C 47 6F 6F 67 6C 65 5C 47 6F 6F 67 =86)“GooglesGoog
02C16E10 | &C &5 20 54 &F 6F 6C 62 &1 72 5C 43 &F 6D 70 6F le Toolbar-Compo
02C16E20 | &E 65 GE 74 5C 47 6F 6F &7 6C 65 54 6F 6F B6C 62 nent“GoogleToolb
02C16E30 &1 72 44 79 6E 61 6D 69 63 SF 6D 75 69 SF 65 6E arDynamic_mui_en
02C16E40 | SF 43 39 45 44 44 46 30 42 36 39 38 34 41 34 35 _CY9EDDFOEA9B84A45
02C16ES0 | 31 2E 64 6C &C 2F 69 6E 66 6F 62 61 72 5F 67 72 1.dll~infobar gr
02C16ERD | 61 64 69 65 GE 74 2E 70 &E 67 00 DE 69 6E 66 &F adient.png Pinfo
02C16E70 &2 61 72 5F &7 72 61 64 69 65 &E 74 SB 31 5D 00 bar gradient[1]

02C16EB0 |52 45 44 52 01 00 00 00 38 BY 01 00 80 6E 23 4C REDR 81 In#l
02C16E90 &8 74 74 70 34 2F 2F 77 77 77 2E 61 6C 6C 64 65 http:~ wyw.allde
02C1AEAD | 62 72 69 64 2E 66 72 2F 72 65 67 69 73 74 65 72 brill fr/register
02C16EB0 | 2F 3F 61 63 74 69 6F 6E 3D &C &F &7 69 6E 26 72 ~7action=loginér
02C16ECO &5 74 75 72 &E 70 61 67 &5 3D 26 &C &F 67 69 6E eturnpage=&login
02C16EDD | SF 6C 6F 67 69 6E 3D cE [ :: :C 6F 67 _login=njiillilog
02C16EED 77 &F 72 64 0 in_passvord-HER

69 6E 5F 70 61 73 73
o2c16EF0 [ 00 EF EE AD DE EF EE AD DE N ::-bik-b
02C1&F00 S5 52 4C 20 03 00 00 00 OO0 00 0O OO OO0 00 00 0O URL

02C1eF10 | 1F BE 7D 8E 7E C2 CD 01 &E 41 FE 74 00 00 00 00 171{AT nAiz
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V Besides this joke, have you ever wished you had saved
your new email before a touchpad problem occurs and
make you loose 30 minutes?

De  "Frédéric BOURLA" <bourla@safecomp.ch> (Par défauf)

Pour insére retour a Ia ligne, taper [Shif]+[Entrée
x%ﬂ@ﬁﬂ”BIUxﬁHE

|

|

ﬂ |
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V But you may not be obliged to restart writing
everything from scratch if you browse the process
memory shortly.

i ™
Edit Main Memory u

=433 Firefox #1180 Firefox. Entire Memory

] F'rlmar_l,l b ernary 0f fact
b ernicry 1C7CEFDOD

1C7CEFED L e
@ "“Yariable Range 1C7CEFFO = I |

' Firefon. exe (00230000, 0.9 MEB) 1e707000 To><epan stylos"
- Unlockerhook. dil (10000000, 20.0 KEB] 1C7C7010 color: black:" 1
" wul.dil [BE120000, 15,2 ME] 1crcroen ang="FR-CH" >Hell

1C7C7030 o, { spany< pr {p

! MDZiS.d" [EE3B|:||:||:||:| 149 MB] 1C7C7040 »{gpan style="co

~ Dbghelp.dil (EFFE0000, 0.9 ME) 1c7C7050 lox bleck.” lon
- . = —| reenbDED ]
! DWITIEIFII.d" [?D‘I BDDDD, VB0 KB] 1C7C7070 g'ai un appartgm

] Dhrite. dll [704C0000, 1.0 MB) 1C7C7080 enf]l qus je conpt

:- 1C7C7090 = mettre =n vent
Mss3.dil (/IS0 0000, 0.6 ME) 1C7C704A0 = prochainementé

MDZSQ"tEB.d" [?DE?DDDD na MB] 1C7C70ED hellip; Alors av
" Meimg32.dil (712300000, 20.0 KE) 1C7C70C0 ant de publier u

Sel3.dil (71340000, 148 KB) 1832;323 EZrZEZ?ZCz'EE?i
:' Softoknd.dil [71890000, 160 KE] 1C7C70FD gence immobilike
" Sraire3.dll [F19C0000, 56.0 KB 1C7C7100 grave;re, je fai

* Mssutii3.dil [719E0000, 96.0 KB e T o

B Nspr-'-l dll [?1.":".[:"]':":"] 180 KB] 1C7C7130 'huil aupriegrave

o Xpl:l:um dil [F1D10000, 220 KE] 1C7C7140 :s de mes contac
~ 1C7C7150 ts. Il ='agit d'
) 1C7C7160 un bel appartens
[] Show spstem modules [ Include free regions 1C7C7170 nt atypigue situ

n [ P A T F A AR NP 1Y

(]S Cancel Help
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V In a pivoting attack, it can be very useful to reveal
wh at [@ebind the stars... Do n fotget, Windows
remembers lots of passwords in behalf of users.

Lots of tools do exist, such as Snadboy's Revelation.
Unfortunately, most of them do not work against recent

OS.

BulletsPassView is one of the remaining tools which still
works under Windows 7. There is even a 64 bits version.

V  Anyway, it also does not work under Windows 8.
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INFORMATION SECURITY SOLUTIONS

-
Change Account v —-— “ e

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.,

User Information Test Account Settings

Your Name: |Frédéric BOURLA After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: |-ﬁrEd|ﬂqﬂ3ridgE.d-| below. (Requires network connection)

Server Information

Test Account Settings ...
[ )

Account Type: | POP3

e e |htl:|ridge.d'1 Test Account Settings by dicking the Mext button

Dutgoing mail server (SMTR): |hﬂ:ridge.d’1

Logon Information

User Mame: |-ﬁ-Ed

Password: i

Remember password

Reguire logon using Secure Password Authentication (SFPA)

= Back |l Mext = I[ Cancel ]
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INFORMATION SECURITY SOLUTIONS

V Pillaging passwords often provide the keys of the
kKingdom.

[ ] BulletsPassview B
File Edit View Options Help

HE s QA

Window Title ~ Field Mame Process Mame  Process Path

L 1] Change Account MoMeedToMoteThisPwd, it's a fake! OUTLOOK.EXE  C:\Program Files\M...

4

1 item(s), 1 Selected Hir5oft Freeware. hitpdhaww.nirsoft.net
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V  Memory Patching is the first stone to build a Crack or
create a Keygen in the Warez world.

It basically consists of locating and bypassing binary
protections in memory in order to finally implement the
trick in the targeted file.
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Fuzz Testing, aka Fuzzing, consists in providing
Invalid, unexpected, or random data to the inputs of a
monitored program to detect security issues [among
others].

V General approach to Fuzzers:

dentify target [dentify inputs vectors ]——)[ Generate Fuzz Data ]_B[Senddatatotarget ﬁ[ Monitor target ]

\ )5
(\ [Mormal behavior] N

[Abnormal |behavior]

[

[Cleantargetstate }( l Log input data & memory state ]
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INFORMATION SECURITY SOLUTIONS

V  Memory-oriented Fuzzing:

?

l[dentify inputs vectors

Y

Hook input functions

Y

Hook check functions

4

Create loop in code flow

6
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INFORMATION SECURITY SOLUTIONS

Here is an example from dbgHelp4j, a memory fuzzing
project under development at High-Tech Bridge:

Save €— i
Snapshot —> function1()

L

function2()

v

function3()

¥

functiond()

Restore
Snapshot €

To learn more, read Xavier R O U S S Egapes

This short demonstration shows how dbgHelp4j
permits to identify rapidly an old buffer overflow in

the CWD Command of Easy FTP Server v1.7.0.11.

&

E2013 High-Tech Bridge SA i


https://www.htbridge.com/
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html
https://www.htbridge.com/publications/in_memory_fuzzing_with_java.html

1| [ atlllin
DIRE Injection HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

V  Another well-known memory abuse consists in injecting
arbitrary code into the memory space of another

process, for example through a CreateRemoteThread
like function.

Such an injection permits the attacker to benefit from

the rights of the target process, and often to bypass
firewalls.

V This also enable its author to hide himself from most

users, as threads are not displayed in Windows Task
Manager.
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V Native task manager does not display current
threads within a process.

Mom de l'image Nom de l'utilisateur | Pr... | Utl. mém...
alg.exe SERVICE LOCAL 0o 3992 Ko
cmd.exe Yictime 00 2'S48 Ko
C5r55.8Xe SYSTEM 00 3260 Ko
explorer.exe Yictime 0z 16’644 Ko
liexplore.exe Victime 00 15850Ko]
Isass.exe SYSTEM 0o 1'084 Ko
MPK.exe Victime 00 11'S96 Ko
Processus inactif ... SYSTEM 95 28 Ko
SErviCes, exe SYSTEM oo 4'200 Ko
SIMSs . exe SYSTEM 00 388 Ko
spoolsv.exe SYSTEM 00 4'364 Ko
svchost.exe SYSTEM 00 7'824 Ko
svchost.exe SERVICE RESEAL 00 4'320 Ko
svchost.exe SYSTEM 00 15'744 Ko
svchost.exe SERYICE RESEAU 00 3'380 Ko
svchost.exe SERVICE LOCAL Do 4'468 Ko
Sysktem SYSTEM 00 236 Ko
taskmar.exe Yictime 03 4'488 Ko
winlogon.exe SYSTEM 00 3016 Ko
wpabaln.exe Yictime 00 3'172Ko
wscntfy . exe Yictime 00 2'656 Ko
wuaucl.exe Yictime 00 5248 Ko
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V Here a DLL based Reverse Trojan is injected into IE
memory space.

ﬂ wiauch exe Mizez a jour automatiques ticrozaft Corporation

ERE YWindows Securnty Center Mo... Microsaft Corporation

% wpabaln. exe 1932 Rappel d'activation de *ind... kicrozoft Corporation

=@ vrison e R * icxplore.eneilgazProperties
= :l e e 0 955 . iexplore.exe:1832 Properties

B | System 4 Image I Performance I Performance Graph  Threads |TCF',|'IF' | Security | Environmment I
[T svchost.exe 236 Gener

[T svchost.exe 924 Gener Galaly 9
= E gvchost exe 1048 G enei TID | - | CSwitch Delta | Start Address
E zvchozt exe 1152 Gener 1852 29 iexplore. exe+0x2451
E zvchost exe 1312 Genem 1920 1 CWIMINET dllinternets etStatuzCalbacka+0x1 ca
E spoolsy. exe 1592 Spoale 1100 kemel32 dilCreate T hread+0x2 7
B[] smaz.eve 172 Gestior 1428 SHLUW AP AN rdinala05+0x2fa
B[] services.aue BG4 Applic 1 géi Etd"' dllgg ELI?ILEEUEWTDFZH tE;BDZ%bE
. ernelss dlll Create T hread+s
e |© Bl
E T— 576 LS 5t 1300 kemel32 dilCreateT hread+0x27?

“Intermupts n'a Hardw.
= é iexplore. exe 1832 Interne
=) d explorer exe 1504 E xplorz

T|DPCs n'a Deferre

[ carss.exe na4 Client £

B cmd.exe 452 Irkerpre

[ alg.exe BE4 dpplic:
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V Trojan reaches its C&C Server via HTTP through
Internet Explorer [whose behaviour sounds right].

192 153 129 132 93 24. 111. 43 [TCP segnent of 2

I s P e 2 [ HT TE POS pash/putco
93 24.111. 43 192 163.129.182 I'Tl:l:p > ansoft-Tm-1
02 74 111 A= 107 148 120 123 HTTOA 1 00 Aw

4

® Flags: Ovlo (Fod, ACEJ
window size: 17232
® Checksum: 0x32df [validation disabled]
# [SEQ/ACK analysis]
TCP segment data (1206 bytes)
# [reassembled TCP Segments (1432 bytes): #169(226), #170(1206)]
= Hypertext Transfer Protocol
= POST sbash/putcom. php HTTP/L.1Nrn
= [expert Info (Chat/sequence): POST /bash/putcom.php HTTR/L.1\r\n]
[Message: POST sbash/putcom.php HTTR/L.1%r\n]
[severity level: Chat]
[Group: sequence]
Reguest Method: POST
Request URI: /bash/putcom.php
Request version: HTTP/Ll.1
ACCERT: % %W r\n
Content=Type: application/x=-www=-Form=-urlencodedyrin
Host: frog.dnsdojo.nethrin
# Content-Length: 1206%r%n
Cache-Control: no-cache\ryn
® Authorization: Basic ==Yy
i n
= Line-based text data: application/x-www-form-urlencoded
[truncated] id=victime@PC-VICTIMESr et=2G1yDGogTGUgdmSsdwl 1 IGRhbnMgbsUghGy]d
| |

0000 00 06 bl 11 e3 3c 00 OC 29 B% ea B89 OB 00 45 00
0010 04 de 1c 3e 40 00 80 06 cb 34 c0 a8 81 be 5d 18 ...»8... .4....].
0020 6f 30 04 3b 00 50 08 Of 8b b0 df 2e 6d 88 50 18 00.;.P.. ....m.P,

Bl kT, A% CfA 3T AR AA AA S S I A e e -1 - -
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V  From a Pivoting Attack point of view, DLL Injection is
widely used during Privilege Escalation.

V There are a lot of tools, such as CacheDump,
PWDump6, LSADump2 or PWDumpX.

Most tools actually inject their nasty code into the Local
Security Authority Subsystem (LSASS) to reach hashes.

V The latter is amazingly efficient and permits a user with
administrative privileges to retrieve [either locally or
remotely] the domain password cache, password
hashes and LSA secrets from a Windows system.
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V Some processes write sensitive data in memory in
clear text format, or without relying on heavy encryption.

Specific process memory dumps may allow an
attacker to grab interesting data.

Lots of tools do exist. One of the best ones is probably
ProcDump, from Mark Russinovich.

| t @ spowerful command-line utility which primary
purpose is to monitor applications for CPU spikes in
order to generate a crash dump with the purpose of
helping the developer to debug.
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V

INFORMATION SECURITY SOLUTIONS

It has plenty of amazing features. Anyway, here our goal
IS simply to dump the memory contents of a process to a
file [without stopping the process of course].

So lots of tools can also do the job, such as PMDump
from NTSecurity.

Sometimes we can find very sensitive information,
such as usernames, computer names, IP addresses,
and even passwords.

This is for example the case if you dump the memory of
PwSafe. Not all fields are encrypted in memory.
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INFORMATION SECURITY SOLUTIONS

V  For sure, password fields are not stored in memory in
plaintext, but unfortunately other fields are. And
Sy s ad mote®ae often very juicy...

There is hope to collect credentials, map network
resources, identify services, ports, sudoers account, and

SO 0on.

Even if the auditor is unlucky and does not grab
passwords, he can still create a user list file for further
dictionary attacks.
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Process Memory Dump files are quite light.

During a Pivoting Attack in an Internal Penetration
Test, it may worth a try to launch a memory dump
against sensitive processes.
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V Something as easy as parsing the process memdump
for strings may reveal interesting stuff to a pentester.

Select C:\Windows\system32\cmd.exe
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Here the Password Safe application permits an attacker
to fingerprint the network, and to collect usernames, IP
addresses and ports.

Very useful to carry out further attacks.

VM : Windows 2003 Enterprise, 50 Gb HDD, 1 Gb EAM[>>3>]
VM : Window=s 2003 Enterpri=ze, 12 Gb HDD, 2 Gb BRAM[>>>]

FroGi ol

mstsc /v:192. |-
IS - ZyXEL NB&210 (Sy=slog S4HN)
mstse /v: NN /
06/09/2010 15:42:08

04,/11/2010 14:15:25

BICS fdmin U=zer []

06/09/2010 15:08:03

switch [N
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Here the network administration tool mRemote leaks
Internal path, IP address and TCP port of an SSH
enabled serveré As well as the username & password
of a root account!

44796020
44736030
44796040
44796050
44796060
44796070
44726050
44796090
447350a0
447960b0
4473600
44796040
447360e0
447960£0
44796100
44796110
44796120
44796130

oo 01 02 03

o4

65 Y2 00 00

go oo
66 C©3 ef ct
Oe Se 00 00
S0 01l 7f£ 00
T

Sc 50 75 74
4c 4f 41 44
54 54 49 4e

oo &4 74 49
oo oo oo 0o
oo oo ol 49

ao
05
ol
ao
oo

T4 79 Ze a5
20 22 44 45
47 53 22 20

oL oo oo 0l
oo oo oo 0o
oL oo oo Oc

73 a5 00 &9
46 41 55 4c
2d 53 53 48

39 30 0Z 00
oo oo oo oo
abh Le 64 fc
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INFORMATIDON SECURITY SOLUTIONS

V If you have a good bandwidth and you are not so
limited by the time, why not dumping the whole
memory?

V  An offline analysis of the whole memory dump may even
reveal more important stuff. Even in the case of FDE,
users may have opened sensitive TXT documents for

example.

You may add Dumplt to your toolkit. It is a one-click
memory acquisition application for Windows released by
MoonSols. | t abgseat tool which combines win32dd and
win64dd in one executable. It is fast, small, portable,
free and ultra easy to use. Just run in to dump the
physical memory in the current directory.
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It Is a common belief that RAM looses its content as
soon as the power is down.

This Is wrong, RAM is not immediately erased. It may
take up to several minutes in a standard environment,
even if the RAM is removed from the computer.

And it may last much longer if you cool the DRAM
chips. With a simple dusty spraying at -50AC, your RAM
data can survive more that 10 minutes.

If you cool the chips at -196AC with liquid nitrogen, data
are hold for several hours without any power.

E2013 High-Tech Bridge SA i


https://www.htbridge.com/

LI il .
Cold Boot Attacks HIGH-TECH BRIODGE

INFORMATION SECURITY SOLUTIONS

It is then possible to plug the RAM in another system to
dump their content to carry out an offline analysis.

In particular, encryption tools deeply rely on RAM to
store their keys. Therefore such attacks are mostly
aimed to defeat FDE, such as BitLocker, FileVault,

dm-crypt, and TrueCrypt.

And even If there is some kinds of degradation in the
memory contents, some algorithms can intelligently
recover the keys.

To know more, read the Princeton University's paper.
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DMA based attacks HIGH-TECH BRIODGE

IEEE1394, aka FireWire, Is a serial bus interface
standard for high-speed communications and
Isochronous real-time data transfer.

According to Wikipedia, it isupports DMA and memory-
mapped devices, allowing data transfers to happen
without loading the host CPU with interrupts and buffer-
copyoperati onso

In other words, you can read [and write] inthet ar g
memory through its FireWire interface!

This security problem is not new [2004], but still
exists today as it relies in IEEE 1394 specifications.
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A few years ago, attackers could use WinLockPwn.
Today they have Inception tool, from ntropy.

Inception is a physical memory manipulation and
hacking tool which nicely exploits IEEE 1394 SBP-2
DMA [Serial Bus Protocol 2].

The tool can unlock and escalate privileges to
Administrator / Root on almost any powered on
machine you have physical access to.

The tool works over any interface that expands and
can master the PCle bus, such as FireWire,
Thunderbolt, ExpressCard and PCMCIA (PC-Card).
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V It is initially made to attack computers that utilize
FDE, such as BitLocker, FileVault, TrueCrypt or Pointsec.

You just need a Linux / Mac OS X system and a target
which provides a FireWire / Thunderbolt interface, or an
ExpressCard / PCMCIA expansion port.

There are for sure some limitations, such as the 4 GiB
RAM bugs or the restrictions on OS X Lion targets [which
disables DMA when the user is logged out as well as
when the screen is locked if FileVault is enabled], but
most often FireWire means POwned.
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