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CVE-2020-29172 is a cross-site scripting (XSS) vulnerability. The Server IP option can be used 

to exploit cross-site scripting (XSS) vulnerability in the LiteSpeed Cache plugin for WordPress 

prior to 3.6.1.

The plugin does not sanitise invalid IPs given in its Toolbox page before displaying them in an 

error message which is Stored XSS.

The weakness was presented on 12/26/2020. This vulnerability is traded as CVE-2020-29172. 

The exploitability is said to be easy. It is possible to launch the attack remotely. The successful 

exploitation needs authentication and user interaction by the victim. This vulnerability is 

assigned to T1059.007 by the MITRE ATT&CK project.

Upgrading to version 3.6.1 eliminates this vulnerability.

XSS

XSS is the second most common problem in the OWASP Top 10, appearing in almost 

two-thirds of all applications. Some XSS issues may be detected automatically by automated 

techniques, particularly in established technologies like PHP, J2EE / JSP, and ASP.NET.

XSS has a mild impact for reflected and DOM XSS and a severe impact for stored XSS, 

involving remote code execution on the victim's browser, such as stealing passwords, 

sessions, or distributing malware to the victim.

The application or API saves unsanitized user input that may be accessed later by another 

user or an administrator. Stored XSS is frequently regarded as a high or critical risk. 

Introduction
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Vulnerability Severity

CVSS v3:

CVSS - 6.1 Medium

CVSS Vector - CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Attack Vector -  Network

Scope of Impact- By executing script code in the user’s current context, attackers can 

steal session cookies and perform session hijacking to impersonate the victim or take 

over their account and even more

Risk - Improper neutralization of input during web page generation effects plugins 

litespeed-cache

Base Score 6.1

Impact Score 2.7

Exploitability Score 2.8

Attack Vector (AV) Network

Attack Complexity (AC) Low

Privileges Required (PR) None

User Interactions (UI) Required

Scope (S) Change

Confidentiality (C) Low

Integrity (I) Low

Availability (A) None
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Remediation

The vulnerability is patched in version 3.6.1 of the LightSpeed Cache plugin.

Exploitation

Attack Scenario

To demonstrate the attack we set up an Apache2 server with MySQL on an Ubuntu 

Machine. We can see Apache2 and MySQL services running.
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Next, we install WordPress on the Apache2 server

Exploitation
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Exploitation

After installing and setting up WordPress on the Apache2 server we need to install the 

vulnerable plugin which is LightSpeed Cache v.3.6 or lower which can be downloaded 

from LightSpeed Cache site and then installed using zip-upload functionality of 

WordPress.:

Once our plugin is installed we can go to the Toolbox which has the vulnerable 

module under the Debug Settings.
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Exploitation

Once on the Debug Settings page, we can see there is a form which can be used to 

update settings by clicking on the Save Changes button.

Once our plugin is installed we can go to the Toolbox which has the vulnerable 

module under the Debug Settings.
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Exploitation

The Admin IPs field is vulnerable to Stored XSS attack as there is no input validation 

done. 

Exploitation

To exploit this vulnerability, we will run BurpSuite, configure the browser's proxy 

accordingly and have it up and running.
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Exploitation

Once we have burp set up, we need to click on the Save Changes button on the 

Debug Settings page to see the request being made to the server.
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Exploitation

From the request we can see that Admin IPs field value is being sent for debug-ips 

parameter. We will try to send a URL encoded payload as value for this parameter 

which will trigger an XSS on the page.

Payload: <img src onerror=alert(/XSS/)>

URL Encoded: %3Cimg%20src%20onerror%3Dalert(%2FXSS%2F)%3E
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Exploitation

When we click the OK button on the popup and go to the Debug Settings tab 
again, we can see that our payload (URL decoded) is in the Admin IPs field.

Result

Once we forward the manipulated request to the server we can see a popup which is 

caused by the stored XSS.
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