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Attacking Magstripe Gift Cards

Executive Summary

Credit card security has been steadily evolving in
response to the various threats to the industry
related to card fraud. The ubiquitous magstripe
has been modified, revised and is becoming
redundant in most situations as smartcards and
technologies such as Chip and PIN are rolled out
globally.

But the magstripe is far from retired and fraud
against it is still present. Aside from the ‘fallback’
attacks plaguing the payment card industries in
regions that have not moved to the securer
alternatives, magstripes and their security flaws
are finding new homes as virtual cash associated
with store gift and loyalty cards.

Gift cards — sometimes referred to as loyalty or
stored-value cards - are on the rise™
Countries such as the US and UK provide great
examples of markets where this type of currency
is exploding.

Gift cards can be purchased from just about any
type of merchant chain, and can be found
everywhere; supermarkets, coffee-shops,
restaurants, cinemas, department stores, beauty
and hair-dressing chains. At the time of writing,

one UK gift card collector catalogued over 1600

different types of gift cards from more than 186

retailers.

However, as with any other form of currency, gift
cards are subject to fraud.

“Magstripes and their security flaws are
finding new homes as virtual cash... as
with any other form of currency, gift cards

are subject to fraud”

This paper is based on research conducted on a
large number of UK gift cards. It has been created
to complement the presentation “Stored Value Gift
Cards: Magstripes Revisited”, which was
delivered at the EUSecWest security conference
in London in May 2009. It concentrates on
magnetic stripe (magstripe) gift card attack
techniques and also provides a series of
guidelines and tips for developers and systems
architects who are involved in the process of
implementing their own gift card technology.
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Introduction

Like any other form of currency, gift cards are subject to fraud. Fortunately, there are significant restrictions

that apply to gift cards which limit the potential for fraud, which do not apply to other types of prepaid cards.

Unlike other types of pre-paid cards (e.g. prepaid credit card), gift cards are closed-loop cards, which
means that they can only be used within a certain retail chain. The exception to this rule is that some
retailers have established partnerships with other retail chains which allow their customers to use the same

gift cards within either retail chain (although in effect this is just a larger closed-loop).

Although there are some differences between stored-value loyalty cards and gift cards, from a functional
perspective, they are the same: both are prepaid cards. Once purchased, the amount paid by the customer
is associated with the card’s number in back-end systems. For the purpose of this paper, the term “gift

cards” will be used to refer to both, stored-value gift cards and loyalty cards.

Another factor that minimises fraud against gift cards is that issuers of gift cards do not generally allow for
cash refunds in the Terms and Conditions of the contract with the customer’. This means that once a gift
card has been purchased, it is not usually possible for a legitimate customer (or attacker) to turn the
remaining credit into cash. Instead, the remaining balance can only be used to purchase goods available at
the retail chain where the gift card was obtained from.

Nevertheless, this paper will demonstrate how gift cards are still subject to attacks, which are sometimes

practical depending on how a particular gift card technology has been implemented.

This paper discusses ways to attack magnetic stripe (magstripe) gift cards. The reason why this research
has focused on magstripe gift cards, as opposed to other types of gift cards (e.g. barcode-based), is
because this is currently the most common type in the UK, the country of origin of the majority of gift-cards
analysed from a number of different retail chains.

This paper explores traditional attacks such as skimming, and also, lesser-known attacks such as crafting
the track data (cloning) of gift cards without ever swiping magnetic stripes. It also focuses on certain factors
that can make attacks against magstripe gift cards more feasible, when compared to magstripes used for

' There might be instances where it is actually possible to indirectly turn the gift card balance into cash by
purchasing goods and requesting a statutory refund. See http://www.dca.ca.gov/publications/legal _guides/s-

11.shtml for further information.
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other applications (e.g. parking tickets). It concludes with a series of recommendations to help service

providers implement their store-value loyalty / gift card technology in a more secure manner.

The intended target audience of this paper is providers of gift card and loyalty card programs, and
penetration testers who need to assess the security of a certain gift card technology and its underlying
infrastructure. Familiarity with the basics of magstripe technology (defined in ISO 7811), and the common
retailer card schemes would benefit the reader. Several online resources have been included under the

References section which introduces readers to the basics of such topics.

General Findings

Some readers familiar with attacks against stored-value cards might expect this paper to discuss how to
change the balance stored on the card, in order to perform unauthorised transactions when the card is
swiped at the POS terminal. A recent example of this type of attack was presented against the
CharlieTicket™ (used in the Boston metro system) where it was possible to change the card’s balance by
modifying the “balance” field on the magnetic stripe, and updating the checksum field. However, this type of

attack is not the main focus of this paper.

Although some types of stored-value magstripe cards store the card’s balance on the actual track data, the
gift cards from the UK analysed for this paper did not store the card’s current balance on the card. Therefore,
in this scenario, it would not typically be possible for an attacker to purchase goods for free by counterfeiting
a magstripe card with specially-crafted data on it. However, it is feasible that a card’s balance could be
changed by writing specially-crafted data to the magnetic stripe without a balance even being stored in the
card; this is a separate class of attack and is discussed in the Attack Classes section of this paper.

There are several valid reasons why gift card vendors usually choose not to store the card’s balance on the

magnetic stripe, including:

e This design decision could introduce a serious security issue, where an attacker is able to fool the
transaction system by changing the card’s balance with a magstripe encoder/writer.

e Gift card vendors now promote the integration of their technology with existing POS terminals, to
avoid the need for merchants to invest in additional magstripe writer equipment. These POS
terminals only come with reading capabilities, which means that it would not be possible for them to
update the card’s balance by writing a new value on the magstripe. Instead, when the gift card is
swiped, an online transaction is made with the back-end servers of the gift card program provider.
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Factors that are Unique to Attacking Magstripe Gift Cards

There are several factors which are specific to magstripe gift cards which do not apply when attacking

magstripe cards used in other applications such as hotel room keys or parking passes.

Many retailers provide gift cards to customers at an accessible location (store stand) for anyone to take
before being activated. The reason why some retailers do not consider the loss of gift cards to be a security
issue is because the cards are not activated unless purchased. The data on the magnetic tracks does not
change before and after being activated with a certain balance. Instead, an online transaction is performed
which causes the back-end servers of the gift card provider to update the balance for that given card
number, and flag the card number as being activated (if the card had not previously been activated).

Figure 1 Gift cards stand at a food and beverage retailer
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Figure 2 Gift cards stand at beauty products retailer

Figure 3 Gift cards stand at a clothing retailer

Even in cases when gift cards must be paid for before being taken, some types of gift cards can be activated
for as little as £1 GBP which allows attackers to collect samples for a relatively low cost.

Also, sometimes different retail chains are using the same gift card provider. This is of course possible as
most gift card providers offer their gift card technology to any retailer willing to pay the necessary fees for
their services. The implication of outsourcing these services is that if an attacker found a security
vulnerability in a given gift card implementation, they would be able to exploit the same vulnerability against

any retailer using the same gift card technology. i.e. outsourcing to the same gift card provider.
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There are other unique factors to take into account when attacking magstripe gift cards, many of which are

summarised in the tables below, from an attacker’s perspective:

Attack Advantages

Attack Disadvantages

Ease of access to the cards prior to purchase increases the
likelihood of skimming (cloning by physically swiping the

magstripe).

Attackers cannot exchange remaining balances into cash. Note:
as an exception, it might be possible to indirectly turn the balance

into cash as previously explained in the Introduction section.

Similarly, this ease of access allows writing data of cloned cards
on them, which results in genuine-looking cards with original
branding. This saves an attacker from spending money on
specialised equipment such as thermal printers which would
usually be required to create genuine-looking counterfeit cards.
Note: data on magnetic stripes can be rewritten using appropriate
magstripe-writing equipment.

Some gift cards automatically expire after a certain period from
the time of purchase or after a certain period of inactivity, thus

decreasing the attack time window.

If a security vulnerability is discovered in a given gift card
implementation, the same issue might apply to several retail
chains. This would be true in cases where the same gift cards’

service provider is being used by several retail chains.

There are restrictions on the maximum amount allowed on a
certain gift card. The maximum amount typically ranges
anywhere from £100 to £500 in the UK allthough some retailers

will allow up to £1000 on each card.

Cloning a gift card that has been activated might provide “free”
goods for life to an attacker. This is possible because some gift
card providers allow customers to perform automatic top-ups
after registering their card online (credit card details need to be
provided for this feature to be enabled).

Attackers need to ensure that the gift card which has been cloned
is activated and still has credit left on it. Otherwise, items cannot

be purchased.

Table 1 — Attack advantages and disadvantage to targeting magstripe gift cards
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Attack Classes

Once again, this paper is based on research conducted on a large number of UK gift cards. The sample set
of cards selected during the research shared a common characteristic: none stored the card’s balance on
the track data. This is a common security measure to avoid balance-manipulation attacks by tampering with
the track data. The following attacks show that magstripe gift cards may be subjected to fraudulent use; the
goal is always the same; to purchase goods for “free”.

In-Band Cloning

This would typically be achieved by skimming a gift card by swiping the magnetic stripe.

This is perhaps the most obvious type of attack against a magstripe gift card. In short, an attacker swipes the
targeted gift card and then produces a counterfeit version of it. The attacker’s profile would most likely be a
malicious employee, customer or other party who could gain physical access to a gift card. As many retailers
make gift cards easily accessible before being purchased, it would be highly likely for a member of the public
to conduct this attack.

The reason why gift cards are often available for anyone to take before being purchased is because unless
they are activated, they have no monetary value associated to them. At this stage, retailers don’t care if one
is lost or stolen as the costs to replace one are negligible. And, even if a gift card was cloned, an attacker
would not to be able to purchase goods as it was never activated with any credit.

Or so they think! To get around this an attacker simply puts the cloned card back on the stand. Then, with a
bit of luck it will eventually be purchased and activated by someone else. At this point an attacker can
purchase goods with the cloned card, which has ultimately been paid for by the victim customer.

The only challenge to overcome is that an attacker must be able to detect when the cloned card has been
activated by a legitimate customer. However, there are several ways to do this. The first method is to simply
visit one of the retail stores and ask a member of staff to check the balance on the card. The attacker can
then find out if the card has been activated and, if it has been activated, what the remaining balance is. The
second method involves querying balance-checking facilities available over the web. This is a feature that is
currently being provided by most UK retailers that offer gift card programs. It is also interesting to note that
some of the very few retailers that still do not offer this facility are planning to do so in the near future.

A possible challenge an attacker might face when checking the balance of the cloned card online is that a
PIN is required. This is a feature that a number of gift cards implementations do not support. For those gift
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cards that require a PIN to check the balance online, the PIN is usually located on the back of the card and

covered with a protective coating which can be easily removed (scratched off). This effectively stops an
attacker from checking the balance of the cloned gift card online since they would have to scratch off the
protective coating on the legitimate card before putting it back on the retailer's stand. Of course, such
obvious tampering is likely to alert the majority of customers when selecting or purchasing a gift card for their

own use.

However, some online balance-checking facilities leak the fact that a given card number has been activated
or not, even when a PIN is required, for example through variation in the error messages as described
below. These changes of error messages can occur even when the attacker provides the wrong PIN.

This means that an attacker can sometimes still find out when the cloned card has been activated by a
legitimate customer, even though he/she would still not know the remaining balance. By using common
sense, an attacker could guess that a card that has recently been activated is more likely to have a
remaining balance, than a card that was activated a significant period of time ago. An example of this attack
is described in the Cloning a gift card by abusing web balance-checking facilities section where we
demonstrate how an attacker can programmatically obtain numbers of cards which have been activated
even when a PIN is required to check the card’s balance.

Attack Advantages Attack Disadvantages

Physical access to the targeted gift card is required. However, this

might not be a significant deterrent in cases where gift cards are

Relatively easy to perform; the track data can be obtained . .
easily accessible.

with inexpensive standard ISO 7811-compatible equipment.
Card reading is a low-cost attack, but writing cloned cards typically

requires a higher investment.

Out-of-Band Cloning

In this case, closing the card would be achieved by obtaining the card number from a separate source, for
example writing down the card number; skimming of the actual card would not be required.

There are also other ways an attacker could obtain a valid card number that are discussed in the following
sections. For example, a valid card number could be obtained by simply examining the back of a targeted
card before it is sold while still available at the store stand. Sometimes, unmasked card numbers can be
found on disposed receipts or registration forms available at the store where the gift card was originally sold.
Although most retailers mask gift card numbers partially on receipts, there are still some who do not. The

following is an example:
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CUSTOMER COPY

Assistant
06/06/09 18:46 36616

You have been served today by:

Gift Card 10.00
B6050963192534632

Gift Card 10.00
6050963193599315

Figure 4 Receipt showing 2 complete gift card numbers without being masked

The following is a gift card registration form; once again the card number is fully shown without being

partially masked:

If you'd rather register your Card with us personally, just take
a seat! Spend a few minutes filling in your details below, and once
you’ve finished, pop it in the specially marked box.

Card_Nump_ef; 533780 48525 IH2539 5

Mr/Mrs/Miss/Ms/Other ‘ l

First Name ) | | ‘ ]

Surname ! | | ‘ ]

Home Address: Number/Name

Street

Town

Postcode ‘

L
WEat |
ol | T
B Bkl ||
rrn L
e,
T
|l | [T T
Bl |||

III[

1. Don't miss out! Please give us yaur pe'rmxsslon to e-mail you with statements about
your  Gard balance special offers, news and fraebies | by. nckjng th;s hmc You can:
unsuberibe at any time. EI s

2. If you are happy to receive other email communications from carafully se?ected companies.
please tick this box. | .

Figure 5 Registration form showing complete card number without being masked
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In some gift card implementations it is possible to generate the complete track data from a given card
number. In other words, it is sometimes possible to clone a gift card without ever swiping the magnetic stripe

of the targeted card.

The simplest example of this type of implementation is a gift card which includes the card number in Track 2,
plus other standard data which is usually stored on cards that follow the ISO 7811 standards for Track 2
(BCD encoding). Since Track 2 is usually read by default when swiping a card at POS terminals, an attacker
does not need to worry about the data encoded in Track 1 (if applicable). The following is an example of

Track 2 data found on a gift card:

;6036281797197487672577

Note: card number shown in bold font.

res. For more informatior
protectior theft, ck your balance, or for full terms and
conditions of th program, visit

Figure 6 Back of card corresponding to previous track data
Visible from left to right is:
1. Start sentinel character: ;
2. Card number: 60362817971974876725 (written on back of card)
3. End sentinel character: ?

4. LRC (error-checking byte): 7 in this case but varies depending on rest of data
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Data ';603628139?19?48?6?'25??
Modify Track Insert
Edti | Eiieeaian
| Load T%T | | J | Start Sentinel |
) Track #1 —
| Save THT | | Field Separator |
(@ Track #2 = =
& Load ALFABCD onl i
i v ) Track #3 | End Sentinel |
W Autotale Properties
Save | || nsertiRC |

Figure 7 Cloning targeted card number without skimming using MAKStripeExplorer v1.22

Using the appropriate magstripe-writing software an attacker can craft all the Track 2 data from the card
number, including the LRC character, as shown in the previous screenshot.

However, other gift cards implementations may not be so easily cloned. For instance, some implementations
include a magic number in the track data. A magic number is just a random number or checksum value
which cannot be predicted, or at least which is not trivial to predict. By including a random number in the
track data, an attacker would be unable to craft the full track data from a given card number. Sometimes, the
magic number is located in what ISO 7811 refers to as the “discretionary data” field.

The magic number would only add real security if both of the following requirements were met:

1. The back-end servers require the correct magic number for the transaction to be processed
successfully

2. The magic number cannot be predicted by the attacker

For instance, if instead of including the correct magic number, an attacker decides to write a different number
on Track 2 and the transaction still completes successfully, then the magic number would not add any
additional security. Also, if the magic number can be predicted by an attacker — e.g. based on a publicly-
known checksum algorithm — it would not add any security benefit either.

The following is an example of Track 2 of a gift card which includes a magic number:

5045075645502551155=16121109362157670

Note: card number shown in bold font; magic number shown in red font.
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Valid in participating stores in UK only, excluding Northern Ireland. For full terms and conditions,

Produced under license No:

camne, D045075645502551155

Figure 8 Back of card corresponding to previous track data

Visible from left to right is:
1. Start sentinel character: ;
2. Gift card number: 5045075645502551155 (written on back of card)
3. Field separator: =
4. Expiry date: 1612 (seemed constant across different instances of same type of gift card)
5. Service code: 110 (also seemed constant)
6. Discretionary data (magic number): 93621576 (varies for each card number)
7. End sentinel character: ?

8. LRC (error-checking byte): 0

Attack Advantages Attack Disadvantages
An attacker can simply record card numbers and does not Not all gift card implementations are vulnerable to this type of cloning
require magstripe reading equipment. This could be attack. It is a more targeted attack.

beneficial in cases where several individuals are involved in
carrying out the cloning activities. For instance, a malicious
retail employee could sell a daily list of gift card numbers to
someone who would then have the means to write the track
data and detect when the targeted cards have been activated
by legitimate customers.
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Cloning a Gift Card by Abusing Web Balance Checking Facilities

This is perhaps the most elegant attack from a technical point of view. In some cases, it might actually be
possible to remotely clone a gift card without swiping the magnetic stripe or even writing down the card
number from the back of the card.

The requirements for this attack are as follows:

1. Understand the data stored on the magnetic track(s) and be able to craft track data from the start.

The level of difficulty of this task might vary from trivial to challenging, or even impossible, depending
on each implementation. For instance, a gift card might simply encode the card number in Track 2
plus other predictable data. If the card number was predictable, then counterfeiting a valid card
would be trivial.

Another example would be a card storing the card number, plus a random long integer in the
magnetic stripe. Even if the card number was predictable, guessing a truly random and long integer
which is only stored in the network back-end (i.e. cannot be manipulated by changing its value on
the card) would render the attack impossible. Of course, the supposedly "random" number would
have to be carefully analysed to ensure it is truly random, as opposed to being derived from a known
value such as the card number. e.g. a checksum value, rather than a random value. Equally
important is to ensure that this random number is required by the back-end system for the
transaction to be considered valid. Otherwise an attacker might simply be able to include a dummy
number with the same number of digits.

2. Clone a card which has been activated and has credit on it.

Even if the format of the data on Track 2 could be predicted from the start, an attacker wouldn't want
to clone a card without credit. After all, the whole point of the attack is to purchase goods which
someone else will ultimately pay for! So, how can an attacker find out which cards have already
been sold and topped-up by their respective owners? The explored method involves querying the
card's vendor site without (almost) exploiting any bug, by simply (ab)using legitimate features such
as balance-checking facilities. Additionally, taking advantage of checksum algorithms used to
generate the card ID (e.g. Luhn/mod10), can be beneficial in order to reduce the number of HTTP
requests that are required.

Note that although some card numbers are not completely sequential, they can still be predicted by
querying lists of pre-generated numbers against web-based balance-checking sites.
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Enter the 19-digit code on your = Gift Card
and press Submit’ to check the balance on vour Gift Card

Subrmit I

Figure 9 Example of gift card balance-checking site which only requires card number (no PIN is required)

Consider the following gift card numbers:

Sample #1 Sample #2
6033 5313 0758 3889 6041 1458 0871 8860
6033 5313 0759 3389 6041 1458 0872 3309
6033 5313 0760 2021 6041 1458 0873 0545
6033 5313 0761 2021 6041 1458 0874 6418
6033 5313 0762 5595 6041 1458 0875 2310

Both of the previous samples are from gift cards available at the same retailer.

Clearly visible are the card numbers which are separated in four chunks of four digits each. These numbers
were obtained from cards which were produced adjacently by the manufacturer. This can be confirmed by
analysing the first twelve digits which are fully sequential. The last four digits (shown in red), however, are
not sequential. Instead they appear to be random (although entropy analysis against a large sample of
numbers might show otherwise).

For some reason, these last four digits are repeated sometimes for adjacent card numbers in sample #1. For
example, the first and second card numbers both end with "3389". The same is true for the third and fourth
card numbers (both end with “2021”), and the ninth and tenth card numbers (both end with “6166”). This
could be an indication that the last four digit number is derived from the current time. e.g. a pseudo-random
number based on the current time at the time it was generated.

The following coding example simulates the generation of numbers following the same syntax as the

previously shown samples (12 sequential digits plus four “random” digits):
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#include <stdio.h>
#include <time.h>
#include <string.h>

short int foo() {

short int 1,7,
char tmp[ll] { \0 },magic[5]={"'\0"'};

// use current time as seed
srand(time(NULL));

time_t secs=rand();
sprintf(tmp,"%1d", secs);

// grab only first 4 digits from pseudo-random number
for(i=0;i<4;++1)

magic[i]=tmp[i];
return atoi(magic);

}

int main(void) {
short int 1i;
short int a,b,c,d;
a=6033;b= 5313 c= 0000 d=0;

for(c=0;c<=9999;++c) {
delay number generation for a bit Tess than a sec

usleep(950000) ;
=foo();
} printf("%.4d %.4d %.4d %d\n",a,b,c,d);
return 0;

3

Here the code would generate 16-digit numbers, always starting with “6033 5313”, continued by a four digit
sequential number, and finally a pseudorandom number based on the current time. Since the time it takes to
generate one pseudo-random number and the next is less than a second, sometimes two different card
numbers would have the same last four pseudo-random digits (notice in the previous code that the current

time expressed in seconds is being used to seed the “rand()” function via “srand(time(NULL))"):
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6033 5313 0000 1298
6033 5313 0001 9960
6033 5313 0002 6869
6033 5313 0003 1463
6033 5313 0004 9009
6033 5313 0005 8434
6033 5313 0006 1616
6033 5313 0007 1320
6033 5313 0008 1320
6033 5313 0009 1014
6033 5313 0010 7024
6033 5313 0011 4026
6033 5313 0012 1178
6033 5313 0013 8748
6033 5313 0014 1630
6033 5313 0015 1334
6033 5313 0016 2097
6033 5313 0017 1805
6033 5313 0018 4197
6033 5313 0019 1153
6033 5313 0020 8784
6033 5313 0021 1658
6033 5313 0022 2767
6033 5313 0023 2126
6033 5313 0024 1829
6033 5313 0025 1525
6033 5313 0026 1213
6033 5313 0027 1984
6033 5313 0028 1984
6033 5313 0029 1681
6033 5313 0030 2984

For the purpose of this example, the assumption is that the last four digits are truly random. Therefore in
order to “hit” a valid card number by brute-forcing HTTP requests against the balance-checking site, 10,000
requests would need to be submitted.

Sometimes, gift card numbers follow the popular Luhn’s checksum algorithm (a.k.a. mod10). This means that
the number of generated card numbers to query can be reduced by ten. For instance, take the following gift

card numbers:

600176 0542 0007 60606
600176 0542 0007 60614
600176 0542 0007 60622
600176 0542 0007 60630
600176 0542 0007 60648
600176 0542 0007 60655

At first sight, it seems that the last digit is random, and so a maximum of 10 different numbers need to be
queried in order to find a valid card number. However, further inspection reveals that the last digit is just the
mod10 checksum digit. Thus the number of HTTP requests needed to find a valid card number can be
reduced from ten to one.

An attacker can generate a list of target numbers. For instance, a list of 10,000 numbers from
6001760542000760000 to 6001760542000769999 can be created:

$ ./gennumbers
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$

| usage: ./gennumbers <prefix> <start_number> <end_number>

| $ ./gennumbers 600176054200076 0000 9999 > numbers.lst

$ wc -1 numbers.lst
10000 numbers.l1st

And then the numbers which do follow Luhn’s algorithm can be filtered out, in this case reducing the number

of possible card numbers from 10,000 to 1,000:

$ ./luhncheck
usgge: ./luhncheck <number_or_file> [mode]
mode :
print numbers that follow Luhn's algorithm
print numbers that follow Luhn's algorithm AND have a valid PAN's length
print numbers whose syntax match major credit card types
same as 0 but verbose
- same as 1 but verbose
5 - same as 2 but verbose
note: mode 0 is used by default

AwWNRO

| $ ./Tuhncheck numbers.Tst 1 > valid_numbers.l1st

$ wc -1 valid_numbers.Tst
1000 valid_numbers.l1st

Once an attacker has figured out the syntax followed by the card numbers of the targeted implementation,
and has generated a list of possible card numbers, he/she then needs to find out which numbers correspond
to gift cards which have been activated by their respective owners.

As previously discussed in the section In-band Cloning, some balance-checking websites require users to
enter a PIN in order to check the remaining balance on their gift cards. The following example shows how
some of these sites allow attackers to identify valid numbers of gift cards which have been activated; even
when the attacker does not have knowledge of the required PIN.

This particular gift card implementation uses a 16 digit card number and an eight digit PIN. When entering an
invalid 16 digit card number (6034 5032 0240 5555, in this case) and an invalid eight digit PIN (12345678 in
this case), an “Invalid Card number” error message is returned:

Page 19 of 32
091021-attacking-magstripe-gift-cards.doc
Copyright © 2009 Corsaire Limited.

All Rights Reserved.



be Attacking Magstripe Gift Cards

To checl the balance on your Card, you'll need your Card number (the sixteen
digit number across the back of the Card) and your PIN (underneath the
scrateh off panel, also on the back of your Card),

Enterthese details into the boxes below, dick 'submit’ and your balance will be
displayed.

Invalid Card number

Card Number

|6034503202405555 |

PIN

| |
[ cance

Figure 10 "Invalid Card number" message returned when submitting invalid card number and an invalid eight digit PIN

When entering a valid 16 digit card number which has not yet been activated by the customer (6035 9745
7485 1314, in this case) and an invalid eight digit PIN (12345678 used once again), a “Card has not been
activated” message is returned:

To check the balance on your Card, you'll need your Card number (the sixteen
digit nurmber across the back of the Card) and yaur PIN (undernesath the
scratch off panel, also on the back of your Card),

Enter these details into the boxes below, click 'submit' and your balance will be
displayed,

Card has not been activated. Load your Card in-store with £2 - £150 to activate it.
Card Number

|6035974574851314 |

PIN

l |
[ submit | cancel |

Figure 11 "Card has not been activated" message returned when submitting a valid card number of a card that has not been activated

yet (invalid eight digit PIN also submitted in this case)

However, when entering a valid card number of a card which has already been activated by its owner (6034
5032 0240 5779, in this case) and an invalid eight digit PIN (12345678 again), an “Invalid PIN” error

message is returned:
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To check the balance on your Card, you'll nead your Card number (the sixteen
digit number across the back of the Card) and your PIN (underneath the
scratch off panel, also on the back of your Card).

Enter these details into the boxes below, dick 'submit’ and your balance will be
displayed.

Invalid PIN
Card Number

[6034503202405779 |

PIN

Figure 12 "Invalid PIN" message returned when submitting number of an activated card plus an 8-digit invalid PIN

Thus in the third case, the attacker knows that 6034 5032 0240 5779 corresponds to a valid card number
which has already been activated by the customer, even though he/she never had knowledge of the PIN.
The changes in returned error messages can be exploited to remotely enumerate card numbers which
correspond to activated gift cards. All an attacker needs to do in this case is brute-force card numbers whilst
always submitting a dummy eight digit PIN.

The following example shows how an attacker can mount such an attack using a specialised tool such as
Burp Intruder.

altack save oW
raquest pagdoad SlaTus amar IImE; eI'IEEh i clzgg="Tormarro” = nalldd Pl < Jspan =
") UsSZJz Y z ICU -y I IO ] =) |
4 034303202 404933 200 ) L Z L —
034503202 404954 200 ) L Z L
034503202 404930 200 ) L Z L
034503202 404998 200 L L Z L
034503202 404957 200 L L Z L
034503202 404958 200 ) L Z L
034503202 404959 200 C | 2 |
034503222 405000 200 C | 2 |
S02|S034503202405002 200 _ [l Z [l
034503202405003 200 _ [l Z [l
034503202 405008 200 _ [l Z [l
034503202 405007 200 _ [l Z [l
034303222105009 200 _ [l Z [l
024303202105010 200 _ [l Z [l
024303202105012 200 _ [l Z [l
B350 04105014 200 C | [ Hd 1 [
5021504204 1050 18 200 C | [ Hd 1 [ I=|
E0213042 04105 /79 |2t [ L] 14 ] (=]
pasez |

Figure 13 By looking for certain responses within the returned HTML pages, it is possible to find activated card numbers in an
automated fashion

Attack Advantages Attack Disadvantages

Page 21 of 32
091021-attacking-magstripe-gift-cards.doc
Copyright © 2009 Corsaire Limited.

All Rights Reserved.



. Attacking Magstripe Gift Cards

s

Attack Advantages Attack Disadvantages
Physical access to the targeted gift card is not required; i.e. Not all gift card implementations are vulnerable to this type of cloning
skimming is not required. There is also no need to write attack as it is a more targeted attack. An attacker may therefore
down the gift card number to be cloned, as this is predicted require additional technical expertise that was unnecessary in
via a brute-forcing attack. However, in order to optimise the previously discussed attacks. If card numbers are not fully sequential,
attack to always target cards that have been sold recently it could take many HTTP requests to find a valid card number; e.g.
(i.e. those most likely to have a remaining balance), the 10,000 or 100,000
attacker would sometimes visit the targeted retailer and write
down one of the gift card numbers available at the store’s
stand.

Injection Attacks

As previously discussed, all of the UK gift cards analysed as research for this paper do not store the card’s
balance on the track data. The simplest way to verify that balance information is not stored on the magnetic

tracks is to:

1. Dump (swipe) and save the binary data of tracks that “contain” any data (usually Track 1 and 2, and

sometimes only Track 2).

2. Purchase a good using the gift card. The balance should then be updated in the back-end DB
servers. Note: the card’s current balance can usually be found on the transaction receipt, by
requesting it online (not all gift card types support checking the current balance online, but many do),

or via telephone.

3. Swipe the gift card again after a purchase (assuming a pre-purchase swipe was recorded), and
compare the binary data on all tracks. If the data remains exactly the same, then the conclusion is
that the current balance is not stored on the card.

In summary, it would not be possible to modify the card balance by altering the track data, as the balance
value is not stored on the card. However, there are other types of attacks where it might be possible to
change the card’s balance by tampering with the track data, even when the card’'s balance is not stored on

the track data.

An attacker could exploit weaknesses within the system by inserting malicious SQL statements that update
the card’s balance in the back-end DB servers when an online transaction is performed; i.e. when a gift card
is swiped at a retail POS terminal. However, this type of attack would require specialist knowledge of the

internal systems and, as such, would be much more complicated to realise.
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ISO 7811 does not allow letter characters ([a-z],[A-Z]) on Track 2, which is the default read by POS
terminals. According to the standards, the encoding type supported on Track 2 is Binary Coded Decimal
(BCD) with five bits for each character, although only four bits are actual data (the fifth is the odd parity bit).
This only gives a total of 16 different characters. Due to physical limitations, Track 2 can only hold up to 40
characters. The following is the character set for BCD encoding used in Track 2:

e Ten digits (used for account number, discretionary data, etc):

0123456789

e Three framing/field characters (used for start sentinel, field separator, end sentinel respectively):

e Three control characters (mainly used for LRC byte):

[ <>

Since there is a restriction imposed to digits and special symbols such as ‘;, ‘=, ‘“?’, *’, ‘<’ and >’ a SQL
injection attack would not be possible, as alpha-numeric strings are required to compose a well-crafted

statement.

ISO 7811 imposes fewer restrictions on Track 1 where ALPHA encoding is used providing seven bits for
each character (one bit for the odd parity bit and six bits for the actual data). This means that up to four times
the number of possible characters can be used than on Track 2 (i.e. 64 different characters as opposed to
16). Additionally, Track 1 can hold up to 79 characters, as opposed to 40 characters which is the maximum
number of characters that can be stored on Track 2.

The following is the character set for ALPHA encoding used in Track 1:

36 alpha-numeric characters (digits and upper-case letters):

0123456789 ABCDEFGHIIJKLMNOPQRSTUVWXY?Z

Three framing/field characters (used for start sentinel, field separator, and end sentinel respectively):

[% A2

25 control/special characters:

| (space character) ' " # $ & ' () *+ , - ./ :; <=>@ \1 _

This means that malicious SQL statements on Track 1 may be inserted while the swiped card is still
considered valid by the POS terminal, since the inserted data is ISO-compliant:
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In summary, Track 1 offers more possibilities for a SQL injection attack due to holding a bigger maximum

number of stored characters and also a bigger number of different characters:

Track

Character set

Maximum number of characters stored on track

Track 1
(7-bit ALPHA encoding)

64 different characters

79 characters

Track 2
(5-bit BCD encoding)

16 different characters

40 characters

The following Track 1 data is made of 75 characters (still within the limit of 79 maximum characters) and only

contains characters that are allowed by ISO 7811 (ALPHA encoding).

| %B1;UPDATE CARDS SET BALANCE=150 WHERE CARD_NUMBER=633780558663425245;#AA?7+

Note: the malicious payload is shown in red. This is usually where the card numbers are located.

In this case the payload is inserted within the account number field. This usually holds the card number

(PAN) and is located between the start sentinel and format code (‘%B’), and the field separator (‘). The

cardholders name is usually found between both field separators (‘*') but here it has been omitted for space-

saving purposes. Finally, the expiration date, service code, and discretionary data would be located between

the second field separator (‘') and the end sentinel character (‘?’), but once again this data has been omitted

due to space restrictions.

Let’s suppose the gift card application executes the following SQL query when performing a transaction, in

order to first verify that the swiped card is active and has sufficient balance to purchase the desired good:

SELECT * FROM CARDS WHERE CARD_NUMBER = $CARD_NUMBER;

Note: value controlled by the attacker shown in bold fonts.

The following is an example of the data that could be returned by the back-end DB:

ff==e=ssssssssassss=os e fmmmmme== fpm=m=== +
| CARD_NUMBER | BALANCE | ACTIVE | ID |
ff==e=ssssssssassss=os e fmmmmme== fpm=m=== +
| 633780558663425245 | 1.20 | 1 | 6456 |
ff==e=ssssssssassss=os e fmmmmme== fpm=m=== +
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Provided that the value of the $CARD_NUMBER variable is not filtered by the application, it might be
possible to alter the SQL statement into the following by crafting a card with the data shown in a previous

example:

SELECT @ FROM CARDS WHERE CARD_NUMBER = 1;UPDATE CARDS SET BALANCE=150 WHERE
CARD_NUMBER=633780558663425245; #;

This provides a fully legal SQL statement despite card number 1 not existing:

mysql> SELECT * FROM CARDS WHERE CARD_NUMBER = 1;UPDATE CARDS SET BALANCE=150 WHERE
CARD_NUMBER=633780558663425245; #;
Empty set (0.00 sec)

Query OK, 1 row affected (0.06 sec)
Rows matched: 1 Changed: 1 warnings: 0

and results in the swiped card’s balance being updated from 1.20 to 150:

mysql> SELECT * FROM CARDS WHERE CARD_NUMBER = 633780558663425245;

T fpmm=me=m=s fpm=mmmm== fpmm==== +
| CARD_NUMBER | BALANCE | ACTIVE | ID |
bttt fpmm=me==== fpr=mm=m== fpmm==== +
| 633780558663425245 | 150 | 1| 1 |
fpm==sessssssssssa===s fpmm=me===s fpm=mmmm== fpmm==== +

1 row in set (0.00 sec)

The SQL queries above are tailored to the specific test systems, and will not work on all implementations.

Because most POS terminals read Track 2 by default, an attacker would need to trick the terminal to read
Track 1, which is where the malicious SQL statements are stored. It might be possible to cause the terminal
to consider the data on Track 1 by damaging the data on Track 2, although this has not been tested in a real

environment.

Attack Advantages Attack Disadvantages

Due to the nature of this attack, gift card vendors or providers | Highly experimental attack. Very unlikely to be successful unless the
of such services may not have sufficient database auditing in | attacker has privileged information of the targeted gift card
place to detecting unauthorised updates from cards. implementation; e.g. malicious developer working for the gift card

In the event that this attack was successful, it may go provider company.

unnoticed, unless fraud analysis detects discrepancies
between gift card transactions and gift card sales.

Web Application Manipulation

Rather than cloning a victim’s card, it may be simpler to compromise the system through the online

administration consoles.
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For example, an attacker might be able to perform fraudulent purchases by changing the balance of a card
under their possession without even having knowledge of magstripe technology. Instead of targeting the data
encoded in the magnetic stripes, an attacker could use research and web ‘hacking’ techniques to identify

and compromise the admin interface used by retailers to manage their card programs.

These types of admin interfaces have been marketed by some prepaid card solutions providers as Gift Card
Management Systems (GCMS) or Card Inventory Management Systems (CIMS). Unfortunately, they are
sometimes accessible to anyone over the web, making them susceptible to the same types of attacks as any

other Internet-facing systems. The following provides an example:

Administrative Website Frangais | Portugués

Welcome to the Administrative Website, Here you have
access to view reports, process transactions and manage
elements of your card program.

Please enter your user name and password below.
For assistance with logging in please email clientsernices@

User Name:
Password: |

Forgot your password?

Submit

Figure 14 Gift card program management interface of anonymous service provider

If compromised, a gift card program admin console could allow an attacker to reset the balance of their own
gift card. What would be possible for an attacker after compromising the admin interface would ultimately
depend on specific implementation and configuration details of the targeted environment. For instance, the
following factors would play a crucial role on determining what the attacker could do after breaking into the

admin interface:
¢ Functionalities available by the application. e.g. reset card’'s balance, block/unblock card, etc

o Whether or not the web application is connected to the same back-end database which is queried
by POS terminals to check a card’s current balance when purchases are made
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Attack Advantages Attack Disadvantages
No need to use magstripe reading/writing equipment. Expertise in web “hacking” techniques is required.
Attacker simply changes/resets balance of a previously- It is necessary to ensure that the infiltration of the website is not
purchased gift card — if functionality is available or back-end | discovered — at least not within a certain window to carry out the
data can be manipulated (e.g. via SQL injection). fraud.

Recommendations

A list of recommendations for gift card service providers to protect against attacks which target
implementation flaws of the actual gift cards, and attacks which target vulnerabilities present on the actual
infrastructure used to provide the gift cards service is provided below:

Threat Mitigations

CAPTCHA on balance-checking website; although CAPTCHA

implementations can be broken, CAPTCHAs will make the task of

Automated retrieval of card numbers that have been activated
utomated retrieval of card number Ve bee lvate the attacker significantly more difficult.

and their respective balances.
Random long alphanumeric PIN (e.g. eight characters) for each

card number.

Detecting activated gift card numbers, even when a PIN is Generation of generic error messages by balance-checking web

required. application.

Non-physical cloning attacks where an attacker can derive the full | Random long magic number in track data. e.g. “discretionary
track data from a given card number. data” field.

Obtaining unauthorised management rights where an attacker Restricted gift card program management interface. For example
can potentially reset the balance of their gift card, or any gift card | only allow trusted IP addresses via firewalls and/or require two-
they might have cloned. factor authentication such as tokens or private keys.

Locate the gift cards stand in a visible, but not reachable area,
where only the store employees have access to them. Note that
Sampling large number of gift cards for free. obtaining large number of gift cards is an essential step in
reverse engineering the structure of the data encoded in the

magnetic tracks.

Ensure that track data is encoded on High Coercivity (HiCo)

magstripes.

This is not an infallible security feature as magstri ncoders
Reusing or manipulating legitimate gift cards to counterfeit cloned 1S 1810 : bl sectrlly teature gstripe encoder

track data using affordable equipment. that can write on HiCo magstripes exist in the public domain.
However, this type of equipment is usually significantly more
expensive, which can decrease the likelihood of a given gift card

implementation being targeted.
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Threat Mitigations

Perform regular security assessments on the infrastructure and
Attacks against the gift card infrastructure where it is possible to
. . applications providing the gift cards service; e.g. front-end
perform gift card fraud without directly targeting the magstripe . L

balance-checking web applications and payment servers, back-
track data; e.g. by gaining unauthorised access to the back-end o . .
end DB servers. Although this is more of a good security practice
DB servers where the remaining balance for each card number is . o :
tored rather a security feature, it is highly recommended for gift card
stored.
providers who are concerned with providing a secure service.

Conclusions

This paper demonstrates that there are multiple strategies in an attacker’s arsenal to attempt to perform
fraudulent purchases using gift cards. It has shown that these types of attacks are possible in the real world

and also provided recommendations to help protect against such attacks.

In conclusion it is vital to randomise not just gift card numbers, but also the track data stored on them. Similar
to the “discretionary data” present on most credit cards track data, gift cards should contain a non-
predictable value encoded on their track data. This random value has been referred to as the “magic

number” throughout this paper.

In the worst case scenario, not storing a random value on the gift card’s track data could result in attackers

cloning activated gift cards, even without having physical access to the targeted cards.

Internet-facing web interfaces should also be taken into account when designing a secure gift card
environment. Examples of web interfaces that can be targeted to perform fraudulent purchases include
administrative sites used by retailers to manage their gift card programs and websites visited by users to

check their card balance.

Additionally, the data stored on the track data should never be trusted. Although encoding specially-crafted
track data is not a popular input validation attack vector, nothing stops attackers from tampering with the
data stored on gift cards. Should this data not be correctly validated by the gift card provider's payment
servers, an attacker could potentially alter transaction data such as the card’s balance.

Gift cards should be treated as any other type of currency. Service providers should follow the same good
security practices which are usually recommended to other types of currency providers, such as credit card

issuers.
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Frequently Asked Questions (FAQ)

1.

Q. What hardware/software was used to perform the tests which this research is based on?

A. MAKStripe USB reader/writer with included MAKStripeExplorer v1.22 software running under
Ubuntu Linux (other OS are also supported by this software), see:

http://www.makinterface.de/makstusbe.php3

Q. You have provided several examples of gift card numbers, track data and screenshots. Are all of
these made up, or are they actually real examples?

A. They all are real examples. However, retailer and service provider-specific information has been
removed in order to protect against any potential abuse.

Q. Why did you specifically focus on researching magstripe gift cards?

A. Primarily because they’re subject to fraud just like any other type of currency, even though there
is little information on attacking them in the public domain.

Q. You talked about cloning magstripe gift cards without swiping the magnetic stripe. Is this a
theoretical attack only, or have you actually tested this?

A. This attack has been confirmed on at least two implementations. Other implementations are also
suspected to be vulnerable, but further testing is required to confirm this.

Q. I'm confused. You mentioned that none of the gift cards you analysed in the UK contain the card’s
balance in the (magnetic) track data. If so, how would it be possible for an attacker to purchase
goods with a gift card without spending any money?
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A. Instead of changing the balance on the track data, the attacker might be able to predict the track

data of a genuine card and also detect if such card has been activated by a legitimate customer.
Alternatively, the attacker might be able to change the balance of his own card (whether legitimate or
cloned) by indirectly attacking the gift card system. Instead of targeting the actual card
implementation, it might be possible to change the card balance by compromising the provider’s
back-end DB servers or administrative interfaces. Fore more details, please refer to Attacks Classes
section of this paper.
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