Secure Remote Password (SRP)

Authentication

Tom Wu

Stanford Univer sity

tjw@cs.Stanford.EDU

Authentication in General

u

What you are

˘ Fingerpri nts, reti nal scans, voiceprint s

u

What you have

˘ Token cards, smart cards

u

What you know

˘ Passwords, PINs

Password Authentication

u

Concentrates on ^what you know~

u

No long-term client-side storage

u

Advantages

˘ Convenience and port ability

˘ Low cost

u

Disadvantages

˘ People pick ^bad~ passwords

˘ Most password met hods are weak

Problems and Issues

u

Dictionary attacks

u

Plaintext-equivalence

u

Forward secrecy

Dictionary Attacks

u

An off- line, brute force gues sing attack

conducted by an attacker on the network

u

Attacker usually has a ^dictionary~ of

commonly-us ed passwords to tr y

u

People pick easily remembered passwords

u

^Easy- to-remember ~ is also ^easy-to-gues s~

u

Can be either pas sive or active

Passwords in the Real World

u

Entropy is les s than most people think

u

Dictionary words, e.g. ^pudding~, ^plan9~

˘ Entropy: 20 bits or le ss

u

Word pairs or phrases, e.g. ^hate2die~

˘ Represents average password qua lity

˘ Entropy: around 30 bits

u

Random printable text, e.g. ^nDz2\u>O~

˘ Entropy: sli ghtly over 50 bits

Plaintext-equivalence

u

Any piece of data that can be used in place

of the actual pass word is ^plaintext-

equivalent~

u

Applies to:

˘ Password data bases and files

˘ Authent ication servers (Ker beros KDC)

u

One compr omise brings entire sys tem down

Forward Secrecy

u

Prevents one compromise from causing

further damage

Co mp ro mis i n g Sh o u l d Not C ompro mi s e

Current pa sswor d Future passwor ds

Old password Current pa sswor d

Current pa sswor d Current or p ast session keys

Current sessio n key Current pa sswor d

In The Beginning...

u

Plaintext passwords

˘ e.g. unauthenticated Telnet , rlogin, ftp

˘ Still most common me thod in use

u

^Encoded~ passwords

˘ e.g. HTTP B asi c a uthentication

u

Using passwor d to encrypt verif iable text

˘ e.g. Ke rberos

˘ vulne rable to dicti onary att ack

More Weak Authentication

u

Challenge-Response authentication

˘ e.g. S/Key, OP IE, CRAM

˘ User receives C, responds wit h f(C, P)

˘ Susce ptible to passive di ctionary attack

u

^Public-Key-Assisted~ L ogin

˘ e.g. stel, SRA Telnet

˘ Uses plain Diffie-Hell man or ephemeral RSA

˘ Susce ptible to active att acks

Augmenting Weak Methods

u

Iterated hashing

˘ Increas es amount of time re quir ed for attack

˘ Also sl ows down l egiti mat e aut henticat ion

˘ Maximum i mprovement is less than 10 bits

u

Computer-gener ated pass words

˘ Have higher entropy

˘ Easy t o forget, and are m ore likely to be

written down (a security problem in itself)

The Empire Strikes Back

u

20-25 bits can be attacked eas ily today

u

Even one success ful password guess

(weakest link in chain) lets an intruder in

u

Attacks are easily par allelizable

u

Moore´s law constantly erodes security of

weak methods

˘ Lose 2 bi ts of str ength every three ye ars

Better Weapons

u

EKE

˘ Bellovin & Merr itt: 1992

u

^Secr et public-key~

˘ Gong, Lomas, Needham, Saltzer: 1993

u

SPEKE

˘ Ja blon: 1996

u

OKE

˘ Lucks: 1997

Advantages of Strong Methods

u

Attacker must solve at least one ^har d~

public-key problem first

u

Key exchange after s uccessful login

u

Some also offer:

˘ Resist ance to active at tacks

˘ Forward se crecy

u

But these are still plaintext- equivalent...

Return of the Jedi

u

A-E KE

˘ Bellovin & Merr itt: 1994

u

B-SPEKE

˘ Ja blon: 1997

u

SRP

˘ Wu: 1997

u

All are verifier-based

History of SRP

u

Originally des igned to handle

authentication between Java applet and

Java-based ser ver at Stanf ord

u

Widespread applicability and interest led to

development of software suite

u

Discussions on

sci.crypt led to final

vers ion, sometimes called SRP- 3

The SRP Protocol

m =large safeprime (2 q +1, q prime)

g =primitive root mod m

P= plaintext password

Steveknowstheverifier, v = g x (mod m )

Carol (the cl ient)

Generates random a

A = g a (mod m )

K = ( B - g x ) a+ux (mod m )

Steve (the se rver)

Generates random b , u

B = v + g b (mod m ), u

K = ( Av u ) b (mod m )

Each side then proves it knows K

Carolknowsthepassword, x =H(P)

Security Analysis

u g must be primitive root to avoid leaking

infor mation about v

u

Carol must be f irs t to issue proof of K

u u must not be revealed before A

u

Random numbers a , b must be discarded

when protocol finishes

u

Check for invalid inputs, e.g. A , B == 0

Protocol Families

u

A- and B- protocols sometimes called

^extended~ methods

˘ Two key-excha nge r ounds

˘ A-EKE: extra digital signa ture

˘ B-SPEKE: extra El Gamal key exchange

u

SRP is part of a third family (AKE)

˘ Password and ve rifier are integrated int o a

singl e key-exchange round

How They Stack Up

Cleartext

Password

Challenge-

Response

Strong

Password

(SPEKE)

Verifier-

based

(SRP)

Does not reveal

password

No Yes Yes Yes

Resists

dictionary att ack

No No Yes Yes

Not plaintext-

equivalent

Yes No No Yes

Provides forward

secrecy

No No Yes Yes

Some Scary Trends

u

Inexpensive PCs can exceed 10K crypts/sec

u

No Moore´ s L aw for human memor y

u

Increas ed size of Internet means more

access to free CPU cycles

u

Even for cing ^good~ pas sword choices only

delays inevitable

u

^Bad guys ~ have caught up and taken the

lead ( CER T Advisory 94:01)...

Strong vs. Weak Methods

Ef f o rt n eed ed to crack an av erag ep assw o rd

1E-3

1E+0

1E+3

1E+6

1E+9

1E+12

1995 2000 2005 2010 2015 2020 2025

Cost of attack (PC * hours)

SRP

I terated Hash

C-R

(safe)

Impact of Strong Authentication

u

Best known algorithms for compr omising

SRP (dis crete log) not easily parallelizable

u

Places off-line attack against even short

passwords out of reach

u

^Infinitely~ stronger than weak methods

u

Designed as drop-in replacements

u

Low cost and socially acceptable

Applications

u

Remote login/access ( Telnet, FTP)

u

E- mail (POP, IMAP)

u

World Wide Web

u

Firewalls

u

Network computers

u

Any situation where an actual per son needs

to be authenticated

The SRP Project

u

Freewar e API library in both C and Java

u

Telnet and FTP for Unix and Windows

u

Distributed architecture being developed

u

Public collaboration w/Internet community

u

Drafts submitted to IETF, IE EE P1363

u

Help always appreciated

˘ Join the mailing l ist

Looking Ahead

u

Increas e awareness of ^br oken~ systems

˘ Kerberos V4, V5, Windows NT, S/ Key, ...

u

Fix these systems where possible

˘ Ja span, 1996 describes Kerberos fix

u

Strong authentication mechanisms have

become ^Best Current Practice~

˘ No exc use to use broken methods anymore

˘ Good guys are winni ng agai n...

For More Information

u

SRP Web Site

˘ http://srp.stanford.edu/srp/

˘ Cont ains l inks to downloa d source code and

informati on about maili ng list

u

E- mail

˘ tjw@cs.Stanford.EDU