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MySQL Database 5.6.x (LATEST) Security Report 

   

Software Security Notification   
   

Software: Oracle’s MySQL v.5.6.24 (LATEST) 
  

Vulnerability:  
   

(11)  Buffer Overflow Vulnerabilities / ~ Deprecated & Insecure Function use (Missing Bounds-checks) 

  
  
  

Software Overview                                                                                                             

MySQL is an open source relational database management system (RDBMS), and the world’s most popular 

Open Source database. MySQL is a popular choice of database for use in web applications, and is a central 

component of the widely used LAMP open source web application software stack. MySQL is used in many 

high profile large-websites worldwide. MySQL was created by a Swedish company, MySQL AB founded by 

David Axmark, Allan Larsson and Michael “Monty” Widenius. The first version of the software appeared on 

23 of May, 1995. Oracle Corporation acquired Sun Microsystems in April, 2009 and are now the owners of 

MySQL Copyright and Trademark.  
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Summary  

 

During a manual source-code audit of Oracle’s MySQL v 5.6.24 database; conducted internally by the 

Advanced Information Security Group, instances of insecure function calls were observed in the software. The 

issues stem from the lack of any manual control metrics, which would prevent data from being overwritten into 

other sensitive locations. 
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Code Snippet –- [/usr/bin/mysql_plugin] -–  

(../mysql/mysql-5.6.24/client/mysql_plugin.c:796)  
  

  
  

  

  

Description  

Unsafe use of the strcpy() function, has been triggered resulting in a buffer overflow condition. 

Therefore, in the aforementioned experiment input is copied from the command-line, to a fixed length 

destination buffer. No bounds checks are provided to ensure that the source does not exceed in size, and 

therefore would not overwrite the destination buffer.  
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Technical Details 
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Technical Details 
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Technical Details 
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Proof of Concept Exploit – MySQL v5.6.24   
 

 

 
  

  

  

  

  

  

  

  

 



9 | P a g e   

   

Nicholas Lemonias    -   Advanced Information Security Corporation    ©     

   

Technical Synopsis 
 

 The cause of the issue is an unsafe strcpy call; which can lead to a buffer overflow condition. A user-supplied string 

from the command-line is copied to a fixed length destination buffer, and the vulnerable function call is demonstrated 

below in red. 

 

 
 

 

Source Code at Line: 796  

File: (../mysql/mysql-5.6.24/client/mysql_plugin.c)  
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MYSQL v5.6.24 Vulnerability List 

 

 
1. Main.c (../mysql/mysql-5.6.24/regex/main.c:577)  

 

 
 

Description: A char* type is copied to a fixed length destination buffer. This could lead to a buffer overflow. 
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2.  Code Snippet – mysql_plugin.c (../mysql/mysql-

5.6.24/client/mysql_plugin.c:796)  

  

     
  

 

 

Description: Unsafe use of strcpy could lead to an overflow condition. A user-supplied string from the 

command-line is copied to a fixed length destination buffer.   
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3. Code Snippet – mysql_plugin.c (../mysql/mysql-

5.6.24/client/mysql_plugin.c:797) 

 

 

  

Description: Unsafe Use of strcpy could lead to an overflow condition. A user-supplied string from the 

command-line is copied to a fixed length destination buffer. This could lead to a buffer overflow. 

 

 

 

 

 

4. Code Snippet – main.c (../mysql/mysql-5.6.24/regex/main.c:544)  
 

 

 
 

Description: A char* type is being copied to a fixed length destination buffer. This could lead to a buffer 

overflow. 

 

 

 



13 | P a g e   

   

Nicholas Lemonias    -   Advanced Information Security Corporation    ©     

   

 

 

 

 
5. Code Snippet – main.c (../mysql/mysql-5.6.24/regex/main.c:525)  

 

 

 
 

Description: Insecure sprintf. A char* type is being copied to a fixed length destination buffer. This could 

lead to a buffer overflow.  

 

 
6. Code Snippet – reader.cpp (../mysql/mysql-

5.6.24/storage/ndb/src/kernel/blocks/dblqh/redoLogReader/reader.cpp:413)  
 

 

 
 

Description: Unsafe use of strcpy could lead to an overflow condition. A user-supplied string from the 

command-line is written to a fixed length destination buffer. This could lead to a buffer overflow if the input 

provided, is of greater size than the destination buffer. 
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7. Code Snippet – main.c (../mysql/mysql-5.6.24/regex/main.c:531)  

 

 
 

Description: Unsafe use of strcpy could lead to an overflow condition. A char* type is being copied to a 

fixed length destination buffer. This could lead to a buffer overflow. 

 

 
8. Code Snippet – mysqlshow.c (../mysql/mysql-5.6.24/client/mysqlshow.c:710)  

 

 
 

Description: Insecure use of sprintf. A char* type is being copied to a fixed 

length destination buffer. This could lead to a buffer overflow. 

 



15 | P a g e   

   

Nicholas Lemonias    -   Advanced Information Security Corporation    ©     

   

9. Code Snippet – conf_to_src.c (../mysql/mysql-

5.6.24/libmysql/conf_to_src.c:121 

 

 
 

 Description: Insecure use of sprintf. A char* type is being copied to a fixed length destination buffer. This 

could lead to a buffer overflow. 

 

 

 

 
10.  Code Snippet – PosixAsyncFile.ccp (../mysql/mysql-

5.6.24/storage/ndb/src/kernel/blocks/ndbfs/PosixAsyncFile.cpp:784) 

 

 
 

Description: Unsafe Use of strcpy could lead to an overflow condition. A char* type is being copied to a 

fixed length destination buffer. This could lead to a buffer overflow. 
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11.  Code Snippet – Win32AsyncFile.ccp (../mysql/mysql-

5.6.24/storage/ndb/src/kernel/blocks/ndbfs/Win32AsyncFile.cpp:377) 

 

 
<<< 

Size of PATH is PATH_MAX 256 

 
Description: Unsafe Use of strcpy could lead to an overflow condition. A char* type is being copied to a 

fixed length destination buffer. This, could lead to an overflow. 
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