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Vulnerability Advisory – Vendor Disclosure 
 

Name AirWatch Multiple Direct Object Reference Vulnerabilities 

Vendor Website www.air-watch.com 

Affected Software AirWatch Cloud Console 7.3.1.0 

Date of Public Advisory 10th December 2014 

CVE Number CVE-2014-8372 

Researchers Denis Andzakovic 

 

Description 

This document details multiple direct object reference vulnerabilities found within the AirWatch cloud console. 

VMWare advised that the issues in this document also affect on-premise AirWatch deployments. A malicious 

AirWatch user may leverage several direct object references to gain access to information regarding other AirWatch 

customers using the AirWatch cloud. This includes viewing groups and downloading private APKs belonging to 

other organisations. 

Exploitation  

The AirWatch cloud console was found to use integers to reference various objects. Direct access to these objects 

is available based on the user supplied input. The following tables detail various insecure direct object reference 

vulnerabilities that allow an attacker to view the smart-groups for other customers, retrieve private APK files 

associated with other customers and view the reputation scan results for arbitrary applications. Due to the nature of 

the proof of concept exploits below, customer specific data returned has been redacted. 
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Smart Group Direct Object Reference 

The locationGroupId parameter of the /AirWatch/ajax/smartGroups request was found to be vulnerable. An attacker 

can leverage this insecure direct object reference to enumerate the smart groups for other organisations. 

Smart Group Request 

 
 

 

 

 

Smart Group Response 

 
 

Reputation Scan Direct Object Reference 

The ApplicationId parameter of the /AirWatch/AppManagement/NotifyAppScanResults request was found to be 

vulnerable. An attacker can tamper this parameter and use it to retrieve the application reputation scans for other 

customers’ applications. 
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Reputation Scan Request 

 
 

Reputation Scan Resulting Email 
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Application Direct Object Reference 

The appId parameter in the /AirWatch/AppManagement/ViewAppInDevices request was found to be vulnerable. A 

malicious entity can leverage this to enumerate all private applications uploaded to Airwatch. Additionally, the 

enumerated application identifier may be passed to the /Catalog/App/Install call on an end device and the private 

application downloaded and installed. The following table shows the enumeration of an application and installation 

on an end device. 

ViewAppInDevices Request 

 
 

ViewAppInDevices Response 
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The following tables show the application identifier enumerated (in this case 3737) being used in the application 

install process and the subsequent installation of the application. 

Application Installation Request 

 
 

Application Installation 
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Solution 

The AirWatch cloud based solution has been patched by VMWare. The on-premise deployment was also 

susceptible to the above attacks, as such users should update to the latest version of AirWatch. 

Timeline 

29/10/2014 – Initial email to AirWatch support staff. 
03/11/2014 – Advisory released to AirWatch 
05/11/2014 – Advisory acknowledged by VMWare Security Response Center, advised cloud solution will be patched 
within 48 hours. 
10/12/2014 – VMWare releases patch and advisory. 
29/12/2014 – Advisory release. 

Responsible Disclosure Policy 

Security-Assessment.com follows a responsible disclosure policy. 

About Security-Assessment.com 

Security-Assessment.com is a leading team of Information Security consultants specialising in providing high quality 

Information Security services to clients throughout the Asia Pacific region. Our clients include some of the largest 

globally recognised companies in areas such as finance, telecommunications, broadcasting, legal and government. 

Our aim is to provide the very best independent advice and a high level of technical expertise while creating long 

and lasting professional relationships with our clients. 

Security-Assessment.com is committed to security research and development, and its team continues to identify 

and responsibly publish vulnerabilities in public and private software vendor's products. Members of the Security-

Assessment.com R&D team are globally recognised through their release of whitepapers and presentations related 

to new security research. 

For further information on this issue or any of our service offerings, contact us: 

Web www.security-assessment.com 

Email info@security-assessment.com 

Phone +64 4 470 1650 
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