
Disclaimer:  

By reading this document, you agree to the following: 

1. This is just a vulnerability disclosure. I have not saved any information that I have shown in 

this disclosure. 

2. The author is not responsible for what you do with this information detailed in this 

document/pdf.  

3. I will not be responsible for anything you do with this information.  

4. Make sure you perform this test using your own ID or test IDs that you have created. Any 

damages that are performed by you is your responsibility and the author is no way 

responsible. 

5. This information is only intended for proof-of-concept / demonstration purpose and not for 

anything else.  

If you do not agree to the above mentioned clauses, please do not proceed ahead and close the 

document immediately.  

  



Vulnerability Title: Facebook Graph Search allows brute-forcing of phone numbers.  

Vulnerable Site: www.facebook.com  

Description: Facebook allows discovery of users via their listed phone number. However no control is 

present to restrict users from discovering users who have their phone number hidden or restrict to a 

certain set of people/ users.  

Impact: An attacker with a fake account can perform a brute force attack on facebook to harvest users 

and other details mentioned in their profile and map it with the registered phone numbers.  

https://www.facebook.com/whitehat  

 

Detailed Description 

Example where a search of cell number “+91-9573522388” led to discovery of the profile.  

Note: In this case, this profile is a fake profile belonging to “Sanjeev Sharma”.   

http://www.facebook.com/
https://www.facebook.com/whitehat


 

 

 

 

 

 



Upon seeing the “About” section for the specific user (in this case I am viewing the own fake id I 

created),  

 

  



Now let’s do it for some random number, say 919999999475 (for which I do not have any access and the 

number is hidden or private. We will check from the user’s profile if the phone number is visible later.) 

By the brute forcing tool, this phone number belongs to some Roopali Khosla with UID = 

100001633806991 

Note: The phone number has been selected randomly.  

 

Now let’s check her profile out,  



 

 

 



 

 

Nope, the phone number is not shown, i.e. Hidden or Private  

NOW THIS IS THE ISSUE. Even if she has made her contact details private, it is possible to discover her 

phone number via Brute forcing.  

This leakage of data is a breach of privacy 



P.S.  This attack can aid several types of Social Engineering / Spear phishing attacks on the user.  

 

 

Nothing. Nowhere is the cell phone number “919999999475” listed on her profile.  

Let’s see what TrueCaller has to say about this. 

 



Bingo! 

Upon getting her profile details from graph request the UID of 100001633806991 also matches.  

 

Now running a script that starts from 919999999999 till 919000000000 

 


