1. Type of Issue — CSRF attack
Product and version — Microsoft Dynamics CRM 2013

Impact — The attacker can use various methods to exploit CSRF, forcing an end user to
execute unwanted actions on a web application in which he/she is currently
authenticated. If the targeted end user is the administrator account, this may lead to
compromise the web application.

Proof of Concept (PoC) -

Step 1: Add a new service
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Step 2: Tamper the data for a new service creation
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Step 3: CRSF attack is successful as we get response (200 OK) from the server

l Find... (press Ctri+Enter to highlight all)
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Step 4: Service gets added as shown below:

osoft Dynamics CRM «  #y
o You need to assign sexurity 1oles 8 new wiers  Chck 10 1ee 4 Mt Of Uter who meed Microsoft Dynamscs CAM Secusty flote As1gn Role
L Services !
View: Adtive Servces \d
&) New > | @ Gh Bn Weefiow ) 918 Olsicg Mote Aons

v

Dets

me teibng

(OF




2. Type of Issue — Cross browser attack
Product and version — Microsoft Dynamics CRM 2013

Impact — If a user has an active session to his/her account while visiting a malicious site,
script calls may unknowingly execute administrative actions under the context of the
administrative authenticated session. A successful exploit can compromise end user
data and operations in the case of a normal user. If the targeted end user is the
administrator account, this can compromise the entire web application.

Proof of Concept (PoC) —

Step 1: Capture a valid request of a normal user (Chrome browser) - (Original value of the role

name is abc)
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Step 2: Tamper the request and replay using IE (Tampered Value of the role name to 123)
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Step 3: It sends a “reqclientid” and NTLM authentication as negotiate in the 401-response
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Step 4: Client generates the NTLM as per the reqclientid as shown:
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Step 5: Server gives 200 OK and request gets executed as shown:
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3. Type of Issue — Replay attack enumerates Valid User Information
Product and version — Microsoft Dynamics CRM 2013
Impact — Such flaws allow attackers to access unauthorized functionality. This
information is useful to an attacker by providing detailed insight as to the sensitive data
that is being utilized by a web application.

Proof of Concept (PoC) —

Step 1: Send a crafted request without logging as shown below:
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Step 2: As per the response we can see it throws 401 — unauthorized initially
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Step 3: The server sends the response again as shown below which displays the user and his
details which is stored as the first entry in the database which is the admin (masked in this case):
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Type of Issue — .exe file upload (Potential)
Product and version — Microsoft Dynamics CRM 2013

Impact — Since the website allows any executable files to be uploaded, an attacker can
use this flaw to upload malicious files on the site which may have the potential to cause
widespread damage when accessed by the user.

Proof of Concept (PoC) — Below is the screenshot:
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Type of Issue — Unhandled Error Messages
Product and version — Microsoft Dynamics CRM 2013

Impact — The consequences of improper error handling are the disclosure of the internal
workings of the application to the attacker, providing details to use in further attacks.
Web applications that do not properly handle error conditions frequently generate error
messages such as stack traces, detailed diagnostics, and other inner details of the
application.

Proof of Concept (PoC) — Below is the screenshot:
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