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Introduction 
In this document i want to explain how to bypass the login security in 

Router Cisco RV110W Small Business in a Step by Step guide and this will let 

the attacker to gain access like admin. 
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The vulnerability 
 

In my way of think there are two vulnerabilities here: 

 

1- Password Disclosure in Principal Page (besides that is encrypted, i 

dont understand why the password and the username are there). 

 

2- Bad management of the user session. 

 

In the main page exist the code that the application use to cipher the 

password and the user name and encrypted password, when you clic in 

Login, the only thing that the button does is to encrypt the text that you put 

in the textbox and send to the router, but if you can capture the Get and 

Post methods you can change the encrypted text that you put and replace 

with the original encrypted password that is in the main page. 

In the next pages are the steps to complete the login bypass. 
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Step by Step 
 

First to do is to enter the router management address, in my case is (Figure 

1): 

https://10.66.101.1/ 

 

 

Figure 1 

In this page i need to see the source code, using my default browser i can 

see that, in the source, i see the username of the admin and password 

encrypted (Figure 2) 
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Figure 2 

So i think that user pyroar is the admin so lets see what what happen if we 

put some random password, and observing the Get and Post i see this 

(Figure 3) 

 

 

Figure 3 
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The result here is a page that says invalid user or password (Figure 4). 

 

Figure 4 

In that POST event i can see that the password is sent once is encrypted, so 

if i replace the encrypted password with the one that is on the main page i 

think that i can validate, so i send two post events with this modified data (i 

dont know why doesnt work with one) (Figure 5). 

 

Figure 5 

So i return to the login failed page, and type any text in the password text 

box (the user must be pyroar) (Figure 6). 
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Figure 6 

And when i clic in Log in… (Figure 7) 

 

Figure 7 

Then i clic in Continue…. (Figure 8) 
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Figure 8 

And i access to the router admin page with admin credentials. 

 


