
        PERSISTENT CROSS SITE SCRIPTING BUG IN 
CONDUIT         
                                WIBIYA TOOLBAR ACCOUNTS

EXPLOIT TITLE: PERSISTENT XSS IN CONDUIT WIBIYA TOOLBAR
VENDOR:           CONDUIT
PAGE RANK:     67(BY ALEXA)
AUTHOR:           R007k17-w  
EMAIL-ID:          n4gb07@gmail.com
GOOGLE DORK: Modular Patterns Ltd. (c) 2012  (Wibiya.conduit)
CRITICALITY:     HIGH

1. Create an account at
http://wibiya.conduit.com/web_toolbar
Add apps like ‘Social chat’, ‘Real Time Users’,’Smart Share’ etc
while Signing Up.

2. Sign In to Wibiya.conduit account by clicking ‘login’
in the Conduit Web Toolbar in the top.

3. Go to ‘Edit Bar’ , Chose ‘My applications’
4. Mouse hover on apps u have added as mentioned above.
5. Eg: Hover mouse cursor on ‘Social Chat’ apps , Click on ‘Edit’

option,
6. POSTDATA:  "'><img src=vul onerror=alert(document.domain)>

ans Save
     Now repeat 3,4,5th steps
     Observe the Popup.
Criticality is very high in the ‘Social Chat’ apps compared to other.
Since once the JavaScript is injected , can’t change it next trials!!

SnapShots:

http://wibiya.conduit.com/web_toolbar




Below is the Snapshot to show the script injected.
IT IS STORED AND MODIFIED IN THE SERVER SIDE
Eg: SOCIAL APPS: :  "'><img src=vul onerror=alert(document.domain)>
  


