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1. Introduction 
 

  1-1. OWASP Top 10   

 

OWASP Top 10 from Open Web Application Security Project released 10 things that are most 

critical web application security risks. OWASP Top 10 2010 release of the „top 10 most dangerous 

attack‟ of web application security vulnerability was introduced. And “Broken Authentication and 

Session Management” is found as a result of a UPB vulnerability analysis. 

 

 
 

   1-2. Broken Authentication and Session Management Vulnerability 

 

When developers are programming web application based solutions they rarely focus on how the 

user‟s session is managed. Failing to keep this in mind can lead developers to introduce session 

management vulnerabilities in their applications. 

Session management vulnerabilities occur when developers fail to protect their users sensitive 

information such as user names, passwords, and session tokens. 

Broken authentication vulnerabilities occur when developers fail to use authentication methods 

that have been adequately tested and rely on their own, often flawed, method for authenticating 

users. 

These vulnerabilities are very hard for developers to identify on their own due to the far-reaching 

aspect of the code that handles session and authentication. 
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This vulnerability is occurred because there was no the file owner's authentication process 

([Figure 1-1] reference). When a request of delete file to Bulletin board of the web site, values of 

Hidden Field were analyzed. The result, file was deleted post's ID, file's ID and file's name only. 

There was no certification process when delete file. 

 

 
 

 UPB approve the request to determine user's Session, Cookie information and Permission to 

protect Broken Authentication and Session Management. But the certification process did not set 

any application. So only correction in field of request message can delete the uploaded other 

user's file or admin‟s file. 

 

To prevent this, Such as [Figure 1-2], when the request of delete file is made, authentication 

process is required owner of the file correct. In order to determine whether correct file's owner, 

verification code for Session and Cookie must be inserted. 

 

 
 

UPB had inserted these preventive measures into application. However, request of the delete file 

didn't occur this verification. 
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 Key point of “Broken Authentication and Session Management” attack were as follows. 
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2. Main Subject 
 

2-1. Analyzed & The analysis environment 

 

Environment for the analysis of UBP 2.2.7 zero-day vulnerabilities that have been organized as 

follows. 

 

 
 

 

Let's verify that how delete the file from hacker's “Broken Authentication and Session 

Management” attack. 
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 2-2. Penetration Testing 

 

 
 

 Hacker make sure the administrator‟s post position and the file. 

 

 

 

 

Hacker have uploaded a file and post to confirm the message occurs when a request to file 

delete. 
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When a reuest to file delete, transmit post‟s position(forumid, posted, threadid) with file‟s id and 

file name(fileid, filename) to delete file through a request message by POST method. After seeing 

this message, the hacker assume that delete by id and name of the file when file delete. 

 

 
 

To investigate the ID of the deleteing file, click the file and can be found the file's ID through 

analysis of the request message. 
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The location of the posts from Hacker is 'posted = 2'. therefore, admin's post's ID can be expect 1. 

This post's ID and file's ID/name is changed by uploaded a manager's file ID/name. And to server 

send change the delete file request message. 
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 Delete file request message is modulated as admin's file. And send to server and acts without 

any message. Then comes back to the forum, admin's file is deleted. But hacker's file is remained. 
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3. Conclusion 
 

  3-1. Damage expected 

 

 Founded “Broken Authentication and Session Management” in UPB 2.2.7 can be cause great 

damaged to Integrity of three goals of information security (integrity, confidentiality, availability). 

Integrity means that the information should not be changes. As can be seen from the above 

penetration test, uploaded file by manager or account belonging to manager's gruop was deleted. 

Therefore, integrity is against. 

If this file is informing recommendations to its members, or important file to user on use the 

Web site, the damage can greater than your expected. Dues account was changed and to inform 

it that the information posted on the bulletin board. And if hacker is deleting the information, 

users to use the Web site will be fallen into great confusion. 

Furthermore if no definite prevention For “Broken Authentication and Session Management” 

vulnerability, sensitive information can be exposed to a malicious hacker. Therefore, 2nd damage 

can be expected. 

 

 

 

  3-2. Security Advisory 

 

 Discovered "Broken Authentication and Session Management" vulnerability to UPB 2.2.7 is 

occurred on execute request without the correct Authentication procedures. To prevent this, occur 

change message(delete, edit, etc) should be run authentication procedure once again 

 

 


