
Trend Micro ServerProtect Compressed File Scanning Bypass

I. Background

Trend Micro Incorporated is a global leader in network antivirus and Internet
content security software and services. Founded in 1988 by Steve Chang, the
company led the migration of virus protection from the desktop to the network
server and the Internet gateway, gaining a reputation for vision and technological
innovation along the way. Trend Micro focuses on outbreak prevention and
providing customers with a comprehensive approach to managing the outbreak
lifecycle and the impact of network worms and virus threats to productivity and
information through initiatives such as Trend Micro™ Enterprise Protection
Strategy.

The Key to Efficient Network Antivirus Management ServerProtect for
NT/Netware provides network-wide, comprehensive antivirus scanning for
servers running the Microsoft™ Windows™ 2000, Microsoft Windows NT™, and
Novell™ NetWare™ operating systems. Managed through an intuitive, portable
console, ServerProtect provides virus outbreak management, centralized virus
scanning, virus pattern file updates, event reporting, and antivirus configuration.
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II. Description

Default Settings
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As you see default value for extracted file count exceeds is 500 files. What
happens if an attacker creates a folder like “Test” then creates a folder in it like
“Junk” then make that folder hidden and then puts 500+ empty text files in it and
finally puts a virus or trojan in “Test” folder and then zips it? The answer is
harmful file can easily be bypassed by the antivirus real-time and manual scan.

I used Subseven 2.0 server.exe (332 KB) as a harmful file in my test. Here is the
result of manual scan on Trend Micro ServerProtect v5.58
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Let’s see what Trend Micro recommends...

After all, I remembered that Hotmail uses Trend Micro. So did some tests and
verified that Hotmail users who use Outlook and Outlook Express for receving
mails are afftected. Hotmail web users are not affected.
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III. Version

Only tested on Trend Micro ServerProtect v5.58.

IV. Author

Mert SARICA < mert.sarica@gmail.com >
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