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Breaking proprietary RFID technology 
is a generic process

Decode 
Signals

Pen-Testing a "secure" RFID tag

Understand 
Protocol

Break 
Encryption

Small experiment:  Bring up your car key.
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Hitag2 widely used?

Á!ǇǇŀǊŜƴǘƭȅ IƛǘŀƎ ƛǎ ǳǎŜŘ ƛƴ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ Χ

ςGerman government / army access ID

Á.. and car keys including these brands:

ςRenault

ςOpel

ςPeugeot

ςCitroen

Hitag2 Insecurity
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Focus in the remainder of this talk

Hitag2's cipher is highly vulnerable

Attack Resources Vulnerable due to

Brute force 248 computations Small key size

Pre-computation 249 computations,
few GB storage

Small key size,
lack of tag nonce

Algebraic attack approx. 235 compu-
tations (6 hours)

Low cipher 
complexity

Technique explained in the A5/1 talk at 17:00
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Root weakness of proprietary ciphers 
can be exploited using generic tool
ÁDesign goal of ciphers: 

"one way road"

ÁHowever, some (stream) 
ciphers do not build 
complexity fast enough

ÁComplexity measurable as 
ANF randomness 
(Sean O'Neil: ASD;  
K. Nohl dissertation)

Low complexity 
ciphers are 
reversible using 
SAT solvers
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Cryptographic strength is closely 
related to non-linearity

ÁSystem of equations that describes n-bit cipher 
can have up to 2n xor terms.

ÁOnly n of these terms are linear.

Linear Ғ t Ғ solvable
Non-linear Ғ btҒ not solvable 

for large 
keys
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Standard cipher building blocks 
generate surprisingly little complexity
ÁMost weaknesses are caused by insufficient 

non-linearity.

ÁAt the heart of the problem:

LFSRs(linear feedback shift registers)

0
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NXP Hitag2 is too linear to be strong

fcɉɇɊ

faɉɇɊ fbɉɇɊ faɉɇɊ faɉɇɊ fbɉɇɊ

Χ

High degree (20)  
generator, very 
non-linear!  �[

Many taps in LFSR  �[
Still linear �^

Filter output is not fed 
back into state �^


