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Abstract

Reverse Engineering on malware analysis is a process which is used on
malware in order to understand its operation, code structure and its
functionality. This project aims to understand the operation of a malware and
investigate the parameters, code amdcstire which is created or modified by

the malicious software. In response to this objective a virtual lab was created to
analyse thenalicious softwvareAnew vari ant of #fADroi dKur
named ADr-@i ARumwdfiwwch i nf ectAdtat thé@oder oi d
analysis we understood the malicious piece of code which was embedded along
with the original code. The servigeactivity that gets startedand the mobile
informationwhich is sent to the remote serversai@@ the malware gets the root
access of the victim machiitecan even damage the system



Contents

F AN 4 [0 1V =T o =T o 0= o | RS 1.
1. INEFOTUCTION. ... e e e e e e e e e e ean s 2.
2. MAIWEAIE ANAIYSIS. ...ttt e 3
21  BasiCS Of MalIWare ANAIYSIS ..ccciiieierceriiiiiiinieiiiiiiiissee e e e e eeeeeeareeenennnnnns 3.
22  Types of Malware ANAlYSIS.........uuuuiiiiiiiiie e e s cceeeeeene e e e e e eeeeeeree s 3
23  Components of Malware ANaISi............uuiiiiiiiiiieeiieieeeeiiiiee e 3
24 Tools of Malware ANAIYSIS. ......ccuuiiiiiiiiiiiiiiiiiii e e e 4
25  Goals of Malware ANalySIS..........ccooiiiiiiiiiiiiiiiiii e 4
3. Operating SYStEM OVEIVIEW. ........cccoiiiiiieeeiiiiiieis e e e e e e e e e e e eeeee e e e e e s 4
3.1 ANAroid ArCHITECIUIE. .....ciiiiiiiiiii et 4
3.2 ANArOId MAKET. ... .eueeiiiieiiiiiieeee e el 6
3.3 Android Security MOGEL...........uuuuiiiiiiiiiiiiiiie e et 6
3.4  Malware found in Operating SYStEMS.........ccuvviiiiiiiiiiiiiiiieeeeeeeee s 7
4, MEhOAOIOQY......ccooeieeeeee e c————— s 9
ot R | 1 70 To [§ ox 1 o o AP PP PPPP T PPPPP 9
4.2  Android Malware ANAlYSIS. ........ueeieiiiiiiiiiieieeiie e 9
421 LISt Of TOOIS..eeiiiiiiiiiiiiii e e 9
42.1.1 Virtual Appliance............ooovviiiiiiiiee e 9
42.1.2 EMUIALOr.. ..o 10
4.21.3 Disassembler............ooooiiiiiiii e 11
4214 UNPACKET .....cciiiiiiiieeei e 11..
4215 TeXt EAITOr ..o e 12
4.2.1.6 Monitoring TOOL........coooiiiiiii e, 12
4217 Other TOOIS.......uuiiiiiiiiiiii e 13..
4.2.1.71 DEX2JAT .. i 13.

4.21.72 ID-GUL i 13



4.2.2 Creating an ISO enviroNMEeNt..............uuvueeiiiiieieeeeeeeeeeeeeeeeeennnnnns 13....
4.2.3 Baseline the environmMent............coooiiiiiiiiiiiiiiiieeee e 14.....
4.2.4 Malware ACQUISTTION. .......eiiiiiiiiiieeaaieii e 15...

4.2.5 Reverse Engineering on Android Malware.... . .eevveveeeniinnnnnn... Gl

4.25.1 Dynamic ANalySiS.......cccoeeeeeeeiiiiiiieeeeiiceee e 16..

4.25.2 StatiC ANAIYSIS....ccoeeiii e 24..

42,6 RESUILS.. .ottt y/
CONCIUSIONS. ...t e e e e e e e e e e e e e e e &
51  Mitigation andCONIIOL.........uuueiiiiiiiiiiiieeee e 2
5.2 CONCIUSION. ...ciiiiiiiiiiiiee ettt mmmmeenm e e e e e e &
5.3 FULUIE WOIK ...ttt e e e @
AAPPEINAIX ¢ttt e e e e e e e e e s——— ettt e e e e e e s 03

BIDIOGrapNy....coooiiiiieeee e 31......



Acknowledgement

| would like to thank my Project Supervisor Prof. Stuart Walker fostpgport
and guidance. From the start of the project till the ersdemcouragement
enabtd me to successfully complete my M;

| would like to thank my family for the spprt they had given me for my

education. Also thank all my friends fthrar support and encouragement to

work hard and to be the besboveall, | would like to thank thé.ord

Almighty whose grace and close presence have given me immense strength and
courage to complete this project.



1. Introduction

In the ever booming IT industry daily a new teclogyl arises related to Softwa@peraing
Systems, Databases, Ses/esnd Appliations etc. Malicious softwaralso known as
malware imposes a larger threat to the ever growing IT industry. The vulnerabilities of those
Applications or Operating Systems are being exploited by the black hat hackers or the
attakers. Over the past two decadbese malicious softwabes has evol ved fron
black market making billions thus causing cyber crime. These malwares have the capability
of penetrating into the systems, networks without user intervention and thus can disrupt
services by compromising the confidentialitgtegrity and availability of the applications,
systems and operating systems etc [1]. Malware analysis is a process in which we take apart
the malware for studying its code structure, operation and functionality. It is conducted with
certain objectives hich include [2]:

1 To understand the vulnerability that was exploited which has caused the system to be
compromised.

1 To study the severity of the attack and combat measures.

1 To penetrate into the compromised data in order to investigate its origin aneito ob
information about other compromised machines.

Reverse Engineering of Malware Analysis is a process which is used by forensic
investigators and system engineers to analyse the flow, operation, functionality of malware
using reverse engineering toolhid is useful in understanding the files, services, code and
parameters which were added or modified by the malicious software. It includes analysis in
two phases namely Static (Behavioural) Analysis and Dynamic (Code) Analysis.

The goal of this projecsito understand the working of an Android malware. Android OS is

the second most popular environment for mobile malware. In this project we are going to take

you through the various phases so as to understand how and what are these malwares exactly
made upo f and how these mal wareds behave in an
engineering tools were used for the analysis which provides subsequent results according to

the type of analysis.Md r oi d ma | Wraidkenghu2-Atehds thé capability to run

its service and activity along with the original application process. It then captures the IMEI
Number, OS Version and the phone model and saves into a local file. If it gets the root access
then it can even download malicious kages from remote server and even get the capability

to install or wuninstall application packages

Thus the project highlights the following important procedures:

1 Create an isolated virtual environment

Static Analysis

Dynamic Andysis

Extract findings and vulnerabilities as pee #inalysis and create statistical results
Mitigation

= =4 =4 4



This project will also serve as a reference for the readers to perform Reverse Engineering on
Malware Analysis by performing the analysis as mentioned by using the tools, methodologies
on a particular type of malware.

2. Malware Analysis
2.1 Basics of Malvare Analysis

Malwares are evolving in a rapid manner and combat measures to stop them have become
difficult because they use new signatures, encapsulation which prevents it from being
detected. AntVMirus products have been releasing daily updates wdetbct almost all the
attacks some of them narrowly escape. It is essential that a reverse engineer must analyse
such malwares which change the registry values, tamper data, and download payloads in
short which shows unusual behaviour. Reverse Engineast amalyse malware of that
particular Operating system and study the environmental variables and activity performed by
that malicious software.

22  Types of Malware Analysis

1 Static Analysis

Static Analysis also called behavioural analysikich is used to analyse and study
the behaviour of malware. We can study how malware interact with the environment,
services added, files tampered, data captured, network a@mmenade, port opening

etc. [ Collected data is reconstructed and mapjgether to get a complete picture

of the analysis.

1 Dynamic Analysis

Dynamic Analysis also called code analysibich is used to analyse the code of the
malicious software. As it is very difficult to get the source code of the malware
especially execuldes we need to analyse the binary code. There are debuggers and
decompilers which are used to convert the malware to its binary form or assembly
level. By analysing the code reverse engineer will come to know the exact
malicious code which is embeddecdthe actual code

23  Components of Malware Analysis

Malware creators use different techniques to develop malicious software so it is difficult to
specify a common factor in all the malwares. Each malware have a different signature,
progranming languagand a packer. [4Around 500 packers are released which are used by
the attackers in order to prevent the malware from being detected by tharwti
applications. Packers are used so that the code is compressed using toeisdike Win

Rar etc. Cormressed code will be harder to detect as there will be a session with less CPU
Utilization unlike larger code which utilizes maximum CPU utilization and sessions. Another
method is to add more protection by using encryption to prevent from being dekacead.

3



though antivirus will unpack the malware they will just scan the encrypted version of the
code. Mal ware may contain backdoors such as
Spyware, Adware etc. Thus malware may contain multiple malicious comigomnich

ensure that at least one of them will cause damage to the system.

24  Tools of Malware Analysis

Various tools are selected by the reverse engineer for the behavioural and code analysis. The
following is a list of tools used for reverse enginegmmalware by most reverse engineers.

1 Creation of Lali Virtual Box, VMware, Sandbox GFI.

9 Static Analysisi Process Monitor, Wireshark, PEID, TCPView, WinHex, Process
Explorer, Winanalysis, Strings.

1 Dynamic Analysig Ollydbg, IDA Pro, Dex2jar, JB5UI, Baksmali, Apktool.

25  Goals of Malware Analysis

The goal of Malware Analysis4] is to find out how to defend the organisation from
malicious attacks. The first question is, how did the system get compromised? And secondly
what did the malware exploit? According to the type of malware and its analysis, we will get
the more relevantrswer to these two questions. Using this information, a reverse engineer or
a system engineer will be able to determine whether the suspicious software was a malware
or not.

3 Operating System Overview

In this project, Windows #wvas selected for analysisVindows is a common platform for
Workstations and Servers which is used worldwide. Malware is the biggest threat to the
Windows OS compared with other operating systems. Android is a mobile operating system
which uses Linux as its basg].[ Android appli@ation developers develop application in Java
and control their operation using Java Libraries designed by Google.

3.1  Android Architecture

- Applications

Contacts Phone

Application Framework

Activitiy Window View System Notification
Manager Manager ide v ~M

Location
~M

Libraries Android Runtime

SQlLite Core Libraries

OpenGLIES WebKit D-'l\:;l::r\‘lll,:::nl

sSGL libc

Linux Kernel

Diplay Biuetooth Filash Memory Binder (IPC)
Driver Dri Driver Driver

USB Driver Keypad Driver WiFi Driver Audio Drivers

Figure 1. Android Architecture



[Source Stephen A.Ridley Retrieved Fromhttp://dl.dropbox.com/u/2595211/HelloMato
AndroidReversing.pdfLast Accessedviay 2011]

As we can se in the above architectur@ Linux kernel [7] is the base of the architecture. It
has a proprietary Dalvik VM.

Figure 2: Comparison of Dalvik VM v/s Java VM

[Source Cyber Security Retrieved Fromhttps://www.honeynet.org/files/MyCER3-PST-
HoneynetCorfReversing%20Android%20Malware.pdifast Accessedviarch2011]

The above diagram shows the comparison between the Dalvik Virtual Machine with the Java
Virtual Machine. It is register based which is faster as compared with stack based register.
The Java application *.class file is converted into *.dex file using DX tool. *.dex is the
executable format for android applications. The DEXcpss flow is as®wn below F]:

Figure 3: Flowchart on Dex Proces$-low

[Source Cyber Security Retrieved Fromhttps://www.honeynet.org/files/MyCER3-PST
HoneynetCorReversing%20Android%20Malware.pdfast AccessedMarch2011]



The Java application programasmpiled using the Java Compiler (javac) and the *.class file
is generated which is given to the Dalvik VM. It generates *.dex file which is executed.
Android Package File (APK) caists of the following files [B

.dex file

Res- Resources which APK reqes.

Android Manifest xml file

META-INF directory which contains the certificate, the list of resources and manifest
file.

)l
T
T
)l

All these files and folders are bundled together to form the apk file. Application, kernel and
driver layers are the different lagein the architecture with specific roles. Asdroidis an

open source OS, application developers can use the hardware, information about the location,
running services etc. Application framework has the main underlying sergi¢etosvs [9:

1 View Systeni List of parameters like buttons, list, text box etc.
1 Notification Managei Applicationsare enabletb use custom alerts.

C / C++ libraries are used by various parameters which is present inrttieol architecture.
Linux version 2.6 is used as astraction layer which provides services such as network
management, memory management, security etc.

3.2  Android Market

Google has offered Android Market where the application developers cant myapkeations

to the users. [@ As androidis an open mobile operating system it allows flexibility for
sharing applications compared with Apple 10S. There are advantages as well as disadvantages
with this method; the advantage is that any application developer can list his application in
the Andoid Market thus providing variety of options to the common users. The main
drawback in this approach is it allows lot of attackers to develop malicious software which
can compromise systems and can gain user information. Earlier on March 2011, DroidDream
has developed and released in the Android Market which had the capability to capture IMEI
number, IMSI number, user id etc and send that information to a remote $&tee Google

had released ] an application fAAndr oi dnsMieddnall Secu
infected machines which would remove the exploit.

3.3  Android Security Model

The Android operating system allows user to decide whether arcatppi is malicious or

not. [10] That means users must analyse and confirm its identity dadnél malicious need

to report and thus will ensure its removal from the Android Market. For example, a malware
application was released in the name droid09 which allowed users to carry out banking
activities. User need to provide the account informati@taid and it would tunnel
communication to the bank. But actually that malware used to provide a browser login to the
bank homepage the credentials were sent to the attacker. So, an Android application needs to
show the permissions during the installatemnthat user can judge whether to install or not.



But attackers have become more sophisticated they find different ways to enter the system by
exploiting the vulnerability or by just tricking the common user.

3.4  Malware found in Operating Systems

Variety of malwares has been developed by attackers for different operating systems. In this
projectwe are dealing witlAndroid so in the following sub topics will be dealing with the
malwares on which research has been conducted by different reverse engimgers
researchers.

Varieties of malwares ameveloped by android application developers thus enhancing crime

in the Android Market tooCyber Security of Malaysi&/] has analysed some malware such

as SMS.Trojan which was the oldest malware on Android I8Sode was just like hello

world code of SDK and was very simple. It would send fraudulent sms to some private
numbers. The next malware analysed was Geinimi which would capture information. The
information includes IMEI number, IMSI number, Contacts étavas a bot which would

connect with a remote server and would delete sms, make a call, steal sms etc. The
communication was encrypted and would run as a loop. Dream Droid the most malicious
malware was hosted in the android market and had infected 53tswar e 6 s . 't wou
the vulnerabilities such as exploid (CA\D0931185) and Rageagainstthecage (CXE0G

EASY). It is also a bot which uses encrypted communication. It has 2 stages of payloads, the

first one is to infect the machine and allow ifistion of the 29 payload which is the
DownloadProviderManager. DownloadProviderManager gets installed in the /system/app
directory which sends and receives information with the remoteserv St ephen A. R
paper p] on Android Malware Reverse Engemng mentions analysis on Sound Miner
Trojan. This mal ware would |isten to the key
This would allow the attackers to check for credit card numbers from the DTMF tones. SMS
Message SPY Lite and ®rare the dierent spywares [ which asks for the following
permissions during its installation:

The READ_SMS and RECEIVE_SMS will allow the attacker to monitor the flow of SMS
communication.

Another malicious application named iCalendar.apk was analysed by my fdexesh
Shetty in his paper on iD&2nyhsmalWayeiwauld sench e An ¢
SMS to premium numbers with a text. But in the background would block the delivery report
from that premium number thus happeningiméhe does
background. This sms is sent only once thus eliminating the suspicion about the charges sent

by a suspicious activity. Another important work on android malware permissions was done

by Joany Boutet in his paptiromsn: iRMMaskhkci aud |
[13] The default permission of the applicatior



"Application info

Seesmic

5554:Telindu

Bl & o7:51

version 1.0.1

Storage
Total
Application
Data

Clear data

Cache
Cache

Launch by default

Figure 4:

1.18MB
1.16 MB
20.00KB

Def aul t

[Source SANS Retrieved From:
http://lwww.sans.org/reading_room/whitepapers/malicious/malieamasoidapplications
risks-exploitation_33578Last Accessed: November 2011

The permission includes access to the SD Card, GPS Location, Full internet access and phone
call access. Authoried to add permissions like to browse history, read, send and write sms

Per mi

5554:Telindus

ssion of

etc. The mentioned were added in the manifest file as shown:

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

andreoid:
android:
android:
android:
andreoid:
android:
android:
android:
andreoid:
android:
android:
android:

name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.

permission.
permission.
permission.
permission.
-READ HISTORY BOOKMARKS" />

permission

permission.
permission.
permission. .
.RECORD AUDIO"/>

permission

permission.
permission.
.WRITE SMS " />

permission

HECESS_FOABSE_LOCATIGH“f}
CALL PHONE" />

CALL PRIVILEGED"/>
RELD_CALENDAR"/>

READ_FRAHE_?UFFER“/>
READ OWNER DATA"/>
READ SMS"/>

SEND_SMS"/>
CAMERA" />

fSees mi

Figure 5: Modified Android Manifest File

[Source SANS, Retrieved From:
http://lwww.sans.org/reading_room/whitepapersionalis/maliciousandroidapplications
risks-exploitation_33578Last Accessed: November 2011

It is necessary to generate a saffned certificate using the jarsigner then it needs to be
installed. After the installation we can see that the above medtioelified permissions
were reflected on the application information as shown:



Figure 6: Modi fied Permissions of ASeesmi

[Source SANS, Retrieved From:
http://www.sans.org/reading_room/whitepapers/malicious/maliedmasoidapplications
risks-exploitation_33578Last Accessed: November 2011

Thus we can add permissions, services and activity by reverse engineering a malicious code
in order to access setige data of the victim.

4 Methodology

4.1 Introduction

This chaptedeals with the identification of tools required for malware analysis, creating and

base lining the environment, malware acquisition, information collectiorreswdts based

upon the analysid.am anal ysing Andr oi d-A diadbhe purpese @ Dr oi d
this analysis is to create a virtual environment, analyse the problems and suggest mitigation
steps.

4.2  Android Malware Analysis
4.21 Listof Tools
4211 Virtual Appliance

Virtual Appliance is required for executing and analysing malwares in an isolated
environment. Oracle Virtual Box was selected for this analysis.

Oracle VM Virtual Box

Oracle VM Virtual Box is freely available for download frorh4]. It is the best virtual
appliance which allows us to load multiple operating systems. It has a host only networking

C



which means the virtual OS can see only

3 Oracle VM VirtualBox Manager
File Machine Help

D & D

New Settings Start Discard

_F rem win 7 iso
W& © Powered OFF

rem android os (Android Baby :D)
@pPowered Off

rem new
(@ Powered Off

rem linux
(@Powered OFF

IC)
Name:
05 Typ:
System

Base Memory: 512 MB
Boot Order:  Floppy, CD/DVD-ROM, Hard Disk
Acceleration: VT-x/AMD-V, Nested Paging

Display

Video Memory: 18MB
Remote Desktop Server: Disabled
(2 Storage

IDE Controller

IDE Secondary Master (CD/DVD):
SATA Controller

SATA Port 0:

X15-65804.is0 (Inacce:

I Audio
Host Driver: Windows DirectSound
Controller:  Intel HD Audio

=P Network

P uss

Device Filters: 0 (0 active)

[ Shared Folders
None

ssible)

rem win 7 iso.vdi (Normal, 20,00 GB)

Adapter 1: Intel PRO/ 1000 MT Desktop (Bridged adapter, Atheros AR9285 Wireless Network Adapter)

itself not even the main parent OS.

(@ snapshots

=] preview

rem win 7 iso

|

Figure 7: Snapshot of Oracle VM Virtual Box Manager

The latesversion 4.0.12 is installed and also it provides the important feature of snapshot.

4212 Emulator

Emulaor is a tool, which is used to reproduce the function of a real system thus enabling us
to work in a virtual environment which resembles dhiginal system.

Android SDK

Android SDK is an emulator, which is used to create and load Android Virtual Devices. It has
lots of packages related to mobile phones, android platforms etc. It needs to be installed along
with all the latest packages from |13t has a manager panel from where we can create
virtual devices and install latest packages as shown.

£ Android SDK and AVD Manager
Virtual devices

nstalled packages

Android SDK Updater.
R. n1lz2

n XML Schema #2
Repository XML Scherma &4

Copyright (C) 2009-2011 The Android Open Source Project.

Figure 8: Android SDK Manager
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421.3 Disassembler

Disassembler is used to convert the code into hexadecimal format for better analysis during
dynamic analysis.

Apktool

Apktool is the disassembler used in this project for analysing Android Malware. It can
decode the malicious code to its original code also we can modify theanddecompile
using Apktool [B]. It uses Baksmali for disassembliagd Smali for assembling the code.
This dex format is used by Dalvik VM. Baksmali and Smali are the Icelandic names for
ADsassembl er 0 &nThe flfaraesverlefon Bpkteat i®insfalted as shown:

Figure 9: Installation of Apktool Framework

421.4 Unpacker

Unpacker is a tool used to unzip the compressed contents of the file or folder which is
required in the uncompressed format for analysis.

7-Zip

7-Zip is the unpacker used in this project which helps to unzip the apk file of the application.
This is the best unpacker or unzipper which has high compression ratio, strong encryption
and 210% more compression capability goaned with WinZip, PKZip etc [].

[Ez] 7-Zip File Manager = | =[]
File Edit View Favorites Tools Help

=
g wm <7 wp wmp K I
Add Extract Test Copy Move Delete Info

o |2
L = ~

MName
MiComputer |

Documents
€ Network
-

0 object(s) selected

Figure 10: Snapshot of 7Zip File Manager
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4215 Text Editor

Text Editor is used to edit the configuration files, disassembled files and normal text
documents.

Notepad++

Notepad++ is the text editor used in this project which is easy to use and it has high execution
speed and requires less utilization power. It is user friendtypasvides lots of options. B}

L__Lf C:\Users\Reverse\Desktop\reverse\live-messenger-malware\msgr.xml - Notepad++ | e ]
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7?7

o oo @&l & \ | om Bg| = = | B E| = =)0 | = 3] | (%
= msgrxml |E Unit1.dfm | & Unit1pas | & Unit2.dfm | .

= kPEScanSession>
<ScanTime>2011-07-11T12:37:08Z</ScanTime>
<PEList>
<FileItem>
<Path>C:\Users\Reverse\Desktop\reverse\live messenger—malware\Windc
<Created>2007-01-26T15:08:26Z</Created>
<Modified>2011-06—-30T13:33:27Z</Modified>
5 < >

< = > =

Figure 11: Snapshot ofNotepad++

4.2.16 Monitoring Tool

Wireshark

Wireshark is the worldds best network sniffe
Wireshark provides GUI and lots of plugins for betteralysis. 20] It provides deep

inspecton for hundreds of protocolsIPand it is also frebeing an open source.

d Capturing from Intel(R) PRO/1000 MT Desktop Adapter [Wireshark 1.6.0 (SVN Rev 37592 from /trunk-1.6)] = |[-= IE
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help
Blaalod BEXSTE AeraTIE2I(EE QAQAQLB @M% B
Filter: Expression... Clear Apply
No. Time Source Destination Protocol Length Info 1
36 69.633916 192.168.0.1 239.255.255. 250 SSDP 340 NOTIFY * HTTP/1.1
37 69.637144 192.168.0.1 239.255.255.250 S5SDP 331 NOTIFY * HTTP/1.1
38 69.641710 192.168.0.1 239.255.255.250 SSDP 405 NOTIFY * HTTP/1.1
39 69.937237 fe80::8146:42ee:769FfF02::c SSDP 208 M-SEARCH * HTTP/1.1
40 71.164431 Netgear_05:ac:bf Broadcast ARP 60 who has 192.168.0.77 Tell 1
41 73.008327 fe80::8146:42ee:769FF02::c SSDP 208 M-SEARCH * HTTP/1.1
42 75.978541 fe80::8146:42ee:769FfF02::c SSDP 208 M-SEARCH * HTTP/1.1
43 79.971538 fe80::8146:42ee:769FfF02::c SSDP 208 M-SEARCH * HTTP/1.1
44 80.789960 HTc_19:0c:5c Broadcast ARP 60 192.168.0.2 1is at 7c:61:93:1
45 86.013640 feB80::8146:42ee:769ffF02::c SsSDP 208 M-SEARCH * HTTP/1.1 E
46 90.006954 fe80 8146:42ee:769ffF02::cC SSDP 208 M-SEARCH * HTTP/1.1
47 92.979898 fTeB80::8146:42ee:769FfF02::c SSDP 208 M-SEARCH * HTTP/1.1
« 10 »
+ Frame 30: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
¥ Ethernet II, Src: IntelCor_99:f3:0e (00:26:c7:99:f3:0e), Dst: IPvemcast_00:00:00:0c (33:332:00:00
+ Internet Protocol version 6, Src: fe80::8146:42ee:7695:351 (feB80::8146:42ee:7695:351), Dst: ffo2
# User Datagram Protocol, Src Port: 50817 (50817), Dst Port: ssdp (1900)
+ Hypertext Transfer Protocol
” " L

Figure 12: Snapshot ofWireshark
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4.2.17

42171

Other Tools

Dex2Jar

Dex2Jar is a tool, which is used to convert the dex code intaJaja file. [2]

c
2
3
=
2

42172

-8_.7_18—-SNAPSHOT
de > > cl

» classes .de

- ar
2253 L[mainl INFO com.googlecode .dex2jar.u3.Main — Done.

Figure 13: Snapshot ofDex2Jar

JD-GUI

asses .d|

JD-GUI is another toolyhich is usd to view those *.jar files. [@ It provides a GUI which
can load all the packages embedded in the jar file and lists the *.java code.

“, Java Decompiler - Receiver.class

File Edit Navigate Search

= | 2> s

Help

o[~

classes.dex.dex2jar.jar <

o--#% com

+-H3 allen.tthej

83 eguan.state

DialogS1
| DialogS2
Dialog
Receiver
StateServiceS1
]| StateService
] UtilsS1
] Utils
+-- 3 net.youmi.android
+-- 3 uk.co.lilhermit.androic

7
VRS E

A d

4  Dialog$l.dass

Dialogs2.dass

Dialog.dass

Receiver.class

< | StateService$l.dass

StateSe1 b =

public class Receiver extends BroadcastReceiver

{

public void onReceive (Context paramContext,

{

Intent paramlIntent)

if (paramIntent.getAction().equals("android.intent.action.BOOT_COMPLETED"))
{
ApplicationInfo localApplicationInfo = paramContext.getApplicationInfo():
if (localApplicationInfo != null)

i

StringBuilder
String strl
String str2

o

localStringBuilder =
localApplicationInfo.packageName;
strl +

new StringBuilder (™

"/shared prefs/permission.xml™;

‘daca/daca/");

4.22 Creating an isolated environment

Figure 14: Snapshot ofJava Decompiler

For performing Malware Anafis, it is essential to set up an isolated and controlled
environment. Virtualization is required if we are running entitan one Operating System.

[24] Each virtual machine has its own set of network interfaces, 1/0O peripherals; hardware
allocated which means that it is properly virtualized. If one Operating System wants to

communicate with the other virtual Operating System then they can carry out thei

communi

cati

on

even

t hough

t hey

donot

have

1 For creating the isolated environment | had used Oracle VM Virtual Box detailed
information about Wtual Box is given in section.4.1.1. | had installed Oracle VM
Virtual Box on my lappp whichhas Intel Core i3 processor. [2Base Operating
System is Windows 7 and | have installed Windows 7, Linux Security Onion and

Android OS on Virtual Box. But analysis will be performed on Windows OS.

1 Guest OS will be isolated from accessing netwamld internet to prevent it infecting
the base OS and network.

1 Network Connection is assigned to NAT as it can share the internet for the initial

setup, updates and tools installatidrater the connection is disconnected.
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1 The general configuration forehvirtual image of Windows 7 is as shown below:

Name: i 7 isa
05 Type: Windows 7

[ system
Base Memory: 512 MB

Boot Order:  Floppy, CD/DVD-ROM, Hard Disk
Acceleration: WT-x/AMD-V, Nested Paging

IDE Secondary
SATA Controlier
SATA Port . rem win 7is0.vdi (Wormal, 20.00 GB)

e Audi
Host Driver: Windows Direc
Contraller: Intel HD Audio

Master (CD/DVD) X15-65804.is0

tSound

&P Hetwork
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

&2 use

Device Filters: 0 (0 active)

[ Shared Folders

Nione. -

Figure 15: Snapshot ofthe Configuration for Windows 7 Image

We will be installing the Android SDK in the Virtual Machine which has base OS as
Windows 7 I had created an And iclohas theVfollowing a |
configurations:

Lol | Edit Android Virtual Device (AVD) [==3=]
e o
]
= IName: Fem I e
SDK Manager " = =2
Target: | Android 2.2 - API Level 8] -
FY9 Android SDK a = =] =3
rtual devices e AR (mrn==t H
Installed packaged )
Available package] SDEnE New... |
Settings © Size: MiB - —
About s Edit... |
File: mea... E—
nea... Delete... |
Snapshot:
+| Enabled
Skin: Details... |
@ Built-in: WVGAS00 - Start... |
Resolution: x
Hardware:
Property Value New...
Abstracted LCD density 240
Keyboard lid support no
Max VM application hea... 24
Device ram size 256
Refresh
Edit AVD Cancel

Figure 16: Configuration of Rem-Android Virtual Device
Android Virtual Device was created which had the OS version 2.2 loaded as shown above.
4.23 Baseline the environment

Always there is a risk that malware wiiscape from the malware lab to the network
connected or to other systems] Y8rtualization software might have bugs or patches so they
need to be updated to the latest version so that no mishaps occur. | have updated Oracle VM
Virtual Box to the latestersion available. | had installed Windows 7 as the Guest OS and it

14



is updated to the latest patches available. If any anomaly occurs during the analysis then it
needs to be restored by a backup copy. Once the tools have been installed and the system is
pathed up, we can disconnect the network connection, thus streamlining the malware
process. Connect to the Host OS only for certain tests or transfer of files if required. The
updated OS and Virtual Box screenshots are as shown below:

Name ]nstall;d On -

Microsoft .NET Framework 4 Client Profile (4) "’u Virtual...

= 7] Security Update for Microsoft .NET Framework 4 Client Profile (KB2539636) 18/08/2011

= ] Security Update for Microsoft .NET Framework 4 Client Profile (KB2518870) 18/08/2011

CE| Security Update for Microsoft .NET Framework 4 Client Profile (KB2478663) 18/08/2011 , e ) Yl:lu are alrealj_!III

= ] Security Update for Microsoft .NET Framework 4 Client Profile (KB2446708) 18/08/2011 [ | -

Microsoft Windows (100) 0 running the most
=] Security Update for Microsoft Windows (KB2567680) 18/08/2011 — recent version of
= ] Security Update for Microsoft Windows (KB2563894) 18/08/2011 .

= 1 Update for Microsoft Windows (KB2563227) 18/08/2011 VirtualBox,

® 7] Security Update for Microsoft Windows (KB2562937) 18/08/2011

= ] Security Update for Microsoft Windows (KB2559049) 18/08/2011

® | Security Update for Microsoft Windows (KB2556532) 18/08/2011

= | Security Update for Microsoft Windows (KB2536276) 18/08/2011

® | Security Update for Microsoft Windows (KB2560656) 18/08/2011

= bl b s e S

Figure 17: Snapshot ofthe Updated Windows 7 OS and Virtual Box

Various Packages has been installed in Android SDK which are required for carrying out the
analysis. Tools required for the analysis has beerifeehas mentioned in section 412and

has been dowohded and installed. Below displayed is an overview of the packages installed
for Android SDK.

. |
£9 Android SDK and AVD Manager [= ] E ===
Virtual devices SDK Location: C:\Users\Reverse\Downloads\eclipse-SDK-3.7-win32\android-sdk\android-sdk-windc
Installed packages
Available packages Installed packages £
Settings

x Android SDK Tools, revision 12
% Android SDK Platform-tools, revision 6

.| Documentation for Android SDK, API13, revision 1
SDK Platform Android 3.2, API13, revision 1
SDK Platform Android 3.1, API12, revision 3
SDK Platform Andreid 3.0, API11, revision 2
SDK Platform Android 2.3.3, API 10, revision 2
SDK Platform Android 2.3.1, API 9, revision 2 (Obsolete)
SDK Platform Android 2.2, API 8, revision 3
SDK Platform Android 2.1-updatel, AP17, revision 3
SDK Platform Android 1.6, AP1 4, revision 3
SDK Platform Android 1.5, API 3, revision 4

&> Samples for SDK API13, revision 1

&S Samples for SDK API12, revision 1

5 Samples for SDK API 11, revision 1 =

About

Figure 18 Installed packages of Android SDK
Out of the installed packages we will be using Android version 2.2 package for our analysis.
4.24 Malware Acquisition

In this projet malware was acquired from [R&hich is a malicious Android application. In

the further analysis we will highlight the malicious activities carried out by this malware.

This malware was released in the Android Market last month asaiit advanced version of

t he mal waDr@dKumgFoe.d I am anal ys iDogKunggu2wA®r e nan
which differs from its predecessor ADroi dKur
the functions using native code asdpports two control donmai[26]. Initially it was
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undetectable by the antirus engines which detected its predecessor thus making harder of
its analysis for the Reverse Engineer.

4.25 Reverse Engineering on Android Malware

We start t h BroidkumgFu -0 s s © n fnéed 4a stanyv with the Code
Analysis to understand the working properly.

4.25.1 Dynamic Analysis
First we need to extract the malicioids apk
Zipo. The contents of the apk file are as sho:

Figure 19: Contents extracted by #Zip

As mentioned in sectioB.1 it includes the Android Manifest xml file, classes.dex file etc
which will be analysed in the later stages. Whenever a user tries to download an application
the correspoding apk file is downloadke[27] and it is installed on the device. The apk file is
extracted and when that application is initialized it triggers an activity. These activities are
mentioned in the Android Manifest file. Malware Coders are smart enough they insert their
own code inthe original code thus avoiding any suspicion. They edit this Android Manifest
file and other files in the apk, recompile it and then sign using their own key.

rgs" android

state . Di=tog] ==

Figure 20: Configuration in Android Manifest File

As shown above this is the modified versiof the Android Manifest which we found in the
apk package file. When we launch the application it triggers the activity named
android.intent.action.MAIN along with it activity hameatom.eguan.state.Dialogs also
executed. This activity triggers 2 semis n a com.dguairistate.StateService an d
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ficom.eguan.state.Receiver . I n order to understand the f|
disassemble the apk file so that we get the disassefilledAs mentioned in section 4.2.1.3

we wi |l | Apktoole s wh gc Baksamalie sf éar di sassembl ing. W
apk file using the following command as shown:

: C:\UserssReversesapktool“framework-l.apk

Figure 21: Decompiling Malware APK file

Thi s creates a new fol der named fidroi dao wh
along with the Andbid Manifest, dex files etc.

Figure 22: Contents extracted after Decompiling

After analysing the files we came across the piece of code which contains StateService
activity we found that tdmieguancstatd StateSenaoe.t s t he

Figure 23: Code corresponding to the Service started

It creates an instance of the intent object and also creates object for the class

ficom.eguan.state.StateService as Vv 5. |t passes these object
starts the service namédtartServiceo . Java code needs to be ref
that we need to converbDex2lahet bobdexsfukedt ¢ o

Dalvik executable .dex files to Java .class files which can be done by dropping the .otex file
the dex2jar directory. The conversion is done by using the command as shown below:

17



Figure 24: Dex file conversion to JAR file using Dex2Jar

Once the jar file is geb6U@atwhi ovle wielqlui r ea @
list out thepackages and its corresponding java files. Using this tool we can see the readable
format of the Java code. So we will search for the code which will start the service and below

is the corresponding code.

5]
'

Figure 25: Java code corresponding to the Servicstarted
It calls the startService of the intent object as shown above.
Intent intent = new Intent (thispm.eguan.state.StateService.clgss
startService (intent);

Now we need to look to the original main activity mentioned in the disassembled applicati
code is as shown.

Figure 26. Code corresponding to the Activity started

After this, thecom.eguan.state.DialogActivity exits. But thecom. eguan.state.StateService
service is runningmthe backgroundlrhe original activity gets started on the device and the
user canbot notice the suspicious activity w
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gets started the malware collects information about the IMElI Number, phone model, and
Android Version etc ashown below:

1 eguan.astate
4 4] Dislog$i
4 f] Dislogs2
4 S Dwalog

+
bS] StateService$l
2 4] StateService
W ) Ltitss:
A Dt

& i net.yourmiandrosd

» B uk.collhermit.androic

private void updatelInfo()

{
String strl = Wlhll).‘
this.nimel = strl:
Scring str2 - Quils.Phonednasy cechoael 0]
this.msModel = str:
Sgring strd = this.sModel.teplacedll (™ =, *_*):
this.=Model = atrd;
Scring strd = Unils.Phonsitate.|getSOKVersion ()|(0]7
this . =OsType = scrd?
Sering 2trS = this.mOaType.seplacedAlli (™ ~, ~_*);
this.mOaType = atxh;
String sctré - Urile. PhonelStane.gecSOXKVersion() (112
this . m0sAPI = acré;
Jering Atr7 = this.mOsAPI.replacerll(™ =, "_"):
Ehis . mOSAPI = atr7:

Figure 27: Update Information Function

updatelnfo () is the function which retrieves these information as shown above and these data
are written into a local file as shown below.

Figure 28: Java code corresponding to the data being writte

The StringBuilder

f unct i/date/dated i

wherehehdaf al

getApplicationinfo ().packageName/mycfg.ini and the data collected is transferred to strl0
and appended with the next string. The final string strl4 is converted into bytes and these
bytes are written in the file as shown abovangshe methodocalFileOutputStream.write
(arrayOfByte). These data is later sent to remote servers in which the data is appended to the
URL of the request. We came to know about the destination when we started Wireshark
which detected the requests andomesse along with the protocol used. We noticed that there

are a tremendous number of requests arising from the source host machine (10.0.2.15) to the
destination server which has iF58.63.244.72We tried to locate the region§Rwhere this

domain is heted we got the following information as shown:

Figure 29: Mapping IP to Location
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