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Device-independent (DI) cryptography represents the highest level of security, enabling cryp-
tographic primitives to be executed safely on uncharacterized devices. Moreover, with successful
proof-of-concept demonstrations in randomness expansion, randomness amplification, and quantum
key distribution, the field is steadily advancing toward commercial viability. Critical to this contin-
ued progression is the development of tighter finite-size security proofs. In this work, we provide a
simple method to obtain tighter finite-size security proofs for protocols based on the CHSH game,
which is the nonlocality test used in all of the proof-of-concept experiments. We achieve this by
analytically solving key-rate optimization problems based on Rényi entropies, providing a simple

method to obtain tighter finite-size key rates.

I. INTRODUCTION

Quantum theory exhibits certain correlations between
distant agents that cannot be explained classically [1].
These so-called nonlocal correlations have far-reaching
implications beyond fundamental physics. In particular,
by observing certain nonlocal correlations, it is possi-
ble to make statements about the underlying quantum
systems used to produce them. This leads to device-
independent information processing, which guarantees
the successful completion of information processing tasks
without detailed characterization of the underlying hard-
ware. Such protocols have already been demonstrated in
practice, with recent implementations of DI randomness
expansion [2, 3], amplification [4] and quantum key dis-
tribution (QKD) [5-7].

DIQKD protocols provide a method to generate shared
secret key whilst relying on minimal assumptions. Here,
one can leverage the fact that if two honest parties, Al-
ice and Bob, observe a shared nonlocal distribution, then
they can information-theoretically verify that their out-
puts are random from the perspective of an eavesdropper,
Eve. There has been significant effort in designing pro-
tocols that are secure and efficient in practice [8, 9], and
whilst proof-of-principle demonstrations of DIQKD have
been achieved, the current achievable rates remain far
from practical.

Protocols based on the CHSH inequality [10] have
been studied extensively for DIQKD, owing to its sim-
plicity both theoretically and experimentally. In par-
ticular, when considering security against collective at-
tacks, [11] provides a tight analytical lower bound on the
von Neumann entropy (and hence the asymptotic key-
rate) in terms of the expected CHSH violation. Apply-
ing techniques like the Entropy Accumulation Theorem
(EAT) [12-14], one can elevate these bounds to finite-size
key rates against general adversaries. Recently, a new

Rényi EAT (REAT) was proven in [15], which is based
on the more general family of entropies known as Rényi
entropies, and has the potential to yield tighter finite-size
key-rates resulting in more practical protocols. However,
in order to reap these benefits, tight and efficient meth-
ods for bounding Rényi entropies in a device-independent
manner must be developed.

In this work, we derive a tight analytical relationship
between the expected CHSH value and the amount of
Rényi entropy in the output. This can be seen as a broad
generalization of the expression derived in [11], which we
recover as a special case. Crucially, our results unlock
the potential of [15] and we demonstrate significantly
improved finite-size key-rates for protocols based on the
CHSH inequality. We further discuss how our results can
be modified to include noisy preprocessing [16] and gener-
alized to the asymmetric CHSH inequalities [17], further
boosting the key rates and applicability of the technique.
Overall, our work pushes DIQKD towards a new level of
practicality.

II. ANALYTIC RENYI ENTROPY BOUNDS

We now present the main technical contribution of this
work, which is a tight analytical relationship between
the CHSH value and the accumulated Rényi entropy. To
more precisely state the problem at hand, consider the
following setup. We have two honest parties Alice and
Bob, and an eavesdropper Eve. Alice and Bob each hold
a device which can receive binary inputs X,Y and pro-
duce binary outputs A, B respectively. The behavior of
the boxes may be modeled in the following way: a shared
tripartite state pg,qpE is distributed to Alice, Bob and
Eve; upon receiving the input X = x, Alice’s box mea-
sures @ 4 with a POVM {MZ*}, and outputs the measure-
ment outcome A = a; upon receiving the input Y = y,
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Bob’s box measures Qg with the POVM {N/};, and out-
puts the measurement outcome B = b. Given inputs
X =z, Y = y, we can compute a post-measurement
state p7y = S0, lab)(ab] 1 ® p™Y, where

b
paE W= Trg.qs [pQAQBE(M;: ® Nl;/ ® ]IE)] : (1)

We call a tuple (QAQBEvaAQBEa{Mg}v{NZ;y}) of
Hilbert spaces, a shared state, and POVMs a quantum
strategy.

From the perspective of the honest parties, Alice and
Bob, their devices are black boxes. As such, the exact
Hilbert spaces, shared state, and POVMs used are un-
known to them. On the other hand, we allow the eaves-
dropper Eve to have full control over the implementation
of the devices, i.e., she can choose the quantum strategy.
Despite the black-box nature of their devices, Alice and
Bob are able to learn information about the correlations
produced by their devices. In this work, we shall focus on
protocols based on estimating the expected CHSH value
of their devices, which is defined as

S= (D) T [pguque (My © Ny @ 1)] . (2)

abzy

For any S > 2, the correlations produced by
the devices are nonlocal and can be used to pro-
duce device-independent randomness. Moreover, the
maximal achievable value using quantum systems
is S = 2v2 [18]. Given a quantum strategy
A= (QAQBE,pq.qsE,{Majz}, {Nbjy}) we denote its
expected CHSH value, computed using Eq. (2), by
Scusu(A).

In this section we are interested in solving the follow-
ing optimization problem. Given a conditional entropy
H (see Appendix A for the formal definitions) and an ex-
pected CHSH value S = [2,2+/2], find the minimal value
of H(A|X = 0, E) over all possible quantum strategies
that have an expected CHSH value of S. In other words,
we are interested in computing an H rate function for
the CHSH Bell-inequality, as made precise in the follow-
ing definition.

Definition 1 (H rate function for CHSH). Let H be a

conditional entropy and let S € [2,2+/2]. We say that a

function fg : [2,2v/2] — R is a tight H rate function for
the CHSH Bell inequality if

fu(S) = iI/{f H(A|X =0,FE)

s.t. SCHSH(A) =9,

where the infimum is over all quantum strategies A.

We note that the case of the von Neumann entropy,
H, was solved in [11] (see also [19]), where it was shown
that

() = —h<§+§ ff—1>, (@

where h(x) .= —zlogy x — (1 —2) logy(1 —x) is the binary
entropy. Similarly, in [20] it was shown that for the min-
entropy, Huyin, one has

fr,...(S)=1-—log (1 +1/2— 5;) . (5)

Our main technical result is an exact analytical form
of the rate functions for multiple major families of Rényi
conditional entropy. In Theorem 2 below, we focus on
presenting our results for two particular families of “sand-
wiched Rényi entropies” (see Appendix A or [21, 22] for
full details), denoted as H, I and H +. We focus on these
for now as they are the most relevant entropies for our
finite-size analysis; however, we highlight that significant
generalizations of this theorem are also possible. For in-
stance, as we show in Appendix B, we can extend it to
the family of asymmetric CHSH inequalities [17], mod-
ify fz:(S) to include noisy preprocessing [16], and de-
rive analogous results for the Petz-Rényi entropies [23].
The generalizations that include noisy preprocessing and
the asymmetric CHSH inequalities have the potential to
boost the achievable key-rates for DIQKD even further.

Theorem 2. Let a > 1 and S € [2,2v/2]. Then we have

Fa(8) =14 2 ogo o (5),  (6)
fas(8) =1+ 77— log#1(S). (7)
where
Iz Iz
1—4/5 — 144/5
ou(S) = | — 55— | +[—5— | - ©®

2 2

We provide the proof in Appendix B, together with the
generalizations. As expected, in the limit « — 1, both
fgr and fgu converge to Eq. (4). Moreover, by setting
a = 2, one recovers the fact that fﬁg equals the rate
function for the min-entropy in Eq. (5), a result that was
first observed in [24].

Interestingly, the optimal strategy for Eve that
achieves the infimum in Eq. (3) is the same for all o > 1
and both entropy families. In particular, for an expected
CHSH value, S, the optimal strategy for Eve is to pro-
gram Alice and Bob’s devices to measure the observables

Oz + gsoy

g

Ay =0,, A1 =04, Bo1 =

where gg = \/%2 — 1, on the state

VP16 ) g,a00 08+ VP10 ) g0, Ve, (10)

for |¢*) = Z5 (/00) £ [11)), and Py = 5 (1 £ gs).



III. IMPROVED FINITE-SIZE KEY RATES

A. Protocol Description

In addition to the CHSH set-up from the previous sec-
tion, for DIQKD one generally allows Bob an extra mea-
surement input, Y = 2, which he uses to generate secret
key (his other settings are used to test the device). This
additional measurement improves the key rates by reduc-
ing the cost of error correction, and due to non-signaling
conditions, will not affect the validity of the rate func-
tions described in the previous section, see e.g. [11]. This
extended set-up is what will be considered here.

Each round of the DIQKD protocol is either a test or
a key-generation round. During test rounds, which occur
with some probability v € [0, 1], each party chooses their
measurement inputs X, Y uniformly at random from the
set {0, 1} and generates some measurement outputs 4, B.
During a subsequent public announcement step, Bob will
announce a value B that is set equal to his output value
B whenever it is a test round, which allows Alice to pro-
duce an additional test-data value for each round, C, as

follows:
C = {0’
1,

For single-round quantum strategies, the distribution of
C can directly be related to the corresponding CHSH
value, S. As such, the test data encodes the relevant in-
formation needed for applying Theorem 2. During gen-
eration rounds, Alice and Bob use the inputs X = 0 and
Y = 2, respectively. No test data is produced and so Bob
sets his public announcement B to some arbitrary value
(say, B = 0), while Alice sets C to a special symbol L.

fA®B£X-Y

11
ifAeB=X"-Y. (11)

After n rounds, both parties conduct two further clas-
sical postprocessing steps. First, they verify that the dis-
tribution of the test data lies within some predetermined
set of probability distributions, So. By aborting the pro-
tocol whenever the observed distribution lies outside Sgq,
this step essentially ensures that Alice’s and Bob’s mea-
surements produce (at least) weakly random bits, see
e.g. [19, 25]. Afterwards, the protocol concludes with
a post-processing step, which converts Alice’s and Bob’s
raw measurement data, into (almost) ideal states accord-
ing to a suitable DIQKD security definition [19, 25].

For clarity, we present an overall summary of this pro-
cedure as Protocol 1 below. More information regarding
the classical post-processing steps can be found in Ap-
pendix D. Note that this protocol structure can also ac-
commodate DI randomness expansion with only small
changes, mostly in these classical post-processing steps;
see e.g. [26] for such a description.

1 Cryptographic Protocol

1: For all rounds, ¢ € {1,...,n}:

1.1. Alice and Bob generate a common random bit T;,
such that P(T; =0)=1—~vand P(T; = 1) = .

1.2. If T; = 0, both parties will choose generation inputs
(X:,Y:) = (0,2). If T; = 1, both parties will choose test
inputs (X3, Y:) € {0,1}* uniformly at random. They sup-
ply the inputs to the devices and obtain outputs (A;, B;).

2: Public announcements: Both parties announce all the in-
put values (X;,Y;). Bob also announces some other reg-
isters B; for i € [n] as follows. If T; = 0, Bob announces
B; = 0 and Alice sets C; =1. If T; = 1, Bob announces
B; = B;, then Alice computes C; according to the speci-
fied function of (A4, B;, Xi, Ys).

3: Acceptance test: Alice checks if the observed frequency
distribution freqa? lies inside some predetermined set Sq,
and aborts the protocol (via a public announcement) if it
does not.

4: Classical postprocessing: Alice and Bob perform some ad-
ditional classical operations such as error correction and
privacy amplification (see Appendix D for details) to gen-
erate their final keys.

B. Rényi EAT and Key Rate

We provide a more detailed description of the finite-
size security proof in Appendix D; here, we just out-
line the key steps of the proof. The global n-round
state in the protocol after the public announcements is
of the form panpnenxpynrng, With E denoting quan-
tum side-information Eve holds about the states in the
devices (she also has access to the public announcements
X7YMTT). Using the REAT, it was shown in [15, Lem-
mas 5.1 and 6.1] that as long as the set Sq is convex,
the total accumulated Rényi entropy (conditioned on the
acceptance test accepting, which we shall denote as the
event Qar) can be bounded by

1o
a_1% Pr[Qar]
(12)

H] (A7C7|XPYTTE) > nhe —

P AT

where h,, is a quantity satisfying

1 -
> inf i + = .
he > H/{fqé%{cc - 1D (allpa) + ¢(L)HZ (A X =0, F)
(13)

Here, the optimization takes place over all single-round
quantum strategies A, and probability distributions q (on
a single-round test-data register C') within the acceptance
set Sq. For each single-round strategy, HY (A|X =0, E)
refers to the corresponding Rényi entropy of the state
produced from that strategy, and the D(q||pa) term de-
notes the Kullback-Leibler (KL) divergence (see e.g. [28])
between q and the distribution pa produced by that
quantum strategy.

Qualitatively, the above optimization has an intu-
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Figure 1. Plot of achievable finite-size key rates for the DIQKD experimental demonstration in [27], as a function of number of
rounds n in two different ranges. The solid black curves show the results we obtain from our approach, the dashed black curves
show the results previously computed in [27], and the solid red line displays the asymptotic rate (omitted in Fig. la due to
the lower key rates in that plot). Note that we have kept the protocol and parameter choices (other than the final key length)
nearly identical to the one in [27], except for minor changes and improvements we describe in Appendix D. We see there is a
significant improvement in both the finite-size rate at the number of rounds used in that experiment (n = 1.5 x 106), and the

minimum n required to achieve nonzero finite-size rates.

itive informal interpretation, as follows. Observe that
if the device behavior across the rounds were inde-
pendent and identically distributed (IID), then in the
asymptotic large-n limit, the best bound we could hope
for on the global entropy H] (A?C_'{L\X fYI"TfLE) would
be simply n times of the minimal single-round entropy
H} (A|X =0, E) over all strategies A “compatible with”
the accept condition Sq (more formally, such that the dis-
tribution pp lies in Sq). The above optimization is simi-
lar in spirit to computing this minimal value, except that
rather than the “hard” constraint of requiring py € Sq,
the KL divergence term serves to impose a “soft” version
of this constraint, in that it acts as a “penalty” if py is
far from Sq — see [15, Sec. 5.2] for more detailed expo-
sition. We emphasize however that while this intuitive
interpretation is informal, the bounds (12)—(13) consti-
tute a rigorous lower bound on the global Rényi entropy,
against general (non-IID) attacks.

In Appendix D, we explain how this bound can be
used to compute finite-size key rates. Essentially, the
LHS of Eq. (12) describes the Rényi entropy that Alice
generates over all rounds of the protocol (including the
test data), conditioned on the side-information registers
XTYPMITE. Other side-information that Eve obtains,
such as B}, can be accounted for separately by using
appropriate chain rules; see Appendix D for details. The
rate function derived in Theorem 2 can then be used to
provide tight bounds on the HY (A|X = 0, E) term in h,,,
hence allowing us to compute finite-size key rates based
on Rényi entropies.

In Fig. 1, we show the finite-size key rates obtained
from this approach, as applied to the experimental pa-
rameters achieved in a DIQKD demonstration in [27]. We
follow the parameters and implementation choices used
in that work as closely as possible, apart from minor
modifications we describe in Appendix D. (For Fig. 1a

we also used exactly the same testing probability v as
in that work, whereas for Fig. 1b we optimized over the
~ value; we discuss the details of this choice in that ap-
pendix as well.) We see that at the value n = 1.5 x 106
used in that experiment, we improve the finite-size key
rate by about a factor of 3. Similarly, we also reduce
the minimum n required for nonzero finite-size key by
nearly a factor of 3. Such improvements are critical in
the context of practical demonstrations of DIQKD, as
they significantly reduce the experimental requirements
for a desired length of final key.

As a final remark, we note that in [29], a framework was
developed to prove security for variable-length protocols,
which do not simply make a binary accept/abort decision
but rather adjust the length of the final key depending
on the observed values. The key concept considered in
their analysis is a “weighted” version of Rényi entropy;
refer to e.g. [30] for further details. Our bound in Theo-
rem 2 can also be applied to bound these weighted Rényi
entropies, and would hence also be able to prove security
for variable-length protocols, though we leave a detailed
analysis for future work.

IV. CONCLUSION

This work represents an important step towards a prac-
tical implementation of DIQKD which represents the
highest level of security, allowing for secret key genera-
tion using untrusted hardware. We leverage the Rényi
Entropy Accumulation Theorem [15] and demonstrate
that it yields significantly tighter finite-size key rates for
DIQKD protocols based on the CHSH inequality. To
do this, we derive tight analytical bounds on Rényi en-
tropies in a device-independent manner, which in turn
provide a tight relationship between the CHSH value and



the amount of Rényi entropy accumulated. Our results
can be seen as a generalization of the expression derived
in [11], which we recover as a special case. In Figure 1,
we demonstrate the improvement in finite-size key rates
for DIQKD protocols by comparing the rates from the
DIQKD experimental demonstration in [27] to those that
are achievable using our approach. In particular, we show
that the work of [27] could triple their key-rates by using
our technique, with no modifications to the experimental
setup.

Our work prompts several pertinent questions towards
the end goal of practical DI cryptography. Firstly, whilst
we were also able to derive a tight analytical bound for
the H] entropy, that bound is currently not applicable to
improving finite-size analysis, as the current tools (e.g.,
[15]) use H! in their key rate expressions. Looking at
the analogous results for device-dependent QKD [29-31],
the key rates are actually computed in terms of H I pro-
viding tighter bounds on the finite-size rates. If we could
develop similar results in the DI setting, we would then
be able to use the bound fz1(S) to obtain even higher
finite-size key rates. In a second direction, the proofs of
the analytical key rate formulae follow closely the work
of [17] and are fairly generic in nature, hence it is likely

that they could be extended to other families of Bell in-
equalities to obtain further analytical key rate formulae,
providing simpler and tighter security proofs for proto-
cols beyond CHSH. It may also be of some interest to see
whether our techniques apply to the broader family of
Reényi conditional entropies in [32] that unifies the cases
considered in this work.
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Appendix A: Notation and definitions

We begin by introducing the notation that we will be using. Quantum systems and their associated Hilbert spaces
will often be denoted by capital letters, e.g. A. Given a space A, we denote the set of positive semidefinite operators
acting on A by Pos(A). An operator p € Pos(A) is called a quantum state if we have Tr[p] = 1. The set of
quantum states on A is denoted by S—(A). For two operators p,o € Pos(A4) we write p < o if kero C ker p, where
ker7 := {|v) : 7|v) = 0}. Further, we say p is orthogonal to o, denoted by p L o, if Tr [po] = 0. The function log
denotes the logarithm base 2. We conclude this section with formal definitions of the conditional entropies considered
in this work.

Definition 3. Given any two positive semi-definite operators p,o € Pos(A) with Tr[p] > 0, and « € (1,00), the
sandwiched Rényi divergence and Petz-Rényi divergence between p, o are, respectively, given by:

~ 1 ’I‘r|\01277aap0—1277a e
Da(pllo) = amtlog —— g p<o (A1)
+00 otherwise ,
and
; 1 g Tt
Dalpllo) = { 118 —mpr — P <0 )
+00 otherwise .

These definitions are extended to a = 1 and o = oo by taking the respective limits.

Definition 4. For any bipartite, normalized state p € S_(AB), and « € [1, o0, we define the following conditional
Rényi entropies:

HY(A|B), = —Da(pap|lla @ pp) (A3)

HJ(A|B), = sup —Da(pap|[la®op) (A4)
oceS—(B)

H3(A|B), = —Da(pasllla ® pp) (A5)

Hg(A|B)p = sup _Da(pABH]lA@UB) . (AG)
o€S_(B)

It is these four conditional Rényi entropy families that we focus on in this work. For the Petz-Rényi entropies, i.e.
the latter two expressions, we do not further consider a > 2, as data-processing inequalities do not generally hold in
this range. Also note that H(Io is often referred to as the min-entropy Hp,, (some works instead refer to Hio as the
min-entropy, though we shall not use this convention in this work).

Appendix B: Analytic Bounds and Proofs

Our main result, which encompasses the asymmetric CHSH score!

Sp =Y (=)™ T [pg,um (ME @ NY @ 1)) (B1)

abzy

for all 8 € R [17, 33|, is given by the following theorem, which summarizes the results we obtain in the rest of
this section. The result for the CHSH inequality is recovered by setting § = 1. We discuss how to include noisy
preprocessing in Appendix C.

2
Theorem 5. Let |B| > 1, Sz € [2|ﬁ\,2\/1 —1—62}, and gg = 54—5 — B2. Then, we have

Fas (93) =1+ 72— g [(1‘293)3’ n (“295)] (B2)

11—«

1 We will refer to the expected value of a Bell-inequality as a “score”, despite it not being formulated as a nonlocal game, as the term
“value” is ambiguous in certain places.



far(Sg) =1+ (21a__a1> log [(1 _295> T (1 4—295> 2&1] (B3)

for all a € (1,00). Similarly,

. 2—a 2—«
in(Sﬂ):l—Flialog [(1 295) +<1+295'> ] (B4)

fH;(Sﬁ):lJrliMalog [(12QS>Q+<HQQS'>Q] (B5)

for all a € (1,2).

Remark 6. The above rate functions can be validly extended to a = oo (for the first pair of formulas) and o = 2

(for the second pair of formulas) by taking the limits o« — oo and a 7 2 respectively, as we prove and discuss further

in Sec. BS. (Though for the case of fg+, taking this limit is slightly unnecessary, in that one can directly substitute
2

a =2 to obtain a well-defined expression which also matches the limiting value.) Note that the resulting formulas for
fgL and fgu are discontinuous with respect to the CHSH score: more precisely, we have fgi (S) = fg:(S) =0 for
oo 2 S 2

all S < 2v/2 and fae () = fH%(S) =1 for S = 2V2.

The same bounds hold for < 1, in suitable parameter ranges. However, this regime is not generally useful for
QKD, so we omit it for brevity. We also note that this approach can be extended to || < 1 by instead replacing
the expression for gs with that in Eq. (B18) and then taking a concave envelope at an appropriate point in the
formula, essentially the same as what was done in [17]. Note that taking this concave envelope is indeed necessary
in this regime, as the formula resulting from only replacing the gg expression does not generally satisfy the required
convexity properties.

We note that the rate functions fzi and fz+ are in fact related and we have fz+ = fz. . From this, it
a a a 2-1/a

immediately follows that our bounds satisfy fz+ = fzi, which gives a reasoning for this special case that was
oo 2
observed in [24].

1. Qubit Reductions

This section contains several known results, which are necessary for future calculations. When both honest parties
are restricted to two-input two-output projective measurements, Jordan’s lemma, see e.g. [11], can be used to claim
that it is sufficient to consider states and projective measurements of the form

praaqe = Y Pril =i |i){il; ® p,q, (B6)
My =" li)il; © My (B7)
Ny =Ll © Ny (B8)

where Q) 4, Qp are single-qubit Hilbert spaces on which the projective measurements M Z;””,N Z’y act. Moreover, Eve’s
side-information consists of the classical register I, as well as the purification of the state pg, , o, for any value I = i.

We denote this pure tripartite state by /)EQA oy k- and the post-measurement state is given by
A1 iab
pihas = D PriI =il © Y [lab){ablap © "] - (B9)
7 ab

Using this qubit reduction, the asymmetric CHSH score Sz will similarly be expressed as a convex mixture over all 7,
ie.

Sp = ZPr [I=1i]S} (B10)



Sh= Y ()Tt g T [y o0 (M@ NV 01)] (B11)

abzy

After applying the key-generation measurement, Alice’s and Eve’s joint post-measurement state is given by

prap = Pr[l =il[i)il;® Y [la){al 4 @ pig] . (B12)

where the measurement input X = 0 is kept implicit and p%g = Trg, [ph, p(MZ° @ 1g)].

Our goal is now to lower bound H(A|I = i, E), for each value I = ¢; or, in other words, to lower bound the
entropy for states generated by qubit strategies. We note that by using the methods from [17], one can easily show
the following (see Lemma 7 below for a general version of this property): each such state satisfies

H(A|I =i, E), > H(A|l =i, E),, (B13)
where
OIAE :ZPr [T =1i]|i)i]; ® 0% (B14)
: 1 1
oar = 5 (0001 @ [Y=) (=] + 5 1L @ [¢2) (Y| , (B15)

for a pair of vectors {|1)=),[1¥»)} that can be written in the following form (for some basis vectors {|0),|1)} of a
two-dimensional subspace containing the span of {|¢=) ,[1£)}):

o) = 10y (B16)

[Wz) = 9510) + /1 — g5 1), (B17)
) 2 . .
where g = 1/ STB — p% for || > 1. For |B| < 1, one instead uses g5 = Eg(Sj), where

12 .

V- if S5 > 2,/1+ B2 — B
Eg = 2

A 1 2y (S5 e qi 2 _ 34
1- (1 (1—5)(7—1) L i |Sh < 2y/T+ 5% — Bt

More generally, the above property of qubit strategies is an instance of the following lemma. Here, one should view
Q as the function for which (depending on which case we are considering) either Ht (A|B) = 2 logQ (A|B) or

11—

(B18)

H' (A|B) = 2= log Q (A|B) holds, using H to generically represent either Petz or sandwiched entropy.
Lemma 7. Suppose Q(A|B) : S—(AB) — R is a function satisfying
1. (Local unitary invariance): For any unitary V' on A we have Q(A|B),,, = Q(A|B)v,,,v+-

2. (Classical linearity): For any state papc = Y. Pr[C = c]pG 5 ®|c)(c|o classical on C, we have Q(A|BC),, 5 =
5. Pr(C = Q(AB),,.

3. (Data processing): For any papc € S=(ABC) we have Q(A|BC),,zc > Q(A|B)y,p-

Let |Y) € QaQpE with Qa and Qp being qubit systems, let {M,}, be a rank-one projective measurement on Q4
and let

pas =Y la)(al, @ pf (B19)
a
be the post-measurement state such that gs > 0. Then there exists a state

oar = 51001 ® W=} (bl + 7 110411 @ o) (] (B20)
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such that | (Y=|1x) | > gs and
Q(A|E)PAE < Q(A|E)UAE ) (B21)

where gs is as defined above and, for any B € R, depends on the asymmetric CHSH score, Sg, achieved by the above
system.

Proof. The proof is detailed for the special case of the von Neumann entropy in [17]. We extend it to the more general
setting considered here but we note that it remains almost exactly the same proof. Without loss of generality, let us
assume that {M,}, is a measurement in the computational basis.? Let

par =3 laal, o} (B22)
Pap =) la®)a® 1], ®pj. (B23)
Due to local unitary invariance, we have that Q(A|E),,, = Q(A|E),, . Moreover, using classical linearity, it holds
that
Q(A|EF);3AEF = @(A|E)PAE ) (B24)
where
_ 1 L,
PAEF = 5PAE ® 0)(0] + 3PAaE @ 1H{1p (B25)

|0 )(0[, ® (ZpE®|a ) 5D ® <ZP“@1 alp> : (B26)
Furthermore, the initial state can be written as

V) oa0se =100, ® Vo) gr +11)g, ®V1)5E (B27)

and |Yq) g can be viewed as purifications of p%. One potential extension of pagp is thus

1 1
PABEFF' = 5 ‘O><O|A & |w:><w:|BEFF’ + 5 |1><1|A ® \1/1¢><1/J¢\BEFF/ ) (B28)
where
[h=) = [¥0) g ® |00) ppov + [¥1) g © |11) ppov (B29)
|1/)7é> = |wi>BE ® ‘OO>FF/ + |¢0>BE ® |11>FF/ ) (B30)

and [¢))pp = (0x ® 1) |¢1) g, where ox denotes the corresponding Pauli operator. Due to the data processing
inequality, it holds that

Q(AIE), ., < Q(AIBEFF') (B31)

PAE < PABEFF' *

We have thus identified a state for which the desired inequality holds. The states {|¢=),|¢+)} span (at most) a
two-dimensional subspace, which can be embedded in the Hilbert space E, yielding the state in Eq. (B20). Moreover,
by [17, Egs. (73) and (95)] it must hold that | (¢=|x) | > gs. O

Remark 8. Since {|[¢)=) , |[v+)} span at most a two-dimensional subspace, they can always be written as
lp=) = €' 10) (B32)
) = [ (=12 [10) + /1 = [ {@=|) [2[1) . (B33)

2 Any two-output projective measurement on a qubit is related to it via a unitary, which we can implicitly apply a priori.
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However, as can be seen in Eq. (B20), the angle ¢ disappears. As such, one can without loss of generality set it to
¢ = 0. Moreover, in principle, the rate functions we derive in the following sections should depend on | (—|1) |
rather than gg. However, all our rate functions are monotonically increasing in the score (also in | (Y=|x)|), and
one can thus further lower bound the entropy by replacing | (Y=|v+) | with gg. This is a property that is also implicitly
used in [17], and it is this feature that allows us to simply consider states of the form given by Eq. (B15). In our case,
monotonicity is proven in Appendiz B 6.

Remark 9. The last two properties we wish to mention are as follows. Due to the relation between Q(A|E), and
H(A|E), Eq. (B21) immediately implies Fq. (B13). Also, we do not consider degenerate measurements, which only
have one potential outcome, in Lemma 7. The reason for this is simple, and also discussed in [17]: not only can such a
measurement never be part of a CHSH set-up that violates the (asymmetric) CHSH inequality, but Alice’s output would
be deterministic. By choosing {|=) , |tx2)} such that | (¢=|tx) | =0, we have H(A|I =i, E), =H(A|l =4, E), = 0.
Eq. (B13) is thus trivially satisfied. Similarly, without loss of generality, we only consider set-ups for which gs is
well-defined. As an example, for B = 1, a well-defined gs corresponds to achieving a CHSH score of S > 2. These
other cases would not violate the desired (asymmetric) CHSH inequality. By instead choosing Sg such that gs = 0,
one achieves a higher score and we still bound any Rényi entropy by 0.

2. Derivation of fz,(Sp)

Theorem 10. Let a € (1,00), |B] > 1, and Sz € [2|6|,2\/1 +52}. Then

1+gs
“(5)

Q=
Q=

fgi(Sa)lJrlfalog[(l?gS) ] , (B34)

SQ
where gg = \/ & — B2

Proof. For any prag of the form given by Eq. (B14), we first prove that Alice’s measurement outcome after a key-
generation measurement satisfies

_ L oNE /1 2
Hg(A|X=o,IE)pz1+1f‘alogl( 95) +(+95> ] (B35)

2 2

We now consider Alice’s and Eve’s bipartite state for some I = i. For any such oc4p (we omit the index ¢ for now) as
in Eq. (B15), Eve’s reduced density matrix is given by

1-— 14+
Op = 295 ‘1}1><’U1| —|— gS |’U2><’U2‘ 5 (B36)
where
1-— 1+
jor) = =/ 522 0) + / —52 1) (B37)
2 2
1+gs 1—ygs
Jv2) = 0) ) (B38)
2 2
1—a 11—
Plugging this directly into 0 2% cagog® gives us that
JE;“a UAEO'E;(’Q (B39)
1 1 1
1 1—gs\* 1—gg\> l4+gs\*
= 3100k 0 | (352 ool - (F52) 7 Qo tenls + badnl) + (2522) el
1 1-gs\* 1—g2\% 1495\ ™
— yYs - S
ezis | (52) el + (F52) 7 (el + bl + (F52) |v2><v2|E] (B0)
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1
=3 10)(0] , ®

<(1_295>;a or) <1+zgs>zla|U2>E> <(1—295)2" (o1l — (14—29s>21a<v2E>]
((1—2g5)$|v1>E+ (1+Qgs>21a|vz>E> ((1 _295>21a<v1|E+ (14—295)““1“@2@)] . (B41)

This can alternatively be expressed as

1 1
1o l-a 1 1-— o 1+ o
0@ OApOg" = 5 << 295) + ( 298> ) 10){0 4 ® [wi) (w1

A ) v o

where {|w;) ,|w])} are normalized vectors. It then directly follows from this that

1
+ 3 (1, ®

HY(A|E), = 1 i - log [Tr {(a%“aaAEU;Q;X)a” (B43)
I (s Wi WM i
=1—a log 5a (B44)
l-gs\a | (ltgs)a
1 (=) + (55%)
= o log [ 5o 1 } (B45)
1 1
B a 1—gs\* 1+gs\«
—1+1_a10g[< 3 ) +( 5 ) 1 (B46)

This concludes the calculations for the individual qubit block related to some index I = i. We now explicitly write
the index for rest of the calculation. Let h(Sj) denote the function

[e3

h(Sh) = l(1—295)5 + (129%);] ) (B47)

Using both Eq. (B13) and [34, Prop. 5.1], it holds that

~ 1 7 —
HY(AIX =0,IE), > —log [Z Pr[I =i 2<1Q>Hi<A|“7E>ai] (B48)

—

1
log
«

=1
—|—1_

Z Pr[I = 1] h(Sé)] : (B49)

We show in Appendix B 6 that h(SE,) is concave for a > 1. The desired lower bound then follows from this property,
together with the monotonicity of the logarithm, i.e.

~ 1
HY(AIX =0,IE), > 1+ .

—
@ 1—gs g 1+gs =

=1 I
| (5) (1)

2 .
where gg = 4/ ST‘B — B? and Sg = Pr[I =] Sj. This inequality is saturated if Alice and Bob share the state

VP67 gu0u 08+ VP-197)gu0s Ve (B52)

log [ (Sp)] (B50)

, (B51)
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_ Bo:+gsos BO:—gsTs

where Py = %(1:&95), and measure the observables 49 = o,, A = 04, By = et B, = SVl (see
Appendix B 7 for more details). The derived rate function is thus tight.

O
3. Derivation of f;+(S5s)
Theorem 11. Let a € (1,00), |8] > 1, and Ss € {2|B|,2\/1 —&—ﬂz}. Then
a3 (Se) = Fe | (Ss)- (B53)

a

Proof. For any prag of the form given by Eq. (B14), we first consider Alice’s and Eve’s bipartite state for some I = 1.
Due to Eq. (A4), for any such o45 (we omit the index ¢ for now) as in Eq. (B15), it must hold that

H] (A|E), > ~Da(oagl|ls ®Tr), (B54)
where we pick the following choice of state in the second argument:

(3
2a—1

TE = an. (B55)
Trlog ]
For this state, however, one finds that
~ 1 l-a l—a\ &
—Dy(oapl|lla®Tr) = T log [Tr [(TEZO‘ CAETE® ) ” (B56)

r l1—o 1—a «
. Tr (0_;(2041)0_ 0_2(2a1)> :|
=1—a log - — (B57)
Tr {Ué‘kl}
) Tr (aEz"' O’AEO'E;”/ > ]
-1 = log - 1= , (B58)
Tr [og }

where o/ = 2 — é Moreover, it holds that

1
7

—a! —_o’\ & 1-gs\a 1+g9s)a’ 7 7 @
- 1o logs)o  (14gs 1 1-gs\® [(1+gs)\®
Tr {(UEZ" OAECEH ) } =2 ( 2 ) 5 ( 2 ) = a1 <(2 ) + <2 (B59)

-«
1ql-a 1-— o 1 ¥
wled] 7 ((52)7 4 (5)7) (360

where the first equation directly follows from Eq. (B42) and the second equation is due to the decomposition

op = 5 u1)(v1] 4+ 2 |va) (vs], where {|v1), [v2)} are orthonormal vectors given by Eqgs. (B37)-(B38). This then

gives us that

B 1—ao’ 1—ao’ @
N ) Tr {(UEQ“' oApo g ) }
HY (AIE), > (B61)

1 ql-«
Tr {ag'}

V
<)
0

1 1 2a—1
1 . 1—gs\* 1+gs\*
= 1 ol—a — — B62
a2 ((52) "+ (5)) e6




14

1 1 20—1
1 1—gs\* 1+gs)*
=1+-—1 —_— B63
20— 1 1—gs\~ [1+4gs\e
=1
+ 170[10g [( 5 ) +( 5 ) ] (B64)
o 1—ygs v 1+gs &
=1 I . B
—&-170/ ogl< 5 ) +( 5 ) ] (B65)

This, however, is simply fﬁ¢, (Sg). This concludes the calculations for the individual qubit block related to some

index I = i. We now explicitly write the index for rest of the calculation. Let h(S}) denote the function

1

h(Sh) = [(1 ;gisy 4 (1 zgg);'r . (B66)

Using both Eq. (B13) and [34, Prop. 5.1], it holds that

HJ(A]X = 0,1E), > - % log |y Prir= z']z“l”)f’l(f‘”—iﬂ%i] (B67)
s _
_ 1 _ Ao(1—a/)HI(A|I=0,E)
= ;= log [;Pr[l_z]Z( o) vE), (B68)
1 o
> 14— log Z:Pr (I =1 h(sﬁ)] : (B69)

We show in Appendix B 6 that h(S%) is concave for o/ > 1. The desired lower bound then follows from this property,
together with the monotonicity of the logarithm, i.e.

~ 1
Y(AIX =0.18), > 14— log () (B70)
o 1-—ygg e 1+ gs ar
=1 I _— B71
+1_a,og[< 5 > +< 5 ) ] (B71)
= fg (S8), (B72)

2 .
where gs = 4/ Sff — (% and Sp = Pr[l =] Sj. This inequality is saturated if Alice and Bob share the state

19) = VP19 0,05 0+ VP16 )0,0, 1 DE (B73)
_ 1 _ _ _ Boz+gsoa __ Poz—gsos
where Pp = 3 (14 gs), and measure the observables Ay = 0., A1 = 0., By = ﬁ, B, = ﬁ. To see

this, we first note it can be readily verified that this achieves the desired score, Sg. Moreover, after Alice applies
measurement A, the classical output (stored in register A) satisfies

H] (AIE), < H} . (AIE), (B74)

1
o

due to [34, Cor. 5.3]. The latter, however, is simply equal to fz. ) (Sg) (see Appendix B7 for more details). The
MY

derived upper and lower bounds are thus equal and the rate function must therefore be tight. O
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4. Derivation of f;,(Sgs)

Theorem 12. Let a € (1,2), |8| > 1, and S € [2|B|,2\/1 JrBQ] Then

2—« 2—«
in(Sﬁ)=1+1ialogl<l_2gS> +<1+295> ] , (B75)

52
where gg = \/ 5= — 2.

Proof. For any prag of the form given by Eq. (B14), we first prove that Alice’s measurement outcome after a key-

generation measurement satisfies
1 L-gs\"", (L+gs\""
1 . B76
1—a ® [( 2 ) T\ (B76)

We now consider Alice’s and Eve’s bipartite state for some I = i. For any such oc4p (we omit the index ¢ for now) as
in Eq. (B15), one can readily verify that

HY(AIX =0,IE), > 1+

0% = 5a 0001 ® [9=) o] + o ID{1 © i) (i (B77)
opt = (1 295)2 [o1) (w1 | + <1+295>2 |09) (va] (B78)

where {|¢)—),|¢+)} are given by Egs. (B16)-(B17) and {|vi),|v2)} by Eqgs. (B37)-(B38). Using the fact that
V1- g%\/% = (14 gs5) 4/ 1$295’ we thus find that

1+gs
2

2 o3 2
9" 9AE9E T 94

1—a 1—a 1 (198

2} )01+ ) ool + 5 (F55) 001+ 1)) @ e (B79)

We note that one could alternatively have calculated o9 EU};“. Using this, we can express the Petz-Rényi entropy as

[7 1 « —
HE(A|E)y = ——log [Tr [0z °]] (B80)
12 , 13
=1 & log {Tr [O’E OAECE ” (B81)
1 1 [1-gs\>™* 1 [1+gs\°
Bl b < 2 > R ( 2 (B82)
1 1 gs 2—a 1 + gs 2—«
=1 1 B
+1_aogl( 5 ) +< 5 (B83)

This concludes the calculations for the individual qubit block related to some index I = i. We now explicitly write
the index for rest of the calculation. Let h(Sj) denote the function

h(S}) = (1 _295>2a + (Hzggfa . (Bs4)

Using both Eq. (B13) and [34, Prop. 5.1], it holds that

_ 1 - .
HY(AIX =0,1E), > - log [Z Pr (I =1 2(1_")Hi(A|I”E)«"] (B85)

- i ~log lz Pr[I =] h(S};)] : (B86)
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We show in Appendix B 6 that h(S’é) is concave for o > 1. The desired lower bound then follows from this property,
together with the monotonicity of the logarithm, i.e.

_ 1
HY(AIX =0,IE), > 1+ :

—

1 lfgS 2—« 1+gs 22—«
=14+ —1 72 B
+1_aog[( 5 ) +< 5 , (B88)

2 .
where gg = 1/ % — 2 and Sg = Pr[[ = (] Sj. This inequality is saturated if Alice and Bob share the state

log [A(5ps)] (B87)

VP16 0,00 105+ VP19 )0,0, D (B89)

where Py = %(1:}:gs) and measure the observables Ay = o,, A; = 0, By = 592£9s%: B — Bo:—9s0a (see
’ I ) //32_"_9?S ) /Bz_,’_g%

Appendix B 7 for more details). The derived rate function is thus tight. O

5. Derivation of f;+(5p)

Theorem 13. Let a € (1,2), |8| > 1, and Sg € [2|B|,2\/1 JrBQ] Then

fgz(sg)1+1f‘alog[<12gs>a+<1+2gs>a] | (Bo0)

SQ
where gg = \/ 5= — B2

Proof. From [34, Lemma 5.1|, we know that

Al (AIE), = 1falog {Tr [TrA (ajE)iH . (BY1)

For any prag of the form given by Eq. (B14), we first consider Alice’s and Eve’s bipartite state for some I = . Recall
that, for any o4 (we omit the index i for now) as in Eq. (B15), one can readily verify that

0% = g 1010] ® W) il + o (1411 © o) (i (B92)
Tea (056) = g W o+ g 0l = g (S50 ol + 255 ) eal) . (B93)

where {|1)—), [t)x)} are given by Egs. (B16)-(B17) and {|v1) , |v2)} by Egs. (B37)-(B38).

A} (AB), = ——log [Tr [Tra (05,)" || (B94)
zlf‘abg [215“ ((1—295>;+(1+295)i>1 (B95)
:1+laalogKl;gs);jL(lJ;gS)é]. (B96)

This concludes the calculations for the individual qubit block related to some index I = i. We now explicitly write
the index for rest of the calculation. Let h(Sj) denote the function

1

h(S}) = (1 ;935) i <1+295> : . (B97)
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Using both Eq. (B13) and [34, Prop. 5.1], it holds that

H},(AIX = 0,1E), > - log [Z Pr(l =] 2“&”’3“"—@’3%1‘] (BYS)

- ~log lz Pr(l =i h(Sg)] . (B99)

We show in Appendix B 6 that h(S”B) is concave for o« > 1. The desired lower bound then follows from this property,
together with the monotonicity of the logarithm, i.e.

HI(AIX =0,IE), > 1+ —log [h(S5)] (B100)

:1+1falogl(l2gs)i+<lggs>i , (B101)

where gg = 1/ ST“% — 8% and Sg =Pr[I = Sé. This inequality is saturated if Alice and Bob share the state
= VP10 0,05 0+ VP-107)0,0, 1De » (B102)
where Py = % (1+gs), and measure the observables Ag = o,, 41 = 04, By = 5‘72/;7\/%‘;, B, = % (see
Appendix B 7 for more details). The derived rate function is thus tight. O

6. Monotonicity and Concavity Properties

In this section, we aim to prove the monotonicity and concavity of the following three functions for certain regions

of @ >1and |5 > 1:
B (Ss) = [(195)“ <1+295>“] (B103)
2—«
ha(Ss) = (1 295) (1+295> (B104)

hs(S5) = (1 _293); + (1 zgs)é : (B105)

S2 . .
where gg = \/ 5% — $2. These functions can alternatively be expressed as

hi(Sg) = fi(9(S8)) , (B106)
where
fi(z) = [(12\/E>i+ <1+2\/5) ir (B107)
fo(z) = (1 _2ﬁ>2_a + (1 +2\/5)2_a (B108)
fs(z) = (1 _2ﬁ>i + (WCE) : (B109)

2
and g(Sg) = % — 3%, The first derivative of h(Sg) is given by h.(Sz) = f/(§(Ss)) - ' (Sg). Since §'(Sg) > 0 in the
regime Sg € {2|6|, 2¢/1+ ,82], the monotonicity of h;(S) is purely determined by f;(z). We now show that f/(z) <0
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in the relevant regimes o > 1. In particular this ensures that the rate functions are monotonically increasing, a
property which is relevant for the discussion in Appendix B 1.

Proposition 14. For all x € [0,1], the functions fi(x) and fs(x) are monotonically decreasing for a € (1,00).
Moreover, for all x € [0,1], the function fa(x) is monotonically decreasing for a € (1,2).

Proof. Note that because fi(x) = f3(x)%,
fi(@) = afs(@)* " fi(2). (B110)

However, because fs(z) > 0, f{(z) must have the same sign as f}(z). We will now prove that fi(z) < 0 for all
x € (0,1). The continuity of f3(x) then ensures that f}(x) is monotonic over the entire regime z € [0,1]. For o > 1,
it follows that

N 2 T V) Gl
f3($> - 205\/5
<0, (B112)

(B111)

thus ensuring monotonicity. For fs(x), one can either prove monotonicity by noting that it is equivalent to f3(z) after
a suitable modification of the Rényi parameter a, or alternatively one can see it via

2-a)((+va) = -va)' ™)

Hz) = B113

fi(x) NG (B113)

<0, (B114)

which holds for all z € (0,1). Again one can extend the result to « € [0,1] via a continuity argument. O

As was argued in [17], to prove concavity of h;(Sg), it is sufficient to prove that f;(x) is concave and monotonically
decreasing and that g(Sg) is convex. Since g(Sg) is clearly convex and we have shown that all f;(x) are decreasing,
it simply remains to show that each f;(z) is concave.

Proposition 15. For all x € [0,1], the function
1 1
fa(@z)=(1—vz)* + (1+Vz)° (B115)
is concave for a € (1,00).
Proof. Due to continuity arguments, it is sufficient to prove it for all 2 € (0,1). The second derivative of this function

is given by

ey _ _ B116
1) o - (B116)

( L) - e (1evEe E)) )
_ 1% <(1_\/5)é—2 (1— (2—;) \/5> —(1+\/aE)é_2 (1+ (2—;) \/5)) : (B118)

Note that, for any o > 1 and y € [0, 1),

1oy t>1 <2;>y+(0‘1;$0‘1)y2 (B119)
(1+y)> > <1- (2 + ;) y+ %gﬂ : (B120)

The right-hand-side are simply Taylor approximations of the left-hand-side. These inequalities follow from the fact
that the error arising from these Taylor approximations are proportional to the third derivatives of the left-hand-side
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at some value £ € [0, y]; see e.g. [35, Eq. (1.3.2)]. The third derivative, i.e.

3 o — o — S
e (B121)
3 o — o — S
%g(lﬂ)z—é - Lozl l) 23( 2 (L+y) 7=, (B122)

are positive and negative, respectively, for all y € [0,1), thus ensuring that the bounds hold. Using this and setting
y = v/, we find that for all o > 1,

_4;9:% (1+vz)* ((1+\/§)2—; _(a—lgo(;a—l)a (B123)
= 4041]:% <(1(1\/§);2 (a_l;.(;a_l)x) — (1(1+\/§)i2 (a_l;.(;a_l)x>> (B124)
s
=0 (B126)
This concludes the concavity proof for o > 1.

O

Proposition 16. For all xz € [0,1], the function
@) = (1= va)™ + (+va)*) (B127)

is concave for a € (1,00).

Proof. Due to continuity arguments, it is sufficient to prove it for all 2 € (0,1). The second derivative of this function
is given by

{'(x):m((l—az)é ((4—2a)f—2ax%)—a(1—\/§)% (—1—\/§+x+x%)
—a(1+va)* (1—ﬁ—x+x%)) . (B128)

(0-va)+ ) )"

where k(z) = - > 0. This can be simplified as follows.
() = (1k—(:2)2 (A=2)* ((4-20) Ve —200%) +a (1= V)" (1+Va) (1-2) —a (1+V2)" (1-Vz) (1-2))
- (1]“_(“2)2 (A-2)* ((4-20) vz —200%) +a(1—2)* (1~ N (e \/E)%’l)) (B129)
= k() (1-2)* 7 (4= 20) V& - 200%) +a (1 - N L \/E)%’l)) (B130)

For the regime o > 2, we find that for any y € [0,1)
2 2—1 2_q 2_q
a(1=y®)" " (M4 ==y ) = (4 -20)y. (B131)
Note that equality holds when y = 0. The inequality then follows from the fact that

L (al=) (a0 - - - (4 2a) (B132)
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o 1-2% 2_3 2
= (1-)"7" (Bay—a+2) (1-p)* ' = Gay+a-2)(1+y* 1) = (4-20) (B133)
1 2 _ 2 _
>(1-9) " (@-a)(1-9F T 4 2-a) 1+ p* )~ (4-20) (B134)
1—1 2 _ 2 _
—2-a)(1-y?) " ((1 )T (14 y)S 1) — (4-2a) (B135)
_2 p <
>@2-a)(1-)" (- + 14y ) — (4 - 20) (B136)
—2-a)(1+y'"F+ (1 -y F) - (4-20) (B137)
>2(2—a)—(4—2a) (B138)
=0. (B139)
The second-to-last line holds with equality for y = 0. For y > 0, the inequality holds because
2 _2
(1+y)' "= +(1-y)'"= >0and
d Ly =2 (A-y -y )
4 (q F i) E) = = B140
gy (F) 0=y . (B140)
<0. (B141)
Using Eq. (B131) and setting y = v/z, it follows that
() < —2ax2k(z) (1 —2)/*72 (B142)
<0. (B143)
For 1 < a < 2, we instead use the inequality
2-1 2_ 2 2(a—2) (302 + 20— 2
a(1=y)"F (A+y* ' ==y ) = (4-20)y+ (3a2 Lys. (B144)

The right-hand-side should be viewed as a third-order Taylor approximation, and the bound holds because the error
arising from this Taylor approximation is proportional to the fourth derivative at some £ € [0, 3], see [35, Eq. (1.3.2)],
and

4 1 5 2,

j*yz; (a (1-y)"" ((1+y)r1—(1—y)g_ )) (B145)

16(a—1)(a+1)a-1)(1-y2) = (1+y " —(1-p*)
= o (B146)
> 0. (B147)

It then holds that
" 3 a2 (2(2—a) (30 + 20 — 2) )
(z) <z2k(x) (1 —x) 302 —2a) <0. (B148)

The last inequality follows from the fact that
2(2—a) (3a* 4+ 2a — 2) = 6a° (B149)

has the three solutions a € {—1, 2,1}. The fraction

’ 3
(2 (2—a)(3a®+20-2) 2a> (B150)

3a2

must thus have the same sign for all 1 < a < 2. Explicitly verifying the sign for one such « then suffices to prove the
claim. This concludes the proof that f;(z) is concave for all o > 1. O
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Proposition 17. For all x € [0,1], the function

fol@) = (1-v2)" "+ (1+va)"° (B151)
is concave for o € (1,2).

Proof. For this function, one can either prove concavity by noting that this statement is equivalent to Proposition 15
after a suitable modification of the Rényi parameter «, or alternatively one can prove it as follows. Due to continuity
arguments, it is sufficient to prove it for all « € (0,1). The second derivative is given by

2—«

3
4r2

5 (z) =

(1= ava) (1= Va) ™" = (1+ava) (1+va) "] . (B152)

Note that, for any « € (1,2) and y € [0,1),

ala+1

(1-y*=>1 —ay—i—%gf (B153)
ala+1

(1+y)° < 1+ay+%y2. (B154)

The right-hand-side are simply Taylor approximations of the left-hand-side, and the bound holds because the errors
arising from such Taylor approximations are proportional to the third derivative at some £ € [0, y], see [35, Eq. (1.3.2)],
and

L0 —ala ) 4y (B155)
At = a1y, (B156)

which are positive and negative, respectively, for all y € [0,1). Setting y = /= and using the inequalities from
Egs. (B154)—(B153), then yields

2—a)a(a+1) o a

Y(z) < ( 1-— - (1 B1
<0 (B158)

This concludes the proof that fz(z) is concave for all « € (1, 2). O

7. Tightness of Rate Bounds

It can be shown that all inequalities are tight by considering the following attack which saturates the bound. First,
it is easy to verify that measuring that state

VP16 g0, 105+ VP-167) g0, 115 - (B159)

52 _
where Py = L (14 and gg = \/ =2 — 32, in the observables Ay = 0, Ay = 0,, By = 294959 B, — B9:—950s
+ 3 ( gs) gs 4 ﬂ 0 z 1 5 0 \/m 1 \/m
achieves a score of Sg. Moreover, if Alice measures this state in the observable Ag, one finds that the post-measurement
state is given by

pas = 5 10)(0L, & o) vl + 5 11114 @ i) (] (B160)
where

o) = v/Pr 10) + /P_ |1) (B161)
) = v/Pr 10) — /P |1) . (B162)
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In the basis

10) == [t0) = /Py 0) + /P- 1) (B163)
1) = /P~ 0) = /Py |1, (B164)

one finds that

|1bo) = [0") (B165)
Y1) = | (Wolyor) [10) + /1 = [ (olthn) [211) (B166)
where
| (Yoltn) | = Py — P- (B167)
=gs- (B168)

This post-measurement state thus has the same form as those from Eq. (B15). However, it is precisely on these states
that we prove explicit bounds on H (A|E). Whenever we provide an exact expression for H (A|E) for these states, the
same proof must also hold for Eq. (B159). The only key difference is that the score of Eq. (B159) is already Sg. We
note that although one can technically calculate H T(A|E) for such states, we use a slight variation of this argument
to prove tightness in Appendix B 3.

The proofs for deriving tight rate functions require that QQ satisfies the properties mentioned in Lemma 7 and that
the bounds we derive for Q are monotonically decreasing in gg. These two conditions are necessary to reduce the
analysis to states of the form of Eq. (B15). For o > 1, concavity is necessary to derive an expression which no longer
depends on the index I. Whenever these properties hold and one derives an exact expression for H (A|E) for states
of the form of Eq. (B15), then the bounds on the corresponding rate function must be tight. We additionally note
that if the bound on Q were not concave for a > 1, but satisfied the properties of Lemma 7 and monotonicity, then
one can still achieve tight bounds; however they would depend on the bound’s concave envelope. We discuss and
explicitly use this property in Appendix C, when incorporating noisy preprocessing into the analysis.

8. Discontinuity Behavior for Edge Cases

In this subsection, we justify the claim that the Theorem 5 bounds can be extended to the right-endpoints of
the a ranges by taking the respective limits from below. As briefly mentioned previously, some of the resulting
formulas are discontinuous with respect to Sg (for |3| > 1). Specifically, f5. (Sp) and f5.(Sp) have a discontinuity

o 2

at Sg = 2¢/1 + B2, taking the value 1 at that point and 0 elsewhere. We further note that these discontinuities are

a genuine property of HY (A|E) » and H}(A|E) 0, respectively, and not a result of the methods used to obtain these
bounds — we shall show this by constructing a family of states saturating these discontinuous bounds.

To prove the claim, we simply note that for all of the Rényi entropies H,, in Definition 4, for any a* € (1, 00| we
have Hy+ = limg o+ Ho = infye(1,a+) Ho because they are monotone decreasing with respect to a. Given this, we
can freely interchange the infimum over o with the infimum over quantum strategies in the definition of the rate
functions, from which we can conclude the desired claim fm, . (Ss) = infoc(i,a+) fu. (Ss) = limg o+ fu, (Ss) (the
second equality holds because f, immediately inherits the monotonicity in « from H,,).

In fact, for the cases fﬁio and fﬁg’ we can instead prove this via a more direct analysis of the optimal attack

for each Sg, which also shows that the discontinuities are a genuine feature of the bounds. Specifically, to calculate

l—a l—a

H: (A|E), for the optimal attack from Eq. (B160), we need to first calculate p2* pappz® . From Eq. (B42), we see
that as o — oo for Sz < 24y/1 + 32,

1-a —a
pE* pappg” — |0)(0]4 @ [wi)(wi|g + [1){1] 4 ® [wi){wi|p, (B169)

where {|w;) ,|w])} are normalized vectors. Thus,

~ l1—a l—a\ &
: 1 _ 1 BT Za P
ah_{r(io H(A|E), = ah—>néo T ah_}rr;@ log [Tr |:(0'E OAECE ) H (B170)
1
= lim log 2 (B171)
a—oo 1 —
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=0, (B172)
where the first lines follows from the fact that both limits are finite and well-defined. Hence, we get that H Y(AIE), =0

is indeed an achievable bound. Conversely, for the maximal score, one can lower bound H L (A|X =0,1E), as follows.
Recall that

HY(AIX =0,1IE), > :

1 gt - .
log | Y " Pr[l = i] 20~ Ha(Al=0E) o B173
— log i r[l =i (B173)

were the states 0%y ; are defined in Eq. (B15). Each o has to achieve the maximum score and therefore must be of
the form

i 1 1
oar = 510)(0]4 @ 10){0] + 5 [1){1], ®[0)(0l; - (B174)
Using
i l1-—a i i 1—4 1

(0k) * oap (o) ™ |0><0\A ®[0){0] + 5 [1)(1] 4, @ [0)(0l , (B175)

we get that

1—a 1—a\ %
g — 1 i) Z2a i i\ 2o
QILH;OH (A|E)s: = al;ngo — log [Tr |:<(O'E) o (o) > ” (B176)
1
= lim log 21—« (B177)
a—oo 1 —

= al;rx;ol (B178)
=1. (B179)

It follows from this that }NN (A|X =0,1E), =1 as well.

To calculate HY(A|E), for the optimal attack from Eq. (B160), we need to calculate pE pAEpE . From Eq. (B80),
we see that as o 7 2 for Sp < 24/1 + 52,

l1—a

P Pinpi Hi(|0><0|+|1><1\) ® o) (] + (|0><0|+I1><1I) [v2){v2] - (B180)

where {|v1),|ws)} are normalized vectors. Thus,

1 17a
hm Hi(A\E)p = h/Tlrn2 T—g L hm log [Tr {pE PAEPE ” (B181)
= li log1 B182
g g log (B182)
~0. (B183)

Conversely, if we witness a maximal score, then we again simply need to consider the state from Eq. (B174). For this
state, we find that

iNSE s Na 52 1 1
(o) * (04g)” (08) T = 55 10)(014 @ [0){0] + o [1){1], @ 10)(0l 5 , (B184)
and
. _ . 1 ol . o o l-a
il/(néHi(A|E)oi:i1/(mzlialog {T& {(0}3) 7 (o4p) (0%) ? ” (B185)
= li log 21— B186
a2l —a 8 (B186)

=1 (B187)
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It again follows that HY (A|X =0,IE), = 1.
From the calculations presented above, it is evident that the discontinuities of fzi (Sg) and fz.(Ss) at
oo 2
Sg =2y/1+ B2 arise due to the edge-case behaviors of HY (A|E), and }_I%(A\E)p. Hence, our bounds are tight

even at these discontinuities. Such behavior can also be found in the Belavkin-Staszewski conditional entropy which is
discontinuous on states that are not full-rank [36]. One can then show that this implies it has the same rate function

as HY and H}. Finally, we note that the functions J5+(Sg) and fz+(Ss) have no discontinuities for o > 1 (within
their respective domains of validity, i.e. @ < 2 for the latter).

9. Alternative Concavity Proofs
Proposition 18. For all z € [0,1], the function

f3(@) = (1 —Vx)

1
o

Q=

+ (1+Vz) (B188)
is concave for a € (1,2).

Proof. Due to continuity arguments, it is sufficient to consider z € (0,1). To prove that Eq. (B188) is concave, we
need to calculate its second derivative. The second derivative of Eq. (B188) is as follows:

1% (— (1+vz)= " {1+ (2—;) \/E] + (1) {1— (2_;> \/ED ' (B189)

dax

To show that Eq. (B188) is concave, we need to show that Eq. (B189) is non-positive. The first term in the above
expression is negative. The second term is negative when x > a’, where 2’ is the root of d(x) =1— (2 —1/a)x
between x = 0 and x = 1. We can see that the 2’ exists by observing that d(z) switches signs and is a decreasing
between = 0 and « = 1. Let us consider the case when o > 1 and = < &’. For concavity of Eq. (B188),

1

dax

: (— (1+\/9E)5‘2 [1+ (2—(1) \/5} + (1—\/92)%2 [1— (2-(1) \/ED <0 (B190)

3
2

— (1+va)* {1+ <2 i) \/5} > (1-va)* {1 - (2 1) \/E] (B191)

(%

- (B (28

Note that as £ — 0, the left-hand-side tends to 1. Also when z — 2/, the left-hand-side tends to co. The above
inequality holds for z < z’ if, additionally,

() (7)) o

is a monotone function. To show this, let ¢ := \/z, where ¢ € [0,1). Then

(et () (e () e

and the first derivative of Eq. (B193) is as follows:

1+ @-1/a)t) [1—t\> =

(1—(2—1/a)t) <1+t> ] (B195)
[(2—1/a)(1—8)%> o —(14+(2-1/a)t)(2—1/a)(1 —t)*"=](1 — (2= 1/a)t)(1 + t)>~=)

(1—(2— 1/a)t)2(1 + 1)+ 2

d

dt
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(2= 1/a) (1 +4)*73 — (1= (2= 1/a) )2 = 1/a)(1+ )" "3](L+ (2 - 1/a) )(1 — t)*"7)
(1—(2-1/a)t)2(1+t)* =

_22-1/a)(1—#*)*" % —2(1— (2 1/a)2t2)(22 —1/a)(1 - t2)'—% 197,

(I-2-1/a)t)2(14+t)*" =

2 2y1-1 (2-1/a)* —1)t?
<4_a> (1= (1—(2—1/a)t)2(1+t)4 = = (B198)

n (B196)

when t € [0,v/2'). Hence, Eq. (B193) is monotone when x € [0,2). Therefore, we have shown that Eq. (B189) is
non-positive and thus Eq. (B188) is concave. O

Proposition 19. For all x € [0,1], the function

folz) = (1= va) ™+ (1+ va)*™® (B199)

is concave for a € (1,2).

Proof. To prove that Eq. (B199) is concave, we need to calculate its second derivative. Due to continuity arguments,
it is sufficient to consider x € [0,1). The second derivative is given by

2—«

=2 [~ (14 avE) (1+vA) "+ (1-avE) (L-va) ] (B200)

To show that Eq. (B199) is concave, we need to show that Eq. (B200) is non-positive. The first term in the above
expression is negative. The second term is negative when x > z’, where 2’ is the root of h(z) = 1 — a/x between
2z =0 and z = 1. We can see that the z’ exists by observing that h(z) switches signs and is a decreasing between
2 =0 and x = 1. Let us consider the case when, a > 1 and =z < 2’

4;[ (1+ava) (1+va) "+ (1= ava) (1-va) ™| <0 (B201)
= (I+avz) (1+v2) "> (1-avz) (1-vz) " (B202)
8 * Z?; El n ?; > 1. (B203)

Note that as £ — 0, the left-hand-side tends to 1. Also when z — 2/, the left-hand-side tends to co. The above
inequality holds for z < z’ if, additionally,

L+ ayE) (1 - V5"
- aya) (15 va)" (200

is a monotone function. To show this, let ¢ := /2, where ¢ € [0,1). Then

(14+ayvz)(1-va)" (4at)(1-1)"
(1—ayvz) (1+vo)*  (I—at) 1+ (B205)

and the first derivative of Eq. (B204) is as follows:

El +at)(1-1)° (B206)

1—at)(1+1)"
_ a1 =t —a+at)(1 - ) 1)((1 —at)(1 + 1)) N [(1+8)* — (1 —at)(1+6)* (1 4 at)(1 — £)*)
(1—at)?2(1+1t)2%e (1—at)?2(1+1t)2%e

20(1 —t2)* + 2a(1 — t2)2 a2 — 1)

B (1 — at)?(1 +1t)2 =2a(l - t2)a71

(a? —1)t?
(1 —at)?(14t)% =0 (B207)

when t € [0,v/2'). Hence, Eq. (B204) is monotone when x € [0,2). Therefore, we have shown that Eq. (B200) is
non-positive and thus Eq. (B199) is concave. O
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Appendix C: Incorporating Noisy Preprocessing

Noisy preprocessing is a technique to boost key rates by injecting randomness into Alice’s raw string during gen-
eration rounds [37]. The intuition is that in certain settings this can decrease Eve’s information about Alice’s raw
string more than it decreases Bob’s information, overall leading to an increase in the key rate. It has already been
shown for the CHSH-based DIQKD protocol that this can lower the minimal detection efficiencies [16]. To implement
noisy preprocessing, Alice simply flips her output bit with some probability ¢ in generation rounds, using private
local randomness. After incorporating such a step, the resulting classical-quantum state p;4g is no longer given by
Eq. (B14); rather it is of the form

PIAE = ZPr (I =1]|i)(i]; ® Z |:|a><a|A ® ((1 — 9P + qpibsa@l))} ’ (1)

Following the same arguments as those used to prove Lemma 7, to lower bound H(A|I, E), it suffices to consider
states of the form

O’IAEZZPY[IZZ'] [i)il; ® cap (C2)
Thg = % 10)(01 @ (1 = q) [9=) (=] + g |z){¥=]) + % @ (gly=) Y=+ (1 — ) [¥2)(¥=]) , (C3)

2
such that | (1)—[1£) | > gs. In the following theorem, we will use the notation that for gg = 1/ % — /32, we define the
following quantities:

Ny = \/(gs - \/g§ +(1-2¢)%(1— 9%)) +(1-29)* (1 - g3) (C4)

Ny = \/(93 + \/gfé +(1—29)%(1— 9?9)) +(1-29)° (1—g3). (C5)

2 ~
Theorem 20. Let |5]| > 1, Sz € [2\5|,2\/1 + 62} , and gs = 1/ % — 2. Then, for any q € [0, 1], we have (writing h
to denote the concave envelope of an arbitrary function h : [2|B|, 21+ 62} —R):

1

11—«

[ (Ss) =1+ log [?lﬁg (Sﬂ)] (C6)

for all a € (1,00), where

h:(Sp) = QQ% l((l —95)* + (1+gs)* + \/((1 —gs)* +(1 +gs)é>2 —16(1 - g3)* (q - q2)>
+ ((1 —95)* +(1+45)" — \/(a —gs) o+ (4gs) ) —16(1— g2 <qq2>) ] - ()
Similarly,
Fias(Sp) = 1+ 1= log [h:(S5)] (C8)
T (S5) = 1+ 72— log [hir ()| (C9)

for all o € (1,2], where
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2 o . 9
hﬁi(sﬂ):Z% <1+(_1)j+1\/g§+(2q—1)2(1—g§)) (1—gs)™ <gs+ 93 —i];[j2q—1) (1_gs)>

2 @ . —\ 2
+§_;;<1+<—1>J‘+l¢g§+<2q—1>2<1—g§>) <1+gs>”((2q b gs) (€10

and

higi (Ss) = Z<1+(_1)j+1\/gfq+(2q—1)2(1_gg)>“ 1_<(2q_1)@>2

2 N,

Jj=1

1
[e7 2] «
N i( ) VR (2 1) (1—g§)> ((2q—1)\/1—9§> (o)
— 2 N;
j=1
A proof of Theorem 20 can be found in Appendix C 1. Note that the final bounds fi are presented in terms of the
concave envelopes h of the functions hg — in order to avoid having to take this concave envelope, it would suffice to
show that all hy are concave. We note that, up to numerical precision, these functions indeed appear to be concave.
We leave a rigorous proof of concavity for future work, and highlight that a consequence of this concavity would be
that the equality fﬁi = fgg does not generally hold for every ¢ € [0,1] and « € (1,2].

1. Proof of Theorem 20

Proof. For any o7 of the form given by Eq. (C2), we first consider Alice’s and Eve’s bipartite state for some I = 1.
For any o4p as in Eq. (C3), Eve’s reduced density matrix is given by

1— g, 1+ gs
o8 = —2 o) (o] + =52 oa) v (C12)
where g, = | (¥=|t)z) | and?
1 - Yz 1+ €T
for) = =/ =522 10) + 4/ 52 ) (C13)
1+gL 1 - gz
Jv2) = 0) + /5= 1) - (C14)

We first derive an exact expression for fIﬁ(A\E) Plugging the above expressions directly into O’EO‘ OAETE® gives
us that

1—a l1—a

02" TARO L 1 1 1 (C15)
— 51001 [(152) ol + (1493)”<q—q><|v1><vz|E+v2><m|E>+<”29x)a|v2><v2|4
i (1;gx)i|v1><v1E+(1;gf);<q—q><|v1><vzE+|vz><v1|E>+(“;"””)3’|vz><v2|E ,

(C16)

3 Note that we work with g, rather than gg, as we do not explicitly prove the fact that hu(Ss) is monotonically decreasing. Rather, at
an appropriate point, we use the fact that its concave envelope is monotonically decreasing.
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where § = 1 — ¢q. This expression is diagonalizable, and it is easily verifiable that

l-a l-a 41
og* oapog™ =277 (|0)(0] 4 ® M1 [wi){wilp + Az Jwa) (wa| ] + [1)(L]4 @ [N [w) ()| + Xy [wh) (wh]]) |
(C17)
where {|wy), |w2)} and {|w]), |w))} are pairwise orthonormal vectors, and
(-g)* +(tg)* | | (=gt +0+g)*)
— Oz @ + + = @ — Oz @ + + - @
Mg =TT ( — ) ~ (=) (4~ 4¢?) (C18)
1—g0)® +(1+g,)" 1-g.)" +(1 £\’
— g..) e ) o — g, )« L)« 1
/1,2: ( 9x) ‘;( + 9x) + (( 9x) "2'( + 9x) ) —(1—g2)~ (4G — 43?) . (C19)
Note that because ¢ — ¢> = ¢ — g2, it must also hold that \; 5 = )\’1’2. It then directly follows that
~ 1 l-o loa\ @
HY(A|E), = - log [ﬂ {(oga anog” ) ” (C20)
1 A+ AS + A + A
=1—a log St (C21)
1 [2A§ + 2)9]
=1—=a log a1 (C22)
1 (AT + 5]
o %8 (C23)

This thus yields

o=
ol
Q=

HY(A|E), = 1+

+(1+gx)i+\/((1—gz) + (14 ga)

((1 - ga:)

T ((1—gm><1 +(1+g.)" - \/(u—gz)i Fg)t) —160 - ) <q—q2>) H . (C21)

1 1 2 AR
1—a10g Sa+1 ) —16(1-g3)° (¢ —¢*)

Up to the use of the concave envelope and the difference between g, and gg, this is the expression from Eq. (C6).
Next, we consider H}(A|E),. For any o4 as in Eq. (C3), it holds that

e (1 '/ ARCREI ‘95)> o) (] + ( m/ R CRLE ‘gl)> |u'2><ug|] (o)
where

“VE+ -0 -¢2), | (a-a)1-¢2
|v1) |va)

) = < ¥ (C20)
|u2> — 9z + \/.9320 + gi]&_ 67)2(1 - g%) |’U1> _ (q _ q)]\bl - g% |’l)2> (027)
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It then holds that

_ 1
HY(A|E), = — log [Tr [0% oy *]] (C30)
5 2
= log [ZQ ( 4 Nj
2 . — «a _
L+ (1) V2 + (0 —a*(1—93)\ (146 — V1~
+Z2( : : v @
j=1
Slightly rewriting this equality, we then attain that this is equal to
1 1)7y/g2 + (2¢ — 1)2(1 — g2) ’
1 ]+1 — — 2 « . 11—« gz + q B — 9z
~log [; 5 (1+ Vg 12(1—¢2) (1-g.) < N, )

N
j=1 J

2 2
£ (1 PP VET PO D) (g (W> ] (o)

To calculate H], (A|E),, we again use [34, Lemma 5.1], i.e.

Al (AE), = f‘a log [Tr [TrA (o—gE)iH . (C33)
A consequence of the above calculations is that
2 ]+1 — ) «
TraloGp] = ( \/gx4 ¢— 9" gz)> (Juug) (g + [y () (C34)
j=1
-y 2< )7V + a0 1995))&
i=1 4
~ [( U B+ aP “"3)) oyl + <(q —INs gg) |v2><v2|] (©35)
222:2< " VE+ - 1—995))&
— 4
. [(1 a <(q - q)le - 93;) ) |v1) (v1]| + ((q - Q)le _93> |U2><v2|] . (C36)
The eigenvalues of Tra[o% ;] are given by
2 ] 1 [ 2
" 22<1+ + \/ggl4 1—g£)> (1<<QQ)N\/‘1 > ) (3
2 Jj+1 2 2 27\ @ _a — g2 2
2 :22 (1 +(=1"" \/gzz (¢ — 9?01 —91-)) ((q Q)Nl 9x> , (C38)

and therefore
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Hi(AIE)(,=1+1O‘ log Z(lﬂ—lyﬂ¢93+(2q—1)2(1—g%)> 1_<m)

— 2 Nj

Jj=1

e i e N\ 2 &
N Z<1+(—1)+ Va2 +(2¢-1) (1—990)) <(2q—1)m> . (C39)

2 N,

Jj=1

Again, up to the use of the concave envelope and the difference between g, and gg, these expressions for the Petz-Rényi
entropies are equal to Egs. (C8) — (C9). Let us now reintroduce the index I =i. We prove in Appendix C2 that all
three functions hy are monotonically decreasing. By upper bounding hy with hy and then using the fact that, due
to the monotonicity of BH, one can provide a subsequent upper bound by replacing g, with gg, the following must be
true. For any prag of the form given by Eq. (C1), it must hold that

HY(AIX = 0,1E), > - 5 log [Z Pr(l = il 2“-“)?’“*“"‘*@”] (C40)
1 S
> 14 ——log [Z Pr|I =i hﬁi(sﬁ)] (C41)
1 A
>1+4+ —a log [hflé (55):| , (C42)

where we use [34, Prop. 5.1] in the first inequality. To prove that this bound is tight, first note that, by construction,
for any Sg € [2|/3’|7 2¢/1+ ﬂﬂ, there must exist a set of {S}}; and a distribution defined by the elements {p;}; such
that

> piSh=5s (C43)

> _pikis (S5) = hiy (Ss) - (C44)

For any such Sé, the explicit attack from Appendix B 7 produces a post-measurement state, %y, of the form as in
Eq. (C3). However, for such states, we have explicitly calculated the Rényi entropy, and

- 1
HY(AIX =0,E)y: =1+ :

—

log (hz: (S5)) - (C45)

If, with probability p;, Eve constructs the attack from Appendix B 7 that achieves a score of S}; and stores the index

I =i on a classical register, then she can generate the post-measurement state o7ap = >, p; i) (i|; ® 0%y . For this
state,

_ 1 .
Hi(A‘X =0,IE), =1+ —a log <;plhﬁé (Sﬁ)> (C46)

1

—

=1+ -——log (i}ﬁi (SB)> , (C47)

due to [34, Prop. 5.1] (or else see the classical linearity property in Lemma 7). This attack thus saturates our bounds.
Using the same arguments, it must also hold that

HY(AIX =0,IE), =1+ . i ~log [i}gi(sg)] (C48)
log [ﬁ a (sﬁ)} . (C49)

O

(07

HI(AIX =0,IE), =1+ .

—
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2. Monotonicity Properties

In this section, we show that all three functions BH(SB) described in Theorem 20 are monotonically decreasing in
the score, Sg (for o, 5 in the appropriate ranges).

Proposition 21. For all o € (1,00) and g € [0,1], the function lhzﬁi (Sg) ts monotonically decreasing in the in-
terval Sg € {2|B|,2\/1 —&—52}. Similarly, for all o € (1,2) and ¢ € [0,1], the functions ﬁgé(SKg) and BH;(Sg) are
monotonically decreasing in the interval Sg € [2|6|7 24/1+ 62].

Proof. Intuitively, the monotonicity will be a consequence of the fact that sz(Sﬁ) is concave and non-increasing
at the point Sz = 2|8|. More concretely, for any hg(Sg), we are evaluating (up to a multiplicative constant) the
corresponding quantity Q(A|E) for a classical-quantum state of the form in Eq. (C3) such that | (¢=|¢x) | = gs. For
these classical-quantum states, we shall show that

he(Sp) < hu(21B]) - (C50)

In other words, at gg = 0 (i.e. Sg = 2|f|), Eve only needs to guess the noisy preprocessing bit; for all other gs > 0,
the conditional entropy, H(A|FE), cannot be lower than that value. To prove this, let A’ contain Alice’s output bit
before applying noisy preprocessing, let ) contain the noisy preprocessing bit that is added to A’, and let A contain
the bit Alice stores after incorporating noisy preprocessing. It must hold that

H(Q) = H(Q|A'E) = H(AQ|A'E) = H(A|A'E) < H(A|E). (C51)

The first inequality holds, as @ is sampled independently and not related to the registers A’ and E. The second
equality holds, because A can be constructed deterministically from A’ and @, in the sense of [12, Lemma B.7|.
The third equality holds for the same reason, i.e. () can be constructed deterministically from A’ and A. The last
inequality holds due to data processing [34, Corollary 5.1].

For any H, the constant function I(Sg) = hm(2|5]) is an upper bound on hy(Sg) that is (trivially) concave, and
tight at the endpoint Sz = 2|8|; this implies that the concave envelope of hy(S3) also satisfies

hua (218]) = hua(218]) - (C52)
We are now ready to prove monotonicity. For any a,b € [2|5|,2\/1 + 62} such that ¢ < b, it must hold due to
concavity that

; a=208l; o b-—a .. a—2d|;
his(2181) + § g arhe0) = gl 0) + § g a(b). (C53)

o b—a
>
R

Moreover, as I(Sg) is concave, it must also be an upper bound on EH(Sg). It then follows that

> b—a - a—2|8] - o
h > h(b) + ———hu(b) = hu(b). Ch54
(o) = g a(b) + o e (8) = B (C54)
This proves that all three functions are monotonically decreasing. O

Appendix D: Finite-size key rates

We first elaborate on the classical postprocessing used in the last steps. For a DIQKD protocol, this consists of the
following procedures:

1. Error correction and error verification: In error correction, Alice sends a string Lgc (of some fixed length ¢gc)
to Bob, who uses it to produce a guess for Alice’s string AT. Then in error verification, Alice draws some choice
of hash function Hgy from a d-almost-universal hash family [38] (with fixed output length ¢gy), then applies
it to AT and sends the resulting value Lgy to Bob, along with the choice of hash function Hgy. Bob then
computes the corresponding hash of his guess and aborts if it does not match.

2. Privacy amplification: Alice applies a privacy amplification procedure to A7} to produce a final key of length
lxey, and Bob does the same to his guess for AY.
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When designing a protocol for the finite-size regime, there are two critical “overall” parameters that should be
considered. We briefly outline them here, deferring the details to e.g. [27, 39].

1. The completeness parameter €.o,: this is an upper bound on the probability that the honest behavior aborts.
Since this protocol might abort during either the acceptance test or the error verification step, it is convenient
to construct upper bounds €AT and ¢V on the abort probabilities in each of those two steps respectively, after
which one can validly take €.om = €ar, + €2V due to the union bound. Here we design the protocol such that
AT =1073 and €£Y, <1073 in an essentially similar fashion to [27]* (we elaborate on this in Sec. D 1 below).
We emphasize that this parameter does not affect the security properties of the protocol in any way, which are

instead quantified by the next parameter.

2. The soundness parameter €sounq: informally, this quantifies the “security” of the final key; refer to [27, 39] for
a rigorous definition. As discussed in those works, to analyze this parameter it suffices to separately consider
a correctness parameter €.o,; and a secrecy parameter €secret, then set €sound = €corr + €secret- DBasically,
€corr 1S an upper bound on the probability that the final keys do not match and the protocol accepts, while
roughly speaking €secret quantifies how well Alice’s final key is decoupled from Eve; again, see [27, 39] for details.
Following [27], we design the protocol such that €soung = 10710, by setting €corr = 271 and €gocrot = €sound — €corr-

We now discuss the details of our protocol in terms of the above parameters. For the testing probability v, in Fig. 1a
we followed the value v = 13/256 used in [27] for all data points, whereas in Fig. 1b we optimized over 7 in units
of 1/256 (as was done in [27] so that the test/generation decision could be straightforwardly determined by drawing
8 uniformly random bits). We did so because we found that for the range of n values in the former, optimizing the
choice of v only improved the finite-size key rates by less than 0.002. In contrast, for the larger n values considered
in the latter, we found that it was important to optimize over the choice of v to obtain better finite-size key rates —
this is due to some subtle limitations we discuss in Appendix D 4 later.

We emphasize that apart from the above point regarding -y, our protocol only differs from the protocol in [27] in
terms of using a slightly different accept condition (see Remark 22), a technical point in privacy amplification (see
Remark 23), and having Bob directly announce the values B} for Alice to compute C7 (which slightly simplifies the
analysis without sacrificing key rate; see Remark 24).

1. Completeness

To discuss completeness, we need to specify some honest behavior for the devices. We suppose that the honest
behavior is IID, and each round produces some distribution qunon on the register C'; for that round. For our protocol,
this distribution would have the form

qhon(o) = 7(1 - whon)y qhon(l) = YWhon» qhon(J—) =1~ s (Dl)

err

where whon is the expected CHSH winning probability of the honest behavior in test rounds. Furthermore, let Q}%,

denote the probability of Alice and Bob getting different outcomes in generation rounds. Following [27], we set

Whon = 083, N 0018, (D2)

hon

where the wpo, value corresponds to the expected CHSH “correlator” score of S = 2.64 used in that work (as a
somewhat conservative estimate of the device performance in that experiment).

For a given €AT | we need to choose the set S, in the accept condition such that the probability of the honest
behavior yielding a frequency distribution outside S, is at most eCAOI;n. We shall focus on S, of the following form:

for each value ¢ € {0,1, L} we take some values 6°%, 6:"" > 0, and set Saec to be the set of distributions q satisfying
Ve e {0,1, L}, quon(€) — 0% < (@) < qnon(€) + 02PP. (D3)

For Sace of this form, to achieve some desired €2l | it suffices to choose the values 6.°%, 52" such that for the honest
behavior we have

AT €AT

ecgm and  Pr[freqen (€) > ghon(€) + 6ePP] < %, (D4)

vee {0,1, L}, Prlfreqeyn (€) < ghon(€) — glov] <

4 While the final completeness parameter reported in that work was ecom = 1072, that was a somewhat conservative estimate.
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since by the union bound, the probability of violating one or more of the inequalities is upper bounded by the sum of
the individual probabilities of violating each one. (It would of course be possible to “distribute” €A in some other
fashion across the terms; however, we found heuristically that this appears to give better performance as compared
to e.g. distributing it such that all the values 6}°, 6-"" are equal.) Since the honest behavior is IID, the probabilities
in (D4) can be written in terms of the CDF of a binomial distribution, which allows us to use the inverse CDF
(available in most computational software) to solve for §1°V, 52" in terms of €2l .
Remark 22. This choice of accept condition differs slightly from [27], which used an accept condition with only a
one-sided bound on q(1). We chose to use the form presented here because in some cases it seems to improve the key
rates from the REAT (albeit usually only by a small amount), and also because a lower bound on q(L) in the accept
condition is needed to apply an improved chain rule we use later (in the first line of Eq. (D9) below).

Furthermore, the accept condition in [27] was based on a 3-standard-deviation “tolerance”, rather than ezactly
computing the CDF of a binomial distribution to achieve a desired )X . For this work we choose to conservatively
match this by setting €XT = 1073, since a (one-sided) 3-standard-deviation fluctuation in a normal distribution occurs

com

with probability 1.35 x 1073 > 1073,

As for €2V | we first observe that error verification can only abort if Bob’s guess for A7 is wrong, thus any upper

com?

bound on the probability of the latter (under the honest behavior) is a valid choice of €2V . We then note that a

specialized error correction procedure was developed in [27] with the following properties: for an IID honest behavior
of the described form, an error-correction string of length

lec =1 ((1 = ) hbin(Qfan) + Yhbin(1 — Whon)) + 50v/n (D5)

suffices to ensure that Bob’s guess is correct with probability over 99.9%, as estimated by simulations. (While this
value is a somewhat heuristic estimate, recall that it only affects the probability that the honest behavior aborts, not
any of the security properties of the protocol.) Hence performing error correction according to this procedure suffices
to heuristically ensure e2V < 1073,

com —

2. Correctness

In [27], error verification was performed using a d-almost-universal hash with § = 276 and /gy = 64 (under the
condition that the message length in bits is at most 264 ~ 109, which is indeed the case here). We leave this aspect
entirely unchanged, which suffices to ensure a correctness parameter of €.o,ry = 27% as proven in [27].

3. Secrecy

This is the part of our analysis that differs the most from [27], in that apart from improving the entropy accumulation
bound, we simplify or improve a number of other steps in the analysis. We shall show that to achieve a desired secrecy
parameter €gecret, it suffices to take the length of the final key to be

low @

Ekey:nhafn(nyr(SL

log

-1 €secret

) —lec — lev — 5 +2, (D6)

where h, is computed in terms of the S,c. choice defined in Sec. D 1, while ¢gc and gy are as described in (D5) and
Sec. D 2 respectively. Note that to evaluate h,, we used generic heuristic numerical methods rather than a convex
solver that returns explicit dual bounds, because our bounds on the Rényi entropy do not fall within the standard
disciplined-convex-programming ruleset for such solvers. However, as the optimization is convex with respect to each
of the individual variables, every local minimum is a global minimum and hence we believe it is unlikely that the
resulting value we obtain for h, is a significant overestimate of its true value.

Remark 23. In order for the following analysis to hold, we currently require an implementation difference between
the protocol described here and the protocol in [27], in that privacy amplification would have to be performed using
2-universal hashing [40] rather than Trevisan’s extractor [27, 41, 42] as used in that work. This is because a Rényi
privacy amplification theorem has currently only been proven for the former, not the latter. However, it seems likely
that it should be possible to obtain such a result for the latter, and it would be a useful question to investigate in future
work.
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Let Qa1 denote the event that the protocol accepts during the acceptance test, and let Qgy denote the event that
it accepts during error verification (so the event of the protocol accepting overall is Qar A Qgyv. By applying the
REAT (specifically [15, Lemma 5.1 with Lemma 6.1]), the state conditioned on Qa7 satisfies

le’ 1

H} (ATCT|XPYPTIE > nhy — lo .
( 1 1| 14147 ) gPr[QAT}

(D7)

PiQaT

However, in order to apply the relevant privacy amplification theorem from [40], we would need to account for various
other publicly announced registers, such as B, Lgc, Lgy and Hgy, as well as further conditioning on Qgy. (In fact
the REAT by itself technically allows us to directly condition on Qa1 A Qgy instead; however, doing so in this proof
would obstruct the last line in (D8) later where we need to “factor off” Hgy.) Furthermore, since Alice performs
privacy amplification only on A%, the relevant Rényi entropy should only have A} (not C7') on the left side of the
conditioning.

To address these points, we first handle the conditioning on Qgy, and remove the error-correction and error-
verification registers from the conditioning:

H} (A7|BYLpcLpy Hey XTY{'T]'E)

PIQATAQEY

7 n|pn ny ngn « 1
ZHg (Al |B1 LECLEVHEVXl Yl Tl E)p\ﬂAT - a—1 log PT[QEV|QAT]
7 n|pn ny ngmn « 1
> H;, (Y B Hey XY E)P\QAT ~fec —tev - a—1 log Pr[Qpv|[Qar]
~ _ « 1
=H! (A?|B"X"Y"T"E — — — 1 . D
o (ATIBIXTYT )P\QAT tec —tev — o7 log Pr[Qpv|Qar] (D)

where the second line is [12, Lemma B.5|, the third line is a standard chain rule® for classical conditioning registers,
and the fourth line holds because p AnBr Hey X7YprrrE Cal be viewed as the state immediately after the choice of hash
function Hgy was drawn, in which case Hgy is independent of all other registers (even conditioned on Qat) due to
how it was generated.

Next, we relate this to H (APCP|IXTYTTE) following the approach in [15]: observe that
T

Pl
H] (A |BYXPY{'ITE), > H] (A}BY|XTY{'IV'E),, | —n(y +0%™) log dim(B;)
= H] (A} BYCYIXPYP'ITE), | = n(y +0F™) log dim(B;)
AT
> H] (ATCTIXTY'TY'E), = n(y+87")logdim(B;), (D9)

PISaT

where the first line is proven in [15, Remark 8.1] (noting that the number of test rounds conditioned on Qar is at
most v+ 3'"), the second line holds because C7' can be “projectively reconstructed” from AT B} XY} in the sense
described in [12, Lemma B.7], and the last line holds because classical registers have non-negative contributions to
entropy [34, Lemma 5.3] (this last step is not necessary in general, but we employ it here since our analytic bounds
are only for the entropy of Alice’s output, not Bob’s). Putting all the above bounds together, we conclude (since

dim(BZ-) =2 and PI‘[QAT] PI‘[QEleAT] = PI"[QEV AN QAT]):

1
> nhg —n(v—i—élfw) —lgc — lEv — a lo

H] (AY|B{LgcLey X{Y'TTE), > 18 Bty A ]

(D10)

With this, we note that if we let K4 denote Alice’s final key and Eg, denote Eve’s final side-information after
privacy amplification, then we have

Iy
PT[QEV A QAT] d <pKAEﬁn|QEV/\QAT7 |K72‘ ® pEﬁnlﬂEv/\QAT>

a—1 7t n|pn ny nmn
=2 lyey—H) (AT |BLegcLevHev XYY" TT'E >
2 o key 1 1 LECLEVHAEV A Y 1y
]25_ 2 ( 0( )‘)\QEVAQAT

<Pr[Qgv A Qar

5 Specifically, [21, Prop. 8] together with the fact that classical registers have non-negative contributions to entropy [34, Lemma 5.3].
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a1 (zkey—ﬁ; (A7 |B}LecLey Hev XY T'E) —2>
PIQpv AQAT

= PT[QEV A\ QAT]2

1 _ 1
< PT[QEV A\ QAT]Qlog Pr[Qpy AQAT] 108 < orer
—€secret » (Dll)

where the second line is the Rényi privacy amplification theorem in [40, Theorem 9 with Lemma 7] (noting that
the 1-norm distance and trace distance differ by a factor of 1/2), the third line simply regroups the exponents, and
the fourth line follows from combining (D6) with (D10). This fulfills the definition of €gecret-secrecy as described in
e.g. [19, 25].

Remark 24. Comparing the above analysis to that in [27], apart from the main change of the former being based on
Rényi entropies® (which also simplified some points regarding event conditioning), the other notable difference is the
chain rule used above to obtain the first line of (D9). We believe it is likely to yield better results than the chain rules
used in [27] to handle the B} registers. Moreover, this chain rule also places B} directly in the conditioning registers,
which allowed us to modify the protocol such that Bob publicly announces the B} registers for Alice to compute CT —
this simplifies the analysis compared to [27], where instead Bob computes C} using his guess for Alice’s A} registers,
and extra steps had to be taken in that proof to accommodate the possibility that his guess could be wrong.

4. Possible modifications

Finally, we make some informal comments regarding some potential for slightly sharpening the above analysis.
Namely, the way we computed the lower bound on h,, is slightly suboptimal, in that we were effectively “sacrificing”
entropy contributions from test rounds (in that comparing to the REAT statement in [15, Lemma 5.1], we have handled
the entropy contributions from terms with ¢ #L by trivially lower bounding them with zero). In contrast, the earlier
security proofs in e.g. [19, 27] using previous EAT versions (based on von Neumann entropy in single rounds) were
able to incorporate the entropy contributions from those rounds, due to certain properties of von Neumann entropy
that did not carry over to the REAT. Due to this, we found that at the larger n values studied in Fig. 1b (where the
rates are closer to the asymptotic values), the REAT-based approach here gives worse rates than those in [27] when
using the same value of v — to obtain the improved rates in that figure, we instead had to optimize the choice of ~,
using a smaller value that “sacrifices” less of the key rate to the test-round component.

From a theoretical point of view, one way to overcome this drawback would be to use [15, Theorem 5.1] rather
than [15, Lemma 5.1], in that it “retains” entropy contributions from test rounds. However, the former involves some
slightly elaborate Rényi divergence terms that do not seem straightforward to analyze using the methods in this work.
It would be an interesting task for future work to generalize these methods to handle those Rényi divergence terms.
Another prospect could be to note that [15, Lemma 5.1] itself technically involves Rényi entropy terms conditioned
on each value of ¢ that could be individually analyzed (here we have basically only retained the ¢ =L term); however,
that approach seems less promising for future use, because those terms would all be zero if the protocol is one where
¢ contains the full input-output values in test rounds.

Alternatively, from a practical perspective it might seem expedient to address this by having Alice perform privacy
amplification on only the generation-round data (since the test-round entropy is anyway “sacrificed”), in which case she
would not need to include test-round data in the error correction information (as implicitly accounted for in (D5)) —
this would reduce the value of /g accordingly and also make that step practically easier to implement. However, due
to the structure of the above proof (mainly the use of the “projective reconstruction” property from [12, Lemma B.7]
in the second line of (D9), which requires Alice’s test-round outputs to appear at some point in the entropy terms),
it does not seem entirely straightforward to “directly” get a bound for the final entropy of Alice’s generation-round
registers only.

We observe that technically, one way to obtain a bound would be as follows: define registers A, that are equal to
A; in test rounds and set to 0 in generation rounds, and define registers A; that are equal to A; in generation rounds
and set to 0 in test rounds. Then

HY (A By XTYPTie) = H (A AL B XY T

PloaT PloaT

> ﬁg (A?A?BI%X{’Y&”T? ) - ’I'L(’Y + (Sh?w) IOg dlm(Ale)

Plaar

6 Refer to [26, Fig. 1] for an analysis of the effect of making only this change, without any of the other improvements we employ here.
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= H} (A} BY| XY TP'E) —n(y + 6%°") log dim(4; B;) (D12)

Pl2ar
where the second line is again via [15, Remark 8.1], and the third line is again via [12, Lemma B.7], observing that
A? can be “projectively reconstructed” from A7 A7TT (and vice versa, AT A? can also be “projectively reconstructed”
from ATTY).

With this we can continue on exactly the same way as in the second and third lines of (D9). However, observe
that this results in 2n (7 + 61fw) in place of n (7 + (51f“’) in the final key length formula. In order to obtain an overall
benefit from this approach, we would need a more detailed analysis of how much the O(y/n) term in ¢gc (Eq. (D5))
can be improved by not having to include the test-round data, which is a somewhat more specialized coding-theory
question that we shall not consider within this work. (Furthermore, we informally note that this proposed approach

still ends up reducing the analysis to H 1 (A?BﬁXle"Tl"E)pm , which again includes Alice’s test-round data and
AT

hence does not really “exploit” the fact that our single-round analysis excludes the entropy contributions from those
terms.)
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