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‘ Input Key k ‘ ‘ Input Message Msg ‘
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‘ Used Key K, (k)

Inner(k, Msg)

‘ Outer(k) = Ky(k)®Opad ‘ = Hash((KO(k)QBIpad)HMsg)
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‘ Hmac(k, Msg) = Hash(Outer(k)||Inner(k, Msg)) ‘

Fig. 1. The generation of hash-based message authentication code.
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Fig. 2. The generation of cipher-based message authentication code.
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‘ Input Key k

H Input Message Msg H Output Length L ‘
I

‘ Msg* = RightPad(k,r)||Msg||RightEnc(L) ‘
]
‘ Kmac(k,Msg,L,S) = CSHAKE(Msg*,L,"KMAC",S) ‘

Fig. 3. The generation of Keccak-based message authentication code.
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Fig. 4. The procedure of key derivation function in counter mode defined
by NIST.
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‘ Msg* = RightPad(k,r)||Msg||RightEnc(L) ‘
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Kkdf (k,Msg, L)
= Kmac(k,Msg,L,"KDF") = CSHAKE (Msg*,L,"KMAC","KDF")

Fig. 5. The procedure of key derivation function using KMAC defined by
NIST.
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Fig. 6. The procedure of key derivation function in counter mode defined
by IEEE.
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e CPU : Intel® Core™ j7-10510U

e RAM: 16 GB

e Operating System : Windows 11 Enterprise Edition
e Java Environment : OpenJDK 21.0.1

e Cryptographic Library : BouncyCastle 1.70



B. A E GRS E R B G R LHT

e Bss i EE BB Barh - AT R b =
EREBHE - A EaEN RN BB EEE AN R R
05 ~ DUREERY Keccak 3SR - 10 H - A IEEE
1609.2.1 2R H AES-128 » AT DL Ry /N EEEI R A A R
ERsSHEER A SHA-256 ~ B SCGRE RS HER A AES-
128 ~ F > Keccak :HEER=EERRAH cSHAKE-128 - i#EH]
KRIERY 522 EL 1000 {E 1 E ERsEtEATsT EF M P E
FRr gy~ DU RIS | for > B RER
BETRIBRER I AR L EwsSE R &
SEIAAFRNE 7 o HEEAS R T DB R NS
SUE RS AT B A > BEAE R ESIEITRCE - 4
ifi > F Keccak sHUEBREEHE R ALY T BRI oG HE R
SR RN A Y T R o

TABLE I. THE COMPUTATION TIME COMPARISON OF MESSAGE
AUTHERTICATION CODE GENERATION (UNIT: MILLISECONDS)
HMAC CMAC KMAC
Mean 0.007 0.007 0.015
Median 0.006 0.006 0.014
Standard Deviation 0.005 0.005 0.008

Computation Time Comparison
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0.0175 N KMAC
0.0150
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HMAC CMAC KMAC
Message Authentication Code

Computatien Time {milliseconds)

Fig. 7. The computation time comparison of message authertication code
generation.
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°
=1
2
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Key Derivation Function

KDF in IEEE 1609.2.1

Fig. 8. The computation time comparison of pseudorandom number
generation based on key derivation functions.
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