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ABSTRACT
Privacy policies are often complex. An exception is the two-page
standardized notice that U.S. financial institutions must provide
under the Gramm-Leach-Bliley Act (GLBA). However, banks now
operate websites, mobile apps, and other services that involve com-
plex data sharing practices that require additional privacy notices
and do-not-sell opt-outs. We conducted a large-scale analysis of
how U.S. banks implement privacy policies and controls in response
to GLBA; other federal privacy policy requirements; and the Cali-
fornia Consumer Privacy Act (CCPA), a key example for U.S. state
privacy laws. We focused on the disclosure and control of a set
of especially privacy-invasive practices: third-party data sharing
for marketing-related purposes. We collected privacy policies for
the 2,067 largest U.S. banks, 45.3% of which provided multiple poli-
cies. Across disclosures and controls within the same bank, we
identified frequent, concerning inconsistencies—such as banks indi-
cating in GLBA notices that they do not share with third parties but
disclosing sharing elsewhere, or using third-party marketing/ad-
vertising cookies without disclosure. This multiplicity of policies,
with the inconsistencies it causes, may create consumer confusion
and undermine the transparency goals of the very laws that require
them. Our findings call into question whether current policy re-
quirements, such as the GLBA notice, are achieving their intended
goals in today’s online banking landscape. We discuss potential av-
enues for reforming and harmonizing privacy policies and control
requirements across federal and state laws.

CCS CONCEPTS
• Security and privacy→Human and societal aspects of secu-
rity and privacy; • Social and professional topics→ Privacy
policies.
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1 INTRODUCTION
In the U.S., consumer privacy laws rely on the “notice and choice”
framework [27], which requires businesses to provide privacy no-
tices and opt-out choices, so that consumers can understand data
practices and exercise privacy choices. Numerous studies have
shown that this framework neither effectively informs consumers
nor supports their ability to express choices [e.g., 14, 18, 20]. Design
efforts have sought to make privacy information more accessible
and comprehensible [43, 62, 78]. A notable example is the standard-
ized short-form notice (see Figure 1) that financial institutions must
provide under the federal Gramm-Leach-Bliley Act (GLBA) [26, 30].

However, the GLBA narrowly applies to “nonpublic personal in-
formation” relating to financial products or services [26, 71]. Today,
financial institutions often collect and process additional data types
throughmobile apps and online services, which may require further
privacy notices and controls, such as a general privacy policy. In
addition, U.S. state privacy laws, such as the California Consumer
Privacy Act (CCPA), impose further privacy disclosure and opt-out
requirements on institutions that do business in the respective state.

Given the range of privacy regulations and the differences in
their scope, definitions, and requirements, U.S. banks have started
providing multiple notices and opt-out choices in addition to the
GLBA short-form notice. We conducted a large-scale analysis of the
privacy policies and respective privacy controls for the 2,073 largest
commercial banks in the U.S., which collectively hold 97.3% of all
assets of FDIC-insured commercial banks. We examined whether a
given bank provides multiple privacy policies (GLBA, general, mo-
bile, cookie, and CCPA policies) and controls (GLBA, cookie, and
CCPA opt-outs), and whether inconsistencies exist across these
policies that could mislead or confuse consumers. We focused
specifically on third-party data sharing for marketing or advertis-
ing and related opt-outs because people often find these practices
concerning [2, 56, 76], as they constitute violations of contextual
integrity [51]. Our research questions are:
RQ1 Howmany privacy policies are consumers likely to encounter

for a given U.S. bank? What do their length and readability
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reveal about the effort required for consumers to understand
a bank’s data practices?

RQ2 What do a bank’s multiple privacy policies, provided in re-
sponse to different regulations, disclose about third-party
sharing practices regarding marketing and advertising pur-
poses? Are these disclosures consistent across multiple poli-
cies provided by the same bank?

RQ3 How do banks provide privacy opt-outs regarding third-
party sharing for marketing purposes that are required by
different regulations?

Summary of findings. We found privacy policies for 2,069
banks, 45.3% of which provided multiple privacy policies, most
commonly a GLBA notice in combination with a general or mobile
privacy policy. The combined privacy policy content for each bank
requires a median reading level equivalent to college education,
with larger banks providing lengthier andmore difficult-to-read text.
We found concerning inconsistencies: 55.2% of banks with multiple
privacy policies indicated in their GBLA notice that they would not
share data with third parties for marketing purposes, yet disclosed
such sharing in their other policies. Interestingly, in fewer cases,
we found the opposite: sharing was indicated in the GLBA notice
while the bank indicated in other disclosures (often CCPA) not to
sell/share data. Many banks that disclosed data-sharing practices
did not offer corresponding required opt-outs.

The multiplicity of policies and identified inconsistencies shows
that for many banks, the GLBA notice no longer provides a full rep-
resentation of their third-party sharing practices. Consumers now
must navigate multiple privacy documents, with the documents’
varying scopes in mind, to learn about and manage their data and
understand their privacy choices. Our findings highlight that the
narrowly-scoped GLBA notice may mislead consumers, and that
the layering of different disclosure requirements can undermine the
transparency goals of the very laws that require them. We discuss
opportunities for regulatory reform that could reduce duplication,
resolve inconsistencies across notices, and ultimately make privacy
information more accessible and actionable for consumers.

2 BACKGROUND
We discuss privacy notice and opt-out requirements of GLBA, other
privacy notice requirements, and GLBA.

2.1 The Gramm-Leach-Bliley Act
The Gramm-Leach-Bliley Act of 1999 (GLBA) requires financial
institutions to disclose their information collection and sharing
practices annually as well as inform customers of their right to opt
out of certain sharing practices [16]. The GLBA narrowly covers
“nonpublic personal information” related to providing financial
products or services [26, 71], such as a consumer’s name, income,
and social security number.

A two-page GLBA model privacy form [63] prescribes a stan-
dardized layout with pink-bracketed text to be customized for an
institution’s data practices (see Figure 1). Although GLBA notices
were historically delivered by postal mail, many banks now send
these notices via email and provide them on their websites in PDF
format.
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Figure 1: 2-page GLBAmodel privacy form [63]. We analyzed
the (a) data-sharing table, (b) opt-out box, (c) OII box. Blue
annotations were added for clarity, not part of the template.

The model privacy form highlights how bank customers’ finan-
cial information is collected, shared, and protected in a table-based
format. It was consumer tested for judgment quality, perceptual ac-
curacy, and reading ease [30, 33, 46]. On the first page, the “Why?,”
"What?," and "How?" text boxes summarize disclosure requirements
as well as five examples of personal information types, chosen from
a pre-defined list [17], that the institution collects and shares. Our
analysis focuses on the data-sharing table (data-sharing table) (Fig-
ure 1(a)), which lists at most seven pre-defined data-sharing prac-
tices distinguished by sharing purposes and informs consumers
about whether they can limit each sharing. Among the seven pur-
poses, the “For our affiliates to market to you” purpose may be
omitted in certain cases, while the others are required to be listed.

An institution must provide an opt-out option for the last three
of these purposes. Respective opt-out instructions are described in a
“To limit our sharing” box on the first page (opt-out box, Figure 1(b)).
We found that many financial institutions use the “Other important
information” box (OII box) on the second page to point to additional
data practice disclosures and opt-out rights under state-level privacy
laws (Figure 1(c)). The disclosures refer to affiliates, which are
financial or nonfinancial companies under common ownership
or control with the disclosing institution; nonaffiliates, which are
unrelated third parties; and joint marketers, which can be affiliates
and nonaffiliates [17].

2.2 Other Privacy Notice Requirements
As part of its mandate to protect consumers from businesses en-
gaging in unfair or deceptive commercial practices, the Federal
Trade Commission (FTC) has provided guidance recommending
privacy policies for websites and mobile apps [28, 29] to ensure
data practices are transparent. State-level regulations, such as the
CCPA [1], also require commercial websites and online services,
including banks, to post privacy policies detailing their data col-
lection and sharing practices. Banks may also voluntarily provide
cookie or privacy notices to align with international regulations
such as the EU’s General Data Protection Regulation or ePrivacy
Directive. Compared to GLBA, these additional notices generally
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have fewer specific content requirements and thus vary widely in
content, structure, and format.

2.3 California Privacy Laws
California has a state privacy law for the financial industry, the
California Financial Information Privacy Act (CalFIPA) [10], which
requires explicit consent for certain types of marketing-related
third-party sharing. In addition, the California Consumer Privacy
Act (CCPA) is a comprehensive privacy law encompassing almost
all industries. Businesses are subject to CCPA if they operate in Cal-
ifornia; collect, sell, or share consumer personal information; and
meet certain thresholds [12, 42]. CCPA defines “personal informa-
tion” more broadly than GLBA’s “nonpublic personal information,"
covering any data that identifies, relates to, or can reasonably be
linked to a consumer or their household. This includes consumers’
names, social security numbers, email addresses, records of pur-
chased products, browsing history, location data, etc. Under CCPA,
businesses that sell or share personal information with third par-
ties are required to provide a notice of the right to opt-out of the
sale/sharing and a method for doing so [11]. Sharing under CCPA
specifically refers to disclosures made for “cross-context behavioral
advertising” with third parties, excluding service providers and con-
tractors [11]. Compared to GLBA, CCPA specifies required content
in detail but does not mandate notice formats. We observed that
some banks included the notice of the right to opt out of sale/sharing
within their general privacy policy, while others used a standalone
CCPA policy, both with varying formats.

Businesses must also respect opt-out preference signals [13],
like the Global Privacy Control (GPC) signal [31], and provide at
least one method for consumers to opt out of the sale or sharing of
their personal information. This can be done either through a “Do
Not Sell or Share My Personal Information” link or an alternative
opt-out link (“Your Privacy Choices”), which we refer to collec-
tively as CCPA opt-out links. Alternatively, if businesses honor
opt-out preference signals in a frictionless manner, meaning the
request is automatically processed and consumers are opted out of
all sale/sharing of personal information without any further action
[13], they are exempt from providing an opt-out link.

The CCPA includes a carve-out for data covered under GLBA,
meaning that personal information collected, processed, sold, or dis-
closed pursuant to the GLBA (i.e., as part of financial transactions)
is exempt from CCPA requirements. However, banks are subject to
CCPA for other personal information they process. For example,
website tracking data, such as cookies that monitor browsing behav-
ior for retargeting purposes, is outside of GLBA but covered under
CCPA. Similarly, a bank website’s use of third-party tracking scripts
for cross-context behavioral advertising falls under CCPA. Partial
overlaps and gaps like these create a patchwork in which different
information of the same consumer held by a bank is governed by
multiple regulations, with associated data practices disclosed in
different privacy policies.

3 RELATEDWORK
We present related work on inconsistencies in privacy disclosures
and practices, readability of privacy policies, usability of privacy
controls, and legal compliance analysis.

Inconsistencies in Privacy Disclosures and Practices. Prior
research has uncovered significant inconsistencies and contradic-
tions in businesses’ privacy disclosures and practices, both within
privacy policies regarding stated data collection and sharing prac-
tices, and between privacy policies and actual data handling. For
example, Andow et al. [4] analyzed the privacy policies of 11,430
apps and found that 14.2% contained contradictions, potentially in-
dicating misleading statements. The study highlighted several con-
cerning patterns, such as the use of misleading language, attempts
to redefine commonly understood terms, and the concealment of
tracking data through data sharing or collection methods that could
indirectly reveal sensitive information. Studies have also revealed
concerning inconsistencies between mobile apps’ stated privacy
policies and their actual data practices. Bui et al. [9] and Slavin et al.
[66] found that nearly 70% of apps failed to align their data practices
with their stated privacy policies and almost always over-collected
consumer personal data. Similarly, Nguyen et al. [50] showed that
some apps continued transmitting user data even after users explic-
itly opted out, directly violating consumer expectations. Andow et
al. [6] characterized such “flow-to-policy” inconsistencies in terms
of data type and recipient and found many of them in mobile apps.
These findings underscore a recurring pattern of misleading privacy
disclosures and non-compliant data practices. Building on prior
work that primarily examined specific and separate notices, our
study analyzes inconsistencies among multiple privacy policies and
opt-out choices provided by the same institution.

Readability of Privacy Policies. Extensive research has ex-
amined the readability of privacy policies, identifying persistent
clarity issues despite regulatory efforts, and finding that regula-
tion has had a mixed effect on privacy policy transparency [8]. For
example, Chen et al.’s [15] analysis of the privacy policies of 95
popular websites found that despite the CCPA’s mandate for clear
privacy disclosures, privacy policies varied significantly in both the
level of detail provided and in how key CCPA definitions like “sale”,
“valuable consideration”, or “business purpose” are interpreted by
businesses. Their survey found that many consumers found it dif-
ficult to fully understand how their data is collected and shared.
Similar concerns arise in studies examining the impact of the GDPR
on privacy disclosures. Kretschmer et al. [44] and Degeling et al.
[22] found that while transparency has improved since the intro-
duction of the GDPR, usability challenges remain, especially in
complex interface designs that limit user agency. Wagner et al. [74]
also found that privacy policies remain difficult to read, with legal
reforms prompting only incremental improvements in readability.
These findings suggest that despite regulatory intentions for trans-
parency, privacy policies often remain too complex, inconsistent,
or difficult to navigate, which limits their effectiveness in truly
informing consumers [19]. Rather than examining the full scope of
privacy policies, we focus on consumers’ information needs related
to exercising privacy controls—which typically pertain to limiting
data sharing—and analyze how data-sharing practices are disclosed
across privacy policies of the same bank.

Usability of Privacy Controls. Usability issues of privacy con-
trols meant to enable consumers to exercise their privacy rights
can significantly impact consumer understanding and willingness
to engage with them [35, 37, 65]. Studies have found that clear,
standardized, and prominently visible banners improve opt-out
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rates and enhance user satisfaction [65]. In contrast, dark patterns—
manipulative design tactics—can lead users, particularly those with
lower digital literacy, to select less privacy-protective settings [48,
72]. Despite their importance, privacy controls often present sig-
nificant usability barriers [72]. Users frequently struggle to locate,
understand, and effectively use these controls due to inconsistent
placement, complex navigation, and a lack of clear instructions [36].
Dark patterns also frequently appear in consent pop-ups [52, 72]
and CCPA opt-out processes [70], making privacy choices less ac-
cessible, more confusing, and unnecessarily burdensome. These
findings suggest that poor usability and manipulative design often
prevent consumers from effectively controlling their personal data.
Our study found that most banks offer burdensome opt-out meth-
ods under the GLBA and that cookie controls vary widely in design
and labeling, making it difficult for consumers to understand their
purpose and exercise meaningful choice.

Compliance with Privacy Regulations. Businesses’ privacy
policies and data practices often fail to meet regulatory require-
ments [7, 61, 69, 70, 73]. Cranor et al.’s [21] large-scale study of the
GLBA notices from financial institutions found that many failed to
provide required opt-out mechanisms, and some incorrectly stated
that consumers could not limit certain types of data sharing that
the GLBA permits them to restrict. Our analysis of GLBA notices
ten years later than Cranor et al. [21] found lower percentages
of non-compliance. Similarly, studies examining CCPA and GDPR
compliance [53, 61, 69] reveal that businesses frequently fail to
implement legally required opt-out links and cookie controls. Even
when these mechanisms are provided, manipulative design tactics
are often used to discourage consumers from exercising their rights,
in direct violation of CCPA’s restrictions [70]. Additionally, Aziz
et al. [7] and Zimmeck et al. [80] showed that automated privacy
signals like Global Privacy Control (GPC), which are intended to
provide consumers with an automated way to opt out, are fre-
quently ignored by websites, despite legal mandates to honor them.
Similarly, we found that some banks in our set ignored GPC signals
even though they disclosed sale/sharing under CCPA definition.
Beyond interface-level manipulations, compliance gaps persist in
actual data practices. Studies byMatte et al. [49] and Zhou et al. [79]
found that many apps and websites continue to collect personal
data without proper disclosure, often using pre-selected consent
options that subtly steer users toward agreement. The growing
complexity of sector-specific and state-level privacy laws makes it
increasingly difficult to maintain compliance and coherence. Our
study examines the interplay between different compliance require-
ments through a consistency analysis, as consistency, clarity, and
accessibility both within and across privacy documents provided
by a single organization shape a consumer’s understanding and
control of the use of their data.

4 METHODS
We collected the different privacy policies and third-party sharing
opt-outs of the 2,073 largest U.S. banks, analyzed their statements
regarding third-party sharing, and identified inconsistencies among
a bank’s different policies, opt-outs, and cookie practices.
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Figure 2: Data collection pipeline.

4.1 Data Collection
We used a list of the largest commercial banks by the Federal Re-
serve [54], with consolidated assets exceeding $300 million, each
uniquely identified by its RSSD ID, a Federal Reserve-assigned iden-
tifier (𝑛=2129).1 We use the consolidated asset total as a proxy for
customer base and consumer reach: these banks account for 97.3%
of all assets held by FDIC-insured commercial banks (52.8% of them
by number). We used the FDIC’s BankFind Suite [25] to obtain bank
website URLs and branch locations based on their RSSD IDs. We
removed 19 duplicate URLs associated with banks owned by the
same holding company,2 as well as 19 duplicates where different
URLs redirected to the same website due to mergers or acquisitions.
We retained only the highest-ranked occurrence in each duplicate
case, resulting in 2,091 unique bank website URLs. Because our
study includes analysis of banks’ CCPA-related disclosures and
opt-out implementations, we collected all data from a California
vantage point using a commercial VPN. We successfully accessed
2,073 bank websites, which comprise the final dataset for this study.
For each bank, we collected its (1) privacy policies, (2) cookie opt-
out controls, (3), CCPA opt-out links, (4) responses to the Global
Privacy Control (GPC) signal, and (5) examined third-party cookies.
Data collection ran from October 2024 to January 2025. Figure 2
shows our data collection pipeline.

4.1.1 Privacy Policy Collection. To retrieve privacy policies, we
first used a keyword-based web crawler to identify relevant links and
download the corresponding documents. The downloaded notices
were then cleaned and classified based on their headings.

Privacy Policy Retrieval. We built a custom crawler based on
Scrapy [23] that searches for links containing a list of privacy
policy-related keywords in either the link’s anchor text or URL.
Our keyword list was informed by prior research [3, 47, 68, 75] and
iteratively refined and tested on a sample of 100 banks. Our crawler
searched for relevant links up to a depth of three to ensure reliable
discovery of privacy policies. It successfully accessed 91.31% of
webpages and successfully downloaded 100% of identified potential
privacy policies. We manually visited 373 bank websites where the
crawler failed to access pages, found no privacy-related content,
1Consumer-oriented institutions also include savings banks and state non-member
banks. They operate at smaller, regional scales and were not included in our study.
2A bank holding company may include multiple legally distinct banks (each with a
unique RSSD ID) but typically provides a shared privacy policy across subsidiaries.
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or no GLBA notices (which we expected all banks to provide). We
also manually reviewed the top 200 banks due to more complex
site structures. In total, we collected 11,265 potential privacy pol-
icy files. Through automated and manual review, we filtered out
non-relevant files and duplicates, resulting in 3,372 unique privacy
files across 2,069 banks.

Policy classification. Often banks had a webpage titled “Privacy
Policy” that contained a collection of privacy policy information,
such as a GLBA notice, a CCPA privacy policy and/or a CCPA no-
tice at collection, data practices related to their online and mobile
services, and/or a cookie policy. Some banks presented some or
all notices in separate, stand-alone policies. To answer RQ1 (num-
ber of privacy policies a bank provides), we manually labeled files
based on headings and categorized them into five types: (1) GLBA
notice, typically titled “U.S. consumer privacy notice,” or “privacy
policy.” It is typically presented as a PDF or sometimes as HTML,
either standalone or combined with other notices and resembles
the GLBA short-form template. (2) General privacy policy, often
titled “privacy policy” or “digital privacy,” focused on online pri-
vacy, or may combine elements that would otherwise appear in
the following three types of standalone notices: (3) CCPA privacy
policy, by which we refer to both the privacy policy and the notice
at collection provided in compliance with the CCPA; (4) mobile
privacy policy, specific to mobile applications or mobile data col-
lection practices; (5) cookie/advertising policy, focusing on cookie
use and tracking technologies or interest-based advertising.

4.1.2 Opt-Out Control Collection. We collected three types of opt-
out controls: GLBA, CCPA, and cookie-related controls. GLBA opt-
out mechanisms are typically described within the GLBA privacy
notices we collected. We collected CCPA and cookie opt-out con-
trols separately through additional crawling:

Cookie opt-out controls. To identify a bank’s cookie opt-out con-
trols (if provided), we used a keyword-based web crawler similar to
the one for privacy policies. The crawler searches for keywords re-
lated to cookie control (e.g., “cookie," “control," “setting," “manage")
to flag websites that might contain such links and only search for
links that are on the main webpage (depth=1). We then manually
visited each flagged website to verify whether it included a cookie
control link. If it did, we accessed and saved the content of the
corresponding cookie control page. In total, we identified 96 banks
that provided cookie controls on their websites.

CCPA opt-out controls. CCPA allows for opting out of the sale
or sharing of personal information via an opt-out link and fric-
tionless opt-out preference signals. We adapted Tran et al.’s [69]
keyword-based web crawler, which detects CCPA’s opt-out links by
their CCPA-required labels. We manually verified each page and
identified 45 banks that provided an opt-out link.

To measure websites’ responses to GPC signals, we used the GPC
web crawler developed by Hausladen et al. [39] to send GPC signals
and receive responses from each website. For the 234 websites the
crawler could not access, we manually visited each one using a
California IP and used the OptMeowt Chrome extension [55] to
send GPC signals and record each website’s response. During these
visits, we observed that 6 websites displayed messages indicating
that opt-out preference signals were honored, even though the

OptMeowt extension reported no detectable GPC policy. These
messages typically appeared after clicking the CCPA opt-out link.
To be conservative, we treated these cases as respecting GPC signals.
In total, 64 were found to respect GPC signals.

4.1.3 Third-Party cookies. We used third-party cookies as one indi-
cator of whether a bank shares consumer information with external
entities. We rendered each site using a Selenium-based web browser.
We then used the Chrome DevTools Protocol’s Network domain to
monitor network activity and collect all cookies stored during the
browser session. Each cookie’s domain was compared to the domain
of the website visited; if the domains did not match, the cookie was
classified as a third-party cookie. After collecting third-party cook-
ies from each website, we attempted to infer their purpose by com-
paring their domains against EasyList’s known list of advertising-
related trackers [24]. If no exact match was found, we compared
only the last two segments of the cookie’s domain with the list
(e.g., "unrulymedia.com" instead of ".targeting.unrulymedia.com"),
which improved detecting advertising-related cookies. We found
1454 banks (70.1%) allowing third-party cookies on their websites,
1252 (60.4%) of which contained marketing cookies.

4.2 Privacy Policy Analysis
4.2.1 Plain Text Extraction. To address RQ1 on the amount of pri-
vacy information provided by each bank, we extracted the plain text
for all of a bank’s policy files. For PDF files, we used a vision-based
LLM pipeline (GPT-4o) to extract and compile text from each page
(see Appendix ?? for details), as text extraction methods (e.g, using
PyMuPDF [41]) proved unreliable due to the visual complexity of
the layouts (e.g., flipped cell texts in GLBA notice tables). For HTML
files, we used Boilerpipe [60] to extract the main text and Beautiful-
Soup [59] as a fallback. Then, we merged all of a bank’s processed
privacy policy files into one plain-text file. For readability analysis,
we used the widely-adopted Flesh-Kincaid Grade Level [64] that
measures the difficulty of reading a text based on sentence length
and word complexity with a score corresponding to a U.S. school
grade (see Appendix ?? for results with other readability metrics).

To address RQ2 & 3 on marketing/advertising-related third-party
sharing statements and opt-outs, we analyzed the content of privacy
policies as detailed below. The analysis of opt-out links/controls is
relatively straightforward and thus not discussed here.

4.2.2 GLBA Notice Analysis. GLBA notices mostly follow the stan-
dardized template, with the majority in PDF or HTML format. We
analyzed the data-sharing table, the opt-out box, and the OII box in
them (see Figure 1). For PDFs, we employed our vision-based LLM
pipeline and refined it given the known GLBA table format: we
first manually annotated the page numbers of each target item and
then extracted the relevant items from each page into a prescribed
format using task-specific prompts (see Figure ?? and Appendix ??
for more details). We iteratively refined our prompt until achiev-
ing satisfactory performance. We further manually verified and
corrected all results. For HTML-based GLBA notices, we parsed
them with BeautifulSoup and used regex to identify and extract the
three target items, followed by manual verification and correction.
Once extracted, we analyzed a GLBA notice’s data-sharing table
and opt-out box with regex and manually annotated the OII box.
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4.2.3 Non-GLBA Policy Analysis. General, online, mobile, and CCPA
privacy policies rarely disclose the specific data types being shared
with third parties and refer to them broadly as “personal informa-
tion” or “your information”, and occasionally specify a particular
data type (e.g., medical information). In contrast, the third-party
cookies disclosed in cookie policies are usually associated with
data collected during a user’s online activity. Privacy policies use
different language to describe third-party sharing practices for mar-
keting. The CCPA defines “sharing” as the disclosure of personal
information to a third party for cross-context behavioral advertising,
and some CCPA policies adopt this terminology. Other policies,
including some CCPA, use broader phrasing (e.g., “we work with
advertising companies”) (see more in Appendix ??). In both cases,
the practice involves consumer information being disclosed to an
entity other than the one that collected it, for use in marketing,
though the language used has different regulatory implications.

While existing automated classification methods can identify
if a privacy policy segment relates to third-party sharing/collec-
tion [e.g., 38, 68], they are trained on the OPP-115 corpus developed
in 2016 [77], which pre-dates CCPA and thus lacks respective no-
tices. Other automatedmethods [5, 6, 40] extract third-party sharing
statements based on pre-defined data type and entity taxonomies,
which may lead to incomplete results. Instead, we used a bottom-up
manual annotation approach to capture third-party sharing state-
ments as written and respective nuances.

4.2.4 Manual Annotation Approach. The first author developed an
initial codebook drawing from both inductive codes from a prelimi-
nary analysis of 60 notices and relevant codes from OPP-115 [77].
The codebook was refined over multiple rounds of annotation and
discussions among three co-authors on subsets of additional notices
(98 in total) across various privacy policy types, structures, formats,
and lengths. In each round, the three co-authors independently an-
notated a set of 5–10 policies, discussed disagreements, and clarified
definitions. This process continued until high inter-rater reliability
was achieved (Krippendorff’s Cu-𝛼 [32, 45]: 0.95 for CCPA privacy
policies; 0.89 for general, mobile, and cookie policies).

The final annotation scheme consisted of several code groups
that are often applied in combination: affirmation or denial of third-
party sharing/selling of personal information, data types involved,
sharing purposes, opt-out choice type, and opt-out choice scope.
We did not include the receiving entity, as this information was
typically vague or not provided. Since privacy policies are often
vague or ambiguous [57], we included an “unclear" option in each
group. We developed distinct (but partially overlapping) codebooks
for CCPA-specific and non-CCPA content due to their differing
language (see codebooks in Appendix ?? and ??), which improved
annotation accuracy and IRR. Annotators applied different code
combinations to semantically different segments. Given the large
volume of privacy policies and the extensive training our annotators
underwent to achieve high inter-rater reliability, each policy was
annotated once by a single annotator.

4.2.5 Resulting Dataset. We successfully collected privacy policies
from 2,069 (4 lacked policies), and analyzed third-party cookies on
2,070 (3 could not be rendered by our web-browser). We classified
the content of all identified privacy policies into five types defined
in Section 4.1.1. Among the 2,004 banks for which we found GLBA

notices, 2 of them did not include a data-sharing table or disclose
sharing practices. 14 banks provided more than one GLBA notice
tailored to their different business lines, such as savings, wealth
management, and home loans.3 For consistency, we analyzed one
GLBA notice per bank (notice covering checking/savings services
that all banks in our dataset provide). This resulted in a final sample
of 2,002 GLBA notices, which our RQ2 GLBA-related results are
based on.

4.3 (In)consistency Analysis
We analyzed (in)consistencies in a bank’s third-party sharing state-
ments across its policies (RQ2), and between disclosed third-party
sharing and the availability of corresponding opt-outs (RQ3).

4.3.1 Third-Party Sharing Statements. To identify inconsistencies,
we matched up third-party sharing statements in GLBA notices
with those in general, mobile, and cookie policies as well as CCPA
statements. Notably, these different policy types use different lan-
guage to describe related third-party sharing practices. To compare
disclosures across policies, we identified 15 types of disclosed shar-
ing practices based on our analysis (4 GLBA-specific; 8 in general,
mobile, and cookie policies; 3 CCPA-specific). We then analyzed
(mis)matches among these sharing practices across a bank’s policy
documents. We discuss the sharing practice types, how they match
up, and our respective (in)consistency findings in Section 5.2.

4.3.2 Disclosures and Opt-Out Choices. To answer RQ3, we ex-
amined when a third-party marketing-related sharing practice is
disclosed in a privacy policy, whether the legally required opt-outs
are also provided. For GLBA, we focused on statements on sharing
with affiliates and nonaffiliates for marketing purposes, for which
the GLBA requires an opt-out. For CCPA, we focused on state-
ments regarding sale/sharing practices, for which CCPA requires
an opt-out. While not legally required by U.S. law, some banks that
follow GDPR-related practices also offer opt-outs for third-party
cookies used for marketing/advertising and analytics/research pur-
poses. We therefore also included them in our analysis of opt-out
availability. In addition, we compared the presence of third-party
advertising-related cookies on websites with the corresponding pri-
vacy statements to identify practice-to-disclosure inconsistencies.

4.4 Limitations
Our study may have several limitations. First, our data collection
may not capture all relevant privacy policies due to variation in
how banks name and structure these documents on their websites.
To maximize coverage, we (1) used an inclusive list of keywords, (2)
crawled sites up to three depths deep, and (3) manually inspected
sites that our crawler could not access, where key notices (i.e.,
GLBA) or any privacy-related documents were not detected. Second,
annotators’ interpretation of the privacy policies we work with
may have led to minor inaccuracies in qualitative coding. To ensure
reliability, we developed detailed guidelines, curated a reference
list of agreed segments, conducted extensive training, and achieved
high inter-rater reliability among three annotators.

3For 9 banks, the data-sharing table was consistent across their own GLBA notices.
Disclosures on nonaffiliate sharing varied for 5 banks. Opt-out boxes differed only in
minor details, such as the exact contact methods, but otherwise were the same for all.
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Table 1: Privacy policies provided by banks (n=2069). Row
sums indicate how many banks provide each combination;
column sums show totals for each policy type.

Privacy Policy Type

Category G
LB

A

G
en

er
al

M
ob

il
e

C
C
PA

C
oo

ki
e

Count Total

GLBA only ● ❍ ❍ ❍ ❍ 1089 1089
GLBA+1 other ● ● ❍ ❍ ❍ 406 653

● ❍ ● ❍ ❍ 167
● ❍ ❍ ● ❍ 58
● ❍ ❍ ❍ ● 22

GLBA+2 others ● ● ❍ ● ❍ 107 219
● ● ● ❍ ❍ 78
● ● ❍ ❍ ● 14
● ❍ ● ● ❍ 13
● Other combinations 7

GLBA+3/4 others ● ● ● ● ❍ 28 43
● ● ❍ ● ● 12
● Other combinations 3

NoGLBA, 1 other ❍ ● ❍ ❍ ❍ 41 44
❍ Other combinations 3

No GLBA, 2/3/4
others

❍ Other combinations 21 21

Sum 2004 708 305 233 64 2069

5 FINDINGS
5.1 RQ1: Amount of Information
Table 1 summarizes the types of privacy policies provided by each
bank and the number of banks offering each combination. We found
GLBA notices for 2,004 banks, and 45.3% of all banks provided mul-
tiple privacy policies. 915 banks (44.2%) provided one or more addi-
tional privacy policies besides GLBA, the most common addition
(406, 19.6%) being a general privacy policy, followed by a mobile
privacy policy (167, 8.1%). Among banks that provided two or more
additional privacy policies besides GLBA notices (262, 12.7%), the
most common combination (107, 5.2%) included a GLBA notice, a
general privacy policy, and a CCPA-specific notice. This variety
demonstrates that for many banks, their privacy disclosures are
layered and potentially fragmented across multiple privacy policies.

We used word count and readability as proxies for the amount
and complexity of information that a bank’s privacy policies present
to consumers. When combining all privacy policies from each bank,
total word counts varied widely across banks, with most falling
between 554 and 2,192 words (𝑚𝑒𝑑𝑖𝑎𝑛=769,𝑚𝑒𝑎𝑛=1,572). The much
higher mean compared to the median reflects a right-skewed dis-
tribution driven by a subset of exceptionally lengthy policies (e.g.,
privacy policy embedded in a large PDF file that also includes
statements like online banking agreements). Their readability as
measured by FKGL falls mostly within the high school to early
college range (𝑚𝑒𝑑𝑖𝑎𝑛=13.2,𝑚𝑒𝑎𝑛=13.6). Given that FKGL scores
correspond to U.S. school grade levels, this indicates that most
banks’ content requires reading skills well above the average U.S.
adult level of 8th grade [67].

We used bank rank by consolidated assets as a proxy for bank
size, where a lower rank indicates a larger bank. We found a mod-
est but statistically significant negative correlation between bank
rank and word count (𝜌=-0.38,𝑝≪0.001) and between bank rank
and readability score (𝜌=-0.28,𝑝≪0.001), as shown in Figure 3.
The largest-sized (i.e. the lowest-ranked banks with consolidated
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Figure 3: Word count and readability of all policies combined
per bank. Banks are ranked by consolidated assets, a proxy
for their sizes, and are then grouped into sets of 100 by rank
for visualization purposes. Larger banks tend to providemore
privacy policy content, but their policies are less readable.

assets≥$15,995 million) provided significantly more privacy policy
content (𝑚𝑒𝑑𝑖𝑎𝑛=4,017) in contrast to smaller banks offering con-
tent generally below 1,500 word count. Larger banks also tend to
use more complex language, with FKGL readability scores above
15, and smaller banks average closer to 13 or below.

RQ1 Summary. Both the types of privacy policies and the
amount of information vary widely across banks. About half of all
banks (936, 45.2%) provided at least two privacy policies, and most
banks’ privacy policies are difficult to read. Larger banks provide
more privacy policy content with more difficult language compared
to smaller banks. While this higher privacy policy content may
reflect regulatory pressures or more diverse service offerings, it
also raises questions about whether consumers can successfully
navigate and comprehend this amount of privacy disclosures.

5.2 RQ2: Third-Party Sharing Statements
To show inconsistencies in marketing-related sharing statements
across policies, we first discuss the GLBA statements (5.2.1). After
presenting relevant statement categories we identified in other poli-
cies (5.2.2), we compare banks’ denying GLBA statements (5.2.3)
and affirmative GLBA statements (5.2.4) each with opposite state-
ments in other polices. Last, we point out a common misleading
language use for no-sharing (5.2.5).

5.2.1 GLBA Third-Party Sharing Statements. Of the seven sharing
purposes prescribed in the GLBA model notice’s data-sharing table
(see Figure 1(a)), we focused on the four relevant to third-party
sharing: 1,542 banks (77% out of 2002 banks that provided this
row) stated they are sharing consumer personal information for
marketing (marketing), 879 (43.9% out of 2002) disclosed sharing
with nonaffiliated financial companies for joint marketing (joint
marketing), 329 (16.4% out of 1070) disclosed sharing with affiliates
for affiliates’ marketing (affiliate sharing), and 65 (3.2% out of 1925)
disclosed sharing with nonaffiliates for nonaffiliates’ marketing
(nonaffiliate sharing). A few banks (36, 1.8% out of 2002 banks with
a GLBA notice) shared data for all four marketing purposes, 10.6%
(214) for three of them; a third for two purposes (643, 32.1%) and
another third shared for one of these purposes (743, 37.1%). Only
5.6% (112) indicated not sharing for any of the four purposes. These
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four GLBA-defined third-party sharing practices have nuanced
differences, however, for consumers, they all describe scenarios in
which their personal financial information is shared by their bank
with other entities for marketing use.

Some banks include additional data-sharing disclosures in their
GLBA notices’ OII box. Among the 718 banks that had a non-empty
OII box, 332 included California-specific language. 300 of them
provided statements further limiting data-sharing practices for Cal-
ifornia residents. The most common phrasing was: “We will not
share personal information with non-affiliates either for them to mar-
ket to you or for joint marketing without your authorization. We will
also limit our sharing of personal information about you with our
affiliates to comply with all California privacy laws that apply to us.”—
which suggests that without consent, the bank dooes not share for
joint marketing or nonaffiliate marketing for Californians, though
remaining vague on affiliate sharing. 20 (of 332) banks included
more minimal or opaque disclosures that mentioned CalFIPA but
only stated “In accordance with California law, [bank] does not share
personal information we collect except as permitted by law.” 55 (of 332)
mentioned or linked to the bank’s CCPA policy (e.g., “Please visit our
California Privacy Rights Act Policy for more information.” ). These
references at least acknowledge the existence of additional privacy
policies, but still requires consumers to navigate beyond the stan-
dardized data-sharing table in the GLBA notice, into a less promi-
nent section of the notice, follow a link, and then read those addi-
tional policies to fully understand the bank’s data-sharing practices.

5.2.2 Third-Party Sharing Statements in Other Privacy Policy Types.
For a bank’s other (non-GLBA) privacy policies, we focused on
what kind of third-party sharing for marketing practices are de-
scribed and which data types are referenced in these statements.
We found that the phrasing of third-party sharing disclosures rarely
reflected legal distinctions in a way that would be meaningful or
recognizable to consumers. For example, “personal information”
is used in data-sharing statements across GLBA, general, mobile,
and CCPA policies, yet the associated meaning differs based on
definitions given in other places in those documents. We captured
data types just as they are presented, since consumers are unlikely
to recognize and distinguish associated legal nuances [15]. Simi-
larly, banks’ general privacy policies often used broad terms like
“partners,” “service providers,” or “contractors” without explicitly
defining them as external, third parties or naming specific entities.
However, these terms all suggest third-party relationships.

Thus, for the purpose of comparing across policies, we created
statement categories based on whether a third-party sharing state-
ment refers to personal information in general or to a specific data
type, and whether it indicates sharing with external entities for
marketing-related purposes. These categories include both state-
ments allowing/describing third-party sharing (“yes”) and explicitly
denying sharing (“no”). However, in contrast to GLBA disclosures
that require explicit “no” statements, most banks’ policies are silent
on sharing practices the bank presumably does not engage in. Ap-
pendix ?? provides examples for each of the sharing statement types
discussed below. We treat marketing and advertising as similar pur-
poses, hereafter referred to as marketing.

General, mobile, and cookie policies typically did not contain state-
ments exactly matching the four GLBA sharing purposes; instead

Table 2: Number of banks that indicated a “no” to GLBA shar-
ing purposes (rows) but “yes” to related sharing categories
(columns). The final column shows the count of banks with
at least one inconsistency.

[No]\[Yes] Per info 3rd party cookies CCPA CountMkt Anlt Spec Mkt Anlt Shar Sale
Mkt 7 6 8 14 52 5 0 68
Joint-mkt 59 46 22 89 182 42 6 263
Aff-mkt 45 27 19 67 114 39 6 177
Nonaff-mkt 140 89 66 195 333 96 17 494

they fell into seven categories: (1) Sharing personal information for
marketing purposes (yes: 170 banks; no: 50 banks); (2) Sharing spe-
cific data types (e.g., personal information provided through email,
medical information) for marketing purposes (yes: 75; no: 60). Al-
though our primary focus is on marketing and advertising, many of
these policies also refer to analytics or research purposes (hereafter
referred to as analytics) in third-party sharing statements, which
is vague and may include uses related to marketing: (3) Sharing
personal information for analytics purposes (yes: 105; no: n/a).

In addition, many banks’ policies mentioned allowing third par-
ties to place cookies or other tracking technologies on their web-
sites: (4) Allowing third-party marketing cookies (yes: 225; no: 4),
and (5) Allowing third-party analytics cookies (yes: 379; no: n/a).
Some policies contained vague, catch-all statements for data shar-
ing practices: (6) No sharing unless required by law (64 banks), and
(7) No sharing unless permitted by law (115 banks). The latter is
particularly concerning as it suggests that “no sharing" is the bank’s
default, whereas the bank may actually be sharing to the fullest
extent legally possible. Some policies contained a statement on sale
practices: (8) Sale of personal information (yes: 6; no: 145).

In CCPA-related privacy policy content, we identified two kinds
of sharing statements. Some specifically referred to the CCPA def-
inition of sharing or sale of personal information: (1) Sharing as
defined by CCPA (yes: 24; no: 105), (2) Sale as defined by CCPA (yes:
24; no: 217). Others also described sharing practices in CCPA disclo-
sures, but it is unclear whether it falls strictly under the definition
of CCPA: (3) Sharing for marketing purposes, without referencing
CCPA definitions (89 banks).

5.2.3 Third-Party Sharing Despite Negative GLBA Statements. We
assessedwhen banks indicated a “no” for each of four GLBAmarketing-
related sharing purposes (marketing, joint marketing, affiliate shar-
ing, nonaffiliate sharing), how many banks simultaneously dis-
closed a “yes” to third-party sharing in related categories identified
above. We found that many banks still disclosed varying amounts
of sharing in other policies (see Table 2).

Inconsistencies regarding nonaffiliate sharing. 1860 banks (92.9%
of 2002 banks with an analyzable GLBA notice) stated in their GLBA
notice that they do not share with nonaffiliates. Yet 494 of them
(26.6%) also had affirmative sharing statements in other policies
under at least one category we identified. Among these 494 banks,
about 30% stated sharing personal information for advertising pur-
poses, more than two-thirds disclosed using third-party analytics
cookies, and about 40% for third-party marketing cookies. About
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20% disclosed sharing personal information for marketing in CCPA-
related disclosures. Possibly less concerning but still an indication
of nonaffiliate sharing, less than 20% stated sharing for analyt-
ics purposes. More than 10% disclosed sharing specific personal
information types for marketing (e.g., “[w]e may also share your
device’s physical location, combined with information about what
advertisements you viewed and other information we collect, with
our marketing partners [...]” ). A small percentage, but still 17 banks
in number, even disclosed selling data under CCPA (e.g., “In the
preceding twelve (12) months, we have sold personal information” ).

These inconsistencies may reflect GLBA’s narrow scope of per-
sonal information as relating to financial information only, whereas
privacy policies often cover a broader range of practices, including
data collected through a bank’s website and mobile apps. Under
GLBA, a “no” to nonaffiliate sharing means that the bank does not
share (financial) personal information with nonaffiliates for those
nonaffiliates’ marketing purposes. However, this does not preclude
sharing with nonaffiliates for other purposes like supporting the
bank’s own marketing efforts. This discrepancy is concerning as
it may mislead consumers. A consumer may conclude from the
GLBA notice that a bank does not share their personal information
with others, while in practice (with a 26.5% likelihood) the bank
still shares lots of their personal information with third parties.

Inconsistencies regarding affiliate sharing. A similar definitional
gap exists for affiliate sharing, which under GLBA is confined
to sharing personal information with affiliated companies (e.g.,
a bank’s affiliated investment or loans business) for their marketing.
Among the 741 banks that stated they do not share for affiliate
marketing in their GLBA notice, 23.9% of them (177 banks) still
disclosed other data-sharing practices in other policies. More than
two-thirds of these 177 banks disclosed that they allow analytics
cookies, more than a third disclosed marketing cookies, and about
a quarter stated sharing for marketing.

Inconsistencies regarding other sharing. We have seen above that
when inconsistencies occur, most of them are between GLBA and
third-party cookie disclosures. This pattern remains the same for
“no” responses to GLBA-defined joint marketing and general mar-
keting. Among the 1123 banks that said they do not share for joint
marketing in GLBA notice, 263 banks (23.4% of them) in fact stated
that they do share personal information for marketing purposes
in other privacy policies. For those with at least one inconsistency,
about 70% banks stated allowing third-party analytics cookies, and a
third for marketing cookies. About a quarter of them stated sharing
personal information for marketing. A smaller group of 460 banks
indicated “no” to sharing for GLBA-defined marketing purpose,
and 68 (14.8% of them) disclosed at least one sharing practice in
other policies. Among the 68 banks, about 85% disclosed allowing
third-party advertising or marketing cookies. Compared to other
purposes, under joint marketing and marketing, we found smaller
percentages of banks that had at least one inconsistency. Yet, any
inconsistencies under the two purposes are striking, since they are
about sharing for the bank’s own marketing purposes, a practice
likely more common than nonaffiliate or affiliate sharing that is
more narrowly defined under GLBA.

Taken together, of the banks that indicated “no” to at least one
GLBA-defined sharing, 505 also disclosed at least one data sharing
practice as occurring in other policies. They account for 55.2% of the

Table 3: Number of banks that indicated a “yes” to GLBA
sharing purposes (rows) but “no” to related sharing categories
(columns). The final column shows the count of banks with
at least one inconsistency.

[Yes]\[No] Per info CCPA CountMkt Spec Sale Shar Sale
Mkt 37 43 117 188 85 329
Joint-mkt 19 32 65 99 50 193
Aff-mkt 7 16 21 87 36 120
Nonaff-mkt 1 5 6 14 4 20

915 banks that provided a GLBA and at least one additional policy.
This suggests that even when banks claim not to share under GLBA
categories, they are very likely to still engage in similar data-sharing
practices for marketing. In sum, inconsistency between GLBA’s and
other policies’ disclosures is widespread, which highlights coverage
gaps and the lack of compatible clarity across privacy disclosures.

5.2.4 More Restrictive Third-Party Sharing Than Affirmative GLBA
Statements. Possibly less concerning, some banks that indicated
they share personal information under GLBA-defined categories
simultaneously stated in their other privacy policies that they do
not share information with third parties—most commonly in their
CCPA-related sharing disclosures (see Table 3).

Among the 329 banks that disclosed affiliate sharing (16.4% of
2002 banks with an analyzable GLBA notice), 120 banks (36.5%) had
at least one statement denying data-sharing in their other policies.
72.5% percent of the 329 banks (87) stated that they don’t share
personal information, with or without reference to CCPA definition
of sharing in CCPA policies or California-specific sections, and
thirty percent stated that they don’t sell personal information in
CCPA-related disclosures. About twenty percent disclosed allowing
marketing or analytics third-party cookies.

Regarding the GLBA’s nonaffiliate sharing, similarly high per-
centages of banks disclosed at least one denying data-sharing state-
ment in their other policies, though fewer banks in number did
so. Among the 65 banks (3.2% of 2002 banks with an analyzable
GLBA notice) that stated a “no” to nonaffiliate sharing, 30.1% of
them (20 banks) disclosed a denial of data-sharing of some kind.
Seventy percent of the 20 banks indicated that they don’t share,
and twenty percent don’t sell, in CCPA-related disclosures. Thirty
percent stated allowing third-party marketing or analytics cookies.

Among banks that indicated a “yes” to GLBA’s marketing or
joint-marketing purposes, smaller percentages (about 20% for each),
though with larger counts, disclosed a denying data-sharing prac-
tice elsewhere. For both, more than half of the ones with inconsis-
tency disclosed not sharing or selling in CCPA-related disclosures.

This pattern of discrepancy between GLBA and CCPA-related
disclosures may indicate that banks specifically restrict their third-
party sharing practices for their Californian customers while shar-
ing their other customers’ data more freely.

5.2.5 Misleading “WeDon’t Share” Statements. We found thatmany
“we don’t share” statements are crafted to sound reassuring but
remain vague and are ultimately misleading. A common pattern
involves using broad legal qualifiers. 115 banks used the phrase
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Figure 4: Data-sharing statements and indication of whether
consumers can limit the corresponding sharing practice in
GLBA notices (n=2002).

“except as permitted by law” (or synonyms like “permissible” and
“authorized”) in their no-sharing statements, (e.g., “We do not dis-
close any nonpublic personal information about our customers or
former customers to anyone, except as permitted by law.” ). Despite
this seemingly restrictive language, many of these banks also had af-
firmative data-sharing statements in their privacy policies. Among
the 115 banks that used “except as permitted by law,” 83.5% of them
(96 banks) indicated that they share personal information under
at least one of the four GLBA marketing-related sharing purposes.
40% (46 banks) stated they allow third-party marketing or analytics
cookies on their websites, and 21.7% (25 banks) disclosed sharing
anonymized data. This language that suggests banks only share
data when legally allowed may in fact enable extensive sharing.

An even more restrictive-sounding qualifier “except as required
by law” (or “compelled”) appeared in 64 banks’ no-sharing state-
ments (e.g. “All information acquired through orders are kept con-
fidential and will not be disclosed to third parties except as may be
required by law.” ). While this language appears more protective of
consumers than the broader “except as permitted by law” quali-
fier, similarly high proportions of those banks disclosed third-party
sharing practices. Over 80% of the 64 banks indicated sharing un-
der at least one of the four GLBA purposes. 42% stated that they
allow third-party marketing or analytics cookies, and 42% disclosed
sharing anonymized data.

In total, 137 banks used at least one of the two phrases. These
qualifiers allow banks to claim that they do not share personal infor-
mation while still leaving the door open to a wide range of sharing
practices. Given how starkly the no-sharing statements with the
qualifiers contrast with the banks’ own data-sharing disclosures
elsewhere in their policies, these qualifiers seem to function more
as blanket disclaimers than meaningful disclosures.

RQ2 Summary. Banks’ affirmative sharing disclosures under
the four GLBA marketing-related categories ranged widely, from
77% to just 3%. Comparing these with disclosures in other privacy
policies reveals persistent, concerning inconsistencies: 15% to 27%
of banks said “no” under GLBA while saying “yes” elsewhere for
related sharing. In total, 505 banks (55.2% of those with both a GLBA
and other policies) show such inconsistencies. This highlights that
GLBA “no” statements alone are insufficient for understanding
banks’ data practices, especially when online and mobile services

Table 4: Summary of opt-out controls provided (n=2073).

#Controls GLBA Cookie control CCPA Count Total
0 ❍ ❍ ❍ 1620 1620
1 ● ❍ ❍ 311 378

❍ ● ❍ 45
❍ ❍ ● 22

2 ● ● ❍ 16 59
● ❍ ● 24
❍ ● ● 19

3 ● ● ● 16 16
Sum 367 96 81 2073

Table 5: Combinations of GLBA opt-out methods provided by
banks (n=371). Row sums show the number of banks offering
each combination, and column sums show the total number
of banks that provide a respective opt-out.

#Opt-out
methods

Opt-out method
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Count Total

0 ❍ ❍ ❍ ❍ ❍ 4 4
1 ● ❍ ❍ ❍ ❍ 114 165

❍ ❍ ● ❍ ❍ 43
Other combinations 8

2 ● ● ❍ ❍ ❍ 96 156
● ❍ ● ❍ ❍ 35
● ❍ ❍ ● ❍ 13
Other combinations 12

3 ● ● ● ❍ ❍ 23 42
Other combinations 19

4 Other combinations 4 4
Sum 307 139 122 33 18 371

are involved. Additionally, some banks that disclosed sharing under
GLBA restrict such practices specifically for California residents.

5.3 RQ3: Third-Party Sharing Opt-Outs
To evaluate whether banks implement required opt-outs, we com-
pare their data-sharing disclosures with the actual opt-outs they
implement. We first summarize the number of opt-out options of-
fered to consumers (5.3.1), then examine sharing disclosures and
opt-out implementations for GLBA (5.3.2), cookie control (5.3.3),
cookie practice (5.3.4), and CCPA (5.3.5).

5.3.1 Third-Party Sharing Opt-Outs Provided by Banks. 1,620 banks
(78.1%) did not offer any sharing-related opt-outs, while 453 banks
(21.9%) provided at least one (see Table 4). Among these, 75 banks
offered two or more opt-outs. GLBA-related opt-outs were most
common (367 banks, 17.7%), and a substantial number of banks
(142, 6.8%) provided other types: cookie-related controls (96, 4.6%)
and CCPA opt-outs (81, 3.9%). This indicates that many banks are
adopting multiple sharing opt-out types to comply with different
privacy laws. It also underlines that banks’ data-sharing practices
often extend beyond what is covered by GLBA.

5.3.2 GLBA-required Opt-Outs. Under the GLBA, banks that share
for nonaffiliate marketing, affiliate marketing, or affiliate credit-
related purposes must provide respective opt-outs. We found that
almost all banks followed these requirements and provided required
GLBA opt-outs (see Figure 4). For sharing purposes without re-
quired opt-outs, few banks that disclosed sharing provided opt-outs
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(joint marketing (6.0%), affiliate transactions (4.5%), bank’s own
marketing (2.9%) and everyday business (0.1%)). This indicates that
banks generally only offer opt-out controls when mandated by law.
There is also a risk that banks may categorize their data sharing
practices as “joint marketing” rather than sharing for affiliate or
nonaffiliate marketing to sidestep GLBA opt-out obligations.

Furthermore, we found that banks’ GLBA-related opt-out options
are often burdensome for consumers to exercise. Calling the bank
was the most commonly mentioned opt-out method (307 of 367
banks providing GLBA-related opt-outs, 83.7%), and for many the
only method provided (114, 31.1% of 367). Additionally, 43 banks
(11.7% of 367) required consumers to submit opt-out requests by
mail, with no other methods offered. Only a third of banks (139,
37.9% of 367) offered a link to their webpage. Thus, while most
banks technically comply with GLBA opt-out requirements, the
opt-out methods are often unnecessarily cumbersome, potentially
discouraging consumers from exercising their privacy rights.

5.3.3 Third-Party Cookie Controls. 300 banks’ privacy policies
mentioned that consumers can opt-out their use of cookies, but
through browsers, e.g., “You can set your browser to refuse Cookies.”
106 banks in policies referred consumers to cookie opt-outs offered
by third parties (e.g., the Network Advertising Initiative), often for
advertising cookies specifically. Only 17 banks mentioned using
their cookie setting/banner as an opt-out choice in policies.

We examined cookie controls implemented/provided onwebsites.
Among the 332 banks that indicated allowing third-party cookies for
marketing, analytics, or both purposes in policies, only 43 (13.0%) of
them implemented cookie control (see Table 6). On the other hand,
among the vast majority of banks (1,741) that did not disclose cookie
practices in privacy policies, 53 (3.0% of 1,741) still implemented
cookie controls. This suggests that they are engaging in cookie-
related data sharing, which potentially involves third-party sharing,
despite not explicitly disclosing it. Our analysis further revealed
substantial variance in how cookie controls are presented on bank
websites, as reflected by the over 25 different naming conventions
among just 96 cookie control links we identified on websites (see
Table ?? in the Appendix)—echoing prior work that documented
similarly diverse cookie consent interfaces [22, 72]. We found 38
distinct labels for cookies that users can opt out of, and 13 labels
for cookies that cannot be opted out of (see Tables ?? and ?? in the
Appendix). Notably, banks’ cookie controls inconsistently applied
10 of these labels: for example, 6 banks categorized “functional”
cookies as non-opt-out-able, while 22 others allowed users to opt
out. This inconsistent labeling may contribute to user confusion, as
prior work has shown that users often mistake “functional” cookies
for “strictly necessary” ones [34]. This lack of standardization in
cookie labeling and opt-out availability undermines transparency
and may mislead consumers about their data control.

5.3.4 Third-Party Cookie Practices. Our cookie script analysis re-
vealed that 1,454 banks’ websites (70.1%) contained third-party
cookies, and 1,252 of them (60.4%) specifically included third-party
marketing cookies (see Table 6). These findings sharply contrast
with banks’ respective disclosures: only 184 websites (14.7% of 1,252
banks with third-party marketing cookies) mentioned any practice
of allowing marketing cookies. Interestingly, we also found that of

Table 6: Disclosure about allowing third-party cookies, the
availability of cookie controls, and third-party cookie prac-
tices (n=2073).

3rd party cookies found
Sharing Disclosure Total Cookie control Any Marketing

Do not share 0 0 0 0
For marketing 225 35 194 184
Other sharing 107 8 86 75
Not available 1741 53 1174 993
Sum 2073 96 1454 1252

Table 7: CCPA disclosure and opt-out methods (n=2073).

Control type
Sell/Share Disclosure Total Opt-out link GPC Either type

Do not sell/share 200 18 21 31
Sell/share under CCPA 45 13 22 23
Other sharing 9 4 4 6
Not available 1819 10 17 21
Sum 2073 45 64 81

the 225 banks that disclosed allowing marketing third-party cook-
ies, 41 (18.2%) did not actually have such third-party cookies on
their website. This discrepancy may stem from vague or incomplete
disclosures. Banks often fail to specify who receives cookie data,
making it difficult to determine the true scope of their sharing prac-
tices or whether third parties are involved in marketing activities.

5.3.5 CCPA Privacy Controls. We assessed whether the banks that
are required to provide CCPA do-not-sell/share opt-out based on
their sharing disclosures provided an opt-out link and responded
to GPC signals (see Table 7). 200 banks explicitly stated that they
do not sell/share personal information under CCPA. Interestingly,
several of these still provided an opt-out link (18) and respected
GPC signals (21). Either these banks are taking extra precautions
to avoid being perceived as non-compliant with the CCPA, or their
explicit assertion to not share/sell may not reflect their actual prac-
tices. Of the 45 banks that did acknowledge to sell/share data under
CCPA, 22 (48.9%) failed to implement required opt-outs. Only 13
(28.9%) provided an opt-out link and 22 (48.9%) respected GPC sig-
nals. We also found a few banks that made no statements about
selling/sharing under CCPA in their policies, yet still provided a
do-not-sell/share opt-out link (10) or respected GPC signals (17).
This inconsistency raises concerns that these banks may be engag-
ing in CCPA-covered data sharing without transparently disclosing
such practices in their privacy policies, or may be implementing
opt-outs they are not required to provide.

RQ3 Summary. Although banks mostly implemented the re-
quired opt-outs for GLBA, half of the banks that disclosed sale/shar-
ing of personal information under CCPA failed to implement the
required opt-outs. Furthermore, while 1,252 banks (60.4%) allowed
marketing third-party cookies on their websites, only 184 (14.7% of
1,252) disclosed this in their privacy policies.
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6 DISCUSSION
6.1 Key Findings and Implications
Our findings have multiple implications for privacy transparency
in the financial sector.

Clarity of GLBA notice eroded by additional policies. In
addition to the legally mandated GLBA notice, about 44% of the
largest U.S. banks we examined provided at least one additional
privacy policy, covering a wider range of data practices related to
online and mobile services. Combining all privacy policies per bank,
we also found that length and complexity increase with bank size.
This proliferation of privacy statements, particularly the coexis-
tence of GLBA notices and other privacy policies, reflects banks’
efforts to comply with an increasingly fragmented regulatory pri-
vacy environment. While the GLBA short-form notice was designed
to enhance transparency and facilitate compliance, its narrow scope
on financial personal information has not kept pace with the dig-
ital data practices banks now engage in. As a result, the GLBA
short-form notice, though designed to be concise and user-friendly,
may no longer serve as the primary or most informative privacy
disclosure for consumers.

Inconsistencies due to GLBA’s narrow scope. When a bank
stated “no” for any GLBA sharing purpose, with a 15–27% likeli-
hood, the same bank made related affirmative sharing statements
elsewhere in its other privacy policies, such as allowing third-party
marketing or analytics cookies. Overall, of 915 banks that provided
a GLBA notice and at least one other policy, 55.2% banks’ policies
contained at least one such inconsistency. Rather than legal noncom-
pliance, this phenomenon is rooted in GLBA’s narrow scope on both
financial personal information and particular sharing practices. Yet
these legal nuances are likely difficult to recognize for consumers:
the GLBA notice uses the same generic term “personal information”
as other policies, and offers only five examples to illustrate what the
personal information includes without clarifying what falls outside
its scope (e.g., online behavioral tracking, location, etc.). As a result,
consumers may reasonably interpret a “no” in the GLBA table as a
denial of sharing, while other policies reveal otherwise, rendering
the GLBA notice uninformative at best and misleading at worst.

Inconsistencies due to CCPA’s protective impact. We ob-
served a less concerning but still notable pattern in the opposite
direction: when a bank indicated "yes" to any GLBA sharing pur-
pose, with a 20-37% likelihood, the same bank disclosed not sharing
with third parties in its other privacy policies. Many banks explicitly
limited such sharing for California residents, which highlights the
CCPA’s effectiveness in limiting data exposure for consumers. Other
laws, including GLBA, should also provide stronger protections
against third-party sharing beyond requiring transparency.

Limited and unclear privacy opt-outs.We found a substantial
gap between banks’ disclosed third-party sharing and the opt-outs
they provided, particularly in relation to CCPA opt-outs and cookie
practices. Among the websites that disclosed allowing third-party
marketing or analytics cookies, only 13.3% implemented cookie
controls. These controls also varied widely, with over 40 different
cookie labels used. Furthermore, many banks’ websites used third-
party marketing cookies without disclosing it. Concerningly, half of
the banks that disclosed the sale or sharing of personal information
under CCPA failed to provide the required opt-out link or honor

GPC signals. These findings demonstrate a lack of regulation and
enforcement regarding third-party tracking on banks’ websites.

6.2 Public Policy Recommendations
Based on our findings, we provide recommendations to enhance the
clarity and usability of privacy policies, and consumer protection.

Clarify the scope of GLBA notices in template. The face-
value and potentially misleading inconsistencies between GLBA
and other privacy disclosures stem from GLBA’s narrow scope that
is not made explicit. The GLBA model notice should be revised to
clarify in the “What?” box that the notice only applies to financial
personal information. If a bank collects and shares data beyond
what GLBA covers, this should also be clearly stated.

Expand the data-sharing table. Furthermore, the GLBA data-
sharing table should be updated to reflect today’s data practices,
especially online tracking, and broader categories of data sharing.
The GLBA model notice could integrate a list of commonly shared
personal information types that consumers care about most based
on the extensive privacy research conducted since the GLBA notice
was developed (e.g., behavioral, location).

Improve machine readability. Our automated analysis found
frequent formatting issues when processing GLBA PDF notices
(e.g., misaligned table columns) due to their visual layout. Some
GLBA notices were even images, making them unreadable by screen
readers. Providing GLBA notices in structured, machine-readable
formats would ensure accessibility and facilitate oversight.

Prominently reference other privacy policies. Some banks
used the GLBA notice’s “Other important information” box to point
consumers to a bank’s other privacy policies. Yet, it is likely easily
overlooked as it appears on the second page at the bottom. In-
stead, the GLBA model notice could be revised to place structured
references to additional disclosures on the first page.

Standardize and reconcile privacy policies across laws. The
multiple privacy policies provided by the same bank underscore the
urgent need to modernize the layered privacy regulation framework
to match current practices. Regulators and industry should work
toward standardization to reduce redundancy and inconsistency
across privacy policies. This includes unifying terminology (e.g.,
replacing outdated terms like GLBA’s “non-public information”
with clearer and consistent definitions of “personal information”)
and harmonizing usable opt-out designs (e.g., modeled after the
“Your Privacy Choices” CCPA opt-out link).

Improve structure and format across policies.Unified, rather
than policy-specific, disclosure requirements across laws could re-
duce consumer confusion and lower the cognitive burden of parsing
distributed, unstructured, and inconsistent privacy information.

Simplify and centralize opt-out controls. Consumers now
must navigate multiple interfaces (e.g., website footer, cookie ban-
ner, policy text) to opt out of data sharing. Centralizing opt-outs
into a single, intuitive interface would reduce friction. In addition,
automated opt-out mechanisms, such as GPC signals, should not
only be required to be honored (as is the case with CCPA) but a
response from the bank that the signal has been received should
also be required (e.g., in HTTP reply or visual indicator on website).
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7 CONCLUSION
Our analysis of the 2,073 largest U.S. bank websites revealed a frag-
mented privacy disclosure environment for consumers. Nearly half
of the banks providedmultiple privacy policies, which are long, diffi-
cult to read, and especially complex for larger banks. We identified
two key inconsistencies in third-party marketing-related disclo-
sures. The concerning cases are where a bank stated “no” to sharing
in GLBA notice but disclosed sharing elsewhere, whichmaymislead
consumers. We also found limited alignment with CCPA-required
opt-out controls and inadequate support for third-party cookie opt-
outs. These findings highlight the difficulties that the layered and
overlapping regulatory requirements bring to both banks and con-
sumers. To restore transparency, we suggest that privacy disclosure
requirements and opt-out controls must be harmonized across laws.
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