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Abstract

Robust distributed learning algorithms aim to maintain good performance in dis-
tributed and federated settings, even in the presence of misbehaving workers. Two
primary threat models have been studied: Byzantine attacks, where misbehaving
workers can send arbitrarily corrupted updates, and data poisoning attacks, where
misbehavior is limited to manipulation of local training data. While prior work
has shown comparable optimization error under both threat models, a fundamen-
tal question remains open: How do these threat models impact generalization?
Empirical evidence suggests a gap between the two threat models, yet it remains
unclear whether it is fundamental or merely an artifact of suboptimal attacks. In
this work, we present the first theoretical investigation into this problem, formally
showing that Byzantine attacks are intrinsically more harmful to generalization
than data poisoning. Specifically, we prove that: (i) under data poisoning, the uni-
form algorithmic stability of a robust distributed learning algorithm, with optimal
optimization error, degrades by an additive factor of @(%_f), with f the number
of misbehaving workers out of n; and (ii) In contrast, under Byzantine attacks, the

n—2f
error gap that is especially significant as f approaches its maximum value

degradation is in O (1 /L ) This difference in stability leads to a generalization

2

1 Introduction

With the proliferation of large-scale data and pervasive connectivity, distributed learning has evolved
from a theoretical concept into a fundamental paradigm in modern Al [24]. From federated smart-
phones to geo-distributed datacenters, algorithms now orchestrate millions of workers toward shared
objectives. Yet this democratization of learning comes at a cost: unlike the idealized setting of
perfectly cooperative workers, real-world systems face a range of adversarial behaviors, broadly
categorized under the umbrella of Byzantine failures [20]. These failures, encompassing everything
from intermittent data corruption to sophisticated, coordinated attacks, pose a significant threat to the
convergence, accuracy, and overall stability of distributed learning algorithms. Robust distributed
learning [21] aims to maintain strong learning guarantees in the presence of such failures.

In the Byzantine failure model, a misbehaving worker can send arbitrarily corrupted model updates
to the server, while in data poisoning attacks, its influence is limited to manipulating local training
data. Although prior work formally shows that both threat models cause similar degradation in
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empirical risk [15]], experiments consistently find that the generalization error—i.e., expected risk on
unseen data—is significantly worse under Byzantine failures [4, [26]. It remains unclear from existing
literature whether this gap reflects a fundamental difference between the two threat models or the
suboptimality of practical attacks. We address this open question with the first theoretical analysis of
the generalization gap between Byzantine and data poisoning attacks.

To this end, we use algorithmic stability [[10,13]] as our analytical tool for quantifying resilience to
both forms of attacks. Algorithmic stability, which measures an algorithm’s sensitivity to changes
in a single training example, offers key advantages over alternatives techniques for characterizing
generalization. Unlike uniform convergence bounds [42| 7], which typically rely on i.i.d. assumptions
and restricted hypothesis spaces, or PAC-Bayes [32} 6] and mutual information bounds [34], which
provide less direct insight into algorithm-specific behavior, algorithmic stability takes an algorithm-
centric view of generalization. This makes it particularly well-suited for robust distributed learning,
where it enables a focused analysis of how specific attacks and robust aggregation rules influence the
generalization performance of the overall learning procedure.

Our contributions. This paper provides, to our knowledge, the first theoretically grounded
explanation for the gap in generalization performance between two threat models in robust distributed
learning: Byzantine and data poisoning attacks. Comparisons with related work are deferred
to Section[5] Our main contributions—beyond formalizing a unified framework (Section [2)—are:

(i) We derive general upper bounds on uniform stability for Byzantine attacks under convex and
strongly convex objectives (Section[3.1)). Specifically, for a convex loss function, our analysis
shows that the uniform algorithmic stability of robust distributed GD and SGD incorporating
SMEA [5]—an optimal high-dimensional aggregation rule— under Byzantine attacks is in

O(y/ =15 7 ), f being the number of misbehaving workers out of 7.

(ii) We establish matching upper and lower bounds on the uniform algorithmic stability of this
algorithm under data poisoning (Section[3.2). Specifically, we show that the bound improves to
e (n%f) Since generalization error is bounded by stability [10]], this suggests that Byzantine
attacks can be substantially more harmful to generalization than data poisoning, particularly
when f is close to n/2, the theoretical limit on the number of misbehaving workers.

(iii) For smooth nonconvex loss functions, this discrepancy persists in the upper bounds. Under
poisoning attacks, we derive sharper stability bounds for robust distributed SGD. This
improvement—particularly in its dependence on the number of local samples—is enabled
by aggregation rules that preserve the smoothness of the loss function (Section[3.3).

(iv) We numerically validate (Section ) the tightness of our upper bound under Byzantine attacks
in the convex case, by designing a tailored Byzantine attack that yields higher empirical
instability than an optimal poisoning attack. Remarkably, this translates directly into a
generalization gap between the two attacks. This reveals a fundamental difference: Byzantine
failures can cause strictly worse generalization than data poisoning—a gap that persists even
when both attacks are optimally crafted.

Practical implications of our results. Our theoretical results highlight the practical relevance
of cryptographic tools—particularly zero-knowledge proofs (ZKPs) [18| 40]—in the context of
distributed learning. ZKPs can prevent Byzantine failures by verifying that each worker’s input data
lies within an appropriate range and that their model updates remain consistent with their initially
committed dataset, all without revealing the data itself [35} [1} [37]. However, they do not guard
against data poisoning, which stems from malicious or corrupted local data. Therefore, cryptographic
safeguards must be paired with robust learning algorithms that can tolerate compromised training
data to ensure end-to-end resilience.

2 Preliminaries

2.1 Problem setting

We consider a distributed setup with a central server and n workers, where up to f (with f < 3)
may be subject to either Byzantine failure or data poisoning attacks, as defined below. We refer to
such workers as misbehaving, unless we need to distinguish between the two attack types. Their



identities are unknown to the server. While the actual number of misbehaving workers may be less
than f, we assume the worst-case scenario where exactly f workers are misbehaving. The remaining
honest workers form the set H C [n] := {1,...,n}, with |H| = n — f. Each honest worker i € H
holds a local dataset D; = {z(*1), ... 2(4™)} composed of m i.i.d. data points (or samples) from
an input space Z drawn from a distribution p;. We denote S = U;c#D;. Given a parameter vector
6 € © C R? representing the model, a data point z € Z incurs a differentiable loss defined by a
real-valued function £(0; z). The goal is to minimize the population risk over the honest workers:

Ri(6) = (g Sien B [0, 2)].

As we only have access to a finite number of samples from each distribution, the above objective can
only be solved approximately by minimizing the empirical risk over the honest workers:

Ry(0) = i Xic Bil0),  with  Ri(0) = 2 3. p €06, 2).

The population risk Ry, (6) of a distributed learning algorithm’s output .4(S) can be decomposed
into the generalization and optimization errors (see, e.g. [9, 23]]), i.e.,

B[Ry (A(S)) — inf Ry(0)] < E[Ru(A(S)) — Ru(A(S))] +E[Ru(A(S)) — juf By (0)] ()

Prior work primarily only considers the optimization error, i.e., the second term on the right-hand
side. In contrast, we are interested in minimizing the honest population risk under Byzantine attacks.
Formally, we define the notion of robustness as follows. We denote the Euclidean norm by || - ||2.

Definition 2.1 ((f, p, {empirical, statistical})-resilience). A distributed algorithm A is said to
be (f,p,statistical)-resilient if it enables the server to output a parameter vector 6 such that
E4 [RH(é) — infpco RH(O)] < p. In the case of nonconvex population risk, we aim for
EA||VRy(0)2 < p. We say (f, p, empirical)-resilient when we instead consider empirical risk.

Note that the (standard) notion of (f, p, empirical)-resilience—see, e.g., [30]—is impossible in
general (for any p) when f > n/2, justifying our assumption f < n/2.

Threat models. We aim to analyze this resilience property under two standard threat models widely
studied in the literature [14}38]].

Byzantine failure attacks. In this threat model, misbehaving workers can act arbitrarily: they may
deviate from the prescribed algorithm and send adversarial updates to the server. These Byzantine
workers are omniscient, with access to all information exchanged between honest workers and the
server. This model follows the classical notion of Byzantine failures in distributed systems introduced
in the seminal work of [27]].

Data poisoning attacks. In this restricted threat model, misbehaving workers follow the prescribed
algorithm but may arbitrarily corrupt their local training data before execution. Specifically, for each
misbehaving worker ¢ ¢ H, a local dataset D; is sampled from a distribution ¢; over Z, where g; is
adversarially chosen with full knowledge of the honest workers’ data distributions {p;, i € H}.

2.2 Background on robust distributed optimization

Robust distributed optimization algorithms aim to achieve (f, p, empirical)-resilience. They are
typically adaptations of standard first-order iterative optimization algorithms like gradient descent
(GD) or stochastic gradient descent (SGD). These algorithms are made robust by replacing the
server-side averaging operator by a robust aggregation rule F' : (R4)" — R? [20]]. Formally, given a
learning rate -y, the parameter 0; at iteration ¢ € {0,...,T — 1} is updated as follows:

Orr1 = GE(Gt) =0, — fyF(ggl), e agt(n))7

where gt(i) denotes the update sent by worker ¢ at iteration ¢. For an honest worker ¢ € H, we have

gt(l) — VR;(6,) under GD, or gf@ = VL(0y; Z,Ei)) under SGD, with z,gi) uniformly sampled from the
local dataset D;. For a misbehaving worker ¢ ¢ H, gt(l) is either an arbitrary vector in R? (Byzantine
failure) or a gradient computed on corrupted data (poisoning attack).

Recent advances in robust distributed optimization have identified key properties that a robust
aggregation rule must satisfy to ensure (f, p, empirical)-resilience [4 [5]]. The following definition
encompasses a wide range of aggregation schemes and has been shown to yield tight resilience
guarantees across a variety of practical distributed learning settings.



Definition 2.2 ((f, &, || - ||op)-robustness). Let || -||op denote an operator norm for p.s.d. matrices. Let
n>10<f<n/2andk > 0. An aggregation rule F' is (f, &, || -||op)-robust if forany g1, . .., g €

RY, any set S C [n] of sizen — f, withGg = ﬁ Yicggiand ¥g = ﬁ Yies(9i —99)(9i —F5)",

1F (g1, -- - 9n) = FsI3 < 6] Zs]lop-

Depending on the context, we either use the nuclear norm (i.e., the trace Tr) or the spectral norm
I - lsp (i.e., the largest eigenvalue) for || - ||op. [ and k are referred to as the robustness parameter
and robustness coefficient of F, respectively.

An aggregation rule F' thatis (f, O(f/n), || - ||sp)-robust—such as smallest maximum eigenvalue
averaging (SMEA, which averages the n — f gradients that are most directionally consistent,
discarding outliers based on covariance; see Definition —achieves optimal ( f, p, empirical)-
resilience. Specifically, iterative methods using such F' attain an optimization error that matches the
information-theoretic lower bound for first-order optimization under f Byzantine workers [5]. When
the empirical covariance matrix of honest workers’ gradients has uniformly bounded trace over O,
tight optimization error guarantees can also be obtained under the weaker (f, O(f/n), Tr)-robust
property. This weaker condition can be satisfied by computationally cheaper rules, such as coordinate-
wise trimmed mean (CWTM, which removes the largest and smallest f values in each coordinate
and averages the remaining entries; see Definition [C.2)) [4]. As noted in our comparison to related
work (Section [5)), prior analyses focus on optimization error, failing to account for discrepancies in
generalization performance under different threat models. We address this limitation by studying
how robust aggregation impacts the stability of Byzantine-resilient distributed learning algorithms.

2.3 Stability under misbehaving workers

The main objective of this work is to analyze the generalization error (eq. (I))) of robust distributed
optimization algorithms. We do so through the lens of uniform algorithmic stability, which measures
how sensitive a learning algorithm is to changes in its training data. This approach originates in
early works [41}[12}|33]] and was later popularized in [[10} 136, 23]]. We revisit this framework to study
generalization in robust distributed learning, where the change is only in the honest workers’ data.

Definition 2.3 (Stability with misbehaving workers). Consider n workers, among which f are
misbehaving, and n— f are honest with local datasets of size m. A distributed randomized algorithm A
is said to be e-uniformly stable if for all pairs of honest datasets S, S’ € Z"=™ that differ in at most
one sample (referred to as neighboring datasets), we have sup,, ¢ z E[((A(S); z) — L(A(S'); 2)] < &,
where the expectation is over the randomness of A.

This property leads to the following bound on the generalization error, established in Appendix [A]
Proposition 2.1. If A is e-uniformly stable, then |Es_4[Ry(A(S)) — Ry (A(S))]| < e.

We can now state a relationship between empirical resilience and statistical resilience: any algorithm
that is ( f, p, empirical)-resilient and e-uniformly stable is ( f, p + ¢, statistical)-resilient. The term
captures the impact of misbehaving workers on the generalization, and is the focus of this paper.

3 (In)stability of robust distributed learning

In this section, we first establish general upper bounds on the algorithmic stability of robust distributed
GD and SGD using (f, &, || -||op)-robust aggregation under convex and strongly convex loss functions.
We then derive a sharper bound for the case of data poisoning attacks, and show that it is tight for
SMEA. Finally, we provide upper bounds in the smooth, nonconvex setting, with significantly
sharper results under data poisoning for CWTM—an aggregation rule that retains the loss function’s
smoothness. Definitions of the relevant function regularity conditions are given in Appendix [B]

3.1 Generic upper bounds under Byzantine failure attacks in convex optimization

Below, we present uniform stability upper bounds for convex optimization problems. Proofs and
additional results are deferred to Appendix



Theorem 3.1 (Stability under Byzantine failure attacks in convex regimes). Consider the setting
described in Section 2|under Byzantine failure attacks. Let A € {GD,SGD} witha (f, 5, || - |lop)-
robust aggregation rule F where || - ||op € {Tx, || - ||sp}- SupposeVz € Z, £(-; z) C-Lipschitz and
L-smooth, and A is run for T € N* iterations with v < %

(i) If we assume Vz € Z, U(-; z) convex, we have for any neighboring datasets S,S’:

Sup EA[JH(A(S); 2) — L(AS"); )] < 20 C>T (1 ¥ f) B

2€Z (n—f)m
(ii) If we assume Nz € Z, ((+; z) u-strongly convex, we have for any neighboring datasets S, S’:
2C? 1
sup E4[[0(A(S); 2) — L(A(S); 2 <<+ H). 3)
sup EAIAS)52) ~ (A 2] < 20 (o v

When there are no Byzantine workers (f = 0, hence x = 0), our results reduce to the classical
stability bounds established in [23]]. However, when f > 0, the analysis reveals a degradation by
an additive term of order O (1/k). In the convex setting, this degradation accumulates over the T
iterations, whereas in the strongly convex case, it appears as a one-time term independent of 7'.

Discussion on the optimality of the stability degradation. Since x > — f 57 [4}, Proposition 6], the

additive term in Theorem is lower bounded by n%% We argue that it is not merely an artifact

of our specific proof technique. In fact, for an ( f, p, empirical)-resilient algorithm with a C-Lipschitz,
L-smooth and p-strongly convex loss, applying the general uniform stability result in [11, Theorem 7]

yields a uniform stability upper bound of 2C %ﬂ + % Since p € Q(n%fcﬁ) for this class

of loss functions [4} Proposition 1], this recovers a particular case of the bound eq. (EI) of Theorem @]
up to a constant factor. Later, in Section ] we present numerical experiments establishing the
tightness of our upper bound.

3.2 Matching lower and upper bounds under poisoning attacks in convex optimization

In this section, we derive refined stability bounds for the data poisoning threat model. In contrast to
our earlier upper bounds—which accommodate the inherent unpredictability of Byzantine vectors
and thus cannot leverage the loss function’s regularity—our new analysis exploits these structural
properties to obtain tighter guarantees. In particular, regularity conditions such as the smoothness
inequality (eq. (8) in Appendix [B) for smooth nonconvex settings, and the co-coercivity inequality
(eq. (9) in Appendix [B)) for convex and smooth problems, play a central role in stability analysis.

However, in robust distributed learning, the extent to which this regularity benefits the stability
analysis depends on the specific robust aggregation rule—only the properties preserved by the
rule can be effectively leveraged. Below, we present tight bounds using the SMEA aggregation
rule (see Definition [C.I). The focus on SMEA avoids technical complications that arise when
manipulating other aggregation rules (e.g., linear loss functions cannot be used to prove a lower bound
with CWTM in convex setting, see Remark@]). However, we argue — via the proof sketch below —
that the core reasoning behind our analysis is broadly applicable for lower bounding uniform stability
under general (f, s, ||-||op) aggregation rules that fail to preserve the loss’s function co-coercivity, such
as CWTM (see Remark[D.3)). Proofs and additional results are provided in Appendices[D.4]to

We begin by stating our stability upper bounds for the data poisoning threat model, which improve
upon the corresponding results for the Byzantine case presented in Theorem3.1]

Theorem 3.2 (Stability under data poisoning attacks in convex regimes - SMEA). Consider the
setting described in Section [Z] under data poisoning attacks. Let A € {GD,SGD}, with SMEA.
Suppose ¥z € Z, £(-; z) C-Lipschitz and L-smooth, and A is run for T € N* iterations with v < %

(i) If we assume Vz € Z, U(-; z) convex, we have for any neighboring datasets S,S’:

z) — ! 3 R 2 f :
sup BAAS) )~ (Al < 20T (e ) @

(ii) If we assume Nz € Z, £(-; z) u-strongly convex, we have for any neighboring datasets S, S’:

ST ONSIIE < G SR
EEEEAW(A(S),) LA(S); 2)l] < p (n_f+(n_f)m>'



Crucially, Theorem [3.2)improves the dependence of the added instability term from the previously

established O(\/E) which evaluates at O( n{f (1 + n_fo)) for SMEA, to a smaller O(Hff)

scaling. This refined stability bound forms the foundation of our theoretical explanation for the
generalization gap between Byzantine failure and poisoning attacks, as we will see in Section [4]

We establish tightness by deriving a matching lower bound. Before stating it, we note that the lower
bound is established for projected—SGD, which applies a Euclidean projection onto the positive half
parameter space after each iteration. While this simplifies the lower bound proof (Appendix [D.6), it
does not affect the tightness of our result since the upper bound on uniform stability remains valid for
projected—SGD as the projection does not increase the distance between projected points.

Theorem 3.3 (Lower bound on stability for data poisoning attacks in convex regimes). Consider
the setting described in Section E] under data poisoning attacks. Let Fz and F denote the set of
Sfunctions that are C-Lipschitz, L-smooth and convex or u-strongly convex on Z, respectively. Let
A € {GD, projected—-SGDY}, with the SMEA. Suppose A is run for T € N* iterations with y < 1.
Then there exists a loss function { € Fz and a pair of neighboring datasets such that the uniform
stability of A is lower bounded by

. (’*CQT <n AT —1f)m>> |

We note that, for A = projected—SGD, we additionally require that there exists a constant T > ¢ > 0
for an arbitrary c, such that T > ™m.

Also, for A = GD, if T > 1111?(11:72) for some constant 0 < ¢ < 1, then there exists a loss function

¢ € F4 and a pair of neighboring datasets such that the uniform stability of A is lower bounded by

c? 1
(% (57 v )
pA\n—f (n—[f)m
Proof sketch. We provide a general rationale for aggregation rules that fail to preserve the underlying
loss’s co-coercive inequality. First we provide a formal argument why an additive term may appear in

any update. Let F' be a robust aggregation rule and ¢ a smooth and convex loss function. Suppose
there exist 6,w € O, § # w such that F' breaks the co-coercive inequality (eq. (9)), that is:

(0 —w, F(VR{(),...,VR,(0)) — F(VR(w),...,VRp(w))) <O0. (5)
Denoting Fy = F(VRy(0),...,VR,(0)) and F,, = F(Vﬁl (W), ..., VR, (w)), eq. (5) implies:
IG5 (8) = G5 (W5 = 110 — wll3 + 7|1 Fo — Full3 — 29(0 —w, Fo — Fu,) > [0 — wlf3,

Specifically, the quantity ng = ||G5(9) — Gf (w)|l2 = ||@ = wl|2 > 0 captures the additive growth
in distance between parameters due to the update. To illustrate 05 »» We outline cases arising from
aggregation rules, like SMEA, that average gradients over an adaptively chosen subset. This selection
of workers can violate of the loss function’s co-coercivity inequality: let Sy and S,, denote the subsets
selected for parameters 6 and w respectively; violation occurs when Sy # S,,. The intersection and
difference of the two subsets satisfy: n —2f < |SpNS,| <n—f and |Sp\S,US,\ Se| < 2f.
Hence, through straightforward algebraic manipulation and leveraging gradient boundedness, we

obtain in the worst case scenario 05 w X i
,

n—f

We now implement the above observation in a sketched lower bound proof. We track how the norm of
the parameter difference diverges along the optimization trajectories resulting from two neighboring
datasets S, S’, for T iterations of A € {GD,SGD} with aggregation rule F’ and learning rate +.
We denote the parameter trajectories by {0:},c (o 71y and {0;},c(o 3. We assume that the
two neighboring datasets are such that the robust aggregation F' does not preserve the co-coercive
inequality of the loss function throughout the iterative process. For ¢ € {0,...,T — 1}, define the
additive terms of” = ||G§(9t) —Gf(@,@)”g —|0; —6]|2 and ot = m IVL(0;; 2" =V L(0}; 2)]|2,
where 2’ and z are the differing samples in S’, S, respectively. Then (either deterministically for
GD or in expectation for SGD):

1641 = 04 iall2 = [16: = 0112 + 0 + o7



We precisely exploit this construction when F' = SMEA, designing a loss function and neighboring
datasets that enable us to lower bound the additive terms as o} > vC niﬂc and o7t > (nz%m. This
recovers the lower bound stated in the theorem, matching the convex upper bound of Theorem [3.2}
The main challenge lies in designing such a scenario, which we detail in Appendices[D.5|and[D.6] O

The failure of robust aggregation rules to preserve the loss function’s co-coercivity inequality un-
derlies the additional instability observed in our analysis, compared to the simple averaging rule.
Both the SMEA and CWTM rules exemplify this limitation. Notably, under the assumption that the
loss function is separable across dimensions, CWTM does preserve the loss function’s co-coercive
inequality (see Remark [D.2)), but fails to do so in more general settings (see Remark [D.3)). Identi-
fying a robust aggregation rule that maintains this inequality—or proving that such preservation is
impossible—remains an important open question, which we leave for future work.

3.3 Stability discrepancy between the two threat models for nonconvex loss functions

In this section, we show how the smoothness of the loss function can be leveraged to obtain sharper
stability upper bounds for robust SGD under poisoning attacks—compared to the Byzantine case—
in the nonconvex setting. This motivates CWTM (see Definition [C.2)), as it is an instance of an
aggregation rule (see proof in Appendix [D.3)) that preserves the loss function’s smoothness, due to
the Lipschitz continuity of the trimmed mean operation (LemmaD.6). Our focus is SGD, since GD
lacks meaningful stability guarantees in the nonconvex regime issue illustrated in [23} Figure 10] and
demonstrated in [[11} Section 6]. This instability arises because a single differing sample affects every
step of GD. In contrast, SGD only incorporates the differing sample when it is sampled, allowing
us to reason about the first such occurrence. This key distinction enables our analysis to yield the
following stability upper bound.

Theorem 3.4 (Stability under Byzantine failure attacks in the nonconvex regime - SGD). Consider
the setting described in Section2|under Byzantine failure attacks. Let A = SGD, with a (f, , || - |op)-
robust aggregation rule F with || - ||lop € {Tt,| - ||sp}. Suppose A is run for T € N* iterations.
Assume ¥z € Z, U(-;z) bounded by ., nonconvex, C-Lipschitz and L-smooth. Then, with a
monotonically non-increasing learning rate vy < 15 witht € {0,...,T — 1} and ¢ > 0, we have
for any neighboring datasets S, S’:

1

sup EA[IL(A(S); 2) — L(A(S"); 2)]) < 2(20) (1 n f) - (M) T ®

z€Z L (’fl - f )m m
Theorem recovers the known bound for f = 0 [28] Theorem 4.1 and discussion therein], but
exhibits an added \/k term when f > 0. As foreshadowed in the introduction of this section, when

the aggregation rule preserves the loss function’s smoothness, we can derive an improved upper bound
under poisoning attacks. We defer the proof the following upper bound proof to Appendix [D.4.2]

Theorem 3.5 (Stability under data poisoning attacks in the nonconvex regime - CWTM-SGD).
Consider the setting described in Section [2| under data poisoning attacks. Let A = SGD, with
CWTM. Suppose A is run for T' € N* iterations and that there exist v > 0 constant such that
n > (24 v)f—that is, f/n is strongly bounded away from 1/2. Assume Nz € Z, {(+; z) bounded by
oo, nonconvex, C-Lipschitz and L-smooth. Then, with a monotonically non-increasing learning rate
Ve < 3y 1 Witht € {0,...,T — 1} and ¢ > 0, we have for any neighboring datasets S, S’ :

, a2\ (Te,) 7
EA[[0(A(S); 2) — £(A(S); 2 . 7
sup A[[E(A(S); 2) — L(A(S); 2)I] < <(2+V)2L> == 0

For f = 0, eq. yields a suboptimal y/n dependence instead of n [28]—a proof artifact, as
this gap does not appear in the Byzantine upper bound Equation (6), which also applies to the
poisoning setting. For f > 0, let eBY#in¢ denote the upper bound under Byzantine failures

from eq. (EI), and Parmt® the bound under poisoning attacks with CWTM from eq. . We com-
1

H isoni 2 c . .
pare: gByzantine /PN = ((2—55 ) (n—@ + m\/mi)) i Interestingly, leveraging the smoothness-

preserving property of CWTM, the bound in the data poisoning case exhibits a better dependence on

m: as m grows unbounded, efwyras decreases faster than BY#"in¢, We defer additional comparisons

using SMEA under data poisoning attack in Appendix



4 Generalization gap between byzantine Ffailures and poisoning attacks

In this section, we analyze how the stability gap influences generalization under both threat models.
While [[15] shows identical optimization error impact for both attacks, our stability analysis reveals a
discrepancy in the generalization error. In what follows, we consider the smooth and convex setting

with the SMEA aggregation rule, for which kgyEpa = rffff (1 + _f 5 f)2 [S Proposition 5.1]. First,
we compare our theoretical stability bounds under Byzantine failure and data poisoning attacks, i.e.,
f f 1 2 f 1
27C°T( 2 1 d 27C°T
i ( n—f * n—2f * (n— f)m an i n—f * (n—fim)’

Byzantine gholsoning fom @)
esmma from @) SMEA

with numerical observations. Recall that the green term correspond to the uniform stability without
any attack, while the red and the blue terms correspond to added instabilities due to Byzantine failure
and data poisoning attacks, respectively.

Implications for the generalization error. We instantiate the problem outlined in the proof of
our lower bound (Theorem [3.3] see Appendix [D.5.1)), under data poisoning attack, withy = C' =1
and m = 1. To calculate the generalization error, we assume every honest local distribution is a
Dirac with singularity at the value defined in the proof of Theorem 3.3} —except for a “pivot” worker
(indexed 1 without loss of generality) whose distribution is a mixture p; = %(50 + %5,1. In this case,

the two possible datasets are always neighboring. We denote by HFEFO ) and 95;1) the parameters output
by the robust distributed GD algorithm with SMEA on the two different datasets. In this setup, we
are able to compute the generalization error exactly as follows:

(1) _ p(0)
i) GT T

Es[Ru(A(S)) — Ru(A(S))] = dn—p)

This value corresponds to the stability plots shown in Figure|l} modulo a scaling factor of Tt

Hence, in the wort-case, the generalization error under Byzantine failure and data poisoning attacks
exhibits the same discrepancy as the one observed in uniform algorithmic stability.

(see Appendix [E.2] for the proof).

Numerical validation. For our experiments, we fix the number of epochs to 7' = 5, the number
of total workers n = 15 and vary the number of misbehaving workers f from 1 to 7. We observe
that, under data poisoning, our theoretical upper bound closely matches the empirically measured
algorithmic stability (see Figure[T)), validating the practical tightness of our analysis in this setting.
This result was expected, given our tightness proof. Next, we evaluate the system’s performance under
a specific Byzantine failure attack strategy designed to maximize its influence. This attack mimics the
poisoning behavior in the first iteration, then amplifies the resulting parameter direction by adaptively
crafting updates that remain within the aggregation rule’s selection range (see Appendix for
details). We observe that this Byzantine failure attack results in a significantly higher numerical
algorithmic instability that grows with the number of Byzantine workers. The numerical observation —
i.e., the solid red line in Figure[T|— aligns with our theoretical upper bound (the solid line with crosses).
This agreement becomes even more apparent when using an empirical estimate of the robustness
coefficient ~ in place of its theoretical worst-case value (dashed line with crosses; see Appendix [E. ]
for details). We argue that filling this gap, while informative, is orthogonal to our main goal:
assessing the applicability of our upper bound under Byzantine failure attacks. However, proving
this theoretically constitutes an interesting future research direction. Overall, this finding provides
strong evidence supporting the tightness of our upper bound for Byzantine failure attacks, assuming
scenarios where the robustness parameter is maximized. Remarkably, this also reveals a fundamental
generalization gap between Byzantine and data poisoning threat models, as highlighted earlier.

5 Related work

Minimizing empirical risk over honest workers in the presence of Byzantine workers has been
extensively studied [22] 25/ 126} 4} 19} 5], leading to robust aggregation schemes enabling distributed
SGD to attain optimal error even under data heterogeneity. A key contribution of this line of work is
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Figure 1: Stability bound for both attacks, with empirical measurements under both optimal poisoning
and tailored Byzantine failure attacks. Experiments use gradient descent, so no variance is reported.

the formal analysis of aggregation rules previously studied under i.i.d. assumptions. However, these
analyses focus on optimization error and offer limited insight into the generalization performance.

Empirical studies [8} 43} 138} 13, 4] have shown that the generalization error under Byzantine attacks is
often worse than under data poisoning, but offer no formal explanation for this gap. These findings
stand in contrast to theoretical analyses proving comparable statistical error rates across the two threat
models [2| 48 147]]. However, these theoretical results assume an i.i.d. data setting, where all honest
workers sample from the same distribution, and do not account for data heterogeneity common in
distributed learning. We bridge this gap between empirical observations and theoretical results by
developing the first theoretical framework to analyze the generalization error of robust first-order
iterative methods under heterogeneous data and the two considered threat models. Our findings apply
to a much larger class of loss functions, including smooth non-convex and convex, and indeed show
that Byzantine attacks can be more harmful to generalization than data poisoning.

A prior work [17], which claims an equivalence between the two threat models in the context of PAC
learning, considers only the classic non-robust distributed SGD algorithm. Their analysis does not
apply to robust distributed GD or SGD. Another work [15]], which analyzes the relationship between
data poisoning and Byzantine attacks for robust distributed SGD, considers a streaming setting in
which honest workers acquire i.i.d. training samples from their respective data-generating distributions
at each iteration. While they show that in that setting the two threat models yield comparable
population risk (asymptotically), their results and proof techniques do not apply to a more pragmatic
setting that we consider wherein the training datasets across the honest workers are sampled a priori.

Our work relates to [44]], which studies uniform stability of robust decentralized SGD under Byzantine
failure attacks. However, their analysis relies on a diameter-based robustness definition for characteriz-
ing an aggregation rule. This definition leads to robustness parameters that exhibit suboptimal depen-
dence on the problem dimension or the number of honest agents, as highlighted in [46, Table II] and
further discussed in [4] Section 8.3]. Consequently, this robustness notion yields suboptimal empirical
resilience (cf. [16, 4]), in contrast to covariance-based definitions, such as (f, &, || - ||op)-robustness,
that we consider. Moreover, [44] does not provide any insights into the data poisoning threat model.

6 Conclusion & future work

We present the first theoretically grounded explanation for the gap in generalization performance
between two central threat models in robust distributed learning: Byzantine and data poisoning
attacks. Our results show that Byzantine failures can cause strictly worse generalization—even
when both attacks are optimally designed. This reveals a fundamental distinction between the two
threat models, overlooked by prior analyses focused solely on optimization error, and emphasizes the
practical significance of our findings.

We see several promising directions for future work: (i) Identify a robust aggregation rule that
preserves the loss function’s co-coercivity—or prove such preservation is impossible; (ii) Go beyond



worst-case scenarios by considering data-dependent refinements like those based on on-average
stability [29, 139, 45]]; (iii) Extend our results to the locally-poisonous setting [[15]]; (iv) Investigate
whether the trilemma between robustness, privacy and optimization error shown in recent work [5]
also holds for generalization error.
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Organization of the appendix

* Appendix [A] contains deferred proofs for Section 2] focusing on the link between uniform
stability and generalization bounds under Byzantine failure and poisoning attacks.

* Appendix [B| summarizes the regularity assumptions and includes key expansivity results.
» Appendix [C|formally defines SMEA and CWTM, along with their key known properties.

» Appendix D] provides detailed proofs for the stability analysis of robust distributed GD
and SGD presented in Section [3] This includes: bounds on the expected (trace and spec-
tral) norm of the empirical covariance of the honest gradients’ (Appendix [D.T), used for
bounding uniform stability under Byzantine attacks; upper bounds on uniform stability
under Byzantine attacks (Appendix [D.2)), with detailed proofs of Theorems [3.1] and 3.4}
properties of the CWTM aggregation rule (Appendix [D.3), used to improve stability bounds
under poisoning attacks for smooth nonconvex objectives; upper bounds on uniform stability
under poisoning attacks with SMEA and CWTM (Appendix [D.4), corresponding to proofs
of Theorems [3.2]and [3.5} and lower bounds on uniform stability under poisoning attacks
with SMEA (Appendices [D.5]and D.6), including the proof of Theorem [3.3]

* Appendix[E] specifies details supporting Section 4] including numerical experiments (Ap-
pendix [E.T)) and generalization error computations (Appendix [E.2).

* Appendix [F| gives example of results with refined bounded heterogeneity and bounded
variance assumptions instead of the more general bounded gradients assumption.

* Appendix [G|discusses high-probability excess risk bounds for robust distributed learning
under smooth and strongly convex loss functions.

A Link between stability and generalization under Byzantine failure or
poisoning attacks

In this section, we focus on the formal link between uniform stability and generalization under
Byzantine and poisoning attacks. The proof follows classic arguments [[10].

Lemma [2.1] (Generalization in expectation through uniform algorithmic stability with Byzantine
workers). Consider the setting described in Section 2] under either Byzantine failure or poisoning
attacks. let A an e-uniformly stable (randomized) distributed algorithm. Then,

Es.alRu(A(S)) — Ru(AWS))]| <.

Proof. Recall that S denotes the collective dataset of honest workers. Let S’ = {2/("/) i € H,j €
{1,...,m}} be another independently sampled dataset for honest workers where for all i € H,

Dl = {®V .. 2/m)} is composed of m i.i.d. data points (or samples) drawn from distribution
p;. Let S(9) be a neighboring dataset of S with only a single differing data sample z’(»7) at index
(i,5) € H x{1,...,m}. Then,

~ 1 1 & - L
— , il (63)y 5!(0:3)
Bsal Bl AS)] ) =) Besa 7 ‘EEH — jEilﬁ(A(S ), 2"47)

_ 1y 1y 1(6.9)

e =1

= E
A(S)LLz(5:3) s, ARy (A(S))] + 0

with

m

1 1 i q (3.5 /(%,7
§=Es.s | g 2 5o D Ea [HAST), 09) — ((A(S), 24

i€EH j=1
1 1 & .
A - - . (4,5) _
< EsEs |7-l|§ mE sup E 4 {K(A(S ), 2) E(A(S),z)} <e

ieH o j=17€Z

Substituting from the above equation proves the lemma. O
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B Regularity assumptions and expansivity results

To analyze the stability of iterative optimization algorithms, we typically rely on regularity assump-
tions on the loss function. We begin by stating standard regularity assumptions [23]] used throughout
the paper, along with classical results that follow from them.

Definition B.1 (Regularity assumptions). Let £ : © — R differentiable, © C R

(i) {is C-Lipschitz-continuous (i.e., C-Lipschitz) if there exists C' > 0 such that,
Yu,v € O, [f(u) —L(v)| < Cllu—v|a.
This property is equivalent to the norm of the gradient of { being uniformly bounded by C.

(ii) £ is L-Lipschitz-smooth (i.e., L-smooth) if its gradient is L-Lipschitz. This is equivalent to
the following smoothness inequality:

Yu,v € O, L(u) <L(v)+ (VL(v),u—v)+ §||u — 3. (8)

(iii) ¢ is convex if and only if, Yu,v € ©, (VL(u) — VL(v),u —v) > 0.

Moreover it is ji-strongly convex if there exists j1 > 0 such that,
Vu,v € ©, L(u) > L(v) + (VL(v),u —v) + gHu — 3.

We note that for a strongly convex function to have bounded gradients, it must be defined on
a convex compact set, which then implies boundedness of both the loss and the gradient. To
ensure this, we can either penalize the problem or restrict the parameter domain and apply
an Euclidean projection at every step. Throughout the paper, we will tacitly assume this
when referring to strongly convex functions, which does not limit the applicability of our
analysis since the projection does not increase the distance between projected points.

Notably, convex and L-smooth functions satisfy an important property known as co-coercivity (see
Proposition 5.4 in [7]). Specifically,

Lemma B.1 (Co-coercivity). Let £ : © — R differentiable, © C R If { is a convex and L-smooth
function, then it satisfies the co-coercivity inequality,

vwve@,<vam—vamW—vp;gwam—vamﬁ. ©)

We focus on robust variants of distributed gradient descent and stochastic gradient descent. Below we
recall properties of the one-step update. Let A € {GD,SGD}, ¢ : © — R differentiable and y > 0,
we denote:

1 )
GHO) =0 — y— @,
2(0) "] 29
i€EH
Here, for each 7 € H, g(i) denotes the exact gradient V£() in the case of GD, or an unbiased

estimate thereof—effectively computed with a sample from the local dataset—in the case of SGD.
We recall the expansiveness definition for an update rule from [23 Definition 2.3]:

Definition B.2 (n-expansive update rule). An update rule G : © — © is said to be n-expansive if for
all,w € 6,
1G(0) = G(w)ll2 <l — wll2.

A straightforward extension of [23, Lemma 3.6] to the distributed setting yields:

Lemma B.2 (Expansivity of gradient updates). Let A € {GD,SGD} and v > 0. Assume
Vz € Z,4(-,z) : © = R is L-smooth, Then G,’;‘ is nga-expansive [23 Definition 2.3], with the
following expressions:

(i) nga = (L+~L).

(ii) Assume in addition that { is convex. Then, for any v < %, Naa = 1.
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(iii) Assume in addition that £ is p-strongly convex. Then, for any v < HJ%L, Nea = (1- 7%)

For v < L, since we have L > i, we can simplify the contractive constant to Naa =
(1 —=yp).

NG is referred to as the expansivity coefficient of A with learning rate .

C Robust aggregation rules

We present the Component-Wise Trimmed Mean (CWTM) and the Smallest Maximum Eigenvalue
Averaging (SMEA) that we use throughout the paper. They are, respectively, instances of ( f, x, Tr)-
robust and (f, &, || - ||sp)-robust aggregation rules, each with an asymptotically optimal robustness
parameter. Note that ( f, x, Tr)-robustness is computationally cheaper to satisfy and yields optimal
convergence error in settings where the honest gradients’” covariance matrix has uniformly bounded
trace over the parameter space. On the other hand, (f,, || - ||sp)-robustness is computationally
expensive to satisfy—as robust aggregation rules must effectively operate in high-dimensional spaces,
unlike simpler methods such as CWTM—but yields optimal convergence error when only the
spectral norm of the honest gradients’ covariance matrix is assumed to be bounded.

Definition C.1 (Smallest Maximum Eigenvalue Averaging (SMEA)). Given f,n € N, f < n/2 and

vectors g1, . .., gn € RY, the smallest maximum eigenvalue averaging aggregation rule outputs:
_ 1
s+ = @ Z Gi
i€S;

1
with S* € argmin Amax <|S > (9 —7s) (9 — gs)T>

SC{1,...n},|S|=n—f Py

The SMEA aggregation rule is especially valuable because it is (f, &, || - ||sp)-robust, with an optimal
asymptotic robustness coefficient.

Lemma C.1 (Robustness of SMEA [3], Prop. 5.1]). SMEA is (f, &, || - ||sp)-robust with

_4f fF Y
K_n—f(1+n—2f> .

Assume that there exist v constant such that n > (2 +n) f, that is f/n is strongly away from 1/2,
then k € O(f/n) is asymptotically optimal.

Unlike SMEA, which leverages spectral properties to achieve robust aggregation, CWTM relies on
coordinate-wise trimming.

Definition C.2 (Component-Wise Trimmed Mean (CWTM)). Given f,n € N, f < n/2, and
real values 1, . .., x,, we denote by o a permutation on {1, ..., n} that sorts the values in non-
decreasing order 51y < -+ < To(ny. Let Sy = {i € [n]; f +1 < 0(i) < n— f}, the trimmed
mean is given by:

1 A 1
TM(x1,...,2,) = m—T- 42 e T
i=f+1 1€S,
We define the component-wise trimmed mean for vectors x1, ..., x, € R? as the coordinate-wise
application of the trimmed mean operation. That is CWTM (x4, ..., x,) is the vector whose k — th

coordinate is defined as
[CWTM(z1,...,25)], = TM([x1], - - -, [@n]))

The CWTM aggregation rule is particularly useful as it is ( f, , Tr)-robust, with an optimal asymp-
totic robustness coefficient.

Lemma C.2 (Robustness of CWTM [4] Prop. 2.1]). CWTM is (f, x, Tr)-robust with

s f
=ty (145 ):

Assume that there exist v constant such that n > (2 4+ n) f, that is f/n is strongly away from 1/2,
then k € O(f/n) is asymprotically optimal.
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D Defered proofs from Section 3|

This appendix contains the detailed proofs and technical results supporting the analysis presented
in Section[3] We begin with supporting results in Appendix [D.I] specifically, we bound the expectation
of both the trace and the spectral norm of the empirical covariance matrix of honest workers’ gradients.
Building on this, we establish bounds on uniform stability under Byzantine attacks in Appendix [D.2}
with detailed proofs of Theorems[3.1]and [3.4] These bounds are established for robust distributed
GD and SGD using any (f,x, || - ||op)-robust aggregation rule, across strongly convex, convex,
and nonconvex optimization settings. In Appendix we detail the properties of the CWTM
aggregation rule, which is used to improve stability bound under poisoning attacks for smooth
nonconvex objectives. Appendix focuses on leveraging loss function regularities under data
poisoning, providing stability bounds for robust distributed GD and SGD using the SMEA and
CWTM rules across strongly convex, convex, and nonconvex settings. This corresponds to proofs
of Theorems [3.2]and [3.5] Appendices and [D.6] details the unavoidable instability introduced
by the SMEA aggregation rule by providing lower bounds on uniform stability under poisoning
attacks for robust distributed GD and SGD across strongly convex and convex settings, that is proof
of Theorem [3.3]

D.1 Expectation bound for the honest gradients’ empirical covariance trace and spectral
norm

We derive bounds on the expected trace and spectral norm of the empirical covariance matrix of
the honest workers’ gradients under two settings the bounded gradient assumption (i.e. Lipschitz-
continuity of the loss function).

Lemma D.1 (Expectation bound for the empirical covariance trace). Consider the setting described
in Sectionunder Byzantine attacks. Assume the loss function C-Lipschitz. Let A € {GD,SGD},
with a (f, k, Tr)-robust aggregation rule, for T € N* iterations. We have for everyt € {1,...,T —
1}:

EATrSus = Bl 2> ol gl < 02
i€EH

Proof. For the first inequality, we directly use the boundedness of gradients:

%) %) 2
IHI > g —alls < |H| > gt N5 < ¢

1€EH 1€EH
O

Lemma D.2 (Expectation bound for the empirical covariance spectral norm). Consider the setting
described in Section 2| under Byzantine attacks. Assume the loss function C-Lipschitz. Let A €
{GD,SGD}, witha (f, &, | - ||sp)-robust aggregation rule, for T € N* iterations. We have for every
te{l,..., T -1}

_\T
EAHEH,t”S;D = max |H| Z ) — gt) )] < 02.
i€H

Proof. For the first inequality, we directly use the boundedness of gradients:

0 —g)") =
Amas IHIZ ~7q,) )= sup ‘H‘ngf

= Ivll2<1

< sup |H| Z v, 9" i Z lg”13 < C2.

H”H2<1 i€H
O

Remark D.1. In Appendix[F| we present example results derived under refined assumptions—namely,
bounded heterogeneity and bounded variance—in place of the more general bounded gradients
condition (i.e. Lipschitz-continuity of the loss function). These assumptions are more commonly used
in the optimization literature (as opposed to the generalization literature), and while they often yield
tighter bounds, they do not provide additional conceptual insights within the scope of our discussion.
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D.2 Proofs of Theorems 3.1 and

In this section, we present proofs for Theorems [3.1]and [3.4] Specifically, we derive upper bounds on
the uniform stability of learning algorithms under Byzantine attacks, considering convex, strongly
convex, and nonconvex objectives. We begin with a unified proof sketch that outlines the key ideas
common to both theorems. The proof of Theorem [3.1]is divided into two parts: one for A = GD,
provided in Theorem and one for A = SGD, detailed in points (i) and (ii) of Theorem [D.5]
While the results are presented in a unified manner in the main text—due to their similar structure
and identical bounds—we separate the proofs into two distinct components for clarity. The proof
of Theorem [3.4]is established in point (iii) of Theorem [D.5]

Proof sketch. Letdenote {61 },c(o 71y and{0;},c(o 71, the optimization trajectories result-
ing from two neighboring datasets S, S’, for T iterations of A € {GD, SGD} with F a (f, &, || - ||op)-
robust aggregation rule, and learning rate schedule {~; },. {0, T—1}" Let denote mg " and m/( ) e Rd

the local updates provided by worker i € {1,...,n} along the trajectories ¢ € {0, . —1}. In
the context of the uniform algorithmic stability analysis via parameter sensitivity, we track how the
parameters diverge along these optimization trajectories. To do so, we decompose the analysis by
introducing an intermediate comparison between the robust update fot and the averaging over honest

workers update G:;‘t . This enables us to leverage either the regularity of the loss function or the
robustness property of the aggregation rule. This approach is primarily motivated by the fact that
Byzantine vectors cannot be assumed to exhibit regularities when comparing them.

Ea [IG5,(00) — G/ (01)ll2] = EAlll G, (6:) — G5, (6:) + G, (6:) — G5, (6)
+G3(0;) — GL(0)]]2]
< EalG5, (6:) — G5, (6))]l2
A
+1EA G, (6:) = G5, (8:)ll2 + | GF) (67) — G, (6))]]:]
B

We then bound the term A with classical stability tools from [23]], and the term B with the (f, &, Op)
robust property, the Jensen inequality and the Lemma [D.1] (if || - ||, = Tr) or Lemma [D.2] (if

Il llop = 1l - [lsp):

B S 2’)/tEA\/ HHE’H,tHop S 27t\/ K/E.A”EH,tHop S 2’7t\/EC

D.2.1 Proof of Theorem 3.1/ for GD

Theorem D.3 (Stability under Byzantine failure attacks - GD). Consider the setting described
in Section 2| under Byzantine attacks. Let A = GD, with F a (f,k,|| - ||lop)-robust aggregation
rule, with || - ||lop € {Tx, || - ||sp}, for T € N* iterations. Suppose ¥z € Z, {(-; z) C-Lipschitz and
L-smooth.

(i) If we assume Nz € Z, £(-; z) convex, with constant learning rate v < %, we have for any
neighboring datasets S, S’:

“mEAWOMSM@—%LMS%@HSZW?T(mf2Vn+V@>'

z2€EZ

(ii) If we assume ¥z € Z, {(-; 2) p-strongly convex, with constant learning rate y < +, we have
for any neighboring datasets S, S’:

mh%%%%mwwu”Q 1+f)

z€Z M n_f)

Proof. Foreacht € {0, ..., T—1}, following the proof sketch in we bound the term || GSP (6,)—
GSP(07)]]2 where GSP(6;) = 6, — vV Ry (8;). Fort € {0,...,T — 1}, we have,

IGSP(8:) — GSP'(61)ll2 = IGS° (6:) — GSP (0|2
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(032" )) = V(07 2“0 |2

\HI
2")/750
(n—f)m

where nGD denotes the expansive coefficient, which depends on the regularity properties of the loss

< o 6, — 62 +

function (see Lemma . Let define o, = 2C (W + \/E), we then resolve the recursion by
incorporating the impact of the Byzantine failure attack as demonstrated in the previous proof sketch.

(i) If the loss function is Lipschitz, smooth, and convex, then for all ¢ € {0,...,T — 1}:
10e41 — 011 ll2 < 110 = Oll2 + 0
To conclude the proof, we assume a constant learning rate v < % and sum the inequality over
t€0,...,T — 1, noting that y = (. We then invoke the Lipschitz continuity assumption.

(ii) If the loss function is Lipschitz, smooth, and strongly convex, then forall ¢ € {0,...,T—1}:

16e1 — 67 4all2 < (1 =)0 — bill2 + voip
Considering v < + and summing over ¢ € {0,...,T — 1} with 6, = 6:

T-1

Or — Opl|2 < Yol 1 Lo %n [y 7] < %
67 — T||2_’YUGDZ( — ) *7 (1 =9p) _7
t=0

We conclude the derivation of the bound by invoking the Lipschitz continuity assumption.
O

D.2.2 Proof of Theorem 3.1 for SGD and Theorem 3.4

Unlike GD—where the differing samples affect every iteration—in SGD, it may not be sampled
immediately. This distinction enables our analysis to yield better stability upper bound with SGD.
Below, we state a lemma reasoning about the first occurrence of the differing samples.

Lemma D.4. Consider the setting described in Section |2} under either Byzantine failure or poisoning
attacks. We assume for all z € Z, L(-; z) nonnegative and uniformly bounded by {, € Ry. Let S
and S’ being two neighboring dataset, we denote O = A(S), 04, = A(S') and intermediate state of
the algorithm 0y, 0} and §; = ||0; — 0}||2 for any t € {0,...,T}. Then for every z € Z and every
to € {0,...,min(m, T)}, the following holds for SGD with sampling with replacement:

Eall(67; 2) — £(07; 2)[] < min{ls, %Ofoo + Eallt(0r; 2) — £(67; 2)||0¢, = 0]}

Proof. Letz € Z and ty € {0,...,min(m,T)}, we have:

Ealle(0r; 2) — (075 2)[| = Eall(01;2) — €(07; 2)[10, = O]P(0¢, = 0)
+Ea[lt(0r; 2) — £(07; 2)[|01, # OIP(0¢, # 0)
< Ea[lt(07;2) — (073 2)[6t, = 0] + P3¢, # 0)los
To bound P(¢;, # 0), we consider Tp, the random variable of the first step the differing samples are
drawn. We have:
B(5i, #0) < B(Ty < fo) < min(1, )
For the first inequality, we used the fact that under identical conditions (i.e., the same seed and initial

state), the algorithm operating on two neighboring datasets will produce the same intermediate states
until the differing samples are drawn. For the second inequality, we use the union bound to obtain

P(Ty < to) < 312, P(Tp = t) = min(1, 2. 0

Building on the above lemma, we now state bounds for SGD.
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Theorem D.5 (Stability under Byzantine failure attacks - SGD). Consider the setting described
in Section 2| under Byzantine attacks. Let A = SGD, with F a (f,k,|| - ||op)-robust aggregation
rule, with || - ||lop € {Tx, || - ||sp}, for T € N* iterations. Suppose ¥z € Z, {(-; z) C-Lipschitz and
L-smooth.

(i) If we assume 'z € Z, ((-; z) convex, with constant learning rate v < %, we have for any
neighboring datasets S, S’:

sup E[J£(A(S); 2) — L(A(S"); 2)[] < 29C>T ((nlf)m * f) '

z€EZ

(ii) If we assume Vz € Z, {(-; 2) p-strongly convex, with constant learning rate y < +, we have
for any neighboring datasets S,S’:

sup EA[[E(A(S'): 2) — L(AS"): 2)]] < 25 (( L VR )

2€Z Hw n_f)

(iii) If we assume ¥z € Z, {(-; z) nonconvex, bounded by loo = supge@JeZ 0(0; z), with a
monotonically non-increasing learning rate ~v; < te{0,.. — 1}, ¢ > 0, we have
for any neighboring datasets S, S’:

Lt’

sup EA[J((A(S): 2)—E(AS)); >H<2<2§2) (( lf) . f>(M)

z2€EZ n — m
Proof. Foreacht € {1,...,T}, following the proof sketch in Appendix we bound the term
EA[|GSSP(0;) — GECP'(87)]|2 where GSEP(6;) = 6, — %Wll Dicn gt(z), and for each i € H,

) (0 .
gt = V(0,27 ) with J sampled uniformly from {1,...,m}. We establish the bound
by conditioning on whether the differing samples are selected at a given step, where a,b € H x

{1,..., m} denote the indices of the differing samples. At each iteration, a single sample is selected
umformly at random from each honest worker. Consequently, with probability (1 — —) the differing
samples are not selected:

1GSSP(6:) = GEE" (02 = IG5 (61) — GSEP ()2 < msen 161 — 641

where néch denotes the expansive coefficient, which depends on the regularity properties of the loss
t

function (see Lemma . And with probability i, the differing samples are selected:
G572 () — GEPP'(8) 12 = G570 (8:) — G572 (60) 12

|H|IIW(9£7 D) = V(0 2]
2’}/150

< ngsen||0r — Oull + = T

We thus obtain the bound:
2’7750
(n—f)m

Let define of,, = 2C (m + \/E>, we then resolve the recursion by incorporating the impact

EAlIG57P(6:) — G5 (61)ll2) < nasorEalll6: — 6;2] + (10)
of the Byzantine failure attack as demonstrated in the previous proof sketch.

(i) If the loss function is Lipschitz, smooth, and convex, then for all ¢ € {0,...,T — 1}:

Ealll0r+1 — 041ll2] < Ealll6: — 62l] +veoden

To conclude the proof, we assume a constant learning rate v < % and sum the inequality over
t€0,...,T — 1, noting that fy = 6{,. We then invoke the Lipschitz continuity assumption.
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(ii) If the loss function is Lipschitz, smooth, and strongly convex, then forall ¢ € {0,...,T—1}:

Eallfe1 = 01ll2 < (1= y0)Eallf: — 67l +v0éep
Considering v < + and summing over ¢ € {0,...,T — 1} with 6, = 6:
T-1 O'F O'F
T
Eallfr - 0pllz < vokap Y (1 =)' = L [1— (1 — )| < TG
=0 K H
We conclude the derivation of the bound by invoking the Lipschitz continuity assumption.

(iii) If the loss function is Lipschitz, smooth, and nonconvex, then considering ¢o € {0,...,T —
1}, forallt € {to,..., T —1}:
+ % L)EA[6:]81, = 0] + v:08cp

Ealdt+1]0,, = 0] < (1
§< ) thLEA[5t\5tO =0]+ ’YtUgGD

14+z<e®
Let ¢ > 0 and consider a monotonically non-increasing learning rate v; < +;, We proceed
as follows:
5 ~1 N
Eldrld, = 0] < © :z 3 n
where:

T— 1

-1, 1/T\°
Z Hes_z c23t1+11< clog?)—TCZt—01< <t0>'

t= to s=t+1 t= to t= to t=to

Where we used the following sum-integral inequality: for any non-increasing and integrable
function f, and for a, b € N, it holds that Zi’:a ft) < Z?:a ftil f(s)ds = ffq f(s)ds
Hence with o € R :

,</ T_l)gln(g),

s=t+1
and
Z ol < t—(x—ldt < _l(T—a _ tfa) < lt*a
et 0/ =0
t=to
Substituting our derivation into the bound from Lemma [D.4] yields:
tof O'F c/T ¢
EA[|l(0; 2) — (03 < o0y ZISGDE (2
AllOrs2) = €052 < 2o + BT (-

We approximately minimize the expression with respect to ¢y by balancing the two terms,
i.e., setting them equal:

C meRo v
ogtO:(W) T < T

Lo
for sufficiently large T> "“’LSL]iGOiD

Finally, we obtain the result by directly substituting ¢ into the bound:

F e T e

m
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D.3 CWTM aggregation rule properties

We begin by analyzing the Lipschitz continuity of the Trimmed Mean (TM) robust aggregation on
the real line, which is useful for showing the expansivity property of the Component-Wise Trimmed
Mean (CWTM) robust update.

Lemma D.6. The trimmed mean operation is ﬁ-Lipschitz continuous with respect to the || - ||1

Vv
n—2f

norm, and -Lipschitz continuous with respect to the || - ||2 norm.

Proof. We recall the definition of the trimmed mean operation: given f,n € N, f < n/2, and real
values z1, . . ., Z,,, we denote by o a permutation on {1, ..., n} that sorts the values in non-decreasing
order T,(1) < -+ < Tp(ny. Let Sy = {i € [n]; f +1 < 0(i) <n — f}, the trimmed mean is given
by:

1 1
TM(xl’””x”):n_Qf‘Z Jfo—(i):n_zf Z.I‘i

i=f+1 1€S,
We first consider two sets of real numbers that differ in exactly one entry ¢ € {1,...,n}:
Ti,..., Ty, Ty and T, .., 2, ., 2, such that oy = 2 for all j # . Let S, and S,/ de-

note the sets of selected indices in each case. We necessarily have |S,/ \ S;| < 1. In the figure below,
we illustrate different scenarios to provide an intuition for our proof.

L 7

| |

; ; ;
x1 ﬂl‘z €3 TM(m) T4 31‘5 T6

l l

T4 # T | eo-os 7T T

Ty 02 T3 TM(a') V5 gl Te
TeFTg T TTTTTTTOC FTTTTLIIIIIIIIy T il ’

vy o W TM(a) 2 5

Figure 2: Example with n = 6, f = 2 and the differing point being either x4 or x4. Horizontal
dashed lines represent either trimmed mean differences or changed-point differences. Green points
indicate the contributors to the trimmed-mean, while red points denote those excluded from the
computation.

We consider the two possible cases.

* Case (i) |Sy \ S| = 1. Let z, and z7 be the boundary elements not included in .S;,. That is,
if we denote by o a permutation on {1,...,n} that sorts the values in non-decreasing order
To(1) < -+ < To(p), then L and 7 are defined as follow: o(1) = fand o(7) =n — f + 1.

oIft¢ S, and: ¢ S, then with {j} = S, \ S,/, we have two sub-cases:
Sub-case (a) ¢, > z7 and =, < z,. In this case, Sy \ Sy = {z,}. Therefore,
ITM(2) — TM(2')| = ;=27 les — ] < 5gplor — ) < gple, — 2]
Sub-case (b) z, < z, and x| > x7. In this case, S, \ S; = {x7}. Therefore,
[TM(z) - TM(2")| = n—12f |r — 4] < n—12f 27 — x| < 7:,_12f|IL -z
o Ift €S, bute ¢ S,  then we have the following two sub-cases:
Sub-case (c) z, € S,. In this case, x < x,. Therefore,
[TM (@) = TM(a)| = =5z fo, — 2] < Hofol — .
Sub-case (d) z7 € S,-. In this case, 2, > x7. Therefore,

TM(x) — TM(&)| = g for — ] < o] — .
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o By symmetry, we obtain the same result for the case when ¢ ¢ S, butt € S,/.

* Case (ii) |S,s \ Sz| = 0. The lemma is trivially true in this case.

From above, we obtain that |[TM(z) — TM(z')| < ﬁ |z —2||1-

We can generalize this bound to two sets of n real numbers that can differ in all the entries, using
triangle inequality. Specifically,

[TM(z) — TM(z")| = |TM(x) — TM(Z1, ..., Tpn_1, 7))
+ TM(z1, ..., Tp_1,2,) — TM(21, ..., Tpn_2,2,_1,2),)
+ o+ TM(z1, 25, ..., 2h) — TM(2')|
< |TM(z) — TM(z1, ..., Tpn_1,2),)|
+ o+ [ TM(21, 25, . .., 2l) — TM(2)]

1 = / 1 ’ \/ﬁ ’
< gr kel = gl =+l < kel

We next present another property of the Trimmed Mean that, like Lipschitz continuity, enables us to
establish the expansivity of the Component-Wise Trimmed Mean update rule.

Lemma D.7. Let z,2’ € R™. There exist indices o, 8 € {1,...,n} such that:
[z —2']; < TM(z) — TM(2) < [z —2'],,.

Proof. Letn €N, f € {0,...,|5]},and z,2" € R"

(i) Suppose TM(z) = TM(z’). We then consider two cases:

— If there exists an index ¢ € {1,...,n} such that z; = 2, the lemma is trivially true
witha = 8 = i.
— Otherwise, x; # xé, Vi € {1,...,n}. In this case, there must be at least one index

where [z — '] ; < 0 and at least one index a where [z — 2’|, > 0. If all differences

were strictly positive or strictly negative, this would contradict the assumption that
TM(z) = TM(z').

(ii) Suppose TM(z) # TM(z'). Here, we invoke the translation equivariance property of the
trimmed mean. Specifically, let 1 = (1,...,1) € R™, and define the translation operator
Ta1(z) :== 2 — al for any a € R. Then, for any a € R, the trimmed mean satisfies:

TM(Ta1(x)) = TM(x —al) = TM(z) — a

Substituting a = TM(x) — TM(a), we have TM(7g1(x)) — TM(2’) = 0. We then invoke
the first case: there exist indices «, 8 € {1,...,n} such that:

[Tar(2) = 2] 5 < TM(Tax(2)) — TM(2) < [Taa (2) — 2],
= [r—2]; —a < TM(z) - TM(2') — a
= [r—2']; <TM(z) — TM(2') < [z — 2]

['r - x/]a - a,

o

This concludes the proof. O

Lemma [D.6]and Lemma[D.7]allow us to establish the expansivity of the Component-Wise Trimmed
Mean update in the case of nonconvex loss functions, as shown in the following result.

Lemma D.8 (Expansivity of robust stochastic gradient update with CWTM). Define the robust
gradient update with learning rate vy > 0, for arbitrary z) € Z, any i € {1,...,n}, and any
coordinate k € {1,...,d}, as follows:

(GSVTMG)], = (6], — T ([Ve0: D) L. Ve8] )
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n—f

— (@] —

0], — n_2f 3 [wez )L 0], — — f 3 [wez )L.
i=f+1 eSSk

where o}, denotes the permutation that sorts the values ([V{(0;z 1))] L [Ve; 2 ”))} ) in

ascending order, and S*) = {i € [n]; f + 1 < o4 (i) < n — f} denotes the index set of central
values in coordinate k. We can write,

GSWIM(9) = 0 — yCWTM(VE(0; 2, ..., Ve(0; 2™)).

Assume Nz € Z,((-,z) : © — R is L-smooth and nonconvex. Then GSW™ is (1 +

vLmin{ 57, v/, Vd})-expansive.

Proof. Let6,w € R? and 2. 2" ¢ Z. For convenience, we occasionally adopt the shorthand
notation: £(-; 2(") = £;(-). Using Lemmaand the L-smoothness assumption, we obtain that

|CWTM(VE(0), ...,V (0)) — CWIM(VE (), . .., Vi (w))]2

,:1 (TM(VA (0] [V (0)],) = TM(V (@) - [V (@)])°
< ﬁ gj (VO] [Vea(O)]) = (V@) - [Ven(@)],)]3
— n_2f iil [VE(0)], — [VE(W)],)? = _2fQZIIW V()3
< m_’;fyémw—wna - (n”_;)zne—w@. an

Alternatively, we can invoke Lemma which states that Vk € {1,...,d}, there exists iy, €
{1,...,n} such that:

||CWTM(V€1(9) LV (0)) — CWTM(VE (W), ..., Vi ()2

Z (TM([V4(0)],,, - - -5 [VEn(0)],) — TM([VLL ()]s - - - [VEn(w)])))?

d
< [wik (0) — Vi, ()]

??"

From above, we obtain the following:

L Since 35, V4, (0) = Ve, ()]} < S5y S0y [V4(0) = VE(W)]; < nL?(10 - w3
[CWTM(V1(8),. ..,V (0)) — CWTM(VE (W), ..., Vi ()3 < nL?||0 — w3

2. Since Y0, [V, (8) — Vi ()7 < S0, IV4i, (6) — Ve, (w)]13,
[CWTM(VE(8), ...,V (0) — CWTM(VE) (w),. .., Vi, (w))|3 < dL?[|6 — w]|2.

Therefore,

|[CWTM(V{1(6),...,VE,(0)) — CWTM(VL(w), ..., Vi (w)|? < min{n,d}L?||0 — w||3.
(12)

The bound in (I2) has a tighter dependence on the number of workers than the bound in (TT),
especially in the regime when f approaches % . We conclude the proof by combining (TT) and (12)),
and by applying the triangle inequality, y1e1d1ng

65 8) - GV < (14 Lmin{ VAV 0 ula O
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This behavior contrasts with the convex and strongly convex settings, where, as illustrated below
in Remark[D.3] a non-expansive update (i.e., with expansivity coefficient < 1) cannot, in general, be
guaranteed. Notably, the non-expansivity property is retained in one-dimensional settings or when
the loss function decomposes across dimensions, akin to the behavior observed with averaging-based
updates. This observation is formalized in the following lemma.

Lemma D.9. Let d = 1. Assume that for all z € Z, the loss function {(+; z) is convex and L-smooth.
Ifv < % then GSWTM is 1-expansive.

Proof. We use the same notation as in Lemma [D.8] with ¢(-) denoting the derivative of /(-). We
obtain

[GSWVIN(9) = GTVTM(W)I? =10 — w]? + 2 TM(E,(9), ..., £,(8)) = TM(£y (@), ..., £, (w))[?

= 29(0 — w)(TM(E,(6), ... £,(6)) — TM(£} (w), - . ,%(W)()l)é

In this case, we can leverage the co-coercivity property of the loss function. In fact, due to Lemmal[D.7]
there exist indices «, 8 € {1,...,n} such that:

05(0) — Ls(w) < TM(LL(0), ..., 0,(0) — TM((w), ..., £, (W) < £,(0) — £, (w).  (14)
Therefore, there exists ¢ € {«, 3} such that
(6 = w) (TM(£1(0), - -, £,(0)) = TM(£1(w), .., £, (w))) = (0 — w)(£(6) — £5(w))

L(0) ~ £w))? 0

Y

Thus, we have
(0 — w)(TM(£,(0),...,£.(0)) — TM(} (w), ..., 0 (w)))
=10 — w|[TM(£}(0),...,£,(0)) — TM(Z}(w), ..., 0 (w))]
Using this in (T3], we obtain that
[GTVIM(9) — GTVTM (W) =10 — w]? + A2 TM(L(6), - .., £,(0) = TM(£ (W), .., £,(w))[?
— 29|60 — w| |[TM(£4(0), ..., 2, (0)) — TM(Z} (w), ..., L (w))].
(15)
Note that, due to (T4), there also exists j € {«, 8} such that
[TM(€1(6), - .., £,(0)) — TM(€} (w), - .., £, (w))] < [£5(0) = £5(w)| < LI —w]|.  (16)
Substituting from (T6)) in (T3), we obtain that
GSVT () — SV ) < 16— wf?
+~(yL — 2)|0 — w| [TM(£1(0), ..., £,(0)) — TM(£} (w), ..., 0, (w))]-
The above proves the lemma since (YL — 2) < 0 wheny < 2. O

Remark D.2. Lemma[D.9 generalizes to loss functions that separate across dimensions; that is,

Sfunctions of the form ¢ = Zi:l b, where each Uy, is a one dimensional function acting in the k-th
coordinate, k € {1,...,d}. A canonical example is mean estimation under coordinate-wise squared
error loss, where the total loss decomposes as a sum of independent scalar losses for each dimension.

Remark D.3. To establish, in general, a non-expansivity result for the CWTM update rule, it would
be necessary that the scalar product in:
IGSVIM(@O) — GTV T (w)]13
=116 = wlf3 + 7| CWTM(V£1(0), ..., Ve (6)) = CWIM(VE(w), ..., Vi (w)) |3
— 29(CWTM(V1(0),...,VE,(0)) — CWTM (V{4 (w), ..., Vi, (w)), 0 —w)

is strictly positive, that is the CWTM preserve the co-coercivity of the underlying loss function.
As we will illustrate bellow, this is not the case. This is because the sets of selected indices differ
across dimensions—that is S*) # S®) with k € {1, ..., d}—which disrupts the alignment needed
to preserve the co-coercivity property.

Below, we present an example illustrating that CW'TM does not preserve the co-coercivity property
of an underlying convex and smooth loss function. Specifically, letd = 2, n = 3 and f = 1. We
explicitly construct the example illustrated in Figure[3} We consider:
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* the convex and smooth loss function:

Vw e RY (z,y) € B(O,VL) xR: L(w,(z,y)) = 2

LeR: Vel(w, (z,y)) = (w'z —y)a
0= V2(w, (v,y)) = za” < LI,

(w'z —y)

| =

* the sample pool composed by z; = (v,0), zo = (x,0) and z3 = (x,1) for z,v € B(0,VL).

* the parameters = 7 and w = 0.
Y
.'/1\\‘ 777777 1 [91]2
[\
| \\
(NN
: | Ry ) g2
S o2l
- < : x
| \
93 7\7\\7 h tlosle
e
(1)1 (g3l [g2)1

Figure 3: CWTM does not preserve the co-coercive inequality of smooth and convex functions.

We formally have: g = 0T vv, go = 0T xx = ||2|130 and g3 = (||z||3 — L) 6. We next examine the
—

<0
conditions under which the CWTM aggregation rule does not preserve the co-coercivity inequality.

Specifically, we denote: Ry = CWTM (g1, g2, g3) and R, = CWTM (0,0, —z) = 0:
(0—w,R9 —Rw> = <97R9> <0

Instances of such v, x yielding this inequality are illustrated in the Figure[3|(v is colinear to g1 and x
colinear to gs).

D.4 Proofs of Theorems[3.2]and 3.5

In the following section, we establish uniform algorithmic upper bounds under poisoning attacks,
leveraging the structure of the SMEA robust aggregation rule or distinctive properties of the CWTM
robust aggregation rule.

D.4.1 Proof of Theorem[3.2]

We first prove upper bounds for robust distributed GD, and then a similar result for robust distributed
SGD. We note that Theorem 3.2 merge the two similar results.

Theorem D.10 (Stability under poisoning attacks - SMEA — GD). Consider the setting described
in Section 2|under poisoning attacks. Let A = GD, with SMEA, for T € N* iterations. Suppose
Vz € Z, U(-; z) C-Lipschitz and L-smooth.
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(i) If we assume ¥z € Z, U(+; z) convex, with constant learning rate v < %, we have for any
neighboring datasets S, S’:

. /Y. 2 f 1
sup EA[[E(A(S);2) = UA(S'); 2)[] < 20C7T (n e f)m> :

(ii) If we assume Nz € Z, U(-; z) u-strongly convex, with constant learning rate -y < %, we have
for any neighboring datasets S,S’:

. /\. 202 f L
fggEA[IE(A(S),z) — LA(S);2)]] < o (n_ e f)m) '

Proof. Letdenote {0:},. ¢ p_qy and {01}, {0,..., 7—1} the optimization trajectories resulting from

two neighboring datasets S, &', for T iterations of GD with aggregation rule SMEA and learning
rate v. For t € {0,...,T — 1}, let denote,

, T
Sy e argmin Amax ( @) _g5 ) (g,@ fgs)
SC{1,....,n},|S|=n—f ‘S| ies

with g5 = 57 S\ Yics i () where gt — VR, (Ht) and the prime notation (-)" denotes the correspond-

ing quantities for S’. Ateach stept € {0,...,T — 1}, the intersection and differences of the two
subsets S} and S}’ verifies the following properties:

n—=2f <[SENS7|<n—f and [S7\S7|+]S7\ 7| < 2f,

Z VRi(0,),

and let denote,
GSP (0) = 6, —

’Yt|st*rwsg*
zGS* Sp*
and
GD AN 2 : /
G’yt|s* st (at) -Vt VR 6
zES*ﬂS”‘

Let ¢ ¢ H, the misbehaving vectors are gradients computed on the true loss function. This enables us
to exploit their regularities if i € S} N.S}* or their boundedness if i € S} \ S7*US;*\ Sf. This is to be
contrasted with the previously studied Byzantine failure attacks—where an intermediate comparison
was introduced—as we adopt a more direct bounding technique when subject to poisoning attacks.

Using these relations, we derive the following bound on 6,1 = ||6y1 — 0} ]|2:
2C,
(5t+1 < ||GSZ]‘DS* sp* (975) G’CY}tI‘)s* S/*( DHQ * (_7ft)7n
Y VRG6) - Y VRG],
zes*\s'* iESIT\SY
< |GSD GGD 0 2 [ o ¢
< | ’n\st*nsé*( 1) — ’Yr\s*ms’*( Dllz + 20 n—f

Hence, by Lemma|[B.2] we obtain the following recursion:

Si1 <n8P6, +2 f+%0
t+41 <N, Ot + %n—f )
where we bound
!
el _1SinSel ap o ap
GWIS;OS;* n—f Gy = Gy

since |:S; N S}*| < n — f. The precise value of the expansivity coefficient depends on the regularity
assumption on the loss function. We then proceed the proof, as in Appendix [D.2.1] depending on the
regularities of the underlying loss function:
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(i) In the Lipschitz, smooth, and convex case, we have fort € {0,...,T — 1}:

f+m

n—f

We finish the proof by considering a constant learning rate v < % and by summing over
t€{0,...,T — 1} with 6y = 6. We then invoke the Lipschitz continuity assumption.

01 < 6 +29C

(ii) In the Lipschitz, smooth and strongly convex case, we have for t € {0,...,T — 1}:

+ 1
6t+1 < (1 —yp)de + 270f o

n—f
Considering v < + and summing over ¢ € {0,...,T — 1} with 6, = 6:
f+ri& , fHi 20 f+%
o < 27C—" 1—yu) =29C—2— |1 — (1 —yp }gf m
n—f ;( ) n—fyp ( ) pon—f

We conclude the derivation of the bound by invoking the Lipschitz continuity assumption.

O

We now consider the SGD case, where for the sake of completeness we add a result for non-convex
functions that was not presented in the main text.

Theorem D.11 (Stability under poisoning attacks - SMEA — SGD). Consider the setting described
in Section 2lunder poisoning attacks. Let A = SGD, with SMEA, for T' € N* iterations. Suppose
Vz € Z, U(-; z) C-Lipschitz and L-smooth.

(i) If we assume ¥z € Z, U(-; z) convex, with constant learning rate v < 2, we have for any
neighboring datasets S, S':

) S op (S !
sup EAIAA(S)i2) - (A 2] < 10T (o )

(ii) If we assume ¥z € Z, {(+; 2) p-strongly convex, with constant learning rate y < +, we have
for any neighboring datasets S, S’:

SUPEAW(A(S);Z)—E(A(S’);z)Hg20( ;o1 )

zez p \n—f (n=f)m
(iti) If we assume ¥z € Z, ((-; z) nonconvex, bounded by l, = supycg ¢z {(0;2), with a
monotonically non-increasing learning rate v; < 15, € {0,..., T — 1}, ¢ > 0, we have

for any neighboring datasets S,S':

Sup EA[J(A(S); 2) — H(AS'); 2)] < 2(202 s "L> (=7) -

€2 Tnff m

Proof. Letdenote {0, },. o 71y and {0;},c (o 7_1, the optimization trajectories resulting from
two neighboring datasets S,S’, for T iterations of SGD with aggregation rule SMEA and learn-
ing rate schedule {v;},. {0,.. T—1}- The proof proceeds by analyzing our robust aggregation as a
classical stochastic gradient descent, albeit with a random subset selection at each iteration. No-

tably, the poisoned vectors are treated as true gradients, although computed on arbitrary data. For
t €{0,...,T — 1}, let denote,

(i) an arbitrary poisoned data point, ifi ¢ H
z. = . i ;

k 2T )), Jt(z) sampled uniformly from {1,...,m} ifi e H
and

] . 1 . NN
Sy € argmin Amax Sl (Qt(z) _ QS) (g,gz) _ gs)
SC{1,....n},[S|=n—f S| =
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with gg = ﬁ Yies gt(i) where gt(i) = V(0 zf)) and the prime notation (-)’ denotes the corre-

sponding quantities for S’. Ateachstept € {t,...,T — 1}, the intersection and differences of the
two subsets S} and S;* verifies the following properties:

n—2f<|S;NSF <n—f and |S;\ S| +[S\SF| <2f,
and let denote,

SGD _ e (2)
G’Yt‘s;ms{* (et) =0 - _ f Z 9t

n
i€S;NSy*
and 5
SGD N _ gl t (2)1
Gllsrnsr (01) = 0; — n—f E 9t -
t t .
1€SFNS)*

Let i ¢ H, the misbehaving vectors are gradients computed on the true loss function. This enables us
to exploit their regularities if ¢ € S; N.S;* or their boundedness if 7 € S} \ S;*US;*\ S;. This is to be
contrasted with the previously studied Byzantine failure attacks—where an intermediate comparison
was introduced—as we adopt a more direct bounding technique when subject to poisoning attacks.

Using these relations, we derive the following bound on d;1; = ||0;41 — 6 ||2, with probability
1.
1- L.
der SIIGSAD L, (00 = G50 0Dl
i i i
gl X Ve - 3o Vel
i€SE\Sy i€S)*\S;
f
< ||G§f|;]s)t*m5? (0:) — Giﬁgmsg (OD)]2 + Q’tha
and with probability -
S < IGSEDL (0) ~ G (@)
e I CE DR DRI CRAL] P
i€S;\Sp* i€S\S;
Vt a a,b
<GS e 00 = GSD e ODll2 T 19800, 20) = V0(8h, 2]
e LI L CE DR DI CAEAD] P
i€S;\S)* i€S\S;
J+1
< IGE 00 -T2l

where the second inequality corresponds to the worst-case scenario, namely when the index of the
worker with the differing data samples lies in the intersection of the two selected subsets of workers,
i.e., a € S; N Sy*. Consequently, from Lemma|[B.2] we obtain the following recursion:

SGD f + %
E.A(St—i-l S nGw JE_A(St + 2’775 C

n—f
where we bound »
"
SaD _1SEN STl sep < ,SCD
NG, e o _ 7 Na,, =Ta,, >
SFnsy* n—f t t

since |:S; N S}*| < n — f. The precise value of the expansivity coefficient depends on the regularity
assumption on the loss function. We then proceed the proof, as in Appendix [D.2.1] depending on the
regularities of the underlying loss function:

(i) In the Lipschitz, smooth and convex case, with v < 2 we have fort € {0,..., T —1}:

L1
E4dt41 < Ead: + 27f 7}} ¢

n —

Unrolling the recursion and using the Lipschitz continuity of the loss function leads to:
f+a
n—f

Eallé(07; 2) — £(07; 2)]] < 29C*T
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ii) In the Lipschitz, smooth and strongly convex case, with < 1 we have for
p gly Y T

te{0,..., T -1}

f+
Eadiy1 < (1 — py)Eady + 2 C

n—f
Unrolling the recursion and using the Lipschitz continuity of the loss function yields:
[+ 1 ] _ 202 [+
EA[[6(07; 2) — €(0: 2)]] < 29C?—m — |1 — (1 —p)' | < — m
16073 2) — (873 2) ] e P L U O e

(iii) If the loss function is Lipschitz, smooth, and nonconvex, ¢ > 0, v < L%, with

to €{0,..., T — 1}, forall ¢t € {tg,...,T — 1}, we obtain:

E Aol = 0] < (14 OEABs, = 0]+ 2L+ m

A0t+110ty = = t A0t|0ty — Ltnff

Building on Lemma[D.4] and following the same derivation as in Appendix[D.2.2] we unroll
the recursion, minimize over tg, and obtain:

902 f4 L\ =T
EA[|0(0r; z) — £(07; 2)]] < Q(LJ; T}L> (

Remark D.4. Our bounds does not depend on the robustness coefficient k of the SMEA robust
aggregation, but solely on its structural characteristic—namely, the sub-sampling of worker vectors.
Additionally, our proof does not exploit the randomness in the selection of workers at each step, as this
would require assumptions regarding the local distributions of the misbehaving workers to evaluate
the probability of selecting the differing data samples’ gradients. Interestingly, in practice, one could
observe improved stability compared to the setting without misbehaving workers, possibly due to an
extended “burn-in period”. That is, if the differing samples are not selected by the aggregation rule
when first drawn. This phenomenon could be further explored through numerical experiments.

O

m

emT)éh

Remark D.5. We can actually achieve the same theoretical bound as the non-misbehaving workers
[framework without the robust aggregation rule. Specifically, by reverting to the classical non-robust
mean aggregation, we are able to handle terms as described in [23)], since data heterogeneity does
not manifest in the worst-case uniform algorithmic stability analysis. However, it is important to note
that while this approach simplifies the analysis, the population risk may still remain unbounded due
to the inherently unbounded optimization error that can arise from mean aggregation when facing an
arbitrarily poisoned dataset.

D.4.2 Proof of Theorem 3.3

In the following, we derive sharper uniform stability upper bound with CWTM aggregation rule for
smooth and non-convex loss functions. This improvement—particularly in its dependence on the
number of local samples—is enabled by aggregation rules that preserve the smoothness of the loss
function

Theorem [3.5|(Stability under poisoning attacks - CWTM — SGD). Consider the setting described
in Section [2|under poisoning attacks. Let A = SGD, with CWTM. Suppose A is run for T' € N*
iterations and that there exist v > 0 constant such that n > (2 + v)f — that is, f/n is strongly
bounded away from 1/2. Let we assume ¥z € Z, ((-; z) bounded by {.,, nonconvex, C-Lipschitz and
L-smooth. Then, with a monotonically non-increasing learning rate, ¢ < H%ﬁ te{0,...,T—1},
c > 0, we have for any neighboring datasets S, S’:

Ao < o 2C T (@)
up E.4[[£(A(8); 2) — (A(S'): )”<2<<z+m> ==

Proof. Letdenote {0;},c (o 71y and {0;},c (o 7y, the optimization trajectories resulting from
two neighboring datasets S, S’, for T iterations of SGD with aggregation rule CWTM and learning
rate schedule {~;},. {0,... T—1}" Importantly, poisoned vectors are treated as legitimate gradients,
despite being computed on arbitrary data. In the following, we draw a growth recursion for the

.....
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sensitivity of the parameters to the perturbation introduced. Let a,b € H x {1,..., m} the indices
of the differing samples. For ¢t € {0,...,T — 1}, we denote:

(i) {an arbitrary poisoned data point, ifi¢H
Zy =

z(i"]t(i)), Jt(i) sampled uniformly from {1,...,m} ifieH’

8 = 110 — 0}l2, 97 = V(By, 27), GEVTM(B,) = 6, — 4, CWTM(g(",..., ™), and the prime
notation (-)’ denotes the corresponding quantities for S’.
The proof leverages the expansivity property of the robust aggregation update without directly
comparing it to the honest stochastic gradient update. Specifically, we either directly apply the
expansivity result Lemmawith probability (1 — L):

IGSVER0:) = GV O]l < (14 L min{ — f Vay)|le; — 64

or perform the following calculation with probability %:

ICWTM(g",..., ") — CWTM(g, ", ..., gi"™)|13
d
§< [ (1)} e [gt(n)}k) 7TM([g£(1)L"”’ [92(")] k))2
< ﬁ Z Qs pee P (A IR PR B
d n
- g a2 (o } W
k=1 1i=1
= 22 IVE0,;27) — V213
= ﬁ <i=1z:£a [VE(0y; 29 — V(5 2|13

+ | VE(By; 20 — ve(0;; 2/ b))ll2>
n !
< 27 (4C* + (n— 1)L?|6, — 0,]13)

where we used Lemma [D.6]in the ﬁrst 1nequa11ty Using the sub-additivity of the square root we
prove that we have with probablhty

L 2vC
G 01) — G @l e < 1+ LR =g, g, 4 DV,
Consequently, with ¢y € {0,...,T — 1}, we obtain the following recursion:
2’%50\/’5
EA[0¢41]|0:, =0] < (1 + E A[6¢]6¢, = —_—
Al0e1]0, =0 < (1 + f) Al0e]0y = ]+(n—2f)m
fytL(Q +v) c
< (1+ 2B A8161, = 0+ 0pmn g7
c c
= 1+ B[00, = O] + 0 pmn 7
v Cry/n
where we used thatas n > (2 +v)f, then ;157 < 242 and defined o, = ml%)(#fm <
® Jj?" T We then derive our bound similarly to the case outlined in Appendix [D.2.2} For
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0 <tp <min(m,T),t € {to,..., T —1}, %+ < 2+Luﬁ,c> 0, we use 1 + = < e* and unroll the

recursion:
T-1, T-1 c
co 1 c o T
EA[07(d¢, = 0] < L n ef < Zhmm <>

L - L t
t=to s=t+1 0
because:
T-1 T-1
1 T-1 1
E I | es = E Czs t+1% < 760108(%
- t
t= t[) s=t+1 t= f() t=to

T—1 c
1/T
:TC§ t—e ! < - =
ndi (t0>

—to see Appendix[D.2.7] €
Finally, considering Lemma [D.4] we obtain:
toloo Ofm 2O (T ¢
(073 2) —£(0 — |
allt(Or; ) = (073 2)1} < 0<t0<r?n111r}(m Y m + L to

_ toloo 20212 (T ) ¢
< min + 3 )
0<to<min(m,T) M (24 v)"Ly/nm

We approximately minimize the expression with respect to ¢y by balancing the two terms, i.e., setting

them equal:
1
~ mofmnC\ tt, e
0<ty= | —=2— TeFt
<io = (Mot

< T.
mos o C
Lloo

for sufficiently large T>

Finally, we obtain the result by directly substituting ¢, into the bound:

Ealle(0r; 2) — (03 2)[] < 2<UmenC> (M)

m
1

2,2 G T 2,2 ot .
_ 5 202V (KOOT> 5 2C V2 (0T 1 g
(2+v)"Ly/nm m (24+v)°L my/neT

D.4.3 Comparaison of upper bounds in nonconvex settings

In this section, we present additional comparisons of upper bounds in nonconvex settings that were
not included in the main text. Specifically, we compare the bounds obtained using the SMEA
aggregation rule under poisoning attacks with those obtained using CW'TM, as well as with bounds
under Byzantine failure attacks.

1
. . 1 o1 —<
: Byzantine poisoning 2C2 [\ ot (LT 41 .
(i) We compare € from eq. (H) to EqmpA . = ( - ) ( = ) from Theo

Byzantme poisoning __
rem|D.11 JeREA T =

1
Ty TVE T . .
(M) . While the dependence on m remains

1 b
(n—f)m + n—f
unchanged, we demonstrate an improvement from \/k to —

f
y
.. poisoning fi h poisoning £ . poisoning poisoning _
(ii)) We compare egppa romt eorem to ecywry from eq. EqMEA /ECWTM =

(%(% + fmn—‘/ff)) =1 . We observe a more favorable dependence on m in the

CWTM bound.

D.5 Proof of Theorem 3.3/ for GD

In this section, we derive uniform stability lower-bound for distributed GD with SMEA aggregation
rule under poisoning attacks.

The following lemma plays a key role in understanding the SMEA aggregation rule, which is essential
for the subsequent lower-bound constructions.
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Lemma D.12. Letn, f € N*, f < § and ga, gB, gc three collinear vectors in R? d > 1. Assume
we observe a pool of n vectors, consisting of a copies of ga, B copies of gp and ~y copies of gc,
where o, B,y € {0,...,n}, a+ f+~v = n. We abstract each subset S C {1,...,n}, composed
of |S| = n — f vectors from our pool of vectors as Sqp . witha € {0,...,a},be {0,...,5},c€
{0,...,74}, such that a + b+ c =n — f and S is composed by a copies of ga, b copies of g and ¢
copies of go. With this notation, we have:

1
S* e argmin Amax(5 > (96 —Fs)(9i — Fs)7)
Sc{l,...n}, S| Z 5 s

I " icS
1 .
=—— argmin {abllga — gBl|2 + bellgs — goll? + acllga — gol|2}
(n — f) Sab,c

a€{0,...,a},b€{0,...,8},
ce{0,...,7}, a+b+c=n—f

Let u be a unit vector indicating the line the vectors are colinear to. Since all computations are
effectively confined to this one-dimensional subspace, we could equivalently emphasize that:

S (0= 5) (0 — 7)) = = 3 (07 — T5w) Aumas (wsT) = Var ({gTu}, )
5]

)\max(i
191 ies ies

Proof. Let Sy witha € {0,...,a},b€{0,...,8},c€{0,...,v},suchthata+b+c=n—f
and S is composed by a copies of g4, b copies of g and c copies of gco. Then gg = n%f(agA +

bgp+cgc)s ga—gs = 727 (9a—98)+ 55 (94— 9¢)s 98 —Ts = 725 (98 —94) + 755 (98— g0)
and gc — gg = %_f(gc —ga) + n—ff(gc — gp). We already note that the outer product of vectors

g4, g5 and gc commute because they are collinear. We denote () = (n — f)? D ies,, (90 —
7ds)(9: —gg)T, by expending and re-arranging the terms:

() = ax [b*(ga — 98)(9a — 98)" + (94 — 9c)(9a — 9c)" + 2bc(ga — gB) (94 — 90)"]
+bx [a*(g — 9a) (9B — 94)T + (9B — 9¢) (9B — 9¢)T + 2ac(gs — 9a) (98 — 9c)
+cx [a*(gc — ga)(gc — 9a)T + 0% (9c — 9B)(9c — 98)" + 2ab(9c — ga)(9c — 9B)

= (n— f)ab(ga — gB)(94 — gB)" — abc(ga — gB)(9a — gB)"
+ (n — flac(ga — go)(ga — gc)" — abe(ga — go)(9a — ge)T
+ (n — f)be(gs — 9¢) (9B — 9o)T — abe(gs — go) (g — 9¢)"
+2abc (94 — gB)(94 — 90)" + (9B — 94)(9B — 9c)" + (9 — 94)(9c — 9B)]

]

7]

We then re-arrange the terms and simplify the result:

(¥) = (n— flab(ga — gB)(9a — gB)" — abc(ga — gB)(9a — gB)"
+ (n — flac(ga — go)(ga — gc)T — abe(ga — go)(g9a — go)T
+ (n — f)be(gs — 9¢) (9B — 9o)T — abe(gs — go) (9 — 9¢)"
+ abc[(ga — 9B)(9a — 90)" — (94 — 9B) (9B — 9¢)"]
+abc[(9a — g8)(9a — 9¢)" — (94 — 90)(9¢ — 9B)"]
+ abe[(gs — 94) (9B — 9¢)" — (9¢ — 9a) (9B — 9¢)"]
= (n— f)[ab(ga — gB)(9a — gB)" +ac(ga — gc)(ga — gc)" +be(gp — 9c)(98 — 9c)]

To conclude the proof, we leverage the fact that g4, g5, gc are collinear vectors. Let u be a unit
vector representing the line the vectors are colinear to. Since each g € {ga, g5, gc} lies along the
line spanned by u, we can factor out u and use the fact that A\pax (uuT) = 1:

1 1
Mo 3 (=3~ 36)T) = (n_f)2(abngA—gB||§+bc||gB—gc||%

iGSa,b,c

T aclga - gcn%) 0
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D.5.1 Convex case

Theorem D.13 (Added instabitlity in robust GD - convex case). Consider the setting described
in Section[2|lunder data poisoning attacks. Let Fz denote the set of functions that are C-Lipschitz,
L-smooth and convex on Z. Let A = GD, with the SMEA. Suppose A is run for T € N* iterations
with v < % Then there exists a loss function ¢ € F z and a pair of neighboring datasets such that
the uniform stability is lower bounded by

. (”CQT (n Saye 1f)m>> |

Proof. In what follows, we provide the proof for the case d = 1. The result extends naturally to
higher dimensions by embedding the one-dimensional construction into R?. An explicit construction
for d = 2 is presented in the lower-bound proof for SGD, with SMEA, and convex loss function. We
arbitrarily refer to one trajectory as unperturbed, with parameter 6, and the other as perturbed, with
0;. The proof is structured in the following three parts:

(i) First, we specify the loss function and the pair of neighboring datasets used. We then
describe the structure of our problem, along with its regularity. Broadly speaking, the setup
involves three distinct subgroups of workers. The first subgroup acts as a neutral or pivot
subgroup that contains the differing samples, while the other two subgroups compete to be
selected by the aggregation rule alongside the neutral subgroup.

(ii) We then show that, within our setup, it is possible to favor one subgroup through initialization
and the other through perturbation introduced by the differing sample. This property holds
inductively throughout the optimization process, ensuring that the unperturbed and perturbed
parameters converge to distinct minimizers. As a result, the two trajectories remain divergent
at each iteration, introducing an additional expansive term relative to the behavior observed
under standard averaging rule.

(iii) Finally, we leverage this construction to derive a lower bound on uniform stability, which
matches the upper bound established in Theorem [D.10}

(i) LetC,L € R*, we define the following loss function:
Ford € R, z € [-C,C], £(0;2) =20, ((0;2) =2 {"(0;2)=0. (17)

By construction, the loss function is convex, C-Lipschitz and L-smooth. Let m, n, f € N* such that
f < 5. We define:

0 no2

and the following pair of neighboring datasets:

S=A{Dy,...,Dy}, S =S\{Di}u{Di\{z"V}u{z'*V}}
with Vi € {1,...,n}, D;= {0 ... 2m)}
andVj e {1,...,m}, i=1:39 =0 20Y=_C and2"Y =0.
ieEN={2,....n—2f}|N|=n—2f — 1. 26D =, (18)

ieB={n-2/+1,...n-h|E|= 209 = 120
i€F={n—f+1...n}|F|=f: 209 = C

Building on this setup, we first characterize the form of the parameters and gradients throughout the
training process. We then specify the conditions under which our lower bound holds. Let v < %

the learning rate and assume 6y = 6 = 0. Fort € {0,...,T — 1}, g,fN) = gt(N)/ = g,gl)' =0,

F F E E 1
g =g =—C, g =P = L, and gV = - <

m’
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(i) In what follows, we denote, for a subset S C {1,...,n} of size n — f, and for all ¢ €

{0,..., 7T —1},
)‘fnax "= Amax <|S| Z )_95)T> = Amax <|S| Z )_95)T>

€S €S

withgg = ﬁ dics gol). Recall that SMEA performs averaging over the subset of gradients selected
according to the following rule:

Sy e argmin Amax <|;| Z (gt(i) s ) (gt(z) 7s )T> )

SC{1,...on},|S|=n—f

We highlight that the gradients are independent of the parameters and remain constant throughout the
optimization process, as they are equal to the mean of their local samples.

With a slight abuse of notation, we denote, for instance, the set {1} U N U E by {1, N, E}. To
uncover the source of instability, we consider the following two key conditions:

(C1) By Lemma|D.12 forall ¢t € {0,...,T — 1}, S} = {1, N, E} is equivalent to

2
ANALNF} f(n— Qf)CQ S f(n—2f) (1 ‘H/J> 02 — VALNE}
max _ 2 _ 2 2 - max 9

(n—1f) (n—1f)
which is ensured by construction. In fact, we again recall that the gradients are independent
of the parameters and remain constant throughout the optimization process. Next, we

demonstrate that any subset composed of a mixture of gradients from 1, N, F, and F
(F)!

necessarily yields a larger maximum eigenvalue. This is due to the fact that the vectors g,

and g(E) are collinear but oriented in opposite directions, thereby contributing additively to
the overall magnitude. To make this precise, we consider the following two cases:

(1) Let denote S the set were we remove ¢ < f gradients of the subgroup £ and add ¢
gradients of the subgroup F' from the set {1, N, E'}, we end up comparing the previous
quantity to the following, by Lemma|[D.12}

i = U020 0y g =2 — g
+H|95F el
- (f—(s)fnf;Qf)Cz(lJ;¢>2+ (( _;)f) +q(f—q)02<3“;¢>2
= XN 4 ((n;)f) (1 <14;¢> ) + ?if‘f‘)’icz(g’;?f’f
g

(2) Similarly, let denote S the set were we remove g < min(f,n — 2f) gradients of the
subgroup {1, N} and add ¢ gradients of the subgroup F’ from the set {1, N, E'}, we
end up comparing the previous quantity to the following, by Lemma|[D.T2}

18 f(n72f7q)02” (B) (N2

(n72f—q) F N
— g3 4 B EL G g0 gl

max ~ (n B f)2 (7’L _ f)2
n o fo)Q 19 — glE2
)\/{1NE}+ q(n _2f—Q)02+ qf c? <3+¢>2_(1+¢)2
max (TL . f)2 (n - f)2 9 2
A/{l NE}

max
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(C2) As shown in (C1), the core tension in the choice of the SMEA aggregation rule ultimately
reduces to a comparison between the sets {1, N, E} and {1, N, F'}, a consideration that
also applies for (C2). By Lemma|D.12] forall ¢t € {0,...,T — 1},

. 2 2
S; = {LN.F} < (n - 2f - m) 9" < (0 =2)la” P + — 10" lgt)

As | gt(E)| < gﬁF)|, the above inequality holds if:

2 2
(n=2r = 2) 168 < (027 + 2P
m m
which holds by construction as:

1+
g = w0 < =0 =g,

Hence, by construction SMEA always selects {1, NV, F'} for the unperturbed run, and {1, N, E'} for

the perturbed one. Let denote p = £ :i/fm, as y = 0, = 0, we then have by the (C1) and (C?2)

conditions,

T-1
1 i 1+
b=y T a =Lt ter,
t=0 ]

i€{1,N,E}

and

Z g =pCT.
i€{1,N,F}

(iii) Since £(6/; z) < 0, this directly yields the following lower bound on uniform stability:

sup  |[€(07;2) — (0 2)| > €(07;C) = COp = pyC>T.
z€[-C,C]

D.5.2 Strongly convex case

The structure of the proof with strongly convex objectives closely parallels that of Theorem [D.13]
We refer to it where appropriate to avoid unnecessary repetition, while explicitly highlighting the key
differences.

Theorem D.14 (Added instabitlity in robust GD - strongly convex case). Consider the setting
described in Section [2|under data poisoning attacks. Let Fz denote the set of functions that are
C-Lipschitz, L-smooth and ji-strongly convex on Z. Let A = GD, with the SMEA. Suppose A is

run for T' € N* iterations, T > 1:2(11722), 0<c<1,withy < % Then there exists a loss function

{ € Fz and a pair of neighboring datasets such that the uniform stability is lower bounded by
AR )
Q| — + .
( p\n—f (n=fm

Proof. In what follows, we provide the proof for the case d = 1. The result extends naturally to
higher dimensions by embedding the one-dimensional construction into R?. We arbitrarily refer
to one trajectory as unperturbed, with parameter 0, and the other as perturbed, with 6;. We adopt
a reasoning analogous to that used in the lower bound proof in Theorem [D.I3] As explained
in Theorem we structure our proof into three paragraphs (i), (ii) and (iii) below.
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(i) LetC,L,u e R*, with u < L, we define the following loss function:

C C
V0 € © = B(0, @),z € Z = B(0, ﬂ)’
UWbsz) = 50 -2 C(B:2) =p(6—2), £'(6:2) = p (19)

By construction, the loss function is p-convex, C-Lipschitz and L-smooth. Let m, n, f € N* such
that f < Z. We define,

n—2(f+=L) 4
max mo1— < <1,
Wassr—iy! ~ m—2p)?
and the following pair of neighboring datasets:
S = {Dh R Dn}7 S = S\ {Dl} U {Dl \ {(w(1’1)7y(171))} U {($I(171)7y/(171))}}

withVi € {1,...,n}, D;={(z®V yED) . (albm) ym)))

andVj e {1,...,m}, i=1 203 =9, (LD = E, 2N = .

2p
iEN:{2,...,n—2f}7|N|:n_2f_1:z(i,j):O' (20)
> 1
i€E={n-2f+1,...n—f},|E| = f: 200 = _21T0CE
2 2u
' an_ ©
ZEF:{n—f+1,7n},|F|:fzv :ﬂ

Lety < % the learning rate. Following this setting, we first state the form that take the parameters

and the gradients during the training process, then the conditions under which we claim our instability:
N N N
fort € {0,....T = 1},60 = 6y = 0, g™ = pb; g™ = gl = b}, gt = (1= L)g™ +

F E b E F F
g s g = (00 52 L) o = (0 52 L) 0" = (0 - &) and g =
W (92 - %)
(ii) In what follows, we denote, for a subset S C {1,...,n} of size n — f. Recall that SMEA

performs averaging over the subset of gradients selected according to the following rule, for all
te{0,...,T—1}:

S; e argmin Amax <|;| Z (gt(i) _ §S> (gt(i) B QS)T> .
i€S

SC{1,....,n},|S|=n—f

With a slight abuse of notation, we denote, for instance, the set {1} U N U E by {1, N, E}. To
uncover the source of instability, we consider the following two key conditions:

(C1) As shown in the (C'1) condition of Theorem [D.13] the core tension in the choice of the
SMEA aggregation rule ultimately reduces to a comparison between the sets {1, NV, '} and
{1, N, F'}, a consideration that also applies here. By Lemma|D.12]
(F)!

. C 1+9 C E
S5 = {LN.E}Y = lg6" L= ng > n——o- = g5

o~ HTo 9, 2

Let denote
1,N,E 1 O O T
AL = Aax — > 0" = 7)o —7%)" |,

and

1 i _ i AT
Noad V= A | === > (0"~ 75)(9” ~75)



We then prove that for all ¢ > 0, S}/ = {1, N, E'}, and the unperturbed run converges to the
minimizer of the subgroup E. For this property to be true, we require:

1,N,E 1,N,F
A;{naxt u )‘;{naxt }/'

Again, by Lemma [D.12] it is equivalent to:
1+y\*c? _C?
2 4 4’
which holds by construction. As the condition is independent of ¢, hence true for all ¢, this
conclude the first condition.

C2) By L D.12| S5 = {1,N,F — = Lo 2 = g7,
(C2) By Lemma o ={LN.F} = c wlgo = yul < L2 = |gf7]
We then prove that for all ¢ > 0, S} = {1, N, F} and the perturbed run converges to the
minimizer of the subgroup F'. For this property to be true, we require:

ALNF}Y 3\ {LN.E}

max,t max,t

Again, by Lemma [D.12] it is equivalent to:

2 2 2 2
Fn—2f =) 4 F 1 ) 2 )
2 2 2 2
<f(n—2f—1)<1—;¢> fc<1;¢+;) +(n —2f—1)4(;&
That is,

<o (5 () (45) (3-159)
which is equivalent to:
1/1 > L
(n—f)m’

As the condition is independent of ¢, hence true for all £, this conclude the second condition.

Let denote p = i H/ . We have proven that we have for ¢ > 0:
n 1 i C
SMEA(g" 0™ = o= D o == vy
i€{1,N,F}
1 f 1+9C
MEA (1)’ ) (n)/ @ _ =
S ( » 9t ) _ f Z 9t uoy + n— f 9 9
i€{1,N,E}
Fort > 0,011 = (1 —yp) 0y + 5= < and 0; 1= (1—7)0; — % Hence: 0/, < 0 and,
pC
Or = % (1—(1—w) )

(iii) Provided that there exist 0 < ¢ < 1 such that 7' > ((1 'wz)’ this implies: |07 — 0/.] > |07| €

Q(T) Finally, let define xy = —sign(fr + /), we have:

e , O n c\* (, C\°
|£(9T7Xﬂ) *5(97‘7)(@” = 2|<‘9T X2M> - (91" *Xﬂ |

. c
- H|9T — 0|07 + 0 + sign(67 + GIT)Z|

pC?

|9T|* € Q(— . )
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D.6 Proof of Theorem |3.3|for projected SGD

In this section, we derive a lower bound on the uniform stability of distributed projected SGD with
the SMEA aggregation rule under poisoning attacks. The structure of the proof closely parallels that
of Theorem[D.13] We refer to it where appropriate to avoid unnecessary repetition, while explicitly
highlighting the key differences.

Theorem D.15 (Added instabitlity in robust projected SGD). Consider the setting described in Sec-
tion2lunder data poisoning attacks. Let Fz denote the set of functions that are C-Lipschitz, L-smooth
and convex on Z. Let A = projected — SGD, with the SMEA. Suppose A is run for T € N*
iterations with v < % Assume there exist a constant T > ¢ > 0 for an arbitrary c, such that'T' > ™m,
then there exists a loss function { € Fz and a pair of neighboring datasets such that the uniform

stability is lower bounded by
1
Q(~orT ( - )) :
(” n—f " (n-fim

Proof. We adopt a reasoning analogous to that used in the lower bound proof in Theorem [D.13]
However, we can no longer rely on a linear loss function. The reason is that, in the linear case,
the gradients are independent of the model parameters, so when the differing samples are not
selected, the perturbed and unperturbed executions remain indistinguishable—thus precluding any
divergence. We also have to account for the first occurrence of the differing samples, denoted as
To = inf{¢; Jt(i)l = 1}. In fact, we require to ensure the conditions (C'1) (thatis S}’ = {1, N, E})
at initialization but we now would like to ensure (C2) when the differing samples are drawn (that
is S = {1,N,F} fort >ty — 1, knowing T = ¢, for any time ¢ty < 7). To do so, we modify
the possible parameters we are searching through our optimization process, making the condition
at initialization sufficient to ensure (C'1) and (C2) for any ¢ty € {0,...,7 — 1}. By defining
© = {A\v;0 < X\ < oo} and applying the projection pe at each step to constrain the parameter within
the set of admissible values, we ensure, under condition (C'1) that §; = 0 forallt > 0 and 6; = 0
for t < to. Consequently, the condition (C2) is ensured by construction for any time the differing
sample is drawn. While using a projection simplifies the lower bound proof (Appendix [D.6), it does
not affect the tightness of our result since the upper bound on uniform stability remains valid for
projected—SGD as the projection does not increase the distance between projected points.

As explained in Theorem [D.13] we structure our proof into three paragraphs (i), (ii) and (iii) below.

(i) LetC,L € R, we define the following dataset and loss:

V0 € © = {\v; A € R} C R?, (z,9) € B(0,VL) x R,

L(pT» _ )2 if 16Tz — <
£0; (v,y)) = {é(zlﬁfx—gl)_ c ) ;fﬂI]irxiseylllxlz =¢
Telz 2Mal WIse-
. 0Tz -y if 072 —y|||z[ls < C
Vﬁ(e» (.T, y)) - {C Sign(ng _ y) H;IL;LHQ OtherWiSe.

V20(6: (1)) = {O <zx? X LIy if|0Tx —y||z]. < C

0 otherwise.

By construction, the loss function is convex, C-Lipschitz and L-smooth. Let m,n, f € N* such that
f < 5. We define,

0<¢=%f2;2<1,
min{1—¢,’yerf}>e>0
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and the following pair of neighboring datasets:

5= = Q a=(1—-¢ = L
CAS B(O’ \/E)7 HUHQ - L7 ﬁ - \/Z, - (1 )B, b \/T
S={Dy,...,Dpn}, =S\ {D1} U{D;\ {(z (1,1) (1,1))} U {(x/(1,1)7y,(1,1))}}

withVi e {1,...,n}, D;= {(x(“l), y(“l))7 ol (gc(”"), y(i’m))}
andVj € {1,....m}, i=1 ("D y)=(0,0), (@D, y"D) = (v, 7),
and (/D /D) = (0,0).
ie N={2,...,n—2f},|N|=n—2f —1: (9 y) = (0,0).
i€eE={n-2f+1,...,n—f}|E| = f: @@),y)) = (v, -a).
ieF={n—f+1,....0}|F| = f: (%), 40)) = (bv, %)
Lety < % the learning rate. Following this setup, we first describe the form of the parameters and
gradients throughout the training process, and then state the conditions under which we establish

our instability result, assuming 6y = 6 = 0. For ¢ € {0,...,T — 1}, and 6, = A\, 0; = A,
A N € N o= =2 \h = 2]

N
g™ =0, 192 > )16, g == (8- NLb) v
C
>Oand<ﬁ
N E F E
W=, g = (N L+a)v, 19 12 > 1198 |12
>Oand<\—rL

(ii) In what follows, we denote, for a subset S C {1,...,n} of size n — f. Recall that SMEA
performs averaging over the subset of gradients selected according to the following rule, for all
te{0,...,T—1}:

Sy e e argminf Amax <|;| ; (gt(i) —ﬁs) (glgi) — QS)T> .

s }y| S|l=n—f

With a slight abuse of notation, we denote, for instance, the set {1} U N U E by {1, N, E}. To
uncover the source of instability, we consider the following two key conditions:

(Cl) As shown in the (C'1) condition of Theorem [D.13| the core tension in the choice of the
SMEA aggregation rule ultimately reduces to a comparison between the sets {1, N, E'}

and {1, N, F'}, a consideration that also applies here. S’ = {1, N, E} <— = ||g(gF)’H2 =

E
BVL > aVL = g 2. Hence. 0] = po(—v5Lra5”) = po(—v7Lrav) = 0. We
then prove by induction, that for all ¢ > 0, S}’ = {1, N, E'} and the unperturbed run remains
at 0. The perturbed run remains at O until the differing samples are drawn.

(C2) Let denote

1,N,E 1 B AT
A;{naxt b= = Amax — f Z () -9s) |,
ie{l, NE}
and
LN,F 1 T
/\r{naxf b= = Amax _ f Z () - 9s)
ze{lNF}
A ing Ty = to k S* = {1.N Lfﬂ)
ssuming Ty to known, S; {1,N, F} — Hgto 2 <

SMEA and (C1)
||gt0 1||2 In fact, by Lemmaw1th ga = ggo )1, gB = ggo )1 and go = 0:
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1 —2f —
Si—1 € argmin{/\r{nlwivtf}1 = 4+ D(n—27 1)

(n—f)2 ||gt0 1||2,
ALLNE} MH %+ (27fu 12
max,to—1 (’I’L—f)2 t (n—f) to 1

+ L (a4 00e)

Hence,

" F E 2
Sto_l={1,N,F}<:><n—2f—1><\|g£0>1u§ lgi? 1 112) < <Hgt0 1||2+|\g£0’1||>
e (=21 = 1) (192 — 19874 112) < 1957112 + 19521 )12

F
< Pllgl e < 1198, 112

which holds by construction of our initialization, || gt H2 <l ngE)1||2 < gtO 1||2

We then prove that for the next step, S; = {1, N, F'} in any case. This is sufficient to prove
by induction that for all ¢ > ¢, S; = {1, N, F'} and the perturbed run converges to the

minimizer of the subgroup F'. In fact, for ¢ > ¢, || gEF) ||2 decreases and || gt(E) |l2 increases.

(1) with probability %, the differing samples are again drawn. As we already ensured the

conditions in the previous step, we have ¢||9t0 )||2 < Hgto 2 < ngE)1||2 < ||g§f)||2,
then S} = {1, N, F}

(2) with probability 1 — -~ we have to ensure S} = {1, N, F'} By=A Hg ||2 < ||gt0 Il2
with 0, = —’yj:Jr}gEf 1= wﬁva hence:

TP SRR o e
okl =~ (12220 ) o

165, = max{, 8 (1 —e+va+f)}v _ By

We proved that for ¢ > to — 1, Sf ;| = {1, N, F'}. Hence:

0 it <ty—1
E[6:|To = to] = ’Yﬂf%__}v fort = tg
E[0;—1|To = to] — fypIE[gt(fﬂTo =1p] otherwise.

1
with 0; = \v, p = J; i T the recurrence for ¢ > t is given by:

]E[)\t‘TO = to] = E[)\t,ﬂTo = to] +p’7(5 — E[)\t,1|T0 = tQ]Lb2)
= (1 — pyLb?) E[X\—1|Tp = to] + py3

Hence:
o 0 ift <tg—1
T = t = -
[0:|To = to] ff:% b% (1 — (1 — pyLb?)’ t0+1) v otherwise.

Taking the total expectation, we obtain:

T
E[0r] = > Efr|To = to]P(Th = to)

to=1
+1 _ _
_ OTferT}L i - <1p’yL>T to+1 <11)t0 1L
Lm = T m VL
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(iii) In the remainder of the proof, we bound E[fr]. Specifically, we leverage its analytical
expression to establish a concise lower bound on uniform argument stability.

r o\ T—to+1 1\ !
> (1= (1 -pyLe?) )(1—m>
to=1
T to—1
1 1\%
° Z (1 1+me2(T—to+1)> (1 m>

to=1
T LT t0+1 1 to—1
Z +mLT pH (1 - m)

T—to+1

Where we used that (1 — pyLb?) < m forT —to+1 > 0and —1 <

—pyLb? < 0. In fact using In(1 + z) < z forz > —1,

In [(1 — p’yLb2)T_tO+1

(1+ pyLb(T — to + 1))} = (T — to + 1) In(1 — pyLb?)
+1In(1 + pyLb*(T — to + 1))
< —pyLb*(T —to + 1) + pyLb*(T — to + 1)
=0.

1 1 1 .
Also, as o T > T p > f > 1 5, WE have:

T T—tg41 1 to—1
1—(1—pyLv?) (1-)
(- ) (1=

m(m — 1) —m2(1 — 1>T(1 + %)

o)

where we used the finite polylogarithmic sum formula in the second equality above.

If we additionally assume there exist a constant 7 > ¢ > 0 for an arbitrary c, such that 7" > mm,
we then can prove that K(T,m) = {1 —md (1 - (1- %)Tﬂ € Q(1). In fact this is trivial
for m = 1, then we prove that the quantity K (7, m) increases with T, for T > 1 and m > 2.
We prove by induction that K'(T' + 1) — K(T) = % [1 -(1- %)T(l + %)} > 0 which is
equivalent to (1 — 7) 1+ 1)< 1 ForT=1,(1-L)1+21)=1--L <L ForT+1>2,

(1—;)”1(1#“) RS
(1-%) a+Z) == 1+T -<1

Hence:




>1-

@ T
1—e€
o
C

where we used in the second inequality (1) that (1 — L)™ > e~7(1 — Z) (we can prove it by
taking the logarithm and compare their Taylor expansion). We also used in the third inequality (2)

that1—$(1—i)(1—e—f(1—l))—1—%:%(1—(1+r)e”+%)zem; > 0.

m m

Wrapping-up:

1 l—ec f+1
—(1— LT o CT €Q T
2( - )f+%p706(p70)
——
>1

E[|07 — 07 ||2] > [[E[07]]2 >

Building on this lower bound for uniform argument stability, we then establish a connection to
uniform stability, allowing us to complete the comparison with the upper bound from Theorem [D.T1]

c C c? C?

E [£(67; (v, _ﬁ)) — (0 (v, _ﬁ)) =CVLEA + —— — —— € Q(pC*yT)

2L 2L

E Deferred proofs and additional details from Section [

We provide details supporting Section 4] including numerical experiments and generalization
error computations [E.2]

E.1 Numerical analysis additional details

We specify here the details of our numerical experiment presented in Section [4|into three points: (i)
the problem instanciation; (ii) our tailored Byzantine failure attack; and (iii) how we compute the
empirical robustness parameter.

(i) We instantiate the setting from the proof of theorem [D.13| (see full details therein). That
is, we consider .4 = GD under a linear loss function, using the parameter C = 1, v = 1,
T =5,n=15,m = 1. We make vary f from 1 to 7, and for each value instantiate the
dataset presented in the proof of theorem [D.T3]

(ii) In our tailored Byzantine failure attack, the identities of the Byzantine workers remain
fixed throughout the optimization process, but vary depending on the number of Byzantine
workers f. The set of Byzantine identities is defined as B := {1,...,n} \ H, and is
summarized in the table below. As we will see, we optimize the values sent by Byzantine
workers so that they are selected while also biasing the gradient statistics—either toward
positive or negative values—depending on the direction of the first parameter. To construct
a maximally impactful scenario, we choose the identities of the Byzantine workers to
maximize the minimal variance over all subsets of size n — f. This increases their biasing
power, as it hinges on the smallest variance among these subsets. For instance, when f = 2,
the Byzantine workers can be hidden in the dominant subset V; however, when f = 6, they
must be distributed across both competing subgroups £ and F' to maintain influence.

f=1:8={2} f=4:8=1{2,3,4,5}

f=2:B=1{23) f=5:B=1{2.3456)

F=3:B=1{2,3,4) f=6:B8=17,8910,11,12}
f=7:B=16,7.8,9,10,11,12}

The Byzantine strategy mimics the poisoning attack in the first iteration, then amplifies
the resulting parameter direction by adaptively crafting updates that remain within the
aggregation rule’s selection range. Specifically, we describe their algorithm in what follows:
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— If 6 = 0, all Byzantine workers send the same value as the one in the poisoning attack.
This value depends on each worker’s identity; see the proof of Theorem for
details.

— If 6 > 0, all Byzantine workers send the value —a:f, where oy is numerically chosen to
be as large as possible under the constraint that the SMEA aggregation rule continues
to select the values sent by Byzantine workers in subsequent steps.

- If 6 < 0, all Byzantine workers send the value 3, where (3 is numerically chosen to
be as large as possible under the constraint that the SMEA aggregation rule continues
to select the values sent by Byzantine workers in subsequent steps.

The following pseudocode summarizes the behavior of the Byzantine workers. Let o« € R
and

Sa € I%r‘gmiI}Var ({9x vesnm YU {0t resns) -
=n—

Algorithm 1: Byzantine worker i ¢ H behavior, ¢ = 1073

if 6 = 0 then
‘ return G
gpmsomng

else if 0 > 0 then

# the same value as data poisoning

return oy = inf {a;i € S;} + e # amplifies the initial direction
else if 6 < 0 then
return 3; = sup {5,2 € S’E} — ¢ # amplifies the initial direction

(iii) Let denote A, /%} the empirical measures of the robustness coefficients observed over the
optimization trajectories. The empirical robustness coefficients are computed as follows:

_ _ 2
R [9s: — sl
T el oy st @\
te{0,...,T—1 c{1,...,n 1 7 _
|S|=n—f 151 ZiES (gt - gS)
and
_ 2
A1 ‘9{92* - gis'
Kf:te{oma)T{ 1}Scr{riaX } 1(4) N
seeesd — yeeey TV 1 ? —/
|S|=n—f ST Zies (gt - gs)

where gg = |—é‘ Yics gt(l) and S} the subset chosen by the SMEA aggregation rule at
iteration t. The same notation applies to the other run. To assess the gap between our
theoretical upper bound and its empirical realization, we analyze the tightness of the robust-
ness coefficient /¢ as observed in our setup. We find that & ¢ is consistently smaller than

2
its theoretical worst-case value Kgyvpa = n4_f 7 (1 + 5 _f 5 f) . Substituting this empirical

value into our theoretical upper bound, vC'T' <ﬁ + 2\/E) , significantly reduces the
discrepancy between theoretical predictions and actual performance:

70T<m2f)m+\/§+\/§f>.

E.2 Details on the computation of the generalization error

We again instantiate the problem outlined in the proof of our lower bound (Theorem [3.3] see Ap-
pendix [D.5.1), under data poisoning attack, with v = C' = 1 and m = 1. To calculate the
generalization error, we assume every honest local distribution is a Dirac with singularity at the
value defined in the proof of Theorem 3.3} —except for a “pivot” worker (indexed 1 without loss of
generality) whose distribution is a mixture p; = %60 + %(5_1. In this case, the two possible datasets

are always neighboring. We denote by 959 ) and 95:1) the parameters output by the robust distributed
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GD algorithm with SMEA on the two different datasets. We denote by S a dataset sampled from the
distribution specified above, and let z; be the sample held by worker 1. In this setup, we are able to
compute the generalization error exactly as follows:

B [A(A)) = Ru(AS))] = prBs[Bav 0572 6721

|H|
1 1 1 .
- @Esbeg ) %0+ 59;1) x (1) — 65" 2]

1 1 2 2
= w <_2E59§“ ) —Es [95« )21]>

1 1/1 o 1 (1 1 0 1, (1

1 1 0 1 —1 1 —1
_<—49(T>—49(T )+§9(T >>

Hence: ~ 9;_1) B 95,9)
Es [R(A(8)) = Bn(AS)] = =r—F~

This value corresponds to the stability plots shown in Figure , modulo the factor ﬁ. Hence, in

the wort-case, the generalization error under Byzantine failure and data poisoning attacks exhibits the
same discrepancy as the one observed in uniform algorithmic stability.

F Refined bounds under bounded heterogeneity and bounded variance
assumptions

For clarity and simplicity, we chose to emphasize our results under the broad bounded gradient
assumption (i.e. Lipschitz-continuity of the loss function) in the main text. In this section, we
present results derived under refined assumptions—namely, bounded heterogeneity and bounded
variance—in place of the more general bounded gradient condition. These assumptions are more
commonly used in the optimization literature (as opposed to the generalization literature).

We formally define these assumptions below.

Assumption FA.l (BoundEd heterogeneity).  There exists G < oo such that for all 6 € ©O:
7 Sien [[VRi(0) = VR (0)3 < G2

Assumption F.2 (Bounded variance). There exists o < oo such that for each honest workers 1 € H
andall § € ©: LS 1 | Vol(0;2) — VR;(0)]3 < o>

As shown in the following, our analysis techniques can yield tighter bounds when assuming bounded
heterogeneity and bounded variance. However, we note that these bounds do not provide additional
conceptual insights within the scope of our discussion. Indeed, within the uniform stability framework,
if we assume only bounded gradients and nothing more, there exist distributed learning settings where
G is a constant multiple of the Lipschitz constant C'. For instance, consider a scenario where half of
the honest workers produce gradients with norm C, and the other half produce zero gradients; in this
case, G would be C'/2.

As an example, we derive bounds on the expected trace and spectral norm of the empirical covariance
matrix of honest workers’ gradients that are expressed in terms of G and o. These estimates can be
directly used in Theorems [D.3]and [D.5]to provide tighter bounds under additional assumptions of
bounded heterogeneity and bounded variance.

Lemma F.1 (Expectation bound for the empirical covariance trace). Consider the setting described
in Section [2|under Byzantine attacks with Assumptions|F.1|and Let A € {GD,SGD}, with a
(f, &, Tr)-robust aggregation rule, for T € N* iterations. We have for everyt € {1,...,T —1}:

1
EATrYy: <3G? +30(1 + m)
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Proof. We decompose the sum into the following:

EaTro = [’HZ” — VR;(0) + VRi(6;) — VR (0;) + VR (6:) — 72
1E€EH
fZEH 9" = VRi(6,)[3] + 3E[ - fZHVR (60) — VR (60)]3]
1€EH 1€EH
+—fZE|VRH(et> 7" 13)
i€EH
§3G2+302+ QZEHg — VRi(00)]3]
TL i€EH

O

Lemma F.2 (Expectation bound for the empirical covariance spectral norm). Consider the setting
described in Section2|under Byzantine attacks with Assumptions[F.1|and Let A € {GD,SGD},
with a (f, &, | - ||sp)-robust aggregation rule, for T € N* iterations. We have for every t €
1}

geeey

_ i _\T
= E[Amax( ‘H‘ S0 —g)a” —9)")] < 0® + G2
1€EH

Proof. In the following, we derive a bound for the stochastic case .A = SGD; the result naturally
extends to the deterministic setting A = GD as well. The proof of the refined upper bound leverages
the ability to compute the expectation of the controllable noise—specifically, the noise resulting from

random sample selection Jt(i), i€ M, te{0,...,T — 1}—while conditioning on the uncontrollable
noise introduced by Byzantine workers. Since the bound is independent of the latter, we establish the
result by applying the law of total expectation.

Lett € {0,..., T—1},
T 1 j
At = Amax ~9)) = suwp ooy (09" ~7)°
[#] ; lolla<1 7] ;L
We decompose,
9t — G, = g — VR,(6,) + VRi(6;) — VRy(6:) + VRy(6:) — 7,

so that we have:

(v.9” =90 = (0. VRi(6) = VR (00)) + (0,91 = VRi(6:) + VRn(6,) —7,)°

+2(0, 9" = VRi(6:) + VEu(6:) = 5) (v, VRi(6:) = VR (01)-

Upon averaging, taking the supremum over the unit ball, and then taking total expectations, we get:

lsup |,H|ngt —

llvl2<1

<E

sup ﬁ Z(U, VR;(6;) — Vﬁ?—t(et)y]

llvfl2<1

sup |7-l| Z v gt — VR;(0:) + VR (0,) — gt>21

lvll2<1

+ 2E

sup S (v, gt = VRi(0:) + VRy(0:) — 5,) (v, VR (0,) - VRH(Ht))] 1)
[vlla<1 |7'[| by

We show that the last term in eq. (ZI)) is non-positive. In fact, with M = N + NT,

N = (g = VR(0:) + VRu(0:) = 3)(VRi(6,) = VR (6,))
i€EH
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and using Lemma D.4 from [J5]:

L S”up 2) (v ,91" = VRi(6:) + VRy,(0,) — 9,) (v, VR;(6,) — VRy (61))
2=l ey

=E

sup (v, Mv)]

lofla<1

<9 sup E[(v, Mv)]
loll<1

=9 sup 2B (v, Elg;” — VR;(6,) + VR (0:) — G,10:]) (v, VR:(6:) — VR3,(6,))

[[v]]2<1 icH ~

We now bound the second term in eq. 1)

sup |H| Z v, 98" = VRi(0;) + VRy(0) gf]

llvl2<1

sup |7-[| Z v gt VRi(Ht»Q]

Ioll<t [H] 2=,

~ VRi(6,)]3]

: |H|ZIE

i€EH

<o?

And finally we bound the first term in eq. (1)) with Assumption [F.I}

~ ~ 1 ~ ~
E sup (v, VR;(0;) — VR (6,))*> < sup sup — Y (v,VR;(#) — VRy(0))?
i<t 1Ml = oce vl <1 [H] S

1 ~ ~
= sup — VR;(0)—VRyO)|2<G*> O

G High-probability excess risk bounds for robust distributed learning under
smooth and strongly convex loss functions

In this section, we establish high-probability excess risk bounds (see Equation (IJ)) under smooth
and strongly convex assumptions for robust distributed learning algorithms, providing insights
into their generalization performance. Specifically, we combine a deterministic optimization error
bound—adapted directly from prior work [15]—with our high-probability stability bound.

High probability bound under uniform stability framework are derived as follows. The change of
a single training sample has a small effect on a uniformly stable algorithm. This broadly implies
low variance in the difference between empirical and population risk. If this difference also has low
expectation, the empirical risk should accurately approximate the population risk [10]. In fact, we
directly adapt the results from [31]] to our framework and state the following high-probability bound.

Lemma G.1. Consider the setting described in Section[2] under either Byzantine failure or poisoning
attacks. Let A an e-uniformly stable. Assume ¥z € Z,{(-,z) < Lo, then we have that for any
0 < § < 1, with probability at least 1 — 6:

| Ry (A(S)) — EH(A(S))\ € O(mm {51n(|7-l|m )In(=

\/IHI

(d Hm) ln(i)D
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Poisoning attacks. By adapting the optimization bound technique from [15, Theorem 4] to GD
algorithm with SMEA under poisoning attacks, we show that for a constant number of steps—

specifically, when the step count satisfies 7' > ln(4% +r)/In(1 — £) € O(1)—the expected

excess risk is of the order of: o
1
—0 < / + ) .
po \n—f mn-—f)

Additionally, we provide a high-probability bound on the excess risk using Lemma|[G.I] Specifically,
for any 0 < § < 1, with probability at least 1 — ¢ the excess risk lies within:

i / 2 ! L 2 — fim n1 7600 n1
(’)(mm{n_fC +<n—f+m(n—f)>c In((n— f)m)1 (5)+m\/1 (5),

nffCQJr<C\/€°°(nff+m(n1f))+ (nefﬁm) m@;)})

In the absence of a minimax statistical lower bound for the heterogeneous case—and acknowledging
that the comparison is imperfect due to differing assumptions—it remains informative to compare
our resulting bound with those in [47} 48], as well as with Proposition 1 in [4]].

Byzantine failure attacks. Under Byzantine failure attacks, the derivation proceeds similarly and
yields an analogous bound, with a dependence on +/k replacing the % term in the uniform stability

bound.
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