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Abstract—The intersection of blockchain
(distributed ledger) and identity management
lacks a comprehensive architectural framework for
classifying distributed-ledger-based identity solutions.
This paper presents a methodologically developed
taxonomy from analyzing 390 scientific papers and
expert discussions. The resulting artifact comprises
22 dimensions with 113 characteristics organized into
three groups: trust anchor implementations, identity
architectures (identifiers and credentials), and ledger
specifications. The taxonomy enables systematic
analysis, comparison, and design of distributed-
ledger-based identity solutions, as demonstrated
through application to two distinct architectures.
As the first methodology-driven taxonomy in this
domain, this work advances standardization and
enhances understanding of distributed-ledger-based
identity architectures, providing researchers and
practitioners with a structured framework for
evaluating design decisions and implementation
approaches.

Index Terms—Distributed Ledger Technology,
Blockchain, Identity Management, Taxonomy,
Literature Review

I. INTRODUCTION

UTILIZING blockchains and distributed
ledgers for digital identities in future identity

management (IDM) systems promises better
trust, security, user control over personal data
[1]. Yet, limited standardization, interoperability,
and poor user experience of current solutions
continue to hinder the widespread adoption
of secure ledger-based identity systems [2].

Various research efforts, such as those by
Schardong et al. [3] and Lesavre et al. [4]
aim to conceptualize the current landscape of
blockchain-enabled IDM solutions. However, from
an architectural point of view, there is a lack
of a holistic and unified conceptual framework
to characterize and assess those solutions. This
impedes effective communication and collaboration
among researchers and application developers.
To improve the organization of this field and to
promote greater consistency and standardization, it
is essential to organize and structure knowledge in
the area of distributed-ledger-based IDM solutions
with a focus on architectural design.

In this paper, we present the first comprehensive
taxonomy for system architectures of distributed-
ledger-based identity solutions, systematically
organizing relevant characteristics to guide
researchers and practitioners. Inspired by
Glass et al. [5], a taxonomy is defined as a
system of groupings that organizes and categorizes
knowledge of a field, enabling researchers to study
relationships between concepts, hypothesize about
new ideas, and evaluate existing architectures. We
employ a rigorous, iterative approach following the
established guidelines of Nickerson et al. [6] and
Kundisch et al. [7]. Our taxonomy emerges from an
extensive analysis of 390 scientific papers from the
field and insights from multiple expert discussion
panels, with a special focus on the architectural
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aspects of IDM solutions leveraging Distributed
Ledger Technology (DLT). The resulting artifact
comprises 22 dimensions with 113 characteristics,
refined through three methodical iterations. To
validate the taxonomy’s practical utility and
analytical power, we apply it exemplarily to two
representative system architectures. It effectively
classifies the solutions, highlighting key design
decisions and potential shortcomings that might
otherwise remain overlooked.

The article starts with a discussion of blockchain
and IDM fundamentals in Section II, followed by
a review of relevant taxonomies in Section III. The
taxonomy’s development methodology is presented
in Section IV, while the taxonomy itself and its
evaluation are detailed in Sections V and VII.
Limitations and conclusions are discussed in
Sections VIII and IX.

II. BACKGROUND

This section discusses the technical and
theoretical concepts of blockchain, digital identity.
It explores key identity-related terminology,
decentralized identity frameworks, and DLTs,
providing a foundation for this work

A. Identity Concepts and Terminology

Identity is defined by the International
Organization for Standardization (ISO) as a
”set of attributes related to an entity” [8], where
an entity may be a person, organization, server,
application, or service [9]. Building on this, we
define identity as a collection of characteristic
attributes that uniquely describe a physical or non-
physical being within a specific system. Digital
identity extends this concept to digital realm.
Inspired by the definitions given by NIST [10],
Domingo et al. [11], and Sedlmeir et al. [12], we
define digital identity as a digital collection of
attributes uniquely describing a physical or non-
physical being within a specific system, enabling
participation within this specific system and
responding to identity-related transactions. IDM
encompasses then the processes and technologies
to create, manage, and authenticate identities. Key
elements include identifiers (unique labels for

digital identities), authentication (verification of
identity control), authenticators (verification tools),
and authorization (managing access) [9], [10].

B. Decentralized Digital Identity

User-centric identity systems have gained
momentum in recent years [2], [13], driven by
the privacy-preserving paradigm of Self-Sovereign
Identity (SSI), alongside the technical concepts
of Decentralized Identifiers (DIDs) [14], and
Verifiable Credentials (VCs) [15]. SSI proclaims
a system design that empowers individuals to
control their digital identities without relying
on central authorities by leveraging distributed
ledgers for secure verification [1]. DIDs provide
unique identification in a decentralized manner,
resolving to DID documents containing metadata,
cryptographic keys, and service endpoints. The DID
documents of public DIDs are stored in verifiable
data registries such as distributed ledgers, while
their counterparts of private DIDs are derived from
the identifier. VCs contain claims about a subject,
must include the subject’s identifier (often a DID),
and are signed by an issuer to ensure integrity and
non-repudiation. Holders can generate Verifiable
Presentations (VPs) from VCs to selectively share
verified information [10], [15].

C. Identity Roles and Trust Relationships

The issuer-holder-verifier model is fundamental
to all decentralized identity frameworks. Issuers
create and sign VCs about subjects. Holders (often
the subjects themselves) control these VCs and
determine when and with whom to share them
through VPs. Verifiers authenticate the presented
VPs, confirming their validity and provenance [15].
Traditional federated identity models operate with
different roles. Identity Providers (IdPs) manage
identity information and issue assertions about
users. Relying Parties (RPs) or service providers
trust these IdPs to verify user identities and validate
assertions [16]. These established trust relationships
form the foundation of identity transactions across
both traditional and decentralized systems. Central
to these are trust anchors which are fundamental
elements that serve as the basis to establish trust in



identity systems. Trust anchors enable verification
of credentials and assertions without requiring
direct trust relationships between all entities.
In traditional PKI systems, certificate authorities
typically serve as trust anchors. In distributed
ledger-based identity systems, trust anchors may
include the distributed ledger itself, governance
frameworks, or cryptographic keys registered on the
ledger [14], [16].

D. Distributed Ledger Technology

DLT enables the maintenance of append-
only transactional databases in a decentralized
manner. Blockchain, the most prominent DLT
implementation, secures data by bundling
transactions into cryptographically linked
blocks. This concept was introduced for the
Bitcoin cryptocurrency [17], while Ethereum
extended it with smart contracts for programmable
transactions [18]. DLT networks are categorized by
their permission models. Permissioned networks
restrict who can read, write, and host nodes,
typically governed by a single entity or a
consortium [19]. Permissionless networks allow
anyone to participate but they often require
transaction fees to prevent spam and to compensate
node operators. These fees, denominated in
units like ”gas” in Ethereum, create resource
constraints that impact performance [20]. For IDM,
DLT provides promising capabilities including
immutable record-keeping and secure sharing
of verification material, without a single point
of failure. These properties address fundamental
challenges in traditional IDM systems, particularly
regarding security, privacy, and user control.

III. RELATED WORK

Various taxonomies have addressed DLT in
combination with IDM in academic literature.
Lesavre et al. [4] categorized DLT-based IDM
systems based on architectures and governance
models, emphasizing terminology and emerging
standards. Yet, their work lacks a taxonomy with
explicit dimensions and characteristics. Schardong
et al. [3] conducted a structured literature review
of over 80 articles on SSI, creating a hierarchical

taxonomy. While contributing significantly to SSI
research, their work did not explicitly address DLT-
based solutions and used a tree-like structure rather
than a dimensional framework. Ngo et al. [21]
analyzed 361 articles on IDM with blockchain,
focusing on research trends and metadata rather
than architectural classification. Amard et al.
[22] developed a taxonomy examining governance
choices in digital identity infrastructures, using
Nickerson’s methodology but with a different
analytical lens than our architectural design focus.
Yan et al. [13] conducted a comprehensive
interdisciplinary review of decentralized IDM,
analyzing 149 articles to develop a ”Task Structure-
Technological Properties-Fit” framework. Their
work identified two key task goals (identity value
creation and maintenance), three stakeholder levels,
and two technological properties (interoperability
and self-sovereignty). While their framework
provides valuable insights into the alignment
between tasks and technologies, it focuses on the
application of decentralized IDM across contexts
rather than an architectural classification.

Existing taxonomies address specific sub-
fields of DLT-based IDM, but their scope
remains insufficient for categorizing contemporary
solutions. Our research bridges this gap through a
comprehensive methodology combining extensive
literature review with expert consultations.
The resulting framework enables systematic
classification, analysis, and evaluation of DLT-
based IDM architectures, advancing both theoretical
understanding and practical implementation in this
domain.

IV. METHODOLOGY

A taxonomy should be concise yet robust,
comprehensive, expandable, and explanatory [6],
[7]. Conciseness requires limited dimensions
and characteristics, while robustness ensures
sufficient differentiation of the objects of interest.
Comprehensiveness demands classification of all
known objects within the domain, and extendibility
allows for the inclusion of new dimensions as
the field evolves. The explanatory nature provides
clear descriptions that enhance understanding



rather than merely listing features. The taxonomy
development process presented here follows an
iterative approach guided by a meta-characteristic
that defines the taxonomy’s focus and scope.

A. Problem and Objectives

In DLT-based IDM, solutions range from fully
on-chain systems to those with minimal blockchain
integration. However, there is no structured
method to assess and compare these solutions,
particularly regarding critical aspects such as trust
sources, governance frameworks, and credential
management. Researchers and practitioners
developing these solutions often fail to report
key dimensions of the architecture, hindering
comprehensive evaluation and comparison. This
taxonomy addresses this gap by providing a
classification framework for researchers and
practitioners, enabling effective communication
and comparison of system architectures.

B. Meta-Characteristic and Approach

The meta-characteristic serves as the fundamental
lens through which the phenomenon is observed and
classified, guiding the selection of all dimensions
and characteristics in the taxonomy. After careful
consideration of the research objectives and
target users, the meta-characteristic is defined as:
System Architectures of IDM Solutions utilizing
Distributed Ledger Technology.

C. Ending Conditions and Evaluation Goals

The taxonomy development follows Nickerson’s
methodology [6], employing eight objective
conditions (covering completeness, consistency,
uniqueness, and utility) and five subjective
conditions (addressing conciseness, robustness,
comprehensiveness, extendibility, and explanatory
power). These conditions determine when the
iterative development concludes. The taxonomy
aims to provide a comprehensive framework
spanning the complete spectrum of DLT-based
IDM solutions while facilitating conceptual
comparability through systematic classification of
fundamental architectural components.

The evaluation criteria for the taxonomy
are defined as: Provision of a comprehensive

taxonomy encompassing the complete spectrum
of DLT-based IDM solutions and Facilitation of
conceptual comparability through the identification
and classification of fundamental architectural
components.

V. TAXONOMY DEVELOPMENT

This section describes the iterative development
process for creating the taxonomy. The approach
was structured and included a literature review,
discussions with an expert panel, and validation
against established taxonomies. Figure 1 illustrates
the development and evaluation process.

A. Literature-Based Development (Iteration 1)

The first iteration followed an empirical-to-
conceptual approach through a structured literature
review. The search used the terms ”blockchain”
OR ”distributed ledger” AND ”identity” in
publication titles across five databases (IEEE
Xplore, SpringerLink, ACM Digital Library, Wiley
Online Library, Science Direct) in October 2024.
After removing duplicates, 440 articles were
identified.

A categorization process was applied to organize
the literature into coherent groups, resulting in the
classification shown in Table I. The 51 articles in the
”surveys and reviews” category were set aside for
later analysis, while the remaining 390 articles were
distributed among four experts for review. Each
expert developed their own taxonomy based on their
share of articles, guided by the meta-characteristic
defined in Section IV-B.

B. Expert Panel Integration (Iteration 2)

The second iteration used an empirical-
to-conceptual approach to integrate the four
independently developed taxonomies. A panel of
researchers analyzed similarities, differences, and
limitations across these taxonomies, extracting the
most important dimensions and characteristics.
Through multiple discussions, the panel refined and
consolidated these elements into a single, cohesive
taxonomy.



Iteration 1

Use 5 databases
retrieve 440 publications

Literature Search

390 research articles
into 10 categories

Categorization

Taxonomy Development

Four experts develop
independent taxonomies

Four independent
taxonomies

One cohesive
taxonomy

Iteration 2

Compare and discuss
taxonomy/ies

Analysis

Extract and merge 
most important dimensions

Consolidation

Refinement
Repeat until no dimensions 
are added/deleted/changed

Validated Taxonomy

Evaluation

Assessment against 
defined quality criteria 

Evaluation goals

Classification of two distinct 
DLT-based IDM architectures

 Application

Outcome Assessment
Demonstration of utility 
and comprehensiveness

Final taxonomy

Iteration 3

Test across other
taxonomies/surveys/reviews

Testing

confirm generalizability 
and robustness

Validation

Ending conditions
Validate ending conditions

Literature Review Researcher Panel Practical ValiadationSystematic Validation 

Fig. 1: Taxonomy Development and Evaluation Process.

C. Validation and Refinement (Iteration 3)

The third iteration combined conceptual-
to-empirical and empirical-to-conceptual
methodologies to validate the taxonomy. This
phase leveraged existing surveys, reviews, and
taxonomies from subfields within DLT and identity
management. The taxonomy was systematically
tested against prior research to confirm its
generalizability and robustness across diverse
solution architectures. This iteration concluded
the development process with all defined ending
conditions met.

VI. TAXONOMY ARTIFACT

The final taxonomy artifact (Table II) comprises
22 dimensions and 113 serving as a guide for
understanding and classifying DLT-based identity
management solutions. It highlights the complexity
of approaches, assisting in identifying the strengths
and trade-offs of each method. The following
is a description of each dimension and selected
corresponding characteristics. We categorized every
dimension into one of three main groups: 1) Trust
Anchor, 2) Identity, and 3) Ledger.

Dimension Group 1: Trust Anchor: In this
taxonomy, the dimensions of trust anchors are
examined with an emphasis on the technical
implementation of trusted components, such as
how trust is established in verification materials

TABLE I: Articles reviewed by experts, sorted into
technology categories and ordered by count.

Technology Categories Count References

SSI: Applications & Use Cases 69 [23]–[91]

Authentication & Access Control 66 [92]–[157]

Security, Privacy, & Trust 47 [158]–[204]

Decentralized Identifiers (DIDs) 44 [205]–[248]

SSI: Technical Architectures 39 [249]–[287]

Identity Governance 38 [288]–[325]

Cryptographic Algorithms 30 [326]–[355]

Identity Anonymization 25 [356]–[380]

Zero-Knowledge Proofs 21 [381]–[401]

Cloud and Edge Computing 6 [402]–[407]

No/Other Technology 4 [408]–[411]

(e.g., public keys), credential status information,
and identifier-to-subject bindings. These technical
mechanisms form the foundation upon which
higher-level trust in issuers, credentials, and identity
claims is built.

1) Trust Anchor Purpose: Each trust anchor
has a specific role based on the involved entities
and activities. For instance, during credential
verification, a verifier uses a trust anchor to ensure
the integrity of a subject’s claims. Similarly, a user
depends on a trust anchor to authenticate the source



of their digital wallet software.
2) Trust Anchor Model: A solution can use

one or more trust anchors, each serving different
or overlapping purposes. For instance, a system
might trust cloud providers for operations and rely
on governmental agencies for credential issuance.
Additionally, having multiple trust anchors can
enhance assurance during audits by verifying
trusted history and credential use.

3) Trust Anchor Realization: A trust anchor
can be established technically or non-technically.
For instance, a trust anchor for the tamper-
proof distribution of cryptographic material across
administrative domains can be implemented as
a distributed ledger that is commonly operated
and governed by all parties following a consortia
agreement. In another approach, the government
acts as a single trust anchor, dictating by regulation
which entities are trustworthy for verifying specific
identity attributes.

Dimension Group 2: Identity: This group
organizes identity-related dimensions and is divided
into three subgroups: general identity dimensions,
identifier-, and credential-specific dimensions.

4) Governance Structure: In this taxonomy,
”Identity Governance” refers to where decision-
making and authority of the non-ledger parts reside;
whether in a single entity or distributed across
multiple entities. Governance determines who can
make and enforce rules about identity management
processes, such as who can issue credentials, how
disputes are resolved, and how system changes are
approved.

5) Subject: This dimension specifies the types
of entities that can possess identities within the
IDM system. This dimension defines the scope and
applicability of the identity solution.

6) Migration: The migration of an identity
focuses on how the identifiers and/or credentials can
be transferred from one system or environment to
another. The ability to migrate an identity is crucial
for ensuring portability and interoperability.

7) Lifespan: The lifespan specifies how long an
identity artifact remains valid following its creation.
This can be permanent or limited to specific uses,
such as with an ephemeral credential.

Identity Subgroup: Identifier
8) Type: The identifier type refers to the form

and nature of identifiers within the system. A
physical identifier is a tangible object, like an
ID card, while a logical identifier is a digital
representation, such as an email address or DID.

9) Anchored: This dimension refers to where the
source of truth of the identifier is located. Identifiers
can be anchored on-chain transparently, as seen with
many non-private DID methods. Alternatively, only
the hash of the identifier may be stored on-chain. An
example of non-anchored identifiers is peer DIDs,
which are private, public-key-based identifiers.

10) Proof Material: The proof material refers
to the location and type of location where
the possession and control of the identifier is
demonstrated. The self-contained characteristics
indicate that the proof material is inherently
included within the identifier(e.g. public-key).

11) Revocation: Revocation determines whether
the architecture allows for invalidating an identifier
and specifies where the revocation process is
conducted and stored.

12) Recovery Mechanisms: The recovery
mechanisms outline how a user can regain access
to an identifier if the authenticator is lost.

13) Privacy: Privacy explains to what level
the identifier is relatable to a subject’s personal
information.

Identity Subgroup: Credential
14) Type: Credential type refers to the various

technical formats and standards used to implement
the credential. The credential type is mutually
inclusive, meaning two or more characteristics can
apply to the same object under consideration. One
example of ME credential type is a W3C VC
implemented via a smart contract.

15) Anchored: This dimension indicates the
location of the credential’s source of truth.
For instance, a system might have an on-
chain credential identifier linked to an off-chain
credential. Alternatively, the credential could be
fully encrypted on-chain.

16) Storage: This dimension outlines credential
storage locations and storage methods, including
plain text, encrypted, or zk-proofs. Locations can



TABLE II: The artifact ”Taxonomy”, showing DLT-based identity management architecture-related
dimensions and their characteristics. The dimensions are grouped into three groups, which partially contain
further subgroups.
Mutually Exclusive (ME): [Y] = Within a given dimension, an object cannot simultaneously possess more than one characteristic.
[N] = multiple characteristics can exist concurrently.

Group & Subgroup Dimension ME Characteristics

Tr
us

t
A

nc
ho

r Purpose N

Trusted Issuer List • Trusted Verification Material • Trusted History of
Verification Material • Trusted Operation • Trusted Storage of

Credentials • Trusted Credential Status • Trusted History of Credential
Status • Trusted History of Credentials Use

Model N Single Trust Anchor • Multiple Independent Trust Anchors •
Multiple Dependent Trust Anchors

Realization N

Distributed Ledger Technology • Distributed Hash Table • Distributed
File System • Hardware Security Architecture (e.g. TEE‘s) •

Certificate Transparency Logs • Web of Trust • Website •
Contractual Agreement • Regulation/Law

Id
en

tit
y

G
en

er
al

Governance Y Decentralized Governance • Consortium-based Governance •
Central Authority • By Regulation • No Governance

Subject N Humans • Animals • Organizations • Devices • Smart Contracts •
Software Applications • Digital Assets • Work Loads • Other

Migration Y Without Issuer Interaction • With Issuer Interaction • Non-Transferable

Lifespan Y Permanent • Time-Limited • Activity-Based • Ephemeral

Id
en

tifi
er

Type Y Logical • Physical (Hardware-Bound) • Public-Key-Based •
W3C Decentralized Identifier • Custom

Anchored Y On-Chain Anchored • On-Chain Hashed • On Website •
Self-Anchored • Not Anchored

Proof
Material Y On-Chain • Off-Chain Centralized • Off-Chain Decentralized •

Off-Chain at Subject • Decentralized File System

Revocation Y No Revocation • On-Chain Revocation • Off-Chain Revocation

Recovery
Mechanism N

Multi-Signature Recovery • Time-Locked Recovery • Secret Sharing •
Escrow-Based Recovery • Biometric Recovery • Other Mechanism •

Other Decentralized Recovery • No Recovery Mechanism

Privacy Y Anonymous • Pseudoanonymous • Non anonymous

C
re

de
nt

ia
l

Type N
Non-fungible Token • W3C Verifiable Credential •

Other Token Standard • Smart-Contract-Based •
Anonymous Credential • Certificate • Custom

Anchored Y On-Chain Credential Identifier • On-Chain Hash •
On-Chain Encrypted • Not anchored

Storage Y
Off-Chain at Subject • On-Chain Plain Text • On-Chain Encrypted •

Off-Chain Centralized • Off-Chain Decentralized •
Distributed File System

Revocation Y No Revocation • On-Chain Revocation • Off-Chain Revocation

Disclosure
Control Y Only Full Disclosure • Combined Disclosure •

Selective Disclosure • Zero Knowledge Proof

Verifiability Y Non-Verifiable • Verifiable With Issuer Involvement •
Verifiable Without Issuer Involvement

L
ed

ge
r

Consensus
Mechanism Y Proof-of-Work • Proof-of-Stake • Proof-of-Authority • Delegated

Proof-of-Stake • Byzantine Fault Tolerance • DAG-based • Other

Permission
Level Y Public Permissionless • Public Permissioned • Private Permissioned

Usage
Overhead Y No Fees • Creation Fee Only • Usage Fee Only • Creation and Usage

Fees • Time-based (Subscription) • Alternative Fee Models



be on-chain, off-chain, or both, and may be
decentralized, centralized, or hybrid. The data
format is not specified.

17) Revocation: Revocation determines whether
the architecture allows for invalidating a credential
and specifies where the revocation process is
conducted and where the revocation status is stored.
This dimension does not consider who is authorized
to conduct revocation but only whether it is
supported.

18) Disclosure Control: This concept relates to
the amount of identity information shared during
verification and the degree of control the subject
has when disclosing a credential or specific parts
of it.

19) Verifiability: Verifiability refers to whether
a credential can be confirmed by a verifier.
Credentials that are self-issued are not verifiable,
while those from trusted issuers allow for
independent verification without needing the
issuer’s involvement.

Dimension Group 3: Ledger
20) Consensus Mechanism: The consensus

algorithm is a fundamental component of
any distributed ledger-based solution and
affects properties like fault tolerance, latency,
decentralization, and security.

21) Usage Overhead: This dimension refers to
how the DLT-based IDM system handles fees
related to operational aspects such as the creation,
usage, updating, and revocation of identity artifacts.
Ledger-specific fees, such as transaction costs, are
not included.

22) Permission Level: This dimension defines
who can access the ledger. Public and private
indicate its visibility, while permissioned means
only authorized users can submit transactions,
whereas permissionless allows anyone. Governance
and participation rules are not covered by this
dimension.

VII. EVALUATION

This section evaluates the taxonomy by applying
it to two DLT-based IDM research papers and
assessing the fulfillment of ending conditions.

A. First Evaluation

The first article proposes an architecture for
decentralized identity management for Internet of
Things (IoT) devices [117], addressing scalability
and security challenges in large-scale IoT systems
using smart contracts for access control, trust
management, and reputation evaluation.

The classification result is shown in Table III
(Solution 1). The authors address many relevant
dimensions, especially within the ledger and
identity groups, though credential disclosure
control, revocation, and migration capabilities are
not discussed. The solution utilizes W3C DIDs and
VCs in combination with PKI and smart contracts
with various on-chain anchors and off-chain hashes.

Had the authors used this taxonomy, they might
have recognized their trust anchor architecture lacks
description of the model—whether using single
or multiple anchors and relationships. While the
authors present a comprehensive architecture, our
taxonomy could have guided them to explore
additional crucial dimensions.

B. Second Evaluation

The paper ”SAML Metadata Management
with Distributed Ledger Technology” [296]
explores managing SAML federation metadata
with distributed ledger technology. The solution
focuses on organizations as identity subjects and
relies on PKI/X.509 certificates, suggesting the
need for root Certificate Authorities, though trust
anchor establishment is not explicitly discussed.
The solution uses logical identifiers (domain
names) anchored through the ACME protocol on
websites. Its privacy model leverages Hyperledger
Fabric’s channel-based architecture to restrict
transaction visibility among specific participants.
The credential system uses X.509 certificates stored
off-chain, with no explicit mention of revocation
or recovery mechanisms. The ledger employs a
permissioned, private model with configurable
consensus and no associated fees. Applying the
taxonomy to this paper reveals shortcomings
including the lack of discussion on trust anchor
establishment, governance structure, and revocation
mechanisms. Additionally, by separating Identity



TABLE III: Application of the taxonomy for classifying two proposed DLT-based IDM architectures.

Group & Subgroup Dimension Classification of Solution 1 [117] Classification of Solution 2 [296]
Tr

us
t Purpose Trusted verification material N/A

Model N/A N/A

Realization Distributed Ledger Technology N/A

Id
en

tit
y

G
en

er
al

Governance Central authority N/A

Subject Devices (IoT) Organizations

Migration N/A N/A

Lifespan Permanent Activity-based

Id
en

tifi
er

Type Public-key-based & W3C
decentralized identifier Logical (domain names)

Anchored On-chain anchored On website

Proof
Material On-chain Off-chain at subject

Revocation On-chain revocation N/A

Recovery
Mechanism No recovery mechanism N/A

Privacy Pseudoanonymous Pseudoanonymous/non-anonymous
depending on configurations

C
re

de
nt

ia
l

Type Smart-contract-based & W3C
verifiable credential Certificate (X.509)

Anchored On-chain hash Not-anchored

Storage Off-chain at subject Off-chain at subject

Revocation N/A N/A

Disclosure
Control N/A Only full disclosure

Verifiability Verifiable without issuer
involvement

Verifiable, issuer involvement not
mentioned

L
ed

ge
r

Consensus
Mechanism Proof-of-stake Other - depending on

configurations

Permission
Level Public permissionless Private permissioned

Usage
Overhead No fees No fees

into Identifier and Credential, the taxonomy
highlights the tight coupling between identifier,
verification material, and credential in X.509
certificates.

C. Classification Results

The taxonomy effectively classified two distinct
architectural solutions, showcasing its versatility.

The evaluation uncovered specific gaps that
might have gone unnoticed without a systematic
framework. The three-group structure organized
complex interrelationships well, while separating
Identity into general, identifier, and credential
dimensions offered valuable clarity. The taxonomy
successfully categorizes both approaches without
modification, demonstrating comprehensive



dimension coverage and robustness validated
by expert review. It enhances understanding of
complex architectures and provides practical utility
for both analysis and design. By highlighting
architectural decisions and potential improvements,
it serves as an analytical tool for researchers
and a design guide for practitioners developing
DLT-based identity solutions.

VIII. DISCUSSION

This research developed a comprehensive
taxonomy for DLT-based identity management
through a rigorous iterative process. Trust emerged
as the central concern across various layers
of DLT-based IDM architectures, reflected in
the taxonomy’s organization into three groups:
trust anchor, identity (further subdivided into
general, credential, and identifier dimensions),
and ledger-related dimensions. The developed
taxonomy represents a comprehensive artifact that
significantly aids researchers and practitioners in
designing and evaluating DLT-based IDM solutions.
It provides a structured framework for classifying
existing solutions, uncovering their shortcomings,
and identifying improvements. The detailed nature
of the taxonomy enables a nuanced analysis of
both simple and complex architectures. During
the second iteration of the taxonomy building,
there was an active discussion on how to structure
the research approach and whether the meta-
characteristics should be further specialized. It was
decided to maintain a comprehensive and holistic
view of architecture for the purpose of creating a
detailed taxonomy artifact. All experts identified
and agreed that trust is a significant concern for
all identity management architectures, particularly
those incorporating a distributed ledger component.
When the taxonomy was analyzed through the
lens of ”trust,” it became evident that nearly every
dimension is also related to trust. Consequently, the
trust anchor dimension was chosen in a way that fits
multiple layers and points of view. We encourage
future researchers and practitioners to examine and
report their solutions through the lenses of this
taxonomy. The length and the revision steps of the
dimensions may affect understandability. However,

it was a deliberate choice to provide detailed
and holistic coverage. The taxonomy underwent
multiple revisions and expert reviews and was
tested against existing taxonomies in the field.
Another limitation could be the rapid evolution of
the research field. However, we view the taxonomy
as a living artifact and structured the dimensions
to ensure their relevance and adaptability in the
future. Future general research is needed to assess
where large language models can effectively assist
researchers in building the taxonomy. Additionally,
creating a standard way to report taxonomy
artifacts, using interactive tools or software that
apply the taxonomy, could enhance its usability
and accessibility. Researchers could expand the
taxonomy by creating application-specific groups
and dimensions. They can also use this extensive
taxonomy to create more specialized taxonomies
for their specific fields and subsequently expand
upon them. Moreover, both researchers and
practitioners could test and refine our trust anchor
framework. This taxonomy could be applied
to classify a wide range of popular DLT-based
IDM solutions, enabling their categorization and
grouping, identifying shortcomings, and facilitating
comparison.

IX. CONCLUSION

This research presents the first comprehensive
taxonomy at the intersection of IDM and DLT.
Organized into three main components—trust
anchor, identity, and ledger—the taxonomy
provides researchers and practitioners with a
systematic framework to analyze, compare,
and design DLT-based identity solutions.
The taxonomy’s significant contribution lies
in establishing a common language and
classification system for a rapidly evolving
field. By structuring the complex landscape of
DLT-based identity architectures, it enables more
effective communication between researchers
and practitioners, facilitates the identification
of research gaps, and supports the development
of more robust and interoperable solutions.
As distributed ledger technology continues to
transform IDM approaches, this taxonomy offers



a foundation for standardization and improved
architectural design. It provides conceptual
clarity about fundamental components while
remaining adaptable to emerging technologies
and implementation patterns. Through this
structured approach to understanding DLT-based
identity architectures, the taxonomy supports
both theoretical advancement and practical
implementation in this critical domain.
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R. Plattfaut, J.-R. Rehse, K. Gdowska, F. Gonzalez-Lopez,
J. Munoz-Gama, K. Smit, and J. M. E. M. Van Der Werf,
Eds. Springer Nature Switzerland, 2023, vol. 491, pp.
5–20.

[82] S. M. M. Alam, M. A. A. Mamun, M. S. Hossain,
and M. Samiruzzaman, “A novel approach to manage
ownership and vat using blockchain-based digital
identity,” in Ubiquitous Networking, H. Elbiaze, E. Sabir,
F. Falcone, M. Sadik, S. Lasaulce, and J. Ben Othman,
Eds. Springer International Publishing, 2021, vol. 12845,
pp. 255–268.

[83] M. A. A. Mamun, S. M. M. Alam, M. S. Hossain,
and M. Samiruzzaman, “A novel approach to blockchain-
based digital identity system,” in Advances in Information
and Communication, K. Arai, S. Kapoor, and R. Bhatia,



Eds. Springer International Publishing, 2020, vol. 1129,
pp. 93–112.

[84] A. Norta, C. Udokwu, and S. Craß, “Real-world
asset identity authentication in blockchain enabled
inter-organizational process-aware systems involving
adjustable challenge-response evaluation sets,” SN
Computer Science, vol. 5, p. 936, 2024.

[85] C.-D. Au and H. Michael, “Dezentrale identitäten für
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