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Abstract—As the world prepares for the advent of 6G net-
works, quantum technologies are becoming critical enablers
of the next generation of communication systems. This survey
paper investigates the convergence of quantum technologies and
6G networks, focusing on their applications, opportunities and
challenges. We begin with an examination of the motivations
for integrating quantum technologies into 6G, investigating the
potential to overcome the limits of classical computing and
cryptography. We then highlight key research gaps, particularly
in quantum communication, quantum computing integration and
security enhancement. A comprehensive overview of quantum
technologies relevant to 6G, including quantum communication
devices, quantum computing paradigms, and hybrid quantum-
classical approaches is provided. A particular focus is on the
role of quantum technologies in enhancing 6G Radio Access
Networks (RAN), 6G core and edge network optimization, and
6G security. The survey paper also explores the application of
quantum cryptography with a focus on Quantum Key Distribu-
tion (QKD), Quantum Secure Direct Communication (QSDC)
and quantum-resistant cryptographic algorithms and assesses
their implementation challenges and potential impact on 6G
networks. We also discuss the significant challenges associated
with integrating quantum technologies into existing communica-
tions infrastructures, including issues of technological maturity,
standardization, and economic considerations. Finally, we sum-
marize the lessons learned from current research and outline
future research directions to guide the ongoing development of
quantum-enabled 6G networks.

Index Terms—B5G, 6G, quantum computing, quantum net-
working.

I. INTRODUCTION

The global rollout of fifth-generation (5G) wireless commu-
nication networks began in 2020, introducing various standard-
ized features such as mass connectivity, ultra- reliability and
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low latency [1]. Despite these advances, 5G is not expected to
fully meet future requirements beyond 2030. Sixth generation
(6G) wireless communication networks are therefore expected
to emerge, offering global coverage, improved spectrum/cost
and energy efficiency, greater security and intelligence are
some of their benefits [2]. However, the transition from 5G
to 6G networks is a big leap in the evolution of wireless com-
munications, promising unprecedented levels of performance,
reliability and security. As we move towards the introduction
of 6G, it is crucial to leverage new technologies that can
meet these increased expectations. 6G networks will rely on
cutting-edge technologies. One of these promising possibilities
is quantum technology [3]. The main reasons for integrating
quantum technologies into 6G networks will be to meet the
increasing service and user demands [4]–[6].

Fig. 1: Quantum-enabled 6G vision projected in the paper
along with the paper structure.

Classical cryptographic methods—such as RSA, DSA, and
ECC—form the foundation of security in current communi-
cation systems, including 5G networks [7]. These methods
depend on the computational intractability of mathematical
problems like integer factorization and discrete logarithms.
However, the emergence of quantum computing poses a
serious threat to these systems. Algorithms such as Shor’s
algorithm can efficiently factor large integers, rendering RSA
and related schemes vulnerable to quantum attacks [8], [9].
In parallel, quantum computing is rapidly advancing from
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TABLE I: DETAILED COMPARISON OF 5G AND 6G CAPABILITIES WITH TRL STAGES

Feature 5G 6G (Projected) Key Differences/Advantages (6G over 5G) TRL for
6G

Data Rate Up to 20 Gbps [11] Multi-terabit-per-second speeds [12] 10-100x increase in speed, enabling real-time
holography

[2-3]

Latency 1 ms [13] Target 100 µs [12] Reduced latency allows tactile Internet, real-time
AI

[2]

Coverage Urban and some rural areas Global, including remote, space, and underwater Expanded access with satellite-terrestrial integra-
tion

[1-2]

Network Den-
sity

1 million devices/sq km [11] 10 million devices/sq km [12] Greater device interconnectivity for IoT, smart
cities

[2-3]

AI
Integration

AI-driven network management Quantum-enhanced AI for autonomous operation Near-zero human intervention with self-
optimizing networks

[1-2]

Security Classical cryptography Quantum-secured communication (QKD, PQC)
[12]

Stronger against quantum attacks, more scalable [1-2]

Use Cases IoT, AR/VR, autonomous vehicles Real-time holography, intelligent transportation,
quantum cloud computing

More advanced applications like telepresence,
quantum AI

[1-2]

a theoretical concept to a practical technological discipline.
The field of Quantum Information Processing (QIP) focuses
on the manipulation of quantum data using principles such
as entanglement and superposition. These properties enable
exponential parallelism, which in turn promises groundbreak-
ing improvements in computational speed, energy efficiency,
and security [10]. This shift is reflected in global market
projections, which estimate the quantum computing industry
will reach USD 143.44 billion by 2032, growing at a CAGR
of 26.5The evolution toward 6G networks is driven by a need
for ultra-fast, intelligent, and secure communication systems.
6G is expected to outperform 5G in areas such as latency,
data throughput, device density, AI-native architecture, and
end-to-end security, supporting futuristic applications like real-
time holography and quantum cloud computing (see Table I).
However, most 6G-enabling technologies—including quantum
components—remain in early developmental phases, typically
between TRL 1 and 3. Figure 1 illustrates how quantum
technologies are envisioned to evolve toward integration within
future 6G networks.

A. Motivation and Contribution

Despite the potential benefits, several research gaps still
need to be filled in order to fully integrate quantum tech-
nologies into B5G and 6G networks. These gaps are rooted
in the fundamental concepts outlined in Section II, where the
basics of quantum technologies, quantum threats, and hybrid
quantum-classical systems are introduced. Specifically: (i) The
practical implementation of quantum communication protocols
in real networks remains a major challenge. As highlighted
in Section II-A and ??, issues such as quantum channel
noise, error correction and maintaining entanglement over long
distances still require significant advances in both algorithms
and hardware. (ii) The integration of quantum computing with
AI for network management and optimization, as discussed in
Section II-B and later explored in depth in Section III calls
for the development of new algorithms and frameworks that
can take advantage of quantum computing. (iii) The devel-
opment of scalable quantum technologies that can be used
on a commercial scale is crucial. Building on the discussion
in Section II-C, this includes the development of quantum
hardware that is cost-efficient, reliable and compatible with
existing network infrastructures. (iv) The establishment of
standards and protocols for the use of quantum technologies in

communication networks is crucial to ensure interoperability
and broad acceptance.

The main motivation for exploring quantum technologies in
the context of B5G and 6G networks is the growing need for
improved communication capabilities that transcend the limits
of classical systems. The exponential growth of connected
devices, the demand for real-time data processing and the
need for robust security measures are driving the trend towards
more advanced networking solutions. Quantum technologies,
with their potential for high-speed computation, secure com-
munication and efficient data processing, offer a promising
way to achieve these goals. Quantum computers can perform
complex calculations at speeds that are unattainable for clas-
sical computers. This makes them ideal for tasks such as net-
work optimization and AI training. Quantum communication
technologies such as Quantum Key Distribution (QKD) offer
theoretically unbreakable encryption and increase the security
of data transmission in 6G networks. Quantum algorithms
can process large data sets more efficiently, improving the
overall performance of AI and machine learning applications
in network management. This paper aims to address above
research gaps by providing a detailed examination of how
quantum technologies can be applied to B5G and 6G networks.
The key contributions of this paper are:

• We provide a comprehensive overview of how quan-
tum technologies in particular advancements in Quantum
Computing (QC) can enhance 6G network capabilities,
especially in areas of 6G core, edge, Radio Access Net-
work (RAN), transport. These contributions build directly
on the foundational concepts introduced in Section II and
extend them with domain-specific applications.

• We highlight quantum-based security mechanisms
like QKD, quantum-secure direct communication, and
quantum-resistant cryptography to mitigate evolving
security threats in 6G. These technologies promise
enhanced protection against quantum computing attacks
and secure data transmission. These are grounded in the
quantum threat models discussed in Section ?? and the
technologies explored in Section V.

• We identify the key technical, connectivity and integra-
tion challenges in deploying quantum technologies in the
6G core, edge and transport layers. We also discuss poten-
tial solutions such as hybrid quantum-classical systems,
quantum error correction techniques and energy-efficient
quantum processors to ensure scalable and efficient inte-
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gration, reflecting on the challenges introduced in Section
VI.

• We outline lessons learned and future areas of research,
including quantum-enabled transport protocols, quantum-
resistant cryptographic frameworks, and error correction
methods for quantum-enabled communication systems.
We also present ongoing quantum projects and standard-
ization efforts to support the development of quantum
technologies for 6G.

Finally, Table II summarizes important surveys related to
quantum technology and shows how our work differs from
them in terms of scope, depth, and future-oriented synthesis.

B. Outline

To provide a clear and structured discussion, the paper
is organized to mirror the functional architecture of a 6G
communication system. Unlike previous survey works that
treat quantum technologies in isolation, this paper adopts a
**layered and system-oriented structure**, mapping quantum
capabilities directly to the **radio access, core, edge, trans-
port, AI, and security layers** of 6G networks. This layered
approach offers both a comprehensive overview and practical
insights into how quantum technologies can be integrated
across the 6G stack. The structure is summarized in Fig. 1:
Section II introduces the fundamental concepts of quantum
technologies and 6G networks, covering quantum comput-
ing, quantum communication, quantum threats, and hybrid
classical-quantum paradigms.

Section III explores how quantum technologies can be
applied to RAN in 6G, including specific implementations
at the physical layer such as quantum MIMO, reflective
surface technologies and their potential impacts. Section IV
discusses how quantum computing and quantum-assisted op-
timization can enhance the 6G core, edge, and transport
domains, highlighting specific use cases and implementations,
with emphasis on routing, traffic management, and latency
reduction. Section V explores the security enhancements pro-
vided by quantum technologies, including QKD, Quantum
Secure Direct Communication (QSDC), and quantum error
correction, post-quantum cryptography and other advanced
security mechanisms. Section VII identifies and analyzes the
major challenges in deploying quantum technologies within
B5G and 6G networks, providing insights into possible solu-
tions and strategies for overcoming these challenges. Section
VII summarizes the lessons learned from current research,
identifies remaining research questions, and outlines potential
future research directions to advance the integration of quan-
tum technologies in communication networks. Section VIII
provides the conclusions of the paper.

II. BACKGROUND

In this section we discuss in brief about the basic fundamen-
tals of QC, 6G, and how the integration of QC is beneficial
for 6G.

A. Quantum Technologies

QC is based on the principles of fundamental physics. The
basic unit of any physical property is known as quantum in
physics. The term quantum in QC refers to the system that is
used to calculate the outputs in quantum mechanics. Quantum
is based on the properties of the basic atomic or subatomic
particles of any physical entity such as photons, neutrons, and
electrons [30], [32].

1) Key Terminologies in QC: Some of the key terminolo-
gies in QC are as follows: (i) Qubit is an elementary unit of
information in QC. Qubits can store all the possible combina-
tions of zeroes and ones. (ii) Superposition: Superposition of
the information in qubit refer to all the possible permutations
and combinations of the qubit. Superposition of qubits can
help in the creation of multidimensional computational spaces,
through which the representation of complex problems in new
ways is possible. (iii) Entanglement: It is an effect in which
the behavior of two separate things is correlated. Changes
in qubit affect another when two qubits are entangled. (iv)
Interference: When the entangled qubits are superpositioned.
These numerous probabilities are build on each other when
many of the probabilities peak at a particular result or when
they cancel each other when the troughs and peaks interact
with each other. Both of these are forms of interference.

2) Classical Computing vs QC: Today’s smartphones, lap-
tops, supercomputers and desktops are based on classical
computing, which is built on bits. Each bit can store one
piece of information, which can be either a zero or a one.
QC, on the other hand, is based on quantum bits, also known
as ”qubits”, which can store 0s or 1s or any combination of
0s and 1s simultaneously. The chips in QC are the physical
storage that can store qubits, similar to classical computing. In
classical computing, when a problem with multiple variables
needs to be solved, a computer must perform a calculation for
each change in the value of a variable [33]. Every calculation
in classical computing is a single path that leads to a single
result. In QC, however, many paths can be explored for each
computation. In addition, QC qubits can interact with each
other, which enables exponential scalability of the qubits, so
that QC can solve extremely complex problems very quickly
compared to classical computing [34].

Many industries such as global shipping companies, finan-
cial institutions, the defense sector, engineering firms and the
communications industry can use QC to solve important and
complex problems in their fields [35]. Table V contains a
detailed comparison between classical and quantum computing
for network applications.

B. QC for B5G and 6G Networks

6G is envisioned to significantly surpass current 5G capabil-
ities, enabling a wide array of new use cases and applications.
Compared to 5G, 6G aims to drastically improve data trans-
mission rates, latency, and connection density, supporting ad-
vanced services in areas such as imaging, artificial intelligence,
immersive communication, and healthcare. However, to fully
realize the transformative potential of 6G, several technical and
infrastructural challenges must be addressed. These challenges
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TABLE II
SUMMARY OF IMPORTANT SURVEYS ON QUANTUM COMMUNICATION AND TECHNOLOGY
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Prateek et al.
2023 [14]

L L H M H Discusses the application of quantum security technologies, including QKD and post-quantum cryptog-
raphy, in securing 6G-enabled IoE environments, highlighting the challenges and potential solutions for
large-scale deployment.

Glisic et al.
2024 [15]

L L H L H Provides a detailed comparison between quantum security mechanisms and post-quantum cryptography,
analyzing their suitability and potential integration into future network architectures, including B5G/6G.

Zhou et al.
2023 [16]

L L H L H Analyzes the readiness and challenges of implementing post-quantum cryptographic algorithms in 5G/6G
networks, focusing on their security, performance, and integration with existing protocols.

Javeed et al.
2024 [17]

L H H L H Explores the integration of quantum computing with federated learning for enhancing IoT security in 6G
networks, identifying key challenges and proposing future research directions.

Jawad et al.
2023 [18]

L L M M M Provides an extensive overview of enabling technologies for 6G, including the role of machine learning in
optimizing network performance, along with the challenges and opportunities these technologies present.

Kumar et al.
2021 [19]

M M M L M Discusses the potential of quantum technologies in enhancing the capabilities of drones and their networks,
focusing on communication, navigation, and security aspects, with implications for future 6G applications.

Xiao et al.
2024 [20]

L L H L H Examines the role of physical-layer key generation in enhancing the security of NextG networks, focusing
on the techniques, challenges, and practical applications in the context of 6G.

Al et al. 2024
[21]

M M M L H Explores the synergies between quantum technologies and non-terrestrial networks, such as satellite
communications, highlighting the potential for enhanced security and performance in 6G and beyond.

Bhat et al.
2021 [22]

M L M M M Provides a detailed analysis of the current status of 6G development, explores future perspectives, and
discusses key enabling technologies, challenges, and use cases for 6G networks.

Bashirpour et
al. 2022 [23]

L M H M H Analyzes the potential of quantum technologies to enhance the security, efficiency, and sustainability
of smart cities, focusing on communication networks, data processing, and infrastructure management
within the context of 6G.

Bouchmal et
al. 2023 [24]

M M M L H Explores the transition from classical to quantum machine learning for optimizing routing in 6G Software-
Defined Networks (SDN), highlighting the advantages, challenges, and potential future directions of
quantum-enhanced approaches.

Duong et al.
2022 [25]

L L H M H Discusses the fundamentals of quantum-inspired machine learning, its applications in 6G for security and
resource allocation, and the challenges and future research directions in integrating these technologies
into next-generation networks.

Narottama et
al. 2023 [26]

M M M L H Explores the fundamental concepts of quantum machine learning and its potential applications in next-
generation wireless communication systems, including 6G, with an emphasis on challenges and future
research directions.

Glisic et al.
2024 [15]

M M H M H Investigates the intersection of quantum computing and neuroscience in the context of 6G/7G networks,
discussing the potential for enhancing network intelligence, security, and efficiency, and identifying key
challenges and future research avenues.

Zhang et al.
2022 [27]

M M H L H Provides a comprehensive analysis of quantum-enhanced distributed learning systems for 6G networks,
focusing on their potential applications, challenges, and proposing future research directions for integrat-
ing quantum computing with AI-driven 6G systems.

Liu et al. 2022
[28]

L L H L M Examines the challenges and opportunities for the large-scale deployment of QKD in communication
networks, focusing on technological, economic, and regulatory aspects necessary for industrialization.

Singh et al.
2021 [29]

M M H L M Provides an in-depth analysis of the quantum internet, including its potential applications, the enabling
technologies required, the challenges faced, and the future research directions needed to realize its full
potential.

Tang et al.
2023 [30]

M M H L M Discusses the critical issues in integrating quantum computing and communications, including scalability,
error correction, and network security, and provides insights into possible solutions and future research
directions. However, the focus is not primarily on B5G and 6G.

Mousa et al.
2024 [31]

L L M L M This paper provides an analysis of quantum computing adoption with a focus on privacy engineering,
discussing challenges and considerations for integrating quantum computing into privacy frameworks.
While it does not directly address 6G, its insights on privacy and security are relevant to future network
technologies.

This survey H H H H H This survey explores the applications, opportunities, and challenges of integrating quantum technologies
into B5G/6G networks, covering key areas such as quantum communication for 6G RAN, core, edge,
transport, security and privacy. Identifies research gaps and future directions to guide ongoing development
in this field.

H Explores the field in detail. M Provides some information about the field. L No information or explores the area only briefly.
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TABLE III
DETAILED COMPARISON OF CLASSICAL VS. QUANTUM COMPUTING FOR NETWORK APPLICATIONS

Feature Classical Computing Quantum Computing Application Impact in 6G Networks
Basic Unit Bit (0 or 1) Qubit (0, 1, or both simultaneously) The data can be transmitted in exponentially faster time due to the superior

problem-solving capabilities of QC [36]
Processing
Speed

clock speed measured in
gigahertz

Clock Speed measured in teraflops Solves complex routing and optimization problems in 6G networks faster [37]

Data Security Vulnerable to quantum
attacks

Quantum-resistant encryption (QKD,
PQC)

Provides unbreakable encryption with QKD [14]

Hardware
Complexity

Well-established and
cost-effective

Resource-intensive and expensive Quantum systems are complex, but they are more suitable for performing critical
tasks in 6G such as resource optimization, and data processing complexity [5]

Energy Effi-
ciency

High energy consump-
tion

Lower energy consumption for complex
calculations

QC is more efficient for large-scale AI and network optimizations in 6G [38]

Error
Handling

Error-prone, needs re-
dundancy

QEC can identify and fix errors in quan-
tum computers in quick time

QEC can help reliable and fault tolerant communication over noisy channels in
6G [39]

Use Case Traditional AI and net-
work management

AI, cryptography, optimization in 6G Quantum systems can handle tasks unfeasible for classical systems [25]

include the need for power-efficient processing units, ultra-
high-frequency transceivers, and advanced network optimiza-
tion techniques [12].

QC has emerged as a promising enabler to overcome many
of these challenges and accelerate the deployment and success
of 6G networks [37]. Next, we outline several key areas where
quantum technologies can contribute to 6G: (i) Advanced data
processing: QC offers the ability to process massive amounts
of data simultaneously. This capability can significantly en-
hance the data processing capacity of 6G, improving network
speed, traffic management, reliability, and energy efficiency
[12], [40]. (ii) QKD: Security is a fundamental concern in
next-generation communication systems. QKD utilizes princi-
ples of quantum mechanics to securely distribute cryptographic
keys, offering theoretically unbreakable security. Integrating
QKD can add a robust layer of protection to the massive IoT
ecosystems within 6G [41]. (iii) Quantum Machine Learning
(QML): Machine learning plays a critical role in optimizing
and maintaining 6G networks. QML can further enhance this
by enabling faster training and more accurate predictive mod-
els, leading to intelligent and self-optimizing networks [42].
(iv) Quantum sensors: Precision in positioning, navigation, and
timing is crucial in 6G applications. Quantum sensors can
provide extremely high-resolution measurements, enhancing
localization accuracy in devices and boosting network context-
awareness [43]. (v) Quantum clocks: Precise time synchroniza-
tion is essential in applications like industrial automation and
autonomous driving. Quantum clocks offer ultra-high preci-
sion, improving synchronization across 6G nodes and reducing
latency [44]. (vi) Resource and interference management:
With the increased heterogeneity and density of devices in
6G, resource allocation and interference mitigation become
significantly more complex. QC can tackle these large-scale
optimization problems more efficiently than classical methods
[40], [45], [46]. (vii) Quantum error correction: Reliable data
transmission is key to sustaining high-performance commu-
nication networks. Quantum error correction techniques can
protect quantum information against noise and improve the
robustness of 6G systems [47]. (viii) Signal processing: QC
can reduce latency and increase throughput by performing
complex signal processing tasks more efficiently. This is
critical for enhancing the overall quality of service in 6G
[40]. (ix) Network design and planning: Optimizing network

infrastructure—such as base station placement, routing paths,
and spectrum usage—requires solving complex combinatorial
problems. QC can assist in making more efficient decisions
during the planning and design phases of 6G networks [48].
(x) Quantum computing at the edge: Edge computing is central
to low-latency and context-aware services in 6G. Deploying
quantum computing capabilities at the network edge can
support real-time analytics, autonomous operations, and secure
localized processing [47]. (xi) Low-power device optimization:
6G will connect billions of low-power IoT devices in appli-
cations like smart cities and homes. QC can enable energy-
efficient computations and resource management, enhancing
the viability of such large-scale, power-constrained deploy-
ments [49].

Quantum enabled 6G is illustrated in Fig. 2. The physical
channels will be connected by quantum capable mediums such
as fiber-optic or laser cable. Some of the nodes will also be
having fully quantum capability, but most of the nodes can
support generation, transmission and reception of qubits. The
layers in the quantum enabled 6G networks are summarized
briefly below [4]:

1) Quantum-Assisted Radio Access Networks (qRAN):
QC technologies and algorithms can improve security and
efficiency of RAN [50]. By adapting algorithms such as quan-
tum search algorithms, finding the optimal solution for cells
planning and allocation of radio access, spectrum and energy
efficiency can be achieved in 6G [51]. Quantum technologies
such as QKD can secure O- RAN components by establishing
secured keys among them [52].

2) Quantum Space Information Networks: With the ad-
vancement of 6G, numerous satellites are expected to be
deployed in several space orbits to form space information
networks. Free-space optic links are used to connect the
satellite nodes and a quantum computer can be hosted on a
powerful satellite node. Quantum space information network
(QSIN) can enhance the quantum communications ground
stations and a satellite node. Moreover, QSIN can provide
quantum computing as a service for ground stations and other
satellite nodes. Also, QSIN can act as a quantum repeater or a
trust node to improve the quantum communications [53], [54].

3) Quantum-Assisted Edge Networks: Edge computing is
expected to play a major role in realizing the full potential of
6G. Hence, numerous edge nodes are expected to be connected
to the 6G. Some of the challenges the edge computing are
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Fig. 2: Quantum enabled 6G illustrated with corresponding layers.

resource allocation in edge, task offloading, and security.
QC can help in addressing these issues by finding optimal
solutions for edge resource allocation and task offloading,
while secure quantum communications can be used to secure
the communication between the edge nodes [55], [56].

4) Quantum-Assisted Data Center: Modern data centers
use optical links like free-space optics and optical fiber to
reduce interference and yo increase data rates for inter-rack
communications [57]. To improve inter-rack security, quantum
cryptography and quantum communications can be realized by
leveraging quantum channels in these optical links. QC can
also help on solving complex problems in data centers like
management of energy consumption and optimal data flow
management [45].

5) Quantum-Assisted Blockchain: Blockchain is a key en-
abler of 6G, which can be used in several applications like
distributed wireless resource sharing and decentralized authen-
tication in parties that don’t trust each other. However some
issues such as privacy breaches from the transparent data in the
nodes of blockchain, low transmission speeds due to consensus
algorithms, and security risks from malicious nodes, are some
of the issues of blockchain technology. Quantum assisted
blockchain can solve these issues. For instance, the security in
communications among the nodes in blockchain nodes can be
improved by quantum communication algorithms; link relation
between the blocks in the blockchain can be simulated by non-
separability of entangled qubits; new consensus protocols can
be designed by entanglement without inducing communication
overheads, that can lead to increased transaction speeds [58].

6) Quantum-Assisted Wireless Artificial Intelligence: Ap-
plication of artificial intelligence algorithms such as trans-
fer learning, federated learning, deep learning, reinforcement
learning, etc will make 6G networks more autonomous and
intelligent. QC can help 6g in several ways. Federated learn-
ing, which is a decentralized AI technology, introduce model
exchange and communications between the participants, that
can be secured by quantum cryptography [59]. QC can help in
improving the processing speeds of interference process and
training process in AI. More efficient and robust wireless AI

algorithms can be introduced by quantum machine learning
[26].

Table IV summarizes key quantum algorithms and tech-
niques relevant to communication and networking. It provides
a quick reference for foundational concepts in quantum com-
puting and quantum communication, linking each algorithm
to its purpose and potential applications in next-generation
systems such as 6G networks.

C. Products and Chipsets for Communication and Computing

1) Quantum Processing Units (QPUs): The prospects of
quantum computing have accelerated efforts to realize fully
functional QPUs [60]. Recent successes in the development
of proof-of-principle QPUs have raised the question of how
these emerging processors can be integrated into modern high-
performance computing systems [61]. A QPU can be defined
as the equivalent of a Central Processing Unit (CPU) in
a classical computer. In contrast to a CPU, which works
with classical bits, a QPU uses quantum bits or qubits. As
a commercial product, the Forte Enterprise, for example, is
proof of IonQ’s commitment to pushing the boundaries of
quantum computing. 1 With its powerful quantum processor
and seamless integration into existing data centers, this system
offers a versatile and efficient solution for complex computa-
tional tasks. Intel has also unveiled a superconducting quantum
test chip with enough qubits to potentially enable quantum
computing, which is beginning to exceed the practical limits
of modern classical computers, as another use case for a data
center-based cloud architecture for mobile communications
[62]. IBM’s Eagle family of processors incorporates more
scalable packaging technologies than previous generations. In
this architecture, signals pass through multiple chip layers
to enable high density Input-Output (I/O) without sacrificing
performance [63].

2) Quantum Time Synchronization: Quantum synchroniza-
tion offers a promising solution for addressing the challenges
faced by modern mobile networks for the use cases such as

1Online:https://ionq.com/quantum-systems/forte
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TABLE IV: Summary of Quantum Algorithms for Communication and Network Optimization

Algorithm/Technique Description Purpose Applications in 6G/Networks
BB84 Protocol (QKD) Uses quantum states (e.g., photon polariza-

tion) to generate shared secret keys
Ensure secure communication Encrypted communication in 6G, sensi-

tive data transfer
Superdense Coding Sends 2 classical bits using 1 qubit and

entanglement
Boost classical channel capacity High-efficiency data exchange in

limited-bandwidth settings
Quantum Teleportation Transfers quantum state using entangled

qubits and classical communication
Reliable quantum state transfer over dis-
tance

Quantum link layer in quantum net-
works

Quantum Repeaters Use entanglement swapping and purification
to extend transmission range

Long-distance quantum communication Quantum internet, secure satellite com-
munication

E91 Protocol (Entanglement-
based QKD)

Uses entangled particles and Bell’s theorem
for secure key exchange

Eavesdropping detection Next-gen QKD systems in 6G

Quantum Error Correction
(QEC)

Protects quantum information from noise and
decoherence

Reliable communication Enhancing fidelity in quantum channels
(Shor, Steane codes)

Quantum Fourier Transform
(QFT)

Quantum analog of DFT, used in signal and
phase analysis

Foundational subroutine Signal processing, spectral graph analy-
sis, pattern recognition

Bounded-Error Quantum
Polynomial (BQP)

Decision problems solvable by quantum com-
puters in polynomial time

Complexity class guiding algorithm de-
sign

Routing, scheduling, graph optimization

Grover’s Algorithm Amplitude amplification for searching un-
sorted data

Quadratic speedup for search problems Fast pathfinding, network routing, intru-
sion detection

Quantum Walk Algorithms
(QWA)

Quantum analogs of random walks, faster
convergence

State space exploration Routing, clustering, anomaly detection

Deutsch-Jozsa Algorithm Determines if a function is constant or bal-
anced with one query

Demonstrates quantum speedup Pattern identification in network traffic

QAOA Hybrid algorithm alternating between quan-
tum state prep and classical optimization

Approximate solution to combinatorial
problems

Traffic flow, load balancing, scheduling
in 6G

VQE Uses variational methods with quantum trial
states to find minimum values

Energy or cost function minimization Resource allocation, optimization tasks
in networks

Autonomous Vehicles,Time-Sensitive Applications, etc [64]. A
source generates a pair of entangled particles, often photons.
These particles are inextricably linked, sharing a quantum
state regardless of their physical separation. One photon is
sent to location A, and the other to location B. At pre-
cisely the same moment, both locations measure the state
of their respective photons. Due to the entangled nature of
the particles, the results of the measurements will always be
correlated. This correlation arises from the shared quantum
state of the entangled pair. By analyzing the correlation
between the measurement results at locations A and B, it is
possible to determine the difference in time between the two
locations with extraordinary precision [65]. This is because
the correlation is directly tied to the time difference between
the measurements. The key advantage of this method lies in
the unparalleled accuracy it offers. Quantum entanglement
allows for synchronization with sub-picosecond precision,
far surpassing traditional timekeeping methods [66]. For the
productwise side, Infleqtion’s Tiqker product represents a
developing and characterising miniaturised clocks based on
both hot and laser cooled atoms. This product can be used
to ensure continuous access to precise timing for data centers
and telecommunications infrastructures [67].

3) Quantum Cloud Services: 6G can provide the high-
speed, low-latency connectivity needed to support quantum
computing applications [4]. IBM Quantum Cloud provides
access to IBM’s quantum computers and software via a cloud-
based platform. It offers a range of quantum computers,
including the IBM Quantum System One, which is designed
for commercial use. This provides tools for programming
quantum computers and simulating quantum circuits through
the Qiskit Software Development Kit [68]. On the other hand,
Amazon is introducing Amazon Braket, a cloud service for
quantum computers from Amazon Web Services. It provides
access to quantum computers from D-Wave, IonQ and Rigetti.
It provides tools for programming and executing quantum

algorithms. It includes Amazon Braket Software Develop-
ment Kit (SDK), which provides APIs for programming
quantum algorithms. Users can also use existing frameworks
and libraries for classical computing [69]. Microsoft Azure
Quantum is another cloud service for quantum computing
offered by Microsoft. It also provides tools for programming
and executing quantum algorithms. Microsoft Azure Quan-
tum offers a flexible and scalable platform for exploring the
potential of quantum computing and developing innovative
telecommunications applications. It also has the ability to
combine quantum computing with classical computing for
hybrid applications. This can increase the performance and
efficiency of certain tasks [70]. Other notable quantum cloud
services include Google Quantum AI, Honeywell Quantum
Solutions and Xanadu Quantum Technologies.

Table V contains the characteristics of the most important
quantum applications in Beyond 5G and 6G networks.

III. QUANTUM TECHNOLOGIES FOR 6G RAN
TECHNOLOGIES

This section builds directly on the foundational concepts
discussed in Section II, particularly the principles of quan-
tum communication (Section II-A), hybrid quantum-classical
systems (Section II-B), and hardware advancements (Section
II-C). These foundations are essential for understanding the
role of quantum technologies in the evolution of 6G RAN.
Quantum Multiple-Input Multiple-Output (MIMO) architec-
tures, for example, rely on entanglement and quantum-based
signal processing to increase transmission security and spec-
tral efficiency. Similarly, quantum-assisted reflective surface
technologies and cooperative beamforming approaches use
quantum principles to enable wireless communication with
low latency, security and high capacity — critical attributes
for future RAN deployments in ultra- dense and heterogeneous
environments.
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TABLE V
CHARACTERISTICS OF THE MOST IMPORTANT QUANTUM APPLICATIONS IN BEYOND 5G AND 6G NETWORKS

Application Scalability Expected
Latency

Expected Data Capacity Other Requirements Possible Implementa-
tions/Examples

QKD [71], [72] Hundreds of links and tens of
users

Low Secure key rates up to 1 Mbps Dedicated quantum channels,
cryogenic systems

Secure banking, military
communication, sensitive data
transfers

Quantum Sensors for
Smart City Infrastruc-
ture [49], [73]

Scalable across urban regions Medium Low data rates, high precision Real-time quantum sensor in-
tegration with IoT [74]

Quantum-enhanced smart
grids, urban monitoring
systems

Quantum Computing
for Traffic
Management [75]

Scalable to city-wide net-
works

Low High data processing capacity Requires integration with
edge computing infrastructure

Real-time traffic monitoring
and management

Quantum Encryption
for Data Centers [76]

Hundreds of devices Low 100+ Gbps Hybrid quantum-classical en-
cryption protocols

Securing financial, cloud-
based transactions

QML for 6G RAN [24],
[26]

Thousands of devices Medium Data throughput 50 Gbps Quantum-enhanced
algorithms for resource
optimization

Enhanced resource allocation
for 6G networks

Quantum Time Syn-
chronization for 6G
Networks [25], [64]

Scalable across global net-
works

Low Low data rates High-precision quantum
clocks

Timing synchronization in fi-
nancial markets, defense sec-
tors

Quantum Computing
for Network Slicing
[77]

Utilize photonic architectures
with silicon spin qubits to en-
able horizontal scalability by
adding more modules

Medium Capable of achieving high
data transfer rates per slice

High computational power,
QPU integration

Dynamic slicing for enhanced
mobile broadband

Quantum Cloud Com-
puting for Edge Appli-
cations [78]

Distributed architecture to
enable horizontal scalability
across multiple quantum
modules

Medium Ability to handle approxi-
mately 2.5 exabytes of data
generated daily [79]

Integration with quantum
cloud platforms, QPU-
powered edge

AI-powered cloud applica-
tions for edge devices and re-
duce workloads in data cen-
ters by up to 12.5%, en-
hancing efficiency in handling
large datasets [80]

Quantum-Enhanced
6G Core Network
Operations [5]

High potential for handling
massive data loads and com-
plex computations.

Medium High-speed data processing Quantum computing cores for
fast network decision-making

Optimization of network traf-
fic, dynamic resource alloca-
tion

Quantum-Enhanced
Holographic
Communication [81]

Higher scalability with a
wider range of applications

Medium Higher or lower depending on
technological advancements
and specific implementations

Real-time processing via
quantum-assisted AI

Real-time holographic com-
munications for remote col-
laboration

Quantum Machine
Learning for
Cybersecurity [82]

Scalable across national secu-
rity systems

Low High-speed data analysis Quantum-enhanced
cryptographic frameworks

Threat detection, anomaly
identification in critical
infrastructures

Quantum-Based
uRLLC [45]

Scale to a significant degree
of connected devices per base
station

Low Orders of magnitude higher
data rates

Quantum error correction,
high-bandwidth connections

Autonomous driving, smart
grid management

A. Introduction to Quantum Technology in 6G RAN Commu-
nication

The shift from 5G to 6G wireless networks marks the
beginning of a new chapter in communication, marked by
significant advances and ambitious goals. This evolution en-
compasses a diverse range of themes and technologies that
contribute to the expansive landscape of 6G networks. The
vision for 6G extends beyond the capabilities of 5G, with a
focus on achieving multi-terabyte per second data rates [83].
The evolving 6G framework combines space, air, terrestrial,
and underwater networks, with the goal of providing seamless
and boundless wireless connectivity everywhere [83]. Central
to this transformation are AI and machine learning, which
are instrumental in realizing autonomous networks in the 6G
era [83] [2]. These technologies enable advancements such as
supermassive Multiple-Input, Multiple-Output MIMO arrays,
terahertz communications, orbital angular momentum multi-
plexing, holographic beamforming, large intelligent surfaces,
laser and visible-light communications, quantum communi-
cations and computing, blockchain-based spectrum sharing,
molecular communications, and the Internet of Nano-Things
[83].

6G addresses the limitations of 5G by offering enhanced
system capacity, higher data rates, reduced latency, improved
security, and superior quality of service [2] [84]. It leverages
cutting-edge technologies, including AI, terahertz communica-
tions, quantum communications, optical wireless technology,

and blockchain [2]. The demand for 6G is driven by the need
for private networks in machine-to-machine communication,
which require cost-effective and user-friendly configurations
[84]. Additionally, 6G aims to tackle modern challenges such
as those posed by the Metaverse, with a focus on ultra-
low latency, data handling, energy efficiency, and security
[84]. Technologies like Post-Shannon, Molecular, and Quan-
tum communication are expected to revolutionize human-to-
machine interactions, making them more intuitive and efficient
[84].

Beyond its communication capabilities, 6G also empha-
sizes advancements in security technologies [76]. Artifi-
cial Intelligence, Quantum Computing, Communications, and
Blockchain are anticipated to enhance the security of 6G
networks [76]. These technologies aim to provide broader
coverage and an improved user experience, marking the be-
ginning of a secure and advanced 6G era [76]. Quantum
technology, in particular, plays a crucial role in 6G wireless
communication [85]. Quantum communications, grounded in
quantum mechanics, promise tamper-proof data transfer and
the simultaneous encoding and transmission of multiple data
streams, making it a key enabling technology [85]. Nonethe-
less, challenges such as Quantum Error Correction (QEC) and
entanglement distribution needs more research to completely
realizing the potential of quantum technologies [85]. 6G
not only emphasizes enhanced networking performance but
also highlights the importance of secure, intelligent network
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architecture and a human-centric approach [86]. It underscores
the need for high-performance networking metrics, secure
network infrastructure, and a focus on user experience, driving
the development of 6G wireless networks [86]. Governments
and industry leaders have already embarked on 6G projects,
ensuring a vibrant and promising future for wireless com-
munication [86]. In the following sections, Quantum RAN
technologies have been discussed with their implementation
and discussion and Fig. 3 highlights some of the research
technologies. In this figure, we used the following terms:
Quantum Unconstrained Binary Optimization (QUBO), QML,
Continuous Variable Quantum Key Distribution (CV-QKD),
QKD, Joint Antenna Selection and Power Allocation (JASPA),
Reconfigurable Intelligent Surfaces (RIS), and Metasurfaces
(MS).

Fig. 3: Quantum technologies integrated RAN 6G Technology.

B. Quantum Technologies for 6G

The shift from 5G to 6G networks emphasizes key themes
such as sustainability, equity, security, and the exponential
growth of wireless data demands [87]. Central to this evo-
lution is the integration of quantum technologies alongside
AI, terahertz communication, visible light communication, and
blockchain, which collectively promise higher data rates, lower
latency, and improved network reliability for applications like
smart cities, autonomous vehicles, and virtual reality [88].
Quantum communication stands out as a critical technology
in 6G, enhancing security through post-quantum cryptogra-
phy and quantum key distribution. These innovations aim to
address the vulnerabilities exposed in 5G networks and ensure
secure data transfer in 6G [89]. Quantum technologies are
also being explored in healthcare services and play a pivotal
role in optimizing network performance through quantum-
inspired machine learning algorithms and real-time resource
allocation [90] [25]. In addition to security, 6G aims to
achieve global coverage through integrated satellite-terrestrial
networks, leveraging machine learning and quantum comput-
ing for optimized multibeam designs and real-time support
for critical services [54]. Quantum communication, along with
AI-driven optimization, is expected to revolutionize connec-
tivity, moving beyond human-to-machine interactions toward
intelligent system integration [91]. Conclusively, the shift to
6G underscores the pivotal impact of quantum technologies,
especially in enhancing security and optimising networks, both

of which are crucial for achieving the ambitious performance
targets of future wireless communication systems.

C. Quantum MIMO
Quantum MIMO combines the security benefits of quantum

communication with the efficiency of MIMO technology,
addressing the weaknesses of traditional cryptography in the
age of quantum computing. By using techniques such as QKD
and advanced MIMO configurations, it promises increased
security, improved secret key rates and greater transmission
distances. The main challenges and potential solutions as
well as implementation details are discussed in the following
sections.

1) Implementations: The concept of physical-layer cryp-
tography, particularly leveraging massive MIMO systems for
secure communication, is explored in [92]. Traditional cryp-
tography is vulnerable to quantum computing threats, but
utilising massive MIMO with M-PAM modulation makes
decoding as complex as solving lattice problems, which
are computationally difficult for both classical and quantum
computers. Recent advancements in quantum communication,
especially with Terahertz (THz) and millimeter waves (mm-
waves), have shown promise for enhancing the security of
QKD systems. Studies on MIMO Continuous Variable QKD
(CV-QKD) techniques explore frequency ranges from 100
GHz to 1 THz. One study [93] introduces a MIMO CV-QKD
system within a ”restricted” eavesdropping scenario, where
the eavesdropper (Eve) can only intercept a fraction of the
lost photons. This model offers a more optimistic Secret Key
Rate (SKR) and improved security for real-world quantum
communication.

Another study [94] demonstrates the feasibility of mm-
wave and THz QKD over long distances using MIMO con-
figurations. Operating at cryogenic temperatures, such as 4
K, and using a 1024 × 1024 MIMO antenna setup, secure
communication over distances exceeding 5 km at 100 GHz was
achieved, showing the potential of this technology for long-
range secure systems. In the realm of 6G communications,
[95] tackles the security challenges present in extensively
connected IoT networks. The paper introduces a Coopera-
tive Beamforming (CB)-based Physical Layer Security (PLS)
scheme enhanced with Artificial Noise (AN) to protect against
eavesdropping. The study also provides a closed-form secrecy
rate expression, considering Channel State Information (CSI)
errors, and demonstrates the scheme’s effectiveness in improv-
ing secrecy rates. To enhance the utilisation of time-frequency
resources and physical layer security in full-duplex massive
MIMO networks, [96] suggests a Joint Antenna Selection and
Power Allocation (JASPA) strategy. By treating simultaneous
transmissions as same-frequency interference, interception is
complicated. The study introduces a Quantum Blockchain
Secured Algorithm (QBSA) to optimize the JASPA setup,
achieving superior secrecy performance compared to existing
methods.

2) Discussion: Recent studies on QKD at millimeter-wave
(mm-wave) and THz frequencies have highlighted both the
potential and challenges of these technologies in secure com-
munication. Research has shown that using MIMO technology
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significantly enhances secure transmission distances compared
to Single-Input Single-Output (SISO) techniques. An increase
in the number of antennas in a MIMO setup directly cor-
relates with extended transmission distances and improved
SKR, demonstrating the scalability of these systems for real-
world applications [94]. However, achieving this improvement
presents substantial technical challenges. For instance, op-
erating at cryogenic temperatures below 50 K is necessary
to maximize the efficiency of solid-state components like
sources and detectors, which are crucial for achieving high
SKRs and extending communication distances. The need for
advanced cooling infrastructure creates a considerable barrier
to widespread adoption, highlighting the importance of fu-
ture advancements in cryogenic technology for the broader
implementation of mm-wave and THz QKD systems. These
technologies have potential applications in areas such as
intersatellite communication, deep space networks, and secure
indoor communications [94].

Additional insights into QKD systems under realistic eaves-
dropping conditions indicate that when the eavesdropper, Eve,
has limited access to the communication channel, information
leakage—as measured by the Holevo information—is dimin-
ished, thereby improving the secret key rate (SKR). Coherent-
state-based CV-QKD protocols are especially effective in these
restricted eavesdropping settings. These protocols are simpler
to implement and more robust in practical situations where the
connection between Alice and Eve is lossy. While increased
squeezing may boost SKR under unrestricted eavesdropping,
it leads to higher information leakage and a reduced SKR
in restricted scenarios, making coherent-state-based protocols
more suitable for practical applications [93]. In addition to
QKD improvements, using same-frequency interference gener-
ated by simultaneous transmissions at both the base station and
user ends has emerged as an effective strategy for enhancing
physical layer security. This method complicates the task for
eavesdroppers by creating an interference-rich environment,
providing a novel security application for wireless networks
[96]. Additionally, the JASPA strategy has been shown to
lower energy consumption and enhance resource utilisation in
Co-time Co-frequency Full-Duplex (CCFD) massive MIMO
networks. This effective combination of antenna selection
and power allocation is vital for optimising both secrecy
performance and the system’s quality of service (QoS) [96].
Furthermore, the Quantum-Based Swarm Algorithm (QBSA)
has outperformed other intelligent algorithms in optimising
the JASPA strategy, highlighting the significant impact of ad-
vanced algorithms on improving the security and performance
of wireless communication systems. It is recommended to
extend these methods to ultra-dense networks, integrating them
with ultra-massive MIMO and other emerging technologies to
further bolster the security and efficiency of wireless commu-
nications [96].

D. Quantum-Enhanced Communication Systems and Reflec-
tive Surface Technologies

Recent advancements in quantum communication systems
have significantly improved efficiency and security through the

integration of quantum-based optimisation techniques and re-
configurable intelligent surfaces (RISs). This research explores
innovative methods for managing phase configurations and
channel estimation, utilising quantum annealing for reflective
metasurfaces and sophisticated quantum machine learning
frameworks. These developments address key challenges in
phase modulation and secure quantum key distribution, setting
the stage for enhanced communication networks in next-
generation wireless technologies.

1) Implementations: A variety of innovative approaches
have advanced quantum communication systems, with RIS and
quantum-based optimisation playing central roles. Quantum
Annealing (QA) has been applied to optimise reflective meta-
surfaces (MS) through the use of spin-chain Hamiltonians [97].
By employing the D-Wave 2048-qubit quantum optimiser, the
phase modulation of binary and quadriphase MS is enhanced,
showing potential for RIS optimisation in forthcoming 5G/6G
networks. In the realm of quantum computing hardware, flicker
noise (1/f noise) for 45-nm RFSOI NFETs is characterised at
cryogenic temperatures [98]. This analysis, essential for quan-
tum circuits, highlights how carrier number fluctuation drives
noise behaviour, which remains stable even at low tempera-
tures. Optimisation techniques extend into 6th-generation (6G)
cellular systems through IRS allocation scheduling [99]. Quan-
tum Unconstrained Binary Optimisation (QUBO) is employed
to improve energy efficiency and communication scheduling
in multi-user environments, outperforming traditional methods
like OFDMA. Free Space Optical (FSO) with the assistance
of Intelligent Reflecting Surfaces (IRS) have been suggested
to improve QKD [100]. This system accommodates both
discrete variable QKD (DV-QKD) and continuous variable
QKD (CV-QKD), facilitating quantum-secure key exchange
over a distance of 2 km, even in non-line-of-sight situations.
STAR-RIS (Simultaneously Transmitting and Reflecting RIS)
technology further enhances RIS capabilities by enabling both
signal reflection and transmission [101]. A modular quan-
tum machine learning (QML) framework is used to improve
channel estimation, reducing complexity and communication
overhead. Finally, an RIS-aided multi-user QKD system was
introduced to mitigate performance degradation caused by ob-
stacles in FSO environments [102]. The system optimises the
RIS phase matrix, securing communications even when trusted
nodes are compromised by eavesdropping. These innovations
in quantum optimisation and intelligent surfaces collectively
elevate the security, efficiency, and performance of quantum
communication systems across diverse applications.

2) Discussion: The collective findings across the studies
present significant advancements in the field of quantum
communication, specifically through optimisation of MSs and
RISs. The utilisation of the Ising Hamiltonian model for MS
optimisation introduces a new paradigm in Electromagnetic
(EM) optimisation tasks. By shifting away from traditional
artificial intelligence approaches, this technique leverages QA
to optimise scattered wave power, demonstrating its potential
for next-generation wireless communication systems [97]. Fu-
ture research is anticipated to investigate multi-phase RISs, the
joint optimisation of reflection amplitude and phase, as well as
the effects of mutual coupling. Additionally, the examination
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of flicker noise in 45-nm RFSOI NFETs offers valuable
insights for applications in quantum computing. The behaviour
of normalised noise remains temperature-independent, with a
U-shaped frequency exponent response at cryogenic temper-
atures [98]. It highlights the role of non-uniform energy trap
distributions at low temperatures. This has implications for im-
proving Si qubits and CMOS devices in quantum architectures.
In the context of 6G systems, the proposed IRS allocation
scheduling method, solved via Quantum Unconstrained Binary
Optimisation (QUBO), offers substantial improvements in
communication efficiency by reducing time slot usage and
increasing IRS array gain [99]. The potential of quantum
computing to handle combinatorial optimisation for larger
networks as quantum hardware evolves is promising, although
challenges such as user mobility and overheads in pilot signal
transmission remain unresolved and warrant further explo-
ration. QKD systems benefit significantly from IRS assistance,
particularly in FSO communication. DV-QKD outperforms
CV-QKD at longer transmission distances, while CV-QKD fa-
cilitates with better SKR over shorter distances, suggesting that
the protocol selection depends on particular communication
requirements [100]. However, the reliance on perfect channel
knowledge for phase optimisation presents a challenge, and
further work is needed to incorporate channel estimation errors
into SKR analysis. The modular QML framework introduced
in STAR-RIS systems shows promising results in improving
channel estimation by segmenting tasks into denoising and
extrapolation modules [101]. This innovation reduces noise
and facilitates accurate channel prediction, marking a step
forward in the optimisation of RIS environments.

Finally, the integration of a trusted RIS in QKD net-
works enhances security by maintaining encryption consis-
tency across multiple quantum sublinks, even in the event
of compromised trusted nodes (TNs) [102]. This approach
is particularly effective in terrestrial environments where ob-
stacles disrupt line-of-sight communication, ensuring that the
overall security of the system remains robust despite external
vulnerabilities. These advancements in quantum-based opti-
misation techniques, intelligent surfaces, and secure commu-
nication protocols offer critical developments for the future of
quantum communication systems, although challenges related
to channel estimation, user mobility, and hardware scalability
remain areas for further research and refinement.

E. Quantum Channel Efficiency

This section explores various advancements aimed at en-
hancing the efficiency and reliability of quantum communi-
cation channels. The research reviewed covers diverse areas,
including fault-tolerant quantum communication, noise man-
agement, adaptive error mitigation, and hybrid optimisation
techniques. These studies tackle essential challenges including
channel noise, fault tolerance, and resource limitations, offer-
ing valuable insights for the practical deployment of quantum
communication systems. By examining how these techniques
work together, we gain a clearer understanding of the strategies
being developed to optimise quantum channels for more robust
and scalable communication.

1) Implementation: In quantum communication, ensuring
reliable data transmission in the presence of noisy chan-
nels and other uncertainties is a critical challenge addressed
through various innovative strategies across several research
works. The work in [103] addresses the issue of noise in
quantum gates and channels by developing fault-tolerant quan-
tum capacities. By merging fault-tolerant quantum compu-
tation techniques with quantum Shannon theory, this study
introduces capacities that allow near-optimal communication
rates with minimal errors, even when circuits are prone to
gate errors. This fault-tolerant capacity, dependent on gate
error probability, establishes a threshold beyond which re-
liable quantum communication can be sustained, effectively
demonstrating error resilience in both classical and quantum
channels. This thresholding approach is crucial for achieving
error-free communication within a specific error rate tolerance,
which links closely to efforts in other studies to manage noise
more effectively.

Building on the challenge of noise management, [104]
explores hybrid quantum noise environments, combining quan-
tum and classical noise models to derive channel capacities.
This study provides a mathematical framework for calculating
quantum channel capacity by modelling both classical Addi-
tive White Gaussian Noise (AWGN) and Poisson-distributed
quantum noise. The application of Gaussian Mixture Mod-
els (GMMs) to characterise noise allows for a statistical
representation of quantum channel behaviour, resulting in
the conclusion that Gaussian signalling is more effective for
optimising data rates in these noisy settings. This complements
the findings in [103] by confirming that, even with noisy
quantum environments, optimal capacity can be achieved
through precise modelling and signal optimisation. In parallel,
[105] addresses the challenge of nonstationary noise, which
varies over time, complicating reliable quantum computa-
tions. The authors implement Probabilistic Error Cancellation
(PEC) using Bayesian inference to dynamically adjust noise
estimates, significantly improving both accuracy and stability
in quantum systems. This approach complements the fault-
tolerant strategies seen in [103] by tackling temporal noise
fluctuations, whereas [103] focuses on error thresholds. Fur-
thermore, the scalability challenges raised in [105], such as
the high resource demands of error mitigation circuits, echo
the resource management strategies seen in later research. To
tackle the aforementioned resource challenges, the research
in [106] introduces sophisticated hybrid optimisation tech-
niques for systems based on Quantum-dot Cellular Automata
(QCA). By employing Quantum-inspired Genetic Algorithms
(QIGA) alongside Reinforcement Learning (AGA-RL), the
system can dynamically adapt to varying channel conditions,
thereby ensuring both fault tolerance and efficient resource
utilisation. Techniques like Error-Correcting Codes (ECC) and
Dynamic Resource Allocation (DRA) optimise the balance
between resource usage and communication quality, aligning
with the modular noise mitigation strategy proposed in [105],
where scalable models reduce the overhead of error mitiga-
tion. Thus, these studies collectively contribute to optimising
quantum communication systems by addressing noise man-
agement from different angles: fault-tolerant capacities [103],
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TABLE VI: QUANTUM TECHNOLOGIES IN 6G RAN.

Quantum Technology Description Application in 6G RAN Reference
Quantum Annealing for RIS Optimisation of RIS phase modulation using quantum an-

nealing techniques, improving electromagnetic wave manip-
ulation.

Enhances the signal reflection and transmission efficiency in
6G RANs, boosting energy efficiency and communication
capacity.

[97]

Flicker Noise Characterisa-
tion in Quantum Hardware

Analysis of flicker noise (1/f noise) in quantum circuits at
cryogenic temperatures for stable operations.

Improves quantum hardware reliability in 6G RAN base
stations, especially for quantum computing and optimisation
tasks.

[98]

QUBO A quantum optimisation method that improves resource
scheduling for RIS allocation in multi-user scenarios.

Optimises power usage, channel allocation, and communi-
cation scheduling for massive MIMO and RIS-assisted 6G
RANs.

[99]

IRS-Assisted FSO Quantum
Communication

Enhances QKD protocols by employing IRS in FSO systems
to secure key exchanges in non-line-of-sight conditions.

Provides secure and long-distance communication links be-
tween base stations and users through QKD, ensuring robust
quantum security in RAN.

[100]

STAR-RIS with QML Quantum ML models are used to enhance RIS capabilities
for simultaneously transmitting and reflecting signals.

Reduces channel estimation complexity and improves com-
munication overhead in 6G RAN, ensuring reliable signal
transmission and reflection.

[101]

Trusted RIS-Aided Multi-
User QKD

A trusted RIS system that secures communication in multi-
user quantum networks, even in compromised environments.

Enables multi-user QKD for secure data transmission in
dense urban environments, a key feature of 6G RAN de-
ployments.

[102]

Fault-Tolerant Quantum
Communication

Develops quantum communication systems with high error
resilience, even in noisy environments, using fault-tolerant
quantum capacities.

Ensures reliable, error-free data transmission between RAN
elements, increasing the robustness of 6G quantum commu-
nication networks.

[103]

Hybrid Noise Management
for Quantum Channels

Combines classical and quantum noise models to derive
optimal channel capacities, improving data transmission in
noisy channels.

Optimises quantum channel performance in 6G RAN, en-
suring higher data rates and more reliable communication
in noisy urban environments.

[104]

hybrid noise environments [104], adaptive error correction
[105], and hybrid optimisation for fault tolerance and resource
management [106]. Together, they establish a comprehensive
framework for reliable, scalable, and efficient quantum com-
munication under various noisy conditions.

2) Discussion: The studies collectively advance quantum
communication systems by tackling key challenges such as
noise management, error resilience, and resource optimisation.
The research in [103] achieves near-ideal quantum communi-
cation rates even in noisy environments, demonstrating practi-
cal fault tolerance with minimal overhead. This breakthrough
raises questions about the universality of these results and
suggests potential for further exploration in private and multi-
party quantum communication. The work in [104] develops a
robust statistical framework for hybrid quantum noise environ-
ments, revealing that Gaussian inputs are optimal for maximis-
ing data rates. This finding is significant but does not extend
to more complex quantum noise models, indicating a need
for further research. In [105], Bayesian inference improves
the stability and accuracy of probabilistic error cancellation,
showing substantial gains. However, scalability issues due
to increased resource costs are noted, with suggestions for
modular noise modelling to enhance efficiency. Finally, [106]
introduces hybrid optimisation techniques for Quantum-dot
Cellular Automata (QCA)-based systems, including quantum-
inspired algorithms and dynamic resource allocation. These
methods improve adaptability, error correction, and resource
efficiency, with deep reinforcement learning enhancing con-
vergence speed and solution quality.

Overall, these studies offer complementary solutions to the
fundamental challenges in quantum communication, providing
a strong basis for future developments. A summarised version
of Section III is given in Table VI.

IV. QUANTUM TECHNOLOGIES FOR 6G CORE, EDGE AND
TRANSPORT

The core, edge, and transport layers of 6G networks present
unique challenges that quantum computing can address. This
section extends the discussion from Section II—particularly

hybrid quantum-classical computing (Section II-B), quantum
optimization for network control (Section ??), and hardware
developments (Section II-C). Quantum algorithms for routing,
resource allocation, and traffic optimization, supported by
scalable hardware solutions, are vital for improving com-
putational performance and decision-making at the network
core. At the edge, decentralized quantum processing enables
real-time analytics and low-latency response for applications
such as autonomous vehicles and industrial Internet of Things
(IoT). Furthermore, quantum-assisted transport protocols and
quantum repeaters (as introduced in Section ??) play a critical
role in supporting ultra-reliable, secure, and long-range data
transmission across distributed 6G infrastructures. As 6G
technologies and enablers have only recently been an ongoing
project and a call for proposals [107], some technologies have
been suggested for incorporation into the 6G Core and Edge.
For example, quantum technologies can be used to facilitate
some key functions within the core and edge components of
the 6G network. Fig. 4 presents the mapping of quantum
technologies and current quantum hardware on the related
quantum applications.

A. Quantum Computing at the 6G Core
The 6G core is expected to leverage cloud-native principles

such as containerization, microservices, and service-based
architecture to ensure scalability, flexibility, and resilience.
These components are dynamically orchestrated using AI-
driven platforms that optimize service placement, resource
allocation, and policy enforcement. A revolutionary aspect
is the anticipated integration of quantum-aware and high-
performance computing resources. With the rise of quantum
computing, the 6G core may utilize quantum co-processors
for complex tasks such as network optimization, crypto-
graphic key distribution, and traffic forecasting. Quantum-
assisted algorithms can work alongside AI models to solve
computational bottlenecks in real time, especially in scenarios
involving massive device connectivity and dynamic spectrum
management. The 6G core can become a computational fab-
ric—one with a quantum-enhanced, and deeply embedded
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Fig. 4: Quantum technologies and supported applications for
the realization of the state-of-the-art implementations for 6G.

within the network infrastructure. It can support proactive
network behavior, self-healing mechanisms, and service-level
guarantees that adapt in real time to user mobility, demand
fluctuations, and environmental contexts.

Traffic Management: A primary application of quantum
computing in this domain lies in solving complex optimiza-
tion problems that underpin resource allocation and routing
decisions. Algorithms such as the Quantum Approximate
Optimization Algorithm (QAOA) and quantum annealing are
particularly suited for addressing NP-hard challenges that
involve multi-variable constraints and large decision spaces. In
a dynamic network scenario, these algorithms can be applied to
optimize bandwidth distribution, buffer management, and rout-
ing across multiple slices, considering real-time traffic density,
user mobility, and QoS requirements [108]. The QAOA is
a gate-based, variational quantum algorithm specifically de-
signed to solve combinatorial optimization problems, many
of which fall under the NP-hard class. It works by mapping
the problem into a cost Hamiltonian, where the lowest energy
state corresponds to the optimal or near-optimal solution. A
second mixing Hamiltonian is used to explore the space of
possible configurations. These two Hamiltonians are alternated
in a parameterized quantum circuit, and the circuit parame-
ters are optimized using a classical outer loop to minimize
the expectation value of the cost function. Thus, QAOA is
particularly effective for problems that include a broad range
of network scenarios like optimal link selection, interference
minimization, or congestion-aware traffic scheduling. As the
depth of the circuit increases, QAOA generally yields better

approximations of the optimal solution. In parallel, quantum
annealing, employed by systems like D-Wave, offers another
approach to solving NP-hard problems. Rather than using dis-
crete gate operations, quantum annealing continuously evolves
a quantum system from a known, simple initial ground state
toward the ground state of a complex cost Hamiltonian that
encodes the optimization problem. This process allows the
system to explore multiple minima simultaneously and es-
cape local optima more effectively than classical simulated
annealing. In network contexts, quantum annealing is useful
for solving large-scale routing, channel assignment, and load
balancing problems. For example, selecting the most efficient
path in a highly congested multi-node wireless mesh network
can be modeled and minimized using a quantum annealer, even
in real-time or near-real-time applications.

Together, QAOA and quantum annealing present promis-
ing solutions to NP-hard problems in 6G networks, offering
faster convergence, better approximations, and scalability. As
quantum hardware matures, these methods are expected to
be integrated into orchestration systems for proactive and
predictive control of complex networking environments [74].
Their ability to compute high-quality solutions for large-scale,
dynamic optimization problems may become essential for
ensuring QoS, minimizing congestion, and optimizing end-to-
end latency in future intelligent communication systems.

Congestion Control: Proactive congestion control in 6G
networks is significantly advanced by the incorporation of
quantum-enhanced reinforcement learning (Q-RL) within net-
work digital twins. These digital twins are real-time, high-
fidelity virtual replicas of the physical network infrastruc-
ture, continuously synchronized with live network telemetry,
user behavior, mobility patterns, and service demands. Their
primary function is to simulate ”what-if” scenarios under
diverse traffic conditions, enabling predictive insights and
policy testing without disrupting real-world operations [109].
By embedding Q-RL agents in these virtual environments, 6G
networks gain the ability to learn, evaluate, and refine adaptive
congestion control strategies in a continuous feedback loop.
Quantum-enhanced reinforcement learning merges classical Q-
learning or Deep Q-Networks with quantum computational
primitives—such as quantum state superposition and entangle-
ment—to accelerate the exploration and policy convergence in
large and complex state-action spaces. In the context of 6G,
where a single node may face hundreds of potential actions
(e.g., rerouting, spectrum switching, buffer resizing), Q-RL
allows the agent to consider multiple paths simultaneously
and evaluate expected rewards faster than classical agents.
For instance, when congestion is predicted in a certain cell
or slice, the quantum agent can proactively learn and execute
actions such as rerouting traffic across alternative low-latency
paths, dynamically reconfiguring spectrum allocations (e.g.,
switching from sub-6 GHz to mmWave or THz bands), or
gracefully degrading non-critical flows based on pre-learned
QoS hierarchies. Moreover, quantum-enhanced agents excel
in non-stationary environments, which is a hallmark of 6G
scenarios involving ultra-mobile users (e.g., UAVs, V2X),
network slicing dynamics, and rapidly shifting service topolo-
gies. Q-RL can incorporate probabilistic transition models and
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maintain robust performance even when network conditions
deviate from learned patterns, something classical reinforce-
ment learning struggles with.

Spectrum Management: One of the most direct applications
of QC in spectrum management is in spectrum allocation and
sharing, which are NP-hard optimization problems. Allocating
spectrum bands to a large number of users or devices (e.g.,
in cognitive radio networks, V2X, or IoT) while avoiding
interference and maximizing spectral efficiency often involves
solving constraint satisfaction problems or graph coloring
formulations. QAOA and quantum annealing are particularly
suited for solving such combinatorial problems by finding
high-quality solutions in large, complex search spaces [110].
For example, QAOA can model spectrum assignment as a
graph where nodes represent users and edges represent in-
terference relationships, and it can optimize color (frequency)
assignments to minimize conflicts [111]. QML models, such
as quantum neural networks or variational quantum clas-
sifiers, can be trained to detect occupancy patterns across
time and space, identify idle channels, and predict spec-
trum availability with greater accuracy than classical models.
This is particularly valuable in dynamic spectrum access
and spectrum-as-a-service scenarios, where real-time decision-
making is critical. These models can process massive volumes
of telemetry data (e.g., signal strength, location, usage history)
faster due to quantum-enhanced feature space representation,
enabling cognitive radio systems to learn and adapt quickly
to changing spectral environments. Another dimension is the
potential use of quantum-enhanced reinforcement learning in
self-organizing RANs. Here, quantum RL agents can learn
optimal spectrum access policies based on feedback from
the environment, adapting to congestion, interference, and
regulatory rules in real time. These agents may operate at the
base station or edge controller level to coordinate spectrum
usage among users and services, especially in unlicensed
or shared bands. Lastly, as terahertz and optical wireless
communication bands are introduced in 6G, the complexity
of spectrum management increases further due to atmospheric
absorption, beam alignment, and hardware constraints. Quan-
tum algorithms can help manage this complexity by enabling
multi-objective optimization—balancing bandwidth efficiency,
energy consumption, and interference minimization simulta-
neously [112].

Fault Tolerance: It is crucial to guarantee the dependability
and durability of 6G networks, particularly given their growing
significance for many facets of the business and society.
Traditional fault tolerance mechanisms, while effective to
a certain extent, often rely on redundancy and pre-defined
recovery procedures. QC offers a novel approach to enhance
fault tolerance by leveraging QEC techniques. The purpose of
QEC is to safeguard quantum data against mistakes resulting
from noise and decoherence, which are intrinsic difficulties
in quantum systems. By encoding information across multiple
qubits and utilizing sophisticated error detection and correction
algorithms, Quantum computations can be made much more
reliable and fault-tolerant by using QEC [113]. The network
can detect and repair mistakes in real-time, assuring ongoing
operation even in the face of unforeseen disruptions, by en-

coding key data and control signals using QEC. Moreover, QC
could enable the development of self-healing networks that can
autonomously identify and recover from faults. By continu-
ously monitoring network health and performance metrics, QC
algorithms can detect anomalies and potential failures before
they cause significant disruptions. This proactive approach
could lead to faster fault recovery, minimized downtime,
and improved overall 6G network reliability. Therefore, the
integration of QEC techniques into communication networks
could significantly enhance their fault tolerance and resilience
[114]. In the event of unplanned disruptions, QC could assist
guarantee that networks continue to function and provide
uninterrupted services by safeguarding vital components and
enabling proactive fault recovery. This enhanced reliability is
essential for supporting critical 6G infrastructure and enabling
mission-critical applications.

Simulation and Modeling: The design and optimization of
complex communication networks, especially those incorpo-
rating cutting-edge technologies like 6G, often rely on accu-
rate simulations and models to predict performance, identify
potential bottlenecks, and evaluate different design choices.
Classical simulation methods, while valuable, can be com-
putationally intensive and may struggle to capture the full
complexity of 6G networks, particularly when considering
the intricate interplay of various network elements and traffic
patterns [115]. QC offers a transformative approach to network
simulation and modeling. QC simulators are able to effectively
simulate complicated network scenarios and make impressive
predictions about their behavior of the network by utilizing the
capabilities of quantum computing. Due to quantum computa-
tion’s intrinsic parallelism, a large number of potential network
states and traffic patterns may be explored simultaneously,
allowing for the quick assessment of various optimization
and design options. Additionally, QC simulators are capable
of simulating large-scale networks that are inaccessible to
traditional computers [116]. The capacity to serve a large
number of connected devices and a variety of applications with
different performance needs is expected in next-generation
networks, such as 6G, and this capability is critical for their
design and optimization. In addition, QC simulations can
offer important insights into how networks behave in harsh
circumstances, like during cyberattacks or natural disasters,
which can help with the creation of durable and adaptable 6G
network architectures.

Intelligent Networks: The Q-RL models can be integrated
with federated learning architectures across distributed RAN
and edge nodes, where local learning experiences are aggre-
gated to improve global congestion control policies—without
violating latency or privacy constraints. In operational terms,
these Q-RL-based digital twins may reside in the non-real-
time RAN Intelligent Controller layer of an O-RAN-compliant
6G architecture, where they continuously assess traffic trends
and update control policies. When a predicted congestion
state reaches a predefined threshold, the corresponding policy
can be pushed to the near-real-time RIC or edge controller,
enabling sub-second reconfiguration of routing tables, traf-
fic shaping rules, or scheduling priorities—well before user
experience degrades [117]. The incorporation of QC into



15

network modeling and simulation could completely alter the
way that communication networks are created, optimized, and
run. By providing a more accurate and efficient way to explore
complex network scenarios, QC can enable the development
of more resilient, scalable and intelligent networks that meet
the growing demands of 6G networks [118].

B. The Path to the QC at the 6G Edge
The convergence of quantum technologies and 6G networks

has the potential to unlock a new realm of possibilities, revolu-
tionizing the capabilities of specific applications and services
at the edge [4], [119]. Quantum computing’s computational
power and security can provide solutions to complex prob-
lems, enhance user experiences, and drive innovation in 6G
networks [78]. In the context of autonomous driving, vehicles
generate massive amounts of data from sensors, cameras, and
other onboard systems. Processing this data in real-time is
crucial for making split-second decisions such as obstacle
avoidance, path planning, and traffic management. QC can
enhance these processes by leveraging quantum algorithms
that solve optimization problems such as transport route se-
lection for many autonomous vehicles [120]. For example,
QC can optimize routes in real-time by rapidly calculating the
most efficient path among countless possibilities, considering
factors like traffic, road conditions, and potential hazards
[121]. QC algorithms can process sensor data, environmental
information, and traffic patterns in real-time, enabling faster
and more accurate decision-making for autonomous vehicles.
This can significantly improve safety, efficiency, and traffic
management [78].

The high-fidelity rendering and complex interactions de-
manded by Extended Reality (XR) applications can bene-
fit from QC’s computational capabilities. QC can accelerate
complex simulations, enhance real-time rendering, and enable
more realistic and immersive XR experiences [122]. The meta-
verse is a collective virtual shared space, integrating Virtual
Reality (VR), Augmented Reality (AR), and other digital
environments—requires vast computational power to support
real-time interactions, high-fidelity graphics, and complex
simulations [123]. Integrating QC with mobile edge networks
can address many of the challenges associated with delivering
these rich, interactive experiences by providing enhanced
computational capabilities right at the network’s edge. In the
metaverse, Mobile Edge Computing (MEC) reduces latency by
processing data near the user, minimizing the delays that occur
when data is sent back and forth to centralized data centers
[124]. QC can significantly amplify this by enabling ultra-
fast data processing and complex computations that classical
computers struggle with. For instance, quantum algorithms can
optimize the rendering of 3D environments, reducing the time
required to generate and display complex scenes in VR and
AR, leading to smoother, more realistic virtual experiences
[125]. QC’s efficient compression and transmission algorithms
can facilitate the streaming of high-quality volumetric video,
enabling more immersive and interactive communication, en-
tertainment experiences and healthcare applications [126].

In the 6G network edge, public safety services such as
predictive policing can be provided by the mobile network

operators. QC can be used to analyse historical crime data,
social media, environmental conditions, and other inputs are
examined to forecast possible criminal behaviors. QC can
easily handle the volume and complexity of this data, pro-
viding deeper insights and more precise forecasts than tradi-
tional computer approaches, which frequently struggle with it
[127]. Real-time monitoring is another area where quantum
computing can create a big difference when compared to
the current monitoring systems. Video feeds from security
cameras, drones, and other sensors can be processed by 6G
edge with QC to quickly identify known suspects or spot
questionable activity [128]. This capacity improves situational
awareness and makes it possible for law enforcement to react
to new threats faster. Additionally, quantum algorithms can
improve facial recognition and anomaly detection, making
these systems more reliable and less prone to false positives,
which is critical in high-stakes environments [129].

QC at the edge has the potential to transform autonomous
vehicle operations, logistics, and traffic management in the
transportation sector. Urban traffic management is a challeng-
ing undertaking that requires in-the-moment traffic flow analy-
sis, signal timing, and incident response. By swiftly evaluating
large datasets, QC can optimize these procedures and deter-
mine the most effective routing routes, dynamically modify
traffic lights, and anticipate traffic jams before they occur
[130]. As a result, there is less congestion, shorter travel times,
and less pollutants. Additionally, supply chain management
and logistics depend heavily on QC. By evaluating real-time
data on vehicle locations, weather, and road conditions, Edge
QC can help optimize delivery routes, minimize fuel usage,
and shorten delivery times [131]. Quantum algorithms excel at
solving these complex optimization problems, which are often
beyond the capabilities of classical computers, particularly
when multiple variables must be considered simultaneously.

C. 6G Quantum Transport Networks

As mobile networks evolve, the demand for higher ef-
ficiency, lower latency, and enhanced security becomes in-
creasingly critical where the quantum technologies can impact
6G transport networks. For example, long-distance signal
amplification is possible with amplifiers in classical com-
munication. Nevertheless, direct amplification of quantum
signals—which entail quantum states like superposition and
entanglement—is prohibited by the no-cloning theorem, which
states that quantum information cannot be properly replicated
without disturbing the state. This poses a serious obstacle to
the long-distance quantum information transmission needed
for 6G network connection. Quantum repeaters, which offer
a way to maintain the integrity of quantum signals over
great distances, present an answer to this issue. Quantum
repeaters work by dividing a communication path into smaller
segments and placing repeaters in between [132]. They make
use of a technique known as entanglement swapping, in
which different points along the communication line generate
pairs of entangled particles. Without directly sending the
quantum states over the entire distance, the entanglement
can be gradually extended throughout the entire path by
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carrying out quantum measurements at each repeater node
[133]. This maintains the security and characteristics of the
quantum information by enabling the reconstruction of the
original quantum state at the endpoint. To further improve
communication dependability, quantum repeaters also use er-
ror correction techniques to adjust for any noise or flaws
produced during transmission. Large-scale quantum networks,
where data security is critical, including the quantum internet
and secure 6G transport systems, depend on quantum repeaters
[134]. The quantum teleportation technique uses the laws
of quantum physics to transfer quantum information—like
the state of a qubit—between two points without requiring
the actual movement of the particles involved [135]. This
technique is particularly groundbreaking for 6G transport
networks since it permits instantaneous and secure informa-
tion transfer independent of the physical distance between
the communication parties. Quantum teleportation transmits
a qubit’s state via entanglement as opposed to conventional
data transfer, which uses optical fibers or other media [136].
This eliminates the need for direct physical transmission and
significantly improves security.

Quantum-enhanced signal processing is poised to revolu-
tionize 6G networks by leveraging the concepts of quantum
mechanics to increase data processing and transmission per-
formance and efficiency. With 6G networks expected to offer
unprecedented data throughput, ultra-low latency, and very
reliable communication, quantum-enhanced methods can be
very beneficial. Quantum-enhanced signal processing in 6G
networks can use quantum technology and algorithms to carry
out operations like interference control, noise reduction, and
signal recognition more accurately than with conventional
techniques [137]. Quantum algorithms, for instance, may
examine intricate signal patterns and identify irregularities
or interference with greater sensitivity, improving the perfor-
mance and dependability of 6G transport networks [138]. This
capability is crucial for managing the high data rates in 6G
networks, where traditional signal processing methods may
struggle to keep up. One key aspect of quantum-enhanced
signal processing is its ability to handle quantum states of light
or other particles used in 6G communication infrastructure.
With the use of quantum qualities like superposition and
entanglement, quantum sensors are able to measure signal
parameters like phase and amplitude with greater accuracy
[139]. The overall characteristics of quantum technologies for
the 6G core, edge and transport networks with the related
challenges is given in Table VII.

V. QUANTUM TECHNOLOGIES FOR 6G SECURITY AND
PRIVACY

Security is one of the most critical aspects of 6G, and
quantum technologies offer promising solutions. Quantum
technologies can play a vital role in enhancing the security
of 6G networks and applications. As 6G networks become
more complex and interconnected, ensuring robust security
measures will be crucial to protect sensitive data and commu-
nication. In this section, some ways that quantum technologies
can contribute to 6G security are described and discussed next.

A. Quantum Key Distribution

QKD is a secure communication method that uses a cryp-
tographic protocol that incorporates components of quantum
mechanics. Quantum key distribution can provide secure and
unbreakable encryption for communication channels in 6G
networks. QKD is an advanced cryptographic method that
leverages quantum mechanics to guarantee secure communica-
tion [148]. In contrast to classical encryption methods, which
rely on the computational difficulty of certain mathematical
problems, QKD offers a theoretically unbreakable security
model based on the fundamental laws of quantum physics.
The essence of QKD lies in its capability to securely transfer
encryption keys between two parties, with any eavesdropping
attempts being detectable. This is accomplished using quantum
bits (qubits), which can exist in multiple states at once due to
the principle of superposition. When a qubit is observed or
measured, it collapses into a specific state. This process is
inherently detectable, so the communicating parties know if
their key exchange has been compromised. The architecture
of a QKD network consists of several key components that
work together to enable the secure generation, distribution, and
management of quantum keys. The steps involved for QKD
are as follows [149].

• Quantum Transmitters and Receivers: The quantum trans-
mitter, referred to as Alice, sends quantum bits (qubits)
to the receiver. These qubits are typically encoded in the
polarization or phase of photons, which are transmitted over
a quantum channel, such as optical fiber or free space.
The quantum receiver (i.e., Bob) detects the qubits sent
by Alice. Bob measures the incoming qubits to extract the
key bits. Due to the principles of quantum mechanics, any
eavesdropping attempt will interfere with the qubits and can
be detected by Bob.

• Quantum Channel: The quantum channel is the medium
through which the qubits are transmitted. This can be an
optical fiber connection or a free-space optical link. The
quantum channel is very sensitive to noise and losses, which
are critical factors for the performance and range of the
QKD system.

• Classical Channel: Alongside the quantum channel, a clas-
sical communication channel is used for exchanging infor-
mation between Alice and Bob. This channel is essential for
performing key sifting, error correction, and privacy ampli-
fication processes. Unlike the quantum channel, the classical
channel does not require quantum security but should still
be protected by conventional encryption methods.

• Key Sifting: After Bob measures the qubits, Alice and Bob
perform a key sifting process over the classical channel.
This step involves comparing a subset of the transmitted
and received qubits to identify and discard any bits that
may have been altered or lost during transmission due to
either noise or potential eavesdropping.

• Error Correction: The key obtained after sifting may still
contain errors due to imperfections in the quantum channel.
Error correction algorithms are applied to reconcile the
differences between Alice’s and Bob’s keys, ensuring that
both parties have identical keys.
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TABLE VII: QUANTUM TECHNOLOGY BASED APPLICATIONS FOR 6G CORE, EDGE AND TRANSPORT NETWORKS

6G 6G Application Potential Benefits Potential Challenges References
Traffic Management Real-time optimization, reduced latency,

improved user experience
Scalability, computational power, inte-
gration with existing systems

[74], [108]

Congestion Control Proactive congestion prevention, effi-
cient resource allocation

Algorithm development, real-time adap-
tation

[109]

Spectrum Management Dynamic spectrum allocation, enhanced
spectral efficiency

Interference management, regulatory
frameworks

[110]–[112]

Core Fault Tolerance Improved network reliability and re-
silience

Hardware scalability, error correction [113], [114]

Simulation and Modeling Accurate network modeling, efficient
design and optimization

Computational complexity, model vali-
dation

[115], [116]

Intelligent Networks Development of intelligent and self-
learning networks

Implementation aspects, model genera-
tion

[117], [118]

Autonomous Driving Real-time data processing, improved
decision-making for safety

Sensor integration, ethical considera-
tions

[78], [119], [120]

Extended Reality Enhanced rendering, realistic and im-
mersive experiences

Hardware limitations, power consump-
tion

[122], [123]

Volumetric Video Streaming Efficient compression and transmission,
high-quality streaming

Bandwidth requirements, storage limita-
tions

[124]–[126]

Edge Metaverse Secure and privacy-preserving interac-
tions

Quantum-resistant cryptography, user
authentication

[140], [141]

Generative AI Assistants Contextually aware, nuanced interac-
tions

Training data bias, ethical concerns [108], [142], [143]

Digital Twin Real-time synchronization, accurate
simulations

Data security, computational complexity [144]–[146]

Law Enforcement and Transporta-
tion

Enhanced surveillance, real-time data
analysis

Privacy concerns, ethical considerations [127]–[129]

Edge Intelligence Services Optimized pricing strategies, efficient
resource allocation

Cost-effectiveness, demand prediction [4], [121], [130],
[131], [147]

Quantum repeaters Realization of a global quantum com-
munication networks

Quantum state preservation, synchro-
nization and timing issues

[132]–[134]

Transport Quantum teleportation based com-
munication

Instantaneous communication of quan-
tum states over large distances

Entanglement distribution, quantum
measurement

[135], [136]

Quantum-enhanced signal process-
ing

Analyze, and interpret signals, with far-
reaching implications

Noise sensitivity, error Rates and fault
tolerance

[137]–[139]

• Privacy Amplification: Privacy amplification is a post-
processing step where Alice and Bob shorten their keys to
eliminate any partial information that an eavesdropper might
have gained. This process results in a final secret key that
is highly secure and ready for cryptographic use.

• Key Management System (KMS): The Key Management
System is responsible for managing the generated quantum
keys. It handles key storage, distribution, and integration
with cryptographic applications. The KMS ensures that
the keys are securely delivered to the intended devices or
applications.

• QKD Network Control and Monitoring: The QKD network
requires a control and monitoring system to manage the
quantum and classical channels, monitor the performance
of the QKD devices, and detect any anomalies or security
breaches in real-time.

1) Integration of QKD in B5G/6G Networks: The potential
placements of QKD have been displayed in Fig. 5. In this
subsection, we describe the importance of such a quantum
technology addition to the 6G networks.

Role of QKD in B5G/6G Networks: On the way to B5G and
6G networks, securing communication channels is becoming
increasingly important. Traditional encryption methods that
are still effective today may become vulnerable as computing
power increases, especially with the advent of quantum com-
puters capable of breaking current cryptographic algorithms.
At this point, QKD becomes indispensable as it offers unattain-
able security with traditional encryption methods [150]. QKD
makes it virtually impossible for attackers to decrypt the
communication, even with the most powerful classical or
quantum computers [151]. Thus, QKD integration becomes
a critical component in the security infrastructure of B5G/6G
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Fig. 5: Potential QKD and PQC Placements within 6G.

networks, ensuring that they remain secure even in the face
of future technological advancements with its secure key
exchange approach [72].

Importance of QKD in B5G/6G Security: The integration
of QKD into B5G/6G networks is not just a theoretical
exercise but a practical necessity for several reasons. In future
networks, the volume and sensitivity of transmitted data will
increase significantly. QKD’s ability to detect any form of
eavesdropping on key exchanges makes it an indispensable
tool for protecting this data [152]. B5G/6G networks will
play a crucial role in supporting critical infrastructure, such
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as smart grids, autonomous vehicles, and healthcare systems.
The security of these systems is of paramount importance, and
QKD provides a level of security that classical cryptographic
methods cannot match [153]. By securely distributing keys,
QKD helps to protect these important systems from cyber-
attacks and espionage. As data protection regulations around
the world become increasingly stringent, the need for secure
communication methods that can ensure the protection of
sensitive information is growing [154]. QKD, with its unpar-
alleled security guarantees, can position B5G/6G networks to
effectively meet these regulatory requirements and help avoid
potential legal and financial repercussions of data breaches.
The success of B5G/6G networks will depend to a large extent
on the trust that users and industry place in them [155]. This
trust is an essential prerequisite for the broad acceptance and
success of future networks.

2) Potential Issues: QKD plays a critical role in improving
the security of B5G/6G networks by providing a robust,
future-proof solution for secure cryptographic key exchange.
Integrating QKD into existing security frameworks such as
Virtual Private Networks (VPNs) based on IPsec and MACsec
enhances the security of these protocols by using quantum-
generated keys for encryption [156]. QKD can be integrated
into these frameworks as follows:

• QKD-Enhanced IPsec (Quantum IPsec): IPsec (Internet
Protocol Security) is a set of protocols designed to ensure
secure communication across IP networks [157]. It uses
cryptographic algorithms to ensure confidentiality, integrity,
and authentication of data. QKD can be integrated with
IPsec by replacing the traditional key exchange mechanisms
(such as IKE - Internet Key Exchange) with quantum-
generated keys [158]. The QKD system continuously gen-
erates and supplies fresh keys to the IPsec system, ensuring
that each session key used in the encryption process is secure
and resistant to attacks, including those from quantum
computers. The QKD system can be connected to the IPsec
KMS to provide quantum keys directly for IPsec sessions.
The IPsec protocol would be modified to allow for the
seamless insertion of quantum-generated keys into the IPsec
Security Associations (SAs), where the keys are used for
encrypting and authenticating IP packets.

• QKD-Enhanced MACsec (Quantum MACsec): MACsec
(Media Access Control Security) is a layer two security
protocol that provides encryption, integrity, and data origin
authenticity for Ethernet frames [159]. Similar to IPsec,
MACsec can benefit from QKD by using quantum-generated
keys for the encryption and integrity protection of Ethernet
frames at the B5G/6G Core. The keys generated by the
QKD system would replace those traditionally generated
by MACsec’s Key Agreement Protocol (MKA) [160]. The
QKD system would distribute quantum keys to MACsec-
enabled devices through a secure management interface. The
QKD-generated keys would then be used to establish secure
MACsec sessions between network devices, ensuring that
each frame transmitted over the network is protected with
quantum-resistant encryption [161].

By integrating QKD, both IPsec and MACsec can benefit

from the unbreakable security of quantum keys, which secure
the VPNs against current and future cryptographic attacks.
QKD enables more frequent key refresh rates, improving
security by limiting the exposure of a particular key. This
is especially important in environments that require a high
level of security. The integration of QKD prepares IPsec and
MACsec VPNs for the post-quantum era and ensures that they
remain secure against attacks from quantum computers [162].

B. Quantum Secure Direct Communication

QSDC is a secure communication technique that utilizes
quantum mechanics to transmit information directly between
parties, eliminating the need for encryption or traditional key
exchange [33]. Unlike QKD, where a key is shared and then
used to encrypt the message, QSDC sends the message itself
in a secure quantum channel, ensuring that any attempt to
eavesdrop can be detected. The security of QSDC is based on
the no-cloning theorem and quantum superposition, meaning
that any interception of the quantum information alters the
state of the transmitted qubits, alerting the communicating
parties to the presence of an eavesdropper. This makes QSDC
ideal for transmitting highly sensitive information with the
assurance that it cannot be intercepted without detection [163].
QSDC could play a pivotal role in enhancing the security
of 6G networks, particularly for applications where ultra-
secure, low-latency communication is critical [164]. Since
6G networks are anticipated to support vital infrastructure
like smart grids, autonomous transportation, and healthcare
systems, QSDC could offer quantum-level security for these
communication channels, ensuring that sensitive data remains
protected from interception or tampering without detection.
Furthermore, 6G networks are expected to be a stepping stone
towards the quantum internet. QSDC could be a fundamental
component in securely transmitting quantum information, cre-
ating a secure foundation for future quantum communication
systems integrated with 6G. For government and military
applications, QSDC within 6G networks can provide a secure
communication layer for command and control operations,
intelligence sharing, and diplomatic communications, ensuring
that these critical communications are impervious to intercep-
tion.

C. Quantum Error Correction for 6G Reliability

One of the key challenges for incorporating quantum tech-
niques in 6G networks is ensuring reliability, especially given
the fragility of quantum states. QEC techniques are essential
to overcome the inherent noise and errors in quantum sys-
tems, providing a robust foundation for quantum-enabled 6G
infrastructure [165]. Quantum systems are highly susceptible
to various types of noise, including decoherence, photon loss,
and operational errors, which can lead to information loss
and transmission errors [166]. Unlike classical errors, which
involve flipping or altering bits, quantum errors can involve
both bit-flip and phase-flip errors due to the superposition and
entanglement properties of quantum states. In the context of
6G, which aims to achieve Ultra-Reliable and Low Latency
Communication (uRLLC), managing quantum noise is critical



19

for maintaining the integrity and reliability of data trans-
mission in quantum-enhanced communication systems [167].
QECs address this problem by encoding quantum information
into larger quantum systems in such a way that errors can
be detected and corrected without directly measuring the
quantum state [168]. This prevents the destruction of quantum
information, allowing for reliable communication even in the
presence of quantum noise. Techniques such as the Shor code,
Steane code, and surface code are examples of quantum error
correction mechanisms that can be adapted for 6G quantum
communications [169].

Incorporating quantum error correction into 6G networks
involves several challenges and opportunities: (1) Hybrid
Quantum-Classical Error Correction: Given the early stages
of quantum technology, it is expected that 6G will initially
rely on hybrid quantum-classical systems. Quantum data will
be transmitted alongside classical data, and QEC will work
in conjunction with classical error correction methods (like
low-density parity-check codes) to ensure overall network
reliability. This hybrid approach will help in managing er-
rors across both classical and quantum communication layers
[170]. (2) Entanglement Distribution and Error Correction: A
key feature of future 6G quantum networks is the distribution
of entangled states across long distances. For long-distance
quantum communication, quantum repeaters will be essential
to extend the range by applying error correction to entangled
states, thereby preserving entanglement across noisy channels.
The application of quantum error correction codes within
repeaters can maintain entanglement fidelity and improve the
overall reliability of quantum links [171]. (3) Fault Tolerant
Quantum Communication: As 6G evolves to accommodate
quantum computing and communication, fault-tolerant quan-
tum error correction will be crucial. This requires encoding
quantum information in a way that allows for the correction of
multiple errors without decoding the quantum state, providing
reliable communication even in noisy environments. Fault-
tolerant schemes like the surface code can correct errors
caused by noise while allowing scalable quantum operations,
making them ideal for 6G quantum networks [172].

However, in order to achieve robust and scalable quantum
error correction for 6G, several future research directions
must be explored [118]. These include optimizing QECs
algorithms for real-time applications, integrating quantum
repeaters with QEC to extend communication range, and
developing hardware-efficient QEC methods compatible with
6G’s stringent latency and reliability requirements. Addition-
ally, implementing machine learning algorithms to predict and
correct errors in quantum systems presents a promising avenue
for enhancing the performance of QEC in practical quantum
communications [173].

D. Quantum-resistant Cryptography

As 6G networks emerge, providing faster data rates, lower
latency, and extensive device connectivity, security remains a
paramount concern. The advancement of quantum computing
poses a direct threat to traditional cryptographic protocols that
secure modern communication networks. This risk necessitates

the integration of Post Quantum Cryptography (PQC) into
the security architecture of 6G to ensure resistance against
quantum-enabled attacks. The cryptographic technique most
commonly used in today’s telecommunication networks is
asymmetric cryptography, which is based on the computational
complexity of mathematical problems [174]. However, existing
asymmetric cryptographic standards like RSA and ECC, which
depend on the computational difficulty of factoring large
numbers and solving discrete logarithms, are susceptible to
quantum attacks. Quantum algorithms like Shor’s algorithm
can exponentially reduce the time required to break these
cryptographic systems, making classical encryption and key
exchange schemes obsolete in the post-quantum era. The
integration of PQC into telecommunication frameworks is
essential for strengthening security against emerging quantum
threats. 6G security protocols could integrate PQC, which
utilizes mathematical problems that are difficult for both
classical and quantum computers to solve, providing long-term
security against quantum attacks [175].

Table VIII provides a comprehensive comparison of quan-
tum security technologies for 6G.

VI. DEPLOYMENT CHALLENGES

The revolutionary convergence of emerging 6G networks
with quantum computing is envisaged to underpin next gener-
ation network operation, optimization and applications. How-
ever, being a maturing technology, a number of challenges
need to be addressed towards realizing quantum computing
enabled 6G networks [30]. This section will explore the chal-
lenges under technology maturation challenges, integration
challenges, connectivity challenges, security challenges, and
other challenges, as illustrated in Fig. 6, and explore possible
solutions.

Fig. 6: Quantum computing deployment challenges in 6G.

A. Quantum Computing Technology Maturation Challenges

1) Challenges: Science has been advancing rapidly towards
realizing quantum computers. However, not every concept
in quantum computing is understood fully. For instance,
quantum entanglement is a concepts that is yet to be fully
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TABLE VIII: COMPREHENSIVE COMPARISON OF QUANTUM SECURITY TECHNOLOGIES FOR 6G

Feature Quantum Key Distribution
(QKD)

Quantum Secure Direct
Communication (QSDC)

Post-Quantum Cryptogra-
phy (PQC)

Quantum Error Correction for 6G
Reliability

Description Secure key exchange via
quantum states [148]

Direct communication with-
out encryption [33]

Classical algorithms resistant
to quantum attacks [175]

Detection of communication data errors
in quantum channels [167]

Advantages Theoretically unbreakable en-
cryption

No need for key distribution Works with existing infras-
tructure

Highly reliable communications

Current Limitations Limited range and high cost Complex hardware require-
ments

High computational load Scalability issues, high processing
power

Key 6G Use Cases Financial sector, government
communication

Military, critical infrastructure General-purpose encryption
for 6G

General-purpose error detection in 6G
Core

Technology Readiness
Level (TRL)

TRL 6 – Demonstrated in rel-
evant environments

TRL 5 – Early testing phase TRL 7 – Mostly ready for
deployment

TRL 4 – Research in progress

explored as the complete understanding of the properties
relating to the correlation of entangled qbits is yet to be
unraveled [30]. Hence, entanglement is understood through
mathematical formulations of quantum mechanics. This de-
mands quantum computing related knowledge to mature before
using quantum computing as a fully fledged technology for
6G communication networks and applications. Furthermore,
quantum computing hardware is identified to be in the Noisy
Intermediate-Scale Quantum (NISQ) state. This signifies that
quantum computers are very well capable of performing
non-trivial quantum computations. However, NISQ hardware
still needs developments to be fault-tolerant and achieve the
full advantages of quantum computing. Hence, environmental
conditions can act as noise and cause the loss of coherence
within quantum states. It should be noted that 6G communi-
cation network and infrastructure should be fault-tolerant and
operate in noisy environments to delay-sensitive time-critical
real-time applications [10]. This demands the maturation of
quantum computing fault-tolerance techniques and noise re-
sistant quantum computing hardware towards revolutionising
6G and beyond communication networks. In addition, being
a revolutionary computing paradigm, programming quantum
computers is unique compared to classical computing models.
This demands novel approached to program quantum com-
puters. For instance, Qiskit is a software stack developed for
quantum computing by IBM [176]. Qiskit can be used to
build programs to be executed in IBM and third-party quantum
computing hardware. However, considering the way quantum
computers work, where measuring and restoring a state in a
quantum computer is not possible, debuggers running in actual
quantum computing hardware are yet to be developed [30].
Thus, testing a quantum program requires it to be run in real
quantum computer. Hence developing sophisticated programs
for quantum computing demands running test codes in actual
hardware a large number of times, which is a challenge. In
addition, there is no solid approach of integrating noise in
existing quantum simulators. Therefore, quantum computing
technology needs maturation to have better testing and devel-
opment tools to become an integral component of emerging
6G networks, especially considering the sophisticated nature
of 6G networks and applications.

2) Possible Solutions: Even though the concept of quantum
entanglement has not yet been researched, it has been proven
by experiments. Moreover, quantum mechanics is able to
predict quantum computer systems [30]. In addition, quantum
computing research is exploring the evolution of NISQ towards
Perfect Intermediate Scale Quantum Computing (PISQ) [177].

PISQ proposes the use of what is already known about qubits
to define algorithms and develop applications. Furthermore,
the development of solid quantum programming languages
and debuggers is an active area of research towards enabling
quantum computing as a promising solution for the 6G era.
For example, Cirquo, a unit testing approach and debugging
method for quantum computing, is proposed in [178]. These
developments strengthen quantum computing as a mature
technology for the beyond 5G and 6G wireless communication
networks.

B. Integration Challenges of Quantum Computers with 6G
1) Challenges: The advancements communication net-

works towards 6G envisages to integrate heterogeneous hard-
ware and networks towards creating a seamless weave of
connected devices. This demands computing resources to
extend from large server farms to network edge devices [10].
Conversely, quantum computing hardware comes with their
own unique requirements. For instance, the preservation of
quantum information demands isolating quantum states from
environmental impacts [30]. Hence, quantum computing op-
erations need to be performed ensuring that quantum states
are not drifted to preserve the magnitude of qubits to prevent
accumulating errors. Moreover, existing quantum hardware are
not capable of performing large-scale operations.These issue
should be addressed towards integrating quantum computing
hardware with 6G network infrastructure. Furthermore, quan-
tum processor hardware requires their edge to be routed with
complex wiring, making the packaging of qubits, which is
the process to control and house quantum hardware contain-
ing qubits, a significant challenge towards realising quantum
computers. This challenges the integration of quantum hard-
ware with heterogeneous 6G nodes and devices, demanding
streamlining qubit packaging process and technologies [179].
In addition, the fully functional quantum computers are very
large and are reminiscent of early computers [30]. This is
because the operation of quantum computers requires special
environmental conditions, which means that the processing
environment is large despite the compact size of the quantum
processors. For example, a vacuum chamber is needed to
maintain quantum states, portals to the chamber are needed
for optical inputs, optical sources are needed for optical
operations, and cooling materials are needed to control the
temperature of the quantum computer, which takes up a large
space.

2) Possible Solutions: Despite the existing challenges, re-
search work advances towards addressing challenges of inte-
grating quantum computing with 6G network infrastructure.
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For instance, a quantum error correction utilising the surface
code is presented in [39]. In addition, a stable error-corrected
logical qubit is demonstrated in [180]. These work demonstrate
efficient and high performance quantum error correction cycles
towards realising error free computation in 6G network in-
frastructure. Moreover, technologies such as multi-level wiring
indicate promising prospects of efficient packaging of qubits
towards a future with quantum computing integrated 6G net-
works [179]. This would also facilitate quantum computers be
more space efficient, high quality and high performance (better
Circuit Layer Operations Per Second - CLOPS), enabling
them to power 6G infrastructure. In addition, technologies,
devices and applications of quantum computing demands
novel standardisation that would facilitate the interoperability
between platforms, vendors, and applications [181].

C. Connectivity Challenges of QC with 6G
1) Challenges: Despite being identified as a powerful en-

abler of 6G an beyond networks, quantum computing also
comes with a number of connectivity challenges. For instance,
establishing end-to-end communication in a quantum network
has several challenges [30], including transmitting and receiv-
ing data with multiple nodes simultaneously, and broadcasting
data in a quantum network. Moreover, quantum network
topology design and quantum routing protocols are still in
a premature state, making it another connectivity challenge
related to deploying quantum computing in 6G networks.

Furthermore, as quantum states cannot be cloned, it is a
challenge to store and transmit quantum data. This also leads
to not being able to generate redundancies or re-transmit data.
This means any data that is lost can be lost forever. As
quantum networks operate on teleportation, which is based on
entanglement, teleportation related challenges should also be
resolved towards realising quantum based 6G networks. For
instance, any data that is lost during teleportation cannot be
recovered. This makes it challenging for quantum computing
enabled networks to reach the strict quality of standards in
emerging networks. Furthermore, it is a challenge to commu-
nicate across long distances due to decoherence. This is due
to quantum states losing information during transmission. The
utilisation of quantum repeaters are explored to facilitate long
distance transmission of quantum states. Yet, it is a challenge
due to the difficulty of cloning quantum states [132].

2) Possible Solutions: Quantum computing research aims
to address connectivity challenges to integrate quantum com-
puters with future 6G communication networks. For instance,
an entanglement routing model and an entanglement routing
algorithm is presented in [182] to solve the entanglement
routing problem. Furthermore, the utilisation of quantum
multiplexers are explored to facilitate routing in quantum
networks [30]. Moreover, the utilisation of quantum switches
has been thoroughly explored in network typologies such as
the star network topology. In addition, research is exploring
novel methods to enhance quantum teleportation fidelity [183].
Furthermore, researchers are exploring reliable communication
of quantum states across optical, wireless channels, satellite
and underwater channels [184]. These technological devel-
opments also demand solid standardisation approaches to

allocate spectrum and streamline the advancements of quantum
computing.

D. Security Challenges of Deploying QC with 6G

1) Challenges: Advancements of communication networks
towards 6G expand attack surfaces and demands more atten-
tion to strengthen security [185]. Securing a network requires
ensuring confidentiality, integrity, and availability. This has
become more challenging with the developments of quantum
computing as an enabler of 6G and beyond networks. For
instance, the security of communication networks depend on
cryptography and the advents of quantum computing has
endangered many classical cryptography approaches. This
demands exploring quantum resistant post-quantum cryptogra-
phy. This challenge is further intensified due to the increasing
utilisation of cryptography applications such as blockchain
in 6G and beyond networks [10]. QKD is being developed
as a solution to provide symmetric key encryption for post-
quantum cryptography [149]. However, QKD has yet to mature
into a full-fledged key distribution technology and requires
standardisation so that it can be used by multiple parties to
ensure security in post-quantum computing networks. QKD
also faces the challenge of noise interfering transmission. The
interference from noise can be identified as an intrusion, result-
ing in a false positive. This would lead to Denial of Service
(DoS), which would affect the availability of networks and
services [30]. In addition, the key efficiency of QKD is low,
demanding improved approaches to secure quantum enabled
6G and beyond networks. In similar vein, it is challenging to
use the zero-trust network architecture in quantum networks
as network nodes in quantum enabled networks are designed
to trust each other. This leaves another challenge to secure
quantum enabled networks in 6G and beyond era.

2) Possible Solutions: QKD is being developed as a solid
technology to secure networks in the post quantum era. For
instance, QKD is explored in [149] elaborating its potential,
elements, interfaces, protocols, physical/network layers, stan-
dardisation requirements, and applications. Furthermore, QKD
can be integrated with other technologies and concepts such
as network coding [186] to provide security and robustness
in 6G and beyond networks. Mitigating noise in communi-
cation channels by utilising optical fibres with more photon
quality can reduce the possibility of false positives in QKD.
In addition to QKD, classical cryptography techniques are
also explored to be used in the post-quantum era. Unlike
factorization-based cryptography techniques that are suscep-
tible to quantum attacks, cryptography techniques such as
lattice-based cryptography is identified to be quantum proof
and can be used in the post quantum era [30]. Not only
QKD and classical cryptography techniques, but also hybrid
approaches between them are also explored to secure post-
quantum 6G and beyond networks.

E. Other Challenges of Deploying QC with 6G

1) Challenges: In addition to technology maturation, in-
tegration, connectivity, and security challenges of deploying
quantum computing in 6G and beyond networks, there are
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a number of other challenges that should be addressed. For
instance, the cost of quantum computers are extremely high,
making it a technology that cannot be used to operations in
mobile networks at the moment. The cost per qubit presently
ranges around $10,000, whereas network operations require
millions of qubits being processed [30]. This is a significant
challenge as network operators, service providers and appli-
cation developers run as businesses that thrives to minimise
costs. This demands, smaller, cost-efficient, noise-immune
quantum computers to power 6G and beyond communication
networks. Another critical bottleneck for the practical deploy-
ment of quantum technologies for 6G networks lies in the cur-
rent limitations of quantum hardware. The coherence time, i.e.
the amount of time a quantum system can maintain its quantum
state without decoherence, is still extremely short for many
quantum devices, especially NISQ systems. This limitation
significantly affects the reliability of quantum operations in
time-sensitive applications such as real-time RAN processing
or low-latency core decisions. Moreover, scaling the number of
qubits while maintaining fidelity is a formidable engineering
challenge. Existing systems support tens to a few hundred
qubits, but robust network operations and quantum-assisted
AI tasks for 6G will likely require thousands of fault-tolerant
qubits, requiring breakthroughs in quantum error correction
and miniaturization of physical qubits. Furthermore, cryogenic
integration remains a major challenge, as superconducting
qubits and other leading-edge platforms require ultra- low
temperatures (typically in the millikelvin range) to function.
The integration of such systems into mobile or edge environ-
ments (e.g. base stations, smart city infrastructure) requires the
development of compact, energy-efficient cryogenic cooling
systems and chip-scale packaging techniques. Without these
advances, the possibility of embedding quantum processors
in distributed 6G infrastructures remains limited to highly
specialized or centralized deployments (e.g. quantum-enabled
data centers or satellites).

2) Possible Solutions: The power of quantum computers
need to be explored to handle existing machine learning
techniques. Conversely, quantum machine learning has become
an active area of research, where quantum annealing is being
developed as a technique to find global minima of optimisation
problems [187]. In addition, game theory based approaches
are explored to realise distributed quantum machine learning
in 6G and beyond networks.

Finally, Table VIII summarizes the deployment challenges
and solutions for the use of quantum technologies in 6G.

VII. LESSONS LEARNED AND FUTURE RESEARCH
DIRECTIONS

This section discusses lessons learned and summarizes
future research directions in the categories of RAN, core, edge
& transport, security & privacy and deployment challenges.

A. RAN

1) Lessons Learned: The research reveals several key in-
sights into the potential of mm-waves and THz frequencies
for QKD [94]: i) Cryogenic Operation: Operating sources and

detectors at cryogenic temperatures significantly enhances the
performance of QKD systems. The study found that lower
temperatures, such as T = 4 K, allow for better secret key rates
and extended transmission distances. ii) MIMO Advantage:
Implementing MIMO technology, as opposed to SISO, can
improve secure transmission distances. With an increased
number of antennas (e.g., 1024 × 1024), the system can
achieve longer secure communication channels. iii) Frequency
and Temperature Relationship: There is a notable correlation
between frequency, temperature, and secure communication
distance. Lower frequencies and cryogenic temperatures con-
tribute to maximising the transmission distance. Several key
insights were derived from the research [95]: (i) Enhanced
Security Through AN Injection: The introduction of AN injec-
tion into the CB-based Physical Layer Security (PLS) scheme
significantly improves the secrecy rate, particularly when the
eavesdropper is close to the intended receiver. This method
effectively mitigates the vulnerability found in conventional
CB-based PLS schemes under similar conditions. (ii) Opti-
misation of Secrecy Rate: The study finds that the secrecy
rate can be optimised by adjusting the ratio between the
data beamformer and AN injection beamformer components.
This optimisation is crucial for maintaining high security in
varying conditions, including the presence of Channel State
Information (CSI) errors. (iii) Impact of System Parameters:
The research highlights that system parameters, such as the
number of Virtual Antenna Array (VAA) elements and the
size of the VAA, have a significant impact on the secrecy
rate. Understanding these impacts is essential for designing
and operating CB-based PLS systems effectively.

2) Remaining Research Questions: Despite significant ad-
vancements in QKD and PLS technologies, several research
questions remain to enhance their practical applications and
integration with emerging technologies. The following ques-
tions outline key areas where further investigation is needed:
• What practical hardware can be developed to reliably

operate at cryogenic temperatures and within the targeted
frequency range for mm-wave and THz QKD systems?
What are the most efficient and cost-effective sources and
detectors for these conditions?

• How scalable are mm-wave and THz QKD systems in real-
world applications, such as satellite communications and
short-distance indoor networks? What challenges must be
addressed to implement these systems effectively?

• How can antenna configurations in MIMO systems be opti-
mized for different environments and distances in mm-wave
and THz QKD systems? What factors should be considered
to enhance their performance across various settings?

• How can the proposed cooperative beamforming (CB)-based
PLS with artificial noise (AN) injection be implemented
in real-world 6G IoT networks? What insights can be
gained from evaluating its practicality and effectiveness
under actual network conditions?

• How can the proposed PLS scheme be scaled for large-scale
IoT networks with diverse devices and varying resource con-
straints? What resource management strategies are crucial
for its efficient operation?

• How can the proposed CB-based PLS with AN injection be
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TABLE IX: DEPLOYMENT CHALLENGES AND SOLUTIONS FOR QUANTUM TECHNOLOGIES IN 6G

Feature Technological Maturity 6G Infrastructure Integration Connectivity Challenges Security Challenges
Description Quantum theories, technologies, and

hardware yet to be matured. Quan-
tum computers are not yet suffi-
ciently fault-tolerant, noise resistant,
and have solid programmers and de-
buggers

Challenges in integrating quantum
computers in 6G due to special
requirements, difficulty in perform-
ing large scale operations

Difficulties in integrating quan-
tum and classical networks, espe-
cially with multiple nodes, prema-
ture routing protocols, difficulties
in generating redundancies, and
communicating over long distances

Challenges in securing post-
quantum networks across wide
range of applications, QKD
challenges due to noise, low
efficiency of QKD, and using
zero-trust with quantum networks

Impact on 6G
Adoption

Challenges in developing quantum
enabled 6G technologies when theo-
ries and technology are yet to mature

Challenges to deploy quantum
hardware in diverse 6G network
landscape

Challenges in securing connecting
quantum computers for network
operations and design

Challenges in providing reliable
and robust post-quantum commu-
nication in 6G

Proposed Solu-
tions/Current
Research Areas

PISQ [177], Solid quantum program-
ming languages and debuggers [178]

Better quantum error-
correction [39], [180],
multi-level wiring for
quantum computers [179],
standardisation [181]

Entanglement routing [182],
quantum multiplexers and
switches [30], [183], reliable
quantum communication [184]

Solid QKD [149] , quantum safe
classic cryptography [30], hybrid
approaches of QKD and classic
cryptography

TRL related to
6G Deployment

TRL 4 – Early-stage TRL 4 – Early-stage TRL 4 – Early-stage TRL 4 – Early-stage

integrated with other existing or emerging security proto-
cols to provide a comprehensive security solution for 6G
networks? What are the potential benefits and challenges of
such integration?

• How can the proposed Joint Active Spatial Precoding and
Anonymization (JASPA) strategy be adapted for ultra-dense
network scenarios with a high concentration of users and
eavesdroppers? What modifications would be necessary to
maintain security and efficiency in such environments?

• What are the potential impacts of integrating the JASPA
strategy with ultra-massive MIMO systems, autonomous
Internet of Things (IoT), and network slicing technologies?
How can these integrations enhance the overall performance
and security of the network?

• How can the QBSA be further optimized or modified to
cater to heterogeneous networks with diverse user and
eavesdropper distributions? What specific factors need to
be considered to improve its effectiveness in these varied
conditions?

3) Possible Future Directions: Future research could focus
on several promising directions to enhance mm-wave and THz
QKD systems [94]:

• Developing advanced cryogenic cooling systems that are ef-
ficient and portable would make QKD systems more feasible
for widespread use. This includes improving the integration
of cryogenic technologies with existing communication in-
frastructures.

• Investigating alternative materials and technologies that
can operate efficiently at high frequencies without requiring
extremely low temperatures could reduce the reliance on
cryogenic cooling.

• Combining mm-wave and THz QKD systems with other
quantum communication technologies, such as satellite-
based QKD or fibre-optic QKD, could create more robust
and versatile quantum networks.

• Developing adaptive techniques that dynamically adjust the
AN injection based on real-time network conditions and the
behaviour of potential eavesdroppers could further enhance
the security of the proposed scheme [95].

• Combining the CB-based PLS with AN injection with other
quantum-resistant cryptographic methods may offer a robust
solution against both classical and quantum-based attacks
[95].

• Research into advanced hardware capable of supporting

the proposed scheme, especially in terms of antenna design
and processing capabilities, will be essential for practical
deployment [95].

B. 6G Core, Edge and Transport

1) Lessons Learned: QC has shown significant potential for
accelerating complex computational tasks that are important
both in the network core and at the network edge. For
example, quantum algorithms can optimize network routing
[188], resource allocation [189], and traffic management [75]
more efficiently than classical approaches, especially in highly
dynamic and resource-constrained environments. The integra-
tion of QC at the network edge enables decentralized pro-
cessing that reduces latency and improves the responsiveness
of real-time applications. This is particularly beneficial for
applications such as autonomous vehicles, smart cities and
IoT, where fast decision-making is critical [190]. In addition
to quantum computing at the core and edge of the network,
advances in 6G transport play a crucial role in high-speed,
low-latency data transmission between distributed network
elements. The introduction of THz communications and fiber-
based quantum transport systems can increase data trans-
mission speeds, reduce bottlenecks and improve coordination
between edge devices and core data centers. Quantum-based
optical transport networks promise more efficient management
of data loads, especially in dense urban environments where
latency is critical for applications such as real-time holography
and autonomous systems. Even though QC is promising, its
integration into existing network infrastructures poses a major
challenge. Issues such as the scalability of quantum processors
[191], error rates [30] and the need for quantum-classical
hybrid systems [192] remain critical barriers to widespread
adoption. QC at the network edge can contribute to energy
savings by reducing the need for data transmission to central
cloud servers. However, the energy consumption of the quan-
tum processors themselves is an area that needs to be further
optimized to ensure overall energy efficiency.

Quantum estimation and control can also play a fundamental
role in the practical implementation of quantum technologies
in 6G networks, but have been less explored in the current
literature on quantum communication for future wireless sys-
tems. Precise quantum parameter estimation is essential for
calibration, synchronization and adaptive error correction of
quantum communication and computing components. Further-
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more, real-time quantum control is crucial for stabilizing frag-
ile quantum states under noisy or dynamic network conditions.
While most previous work has focused on algorithmic appli-
cations (e.g., quantum key distribution or quantum machine
learning), the operational layer — including how quantum
devices are tuned, measured, and stabilized — remains a
technical bottleneck for real-world deployment. To realize the
full potential of quantum-enabled systems in practical 6G
scenarios, robust estimation and control is required.

2) Remaining Research Questions: Despite the progress
made, several research questions remain unanswered:

• How can quantum algorithms enhance network optimization
in the 6G core?

• What role does quantum reinforcement learning play in
proactive congestion control?

• What is the impact of quantum computing at the edge for
time-sensitive applications like autonomous driving or XR?

• How can quantum technologies support secure and long-
distance communication in 6G transport layers?

• How can quantum-enhanced signal processing improve data
throughput, interference control, and noise reduction in 6G
networks?

• What are the potential benefits of using quantum computing
in digital twin simulations and predictive network modeling?

• How can quantum computing contribute to self-healing and
fault-tolerant mechanisms in critical 6G infrastructure?

• How can quantum computing assist in training and optimiz-
ing large-scale AI models and generative applications at the
edge?

• What quantum estimation techniques can be applied for
adaptive calibration of distributed quantum devices in 6G
networks?

• What are the trade-offs between speed, fidelity, and energy
efficiency in implementing quantum control for network-
scale applications?

3) Possible Future Directions: As 6G networks evolve to
support unprecedented levels of connectivity, intelligence, and
complexity, quantum computing emerges as a transformative
enabler, offering novel solutions to overcome scalability, opti-
mization, and real-time decision-making challenges across the
core, edge, and transport layers.

• Develop integrated frameworks that enable quantum algo-
rithms like QAOA and quantum annealing to work alongside
classical SDN/NFV controllers for real-time network orches-
tration. Additionally, integrate quantum control algorithms
with network-layer decision-making to enable adaptive rout-
ing or encoding based on real-time quantum measurements.
This approach will enhance the ability of 6G core, edge
and transport to dynamically optimize routing, slicing, and
policy enforcement under strict latency and scalability re-
quirements.

• Incorporate quantum-enhanced reinforcement learning (Q-
RL) agents into network digital twins to simulate, learn,
and adapt to complex traffic dynamics and congestion sce-
narios. These agents can accelerate policy convergence and

improve decision-making for proactive congestion control
and mobility management [118].

• Integrate small-scale quantum co-processors with GPUs and
AI accelerators at the edge to enable hybrid inference for
real-time tasks like XR rendering and autonomous control.
These architectures can reduce decision latency and improve
energy efficiency for edge computing [113].

• Use quantum algorithms to optimize training and fine-
tuning of generative models such as LLMs, VAEs, and
diffusion models deployed in constrained edge environments.
Also investigate generative AI-assisted quantum estimation
frameworks that predict drift, decoherence, or error rates
across quantum hardware elements. This can lead to faster
model adaptation and context-aware personalization with
lower computational overhead [124].

• Develop scalable quantum repeater infrastructure using
entanglement swapping and error correction to support
secure long-distance quantum communications. Quantum
teleportation protocols can offer a fundamental shift in
secure 6G transport without relying on classical signal
replication [132].

C. Security and Privacy

1) Lessons Learned: Quantum technologies, particularly
QKD, have the potential to greatly enhance the security of
6G networks. They are trustworthy but infrastructure-intensive.
QKD systems require trusted relay nodes, dedicated quantum
channels (typically fiber or satellite), and operate over limited
distances. This raises scalability and cost-efficiency concerns,
especially in heterogeneous or mobile 6G deployments. Trade-
offs arise between ideal security and practical deployment
feasibility. QSDC takes this a step further by enabling the di-
rect transmission of information without the need for classical
encryption, ensuring that any interception attempts are imme-
diately detected. While this reduces the complexity of the pro-
tocol, its implementation is limited by the current limitations
of quantum memory, synchronization and error resilience. It
offers the highest security assurance, but is not mature enough
for deployment outside tightly controlled testbeds. Meanwhile,
PQC is critical to protecting 6G networks from the emerging
threats posed by quantum computers, safeguarding classical
cryptographic systems from future quantum attacks. However,
unlike QKD and QSDC, PQC relies on assumptions about
quantum hardness, making it vulnerable to future advances in
quantum algorithms. The trade-off is between ease of adoption
and long-term cryptographic resilience. QEC is a prerequisite
for fault-tolerant quantum communication, enabling stable
transmission over noisy quantum links. Yet, implementing
QEC requires significant qubit overhead, highly reliable gates,
and extremely low error rates—still a challenge for current
NISQ devices. The trade-off lies in reliability versus resource
complexity, often limiting real-time applications in current
networks.

2) Remaining Research Questions: Even though there are
many research problems have been solved, there are many
questions to further investigate. Couple of them are listed
below:
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• How can QKD be effectively scaled to cover larger geo-
graphic areas, especially given the limitations of quantum
channels in terms of range and noise sensitivity?

• What are the optimal methods for integrating QSDC within
6G networks without introducing excessive hardware com-
plexity or latency?

• How can PQC be made more computationally efficient to
prevent latency and throughput issues in 6G networks, par-
ticularly for resource-constrained devices like IoT sensors?

• What advancements in QEC are required to ensure seamless
hybrid quantum-classical error correction in 6G networks,
especially for uRLLC applications?
3) Possible Future Directions: There are several possible

future directions for security and privacy of the 6G networks
as listed below:
• The development of quantum repeaters and advanced quan-

tum hardware will be essential for extending the range and
enhancing the performance of QKD systems within global
6G networks. Hybrid approaches that combine classical and
quantum security mechanisms, such as integrating PQC and
QKD into existing cryptographic frameworks like IPsec and
MACsec, will ensure a smooth transition to quantum-secure
6G infrastructures.

• Developing lightweight quantum transceiver architectures,
hybrid classical-quantum network interfaces, and low-
latency quantum repeaters tailored for mobile environments.
Additionally, protocol-level co-design of QSDC with 6G
service requirements—such as URLLC and mMTC—will be
essential.

• Research into lightweight PQC algorithms, optimized for
low-power, resource-constrained devices, will be crucial for
securing the extensive IoT ecosystems anticipated in 6G.

• Machine learning techniques may also be explored to im-
prove quantum error correction, enabling predictive error
management for real-time quantum communications in 6G
networks.

D. Technical challenges

1) Lessons Learned: Advents of quantum computing
pledges powerful computing capabilities to become a key
underpinning technology of emerging 6G and beyond net-
works [10]. However, realising quantum computing, which
still remains a maturing technology, as a fully developed
technology demands addressing a number of challenges [30].
Developing quantum computing technologies as a robust
technology that is suitable for time and resource critical
conditions in 6G and beyond networks is a once of the
significant challenges considering the present state of quantum
computers. In similar vein, integrating and interfacing quantum
computers with 6G network nodes and infrastructure is also a
challenge. In addition, connecting multiple quantum nodes in
networks also poses a number of challenges, while integrating
quantum computing with 6G also raises a number of security
challenges. Additionally, the high cost of utilising quantum
computers and the requirement of accurate quantum machine
learning technologies also need to be addressed to utilise
quantum computing as an enabler of 6G and beyond networks.

2) Remaining Research Questions: Following are key re-
search questions that needs to be addressed towards utilising
quantum computing as a significant enabler of 6G and beyond
networks.
• How to fully understand the concept of quantum computing

and related aspects?
• What are the ways to enhance the fault-tolerance and

resistance to environmental impacts of quantum computing?
• How to develop quantum computing hardware that is robust

and suitable for utilisation in 6G mobile networks across
diverse environments?

• How to overcome issues such as quantum cloning towards
performing network operations such as multicasting, broad-
casting, and routing?

• What are the methods of making quantum computing more
affordable to perform computation requirements, such as
learning and optimisation, in 6G networks?
3) Possible Future Directions: Researchers are actively

working towards addressing a wide range of technical chal-
lenges related to developing and deploying quantum comput-
ing in 6G and beyond networks.
• Developing quantum computing theories to fully understand

the concept and develop quantum hardware suitable for
diverse and demanding environments [30], [179].

• QKD is being actively developed to secure quantum net-
works while exploring the use of classical cryptography and
hybrid approaches [149].

• Novel methods to improve the fidelity of quantum tele-
portation are being explored to increase the robustness
of quantum networks across heterogeneous communication
channels [183], [184].

• In addition to the optimization of quantum computers for
the use of existing machine learning techniques, quantum
machine learning is also being researched in order to
solve optimization problems in quantum 6G networks more
efficiently [187].

VIII. CONCLUSION

QC offers the opportunity to optimize network management
and improve real-time decision making, which are crucial for
the scalability and efficiency required in 6G networks. In
this paper, we have explored the transformative potential of
quantum technologies in the context of B5G and 6G networks,
focusing on key areas such as quantum computing, quantum
machine learning, quantum security and the integration of
quantum systems at the core, edge and transport layers.
Although the advantages of quantum technologies for 6G are
obvious, there are also significant challenges that stand in
the way of widespread deployment. The limitations of current
quantum hardware, such as scalability, error rates and energy
efficiency, need to be addressed to enable the integration of
quantum technologies into existing network architectures. In
addition, the development of hybrid quantum-classical sys-
tems and quantum-safe protocols is essential to overcome
these obstacles and ensure seamless interoperability between
classical and quantum systems. On the road to realizing 6G
networks, future research has been proposed that focuses
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TABLE X
SUMMARIZED LESSONS LEARNED AND FUTURE RESEARCH DIRECTIONS FOR QUANTUM TECHNOLOGIES IN 6G.

Subsection Lessons Learned Research Questions Future Directions

6G RAN – Cryogenic operation improves QKD
key rates.
– MIMO enhances secure transmission
distances.
– Lower frequencies improve
communication distance.
– AN injection enhances security.
– Optimisation of secrecy rate.
– Impact of system parameters.

– How to develop cost-effective cryogenic hardware
for mm-wave and THz QKD?
– How scalable are mm-wave/THz QKD systems for
satellite and indoor networks?
How can antenna configurations in MIMO systems
be optimized for different environments and distances
in mm-wave and THz QKD systems?
– How can the proposed CB-based PLS with AN
injection be implemented in real-world 6G IoT networks?
– How can the proposed PLS scheme be scaled for large
scale IoT networks with diverse devices and varying
resource constraints?
– How can the proposed CB-based PLS with AN
injection be integrated with other existing or emerging
security protocols to provide a comprehensive security
solution for 6G networks?

– Develop portable cryogenic systems for QKD.
– Explore hybrid mm-wave and THz QKD
systems.
– Investigate alternative materials for high
frequency operation.
– Develop adaptive AN injection techniques.
– Combine CB-based PLS with AN injection and
other quantum-resistant cryptographic methods.
– Research advanced hardware for practical
deployment.

6G Core,
Edge,
Transport

– Quantum algorithms solve 6G
core-layer NP-hardproblems.
– Integration with classical systems
requires middleware.
– Quantum optimization supports
complex service-level guarantees.
– Quantum-assisted solutions for
performance and spectrum evaluation.
– Quantum scales better in
combinatorially large networks.

– How can quantum algorithms enhance network
optimization in the 6G core?
– How can hybrid orchestration be implemented
efficiently in real time?
– How can quantum computing improve service-aware
policy enforcement?
– How do quantum and classical optimization models
compare in core orchestration?
– How can quantum methods address massive
user/device connectivity?

– Embed QAOA and quantum annealing into
SDN/NFV for routing and resource allocation.
– Develop APIs and co-processing architectures
to support quantum-classical workload distribution.
– Design QAOA-based resource slicing for
multiple network tenants under mobility and
QoS constraints.
– Compare latency, scalability, optimality of
classical, quantum, and hybrid approaches.
– Evaluate quantum algorithms under ultra-dense
network simulations involving thousands of
concurrent optimization flows.

Security
and
Privacy in
6G

–QKD enables theoretically
unbreakable encryption and detection
of eavesdropping.
– QSDC allows direct message
transmission without classical encryption,
with immediate interception detection.
– PQC protects classical systems against
quantum attacks, ensuring long-term
cryptographic security.
– QEC provides fault tolerance by
mitigating noise and errors, ensuring
reliable quantum communication in 6G.

– How to extend QKD over large areas despite range and
noise limitations in quantum channels.
– How to deploy QSDC in 6G with minimal hardware
and latency overhead.
– How to optimize PQC for low-latency, high-throughput
use in resource-constrained 6G devices (e.g., IoT).
–What improvements in QEC are needed for reliable
hybrid error correction in latency-critical 6G
applications like uRLLC.

– Develop quantum repeaters and hardware to extend
QKD range and performance;
explore hybrid QKD + PQC integration into
protocols like IPsec/MACsec.
– Design lightweight quantum transceivers, hybrid
interfaces, and low-latency repeaters;
co-design QSDC with 6G requirements.
– Optimize PQC for low-power,
resource-constrained 6G IoT devices.
– Use machine learning to improve quantum error
correction through predictive error management.

Technical
Chal-
lenges

–QC theories & technologies need to
mature
– Integrating QC with existing
infrastructure is challenging
– Connecting multiple QC nodes needs
solid routing and redundancy generation
– Securing QC enabled networks needs
strong post-quantum cryptography
– QKD needs to be more secure,
efficient, and noise-tolerant

– How to explore QC concepts and technologies?
– How to enhance fault-tolerance and noise- tolerance
of QC
– How to perform quantum cloning enabling quantum
networks to reliably perform routing, multicast, and
broadcast
– How to make QC cost-efficient?

– Developing QC theories and technologies to fully
understand concepts such as quantum entanglement
– Develop QKD to be efficient and noise-tolerant
– Connect QC nodes with efficient and robust routing,
multicast, and broadcast through quantum cloning
– Make QC more cost-efficient enabling mass-
production of quantum hardware

on developing more robust quantum algorithms, improving
quantum hardware, and addressing the energy and security
issues associated with large-scale deployment.
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