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The Internet has become an inseparable part of our life.
have an online platform for conducting business with their customers. The convenience and
efficiency provided by this online business mode come with a serious risk: an organization has
become more vulnerable to cyber attacks that could cost them a fortune. The devastating
effect of a cyber attack is as fresh as in recent memory, as evidenced by the Colonial Pipeline
ransomware attack in 2021, the service attack on many major US airports in 2022, the
cyber attack against DP World Australia Port in 2023, and the Lurie Children’s Hospital
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Abstract

This paper investigates the stochastic behavior of an n-node blockchain which is
continuously monitored and faces non-stop cyber attacks from multiple hackers. The
blockchain will start being re-set once hacking is detected, forfeiting previous efforts
of all hackers. It is assumed the re-setting process takes a random amount of time.
Multiple independent hackers will keep attempting to hack into the blockchain until
one of them succeeds. For arbitrary distributions of the hacking times, detecting times,
and re-setting times, we derive the instantaneous functional probability, the limiting
functional probability, and the mean functional time of the blockchain. Moreover,
we establish that these quantities are increasing functions of the number of nodes,
formalizing the intuition that the more nodes a blockchain has the more secure it is.
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Nowadays most organizations



ransomware attack in 2024. Each organization must protect its information and maintain
its online business. One solution is to back up all its data continuously. Unfortunately, this
idea is not practical for most organizations due to the astronomical amount of information
they have to store. A viable option is to store sensitive data on a blockchain. A blockchain
consists of several identical computers in a network; each is called a node and stores identical
data as other nodes do. All nodes continuously verify the data according to the majority
rule—any piece of data is considered valid only if it is consistent with its counterpart on at
least half of the nodes. While a hacker can steal the data stored on a node of a blockchain,
the stolen data is often skillfully encrypted and hence is almost useless to the hacker due
to the public key encryption technology (e.g., Diffie and Hellman 1976, Rivest et al. 1978,
Goldwasser and Micali 1982, Goldwasser et al. 1988. Therefore, most hackers would either
wreak havoc on the organization by altering the data stored on the blockchain or making
a ransom demand by locking the data on the blockchain. The former type of cyber attack,
called cyber destructive attack, requires a hacker to hack into at least half of the nodes;
the latter type, called cyber ransom attack, requires the hacker to hack into all nodes. In
view of this, blockchains do not provide cyber-attack-proof protection, but they reduce an
organization’s likelihood of incurring cyber losses. For a comprehensive review of elements
of blockchains and their applications, see Tama et al. (2017), Zheng et al. (2018), Casino et
al. (2019), Kumar et al. (2020), and references therein.

The security issues of a blockchain have received significant attention from the scientific
community; see, for example, Corbet et al. (2020), Hussain et al. (2022), Khanum and
Mustafa (2022), Khan and Salah (2017), Li et al. (2071), Meng et al. (2018), and Tsuchiya
et al. (2021). However, there are only a few papers that study the operations-research-
theoretic aspect of a blockchain; see, for instance, Choi et al. (2020), Melo et al. (2021), Xu
and Hong (2014), and Zhang et al. (2020). In particular, Xu and Hong (2024) investigate the
stochastic behavior of an n-node blockchain under cyber attacks from a single hacker. This
article is a further study along this line. For arbitrary distributions of the detecting times,
hacking times, and re-setting times, it derives several key quantities of an n-node blockchain
under cyber attacks from multiple hackers when it takes a random amount of time to re-set
the blockchain.

The remainder of the article is organized as follows. Section 2 describes the problem
under consideration and establishes some notational conventions. Section 3 investigates
the stochastic behavior of an n-node blockchain in our setting and gives formulas for the
instantaneous functional probability, limiting functional probability, and mean functional
time. It also establishes that these quantities are increasing functions of the number of
nodes. This substantiates the intuition that the more nodes a blockchain has the harder it
is to hack into it. Section 4 provides several numerical examples. Many technical details of
these examples are delegated to the Appendix. Section 5 concludes the article with some
remarks. Python code for all examples is available at https://github.com/xuxiufeng/
Blockchain_Simulation_Multiple_Hackers_with_Resetting_Times.



2 Model setup and notation

We consider a blockchain of n identical nodes where n > 2. The blockchain is under con-
tinuous monitoring (i.e., 24-hour monitoring) of the IT department of an organization for
potential cyber attacks. To perform a cyber destructive attack, a hacker must hack into
at least m = |n/2] + 1 nodes. We will focus on cyber destructive attacks only since the
case of a cyber ransom attack is similar except m is replaced by n. We assume there are
k independent hackers where £ > 1, and each of them continuously attacks the blockchain
until successfully hacking into the blockchain. Once a hacker hacks into the blockchain, he
will immediately start to alter the data on it. When that happens, we say the blockchain
is dysfunctional. Hence, the blockchain will be functional until at least one of the k£ hackers
successfully hacks into m nodes. The I'T department will start re-setting the blockchain once
they detect that the blockchain is under attack. Resetting takes a random amount of time
to finish. After that, the previous effort of each hacker is forfeited.

Without lost of generality, we label the n identical nodes as node 1, node 2, ..., and node
n. Fori=1,2,...,nand j =1,2,...,k, let Xij be the time the j-th hacker needs to hack
into node 7. For j = 1,...,k, we assume that X7 ... X7 are independent and identically
distributed (iid) according to a (cumulative) distribution function of F pY, with a probability
density function fX{- (x). Let Y be the time the IT department takes to detect any cyber
attack. We assume that Y has a cumulative function Fy with a probability density function
fv(y). Let W be the time it takes for the IT department to re-set the blockchain. We assume
that W has a distribution function Fy, with a probability density function fy (w). Note that
Xf, Y, and W are mutually independent for j = 1,... k. We call each X; a hacking time,
Y a detecting time, and W a re-set time. For the jth hacker, if > ", Xij <Y, then the
j-th hacker can change the data on the blockchain. If ", Xl-j > Y, then the jth hacker is
detected by the IT department, and the blockchain will start being re-set immediately. It
takes W amount of time to complete the re-setting process. Once the re-setting is finished,
all the k hackers will conduct a new round of cyber attacks from the node 1.

The stochastic behavior of the blockchain can be described as follows. At time ¢ = 0, the
blockchain starts to operate and all hackers start to work on hacking into the blockchain.
As all nodes are identical, we may assume that each hacker attacks the n nodes in ascending
order. That is, each of them will first attack node 1. If Y < min;<;<; X7, the IT department
will detect the cyber attack before any hacker can hack into node 1. In that case, the I'T
department will immediately start re-setting the blockchain, rendering all previous efforts
of each hacker in vain. The re-setting process takes W amount of time after which the
blockchain operates as if afresh and all hackers start to attack node 1 again. On the other
hand, if Y > minj<j<; X { , that is, at least one of the k£ hackers jas successfully bypassed the
firewall of node 1, he will immediately move onto attacking node 2. This process continues

until Z,, = min;—; (Zfll X,f) <Y, i.e., one of the k hackers succeeds in hacking into

m nodes.
For given m and k, we define the instantaneous functional probability of the blockchain



to be
P,.i(t) = P{the blockchain has not been hacked at time t}. (1)

As t — 00, P(t) converges to the limiting functional probability of the blockchain which is
defined as
P (00) = P{the blockchain will never be hacked}. (2)

3 Stochastic behavior of the proposed blockchain model

3.1 Limiting functional probability

To derive the limiting functional probability, we define a cycle to be the period from the
moment the blockchain starts afresh or has just been re-set to the next moment it starts
being re-set. Let N; be the total number of cycles before one of the k hackers successfully
hacks into the blockchain, i.e., Z,, < Y. Then N; is a geometric random variable! with
parameter 1 — p,,., where

Pk = 1—P{§:X}>Y,§:X3>Y,...,§:Xf>}/}

= 1-P(Zp>Y)=P(Zn <Y)
_ / Fy,,(5)dFy (s), 3)

where F; is the distribution function of Z,,. The continuous-time process seems to be
mathematically intractable. However, if we focus only on those moments the blockchain
starts afresh, has just been re-set, or has just been hacked, then we can identify an embedded
three-state discrete-time Markov chain; see the following diagram.
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Figure 1: Three-state semi-Markov process

'Here we interpret a geometric random variable with parameter p to be the number of failures until the
first success among a sequence of independent Bernoulli trails with success probability p.
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In State 1, the blockchain is functional, i.e., none of the k hackers has hacked into m nodes. In
State 3, the blockchain is dysfunctional (i.e., it has been hacked). In State 2, the blockchain
is being re-set. State 2 is an absorbing state. The transition matrix of this Markov chain is

given by (4).
0 Pk 1 — Pk
0 1 0 (4)
1 0 0

Condition on the outcome of the first cycle to obtain
P(00) = (1 = ppr) X 1 X Ppy(00) + pmk X 0.

It follows that P,,(c0) = 0. Intuitively, this says that if p,,; > 0 then the blockchain will
eventually be hacked.

3.2 Mean functional time

To derive the mean functional time of blockchain, we identify a renewal process { Na(t)}i>0

as follows:
k

Ng(t):max{k:: (Y;—I—VVZ-)St},

=1

where Y] Ly |'Y < Z,,, i.e., Y; and the conditional random variable Y | Y < Z,,, have the
same distribution. We put

T = 3 (Vi + W)+ (Zn] Zo < 7). )

=1

Then T, is the functional time of the blockchain. Since N; is independent of Y, 1, Y10, . . .,
N is a stopping time for the sequence {Y;};>;. It follows from Wald’s Identity that

E[T,] = EN|(EN]+ EWL]) + E[Zy| Zn <Y]
= E[Nl]{E[Y| Y < Zy| + E[Wl]} + E[Zn| Zm < Y]. (6)

3.3 Instantaneous functional probability

To obtain the instantaneous functional probability, we will establish a renewal-type equation.
To this end, we define S; to be the last moment the blockchain is re-set before time ¢. That
is,

Ng(t)
Si=Y Yi+ W
=1



Let Fs, be the distribution function of S;. Also, we use G(s) = E[Na(s)] to denote the
renewal function of {Na(t)}4>0. Then

G(s) :ip(inwm §s>.

Moreover, we have

P(S,=0) = PYi+W, >t
dFs,(s) = PYi+W;>t—s)dG(s), 0<s<oo.

To obtain P,,(t), we need to derive the probability that the blockchain is functional at ¢ and
the probability that the blockchain is re-setting at ¢. For the former, we have

P{the blockchain is functional at t}
= P{the blockchain is functional at t | Sy = 0}P{S; = 0}

t
+ / P{the blockchain is functional at ¢ | S; = s}dFys,(s)
0

¢
= P{t<Zm/\Y}+/P{t—s<Zm/\Y}dG(s),
0

where dFs,(s) = P{t — s < Yi + W, }dG(s) and G(s) = S22, P (zj;l Y, + W, < s). For
the latter, we have

P{the blockchain is re-setting at t}
= P{the blockchain is re-setting at ¢ | Sy = 0} P{S; = 0}

t
+/ P{the blockchain is re-setting at t | S; = s}dFys,(s)
0
= P{Y<t<Y+W,Y<Zy}

t
+/ P{Y <t—s<Y+W,Y < Z,}dG(s).
0

Therefore,
P,x(t) = P{the blockchain has not been hacked at ¢ | S; = 0} P{S; = 0}
t
+/ P{the blockchain has not been hacked at t | S; = s}dFy,(s)
0



= P{the blockchain is functional at ¢ | S; = 0} P{S; = 0}
+ P{the blockchain is re-setting at t | S; = 0}P{S; = 0}

t
—l—/ P{the blockchain is functional at ¢ | S; = s}dFs,(s)
0

t
+/ P{the blockchain is re-setting at t | S; = s}dFs,(s)
0
= P{t<Z, NY}+P{Y <t<Y+W,Y <Z,}

+/tP{t—s<Zm/\Y}dG(s)

t
+/ P{Y <t—s<Y+WY < Zn}dG(s). (7)
0

3.4 Monotonicity of P, (t) and E[T,,]

According to our intuition, the more nodes a blockchain has, the harder it is to hack into it.
Formally, this amounts to saying that P, (), P,(00), and E[T,,] all are increasing functions
of m. This is indeed the case, as the next theorem shows.

Theorem 3.1. P,(t), Pnir(o0), and E[T,,] are all increasing functions of m, where m =
n/2] + 1.

Proof. First, the definition of Z,,, implies
P{t <Y ANZ,1}>P{t<Y ANZ,},

and
Pt —s<YANZyu1}>P{t—s<YANZ,}.

Similarly, we have

and
P{Y <t—s<Y4+W,Y<Z,nu}>P{Y <t—s<Y+W,Y<Z,}.

Then it follows from (7) that
Pi1x(t) > Pui(t), for all positive integer m and ¢, (8)
which also implies

Pm-&-l,k(oo) = tlgglo Pm-i-l,k(t) > }g& Pmk(t) = Ppi(00). (9)



To show E[T,,] is increasing in m, we write it as

Thus,

1—pm ElY1 ElZ,1 -
FElY1 FElZ,,1 1—pm
_ EMyeany] | Blnlyezn] 1= Poe B

E[T] — E[T]

= (pmkpm—‘rl,k)l{pmkE[Yl{Yme+1}] — Pk B[Y iy <z,
+pmi |:Zm+11{Y>Zm+1}] — Ptk [Zml{Y>Zm}:|

+(pmk - pm—l—l,k)E[Wl] } .

The first four terms in the brackets can be written as

v

Pk EY Ly <z, = P w EY Ly <z,d) + 0ok EY 12, <v <201}
Pk E[(Zims1 — Zm) Yy > 21} + Pk B Zim 11y > 2,403

P 1k B2y > 20} — Ptk B2 (2,1 5y > 200}

Pk — Pms1) ElY Ly <z,3) + (P — Pmvrk) B[ Zm iy > 2,001
+pmkE[Y1{Zm+1>Y>Zm}] _pm+1,kE[Zm1{Zm+1>Y>Zm}]

0k E[(Zms1 — Zm) Ly > 20413

(Pmk = Pms1k) EY Ly 2,3 + Pmke — Pm1.6) B[ Zm Ly > 2,013
0k B 225y > 2} — Pt kB[ Zm i 2 5V > 200}

APk E[(Zmi1 — Zm) L y> 2z}

(Pmk = Pm1k) EY Ly 2,3 + Pmk — Pms1.6) B Zm 1y > 2,003
+Pmk = Pmar k) Bl 212,15V > 20} + Pk El(Zims1 — Zin) Ly s 2,003

(3) implies that p,,, is decreasing in m. It is also clear that Z,,.; — Z,, > 0 almost surely.
Hence, E[Ty,+1] — E[T,,] > 0. O

Theorem 3.2. lim,, .o P,,(t) =1 and lim,, .o, F[T,,] = oo, where m = |n/2| + 1.

Proof. Tt is clear from (3) that lim,, o pmr = 0. This is equivalent to saying that the embed-

ded discrete-

time Markov chain will never be State 2 almost surely in the limit. Therefore,



Since lim,, o0 Pk = 0, E[N1] = 1/ppr — 1 — 00 as m — oo. It follows from (6) that

lim E[T,,] > lim E[NE[Y|Y < Z,]

m—00 m—0o0
. . E[Yl{Y<Zm}]
= Jim B[N lim {m
= lim E[N,|E[Y]
m—00
= 0.

O

Intuitively, the more hackers out there, the more likely the blockchain will be hacker.
The next theorem confirms this intuition.

Theorem 3.3. P,x(t), Pur(00), and E[T,.k| are all increasing functions of k, where k is a
positive integer.

Proof. For ki > ko, we have
Lmk, = Min X7 > 'mink X/ =7z
j= ,

and hence
iy NY > Ziey NY,
Then (7) implies
Pk, (t) = Pup,(t) = P{t < Zppy, NY} — P{t < Zp, NY'}

t
+/ PUY A Zopy > t— 5} — {V A Zog, > £ — s}dG(s)
0

t
+/ P{Y <t—s<Y +W.Y < Zu,}
0

—P{Y <t—s5<Y +W,Y < Zy, } dG(s)
< 0.

This shows that P,,x() is an increasing function of k.
Next, (6) implies

E[Y1 E[Zil 1— pn
Pmk Pmk Pmk
Thus,
ETn] — E[Tu,] = (pmkzpmkl)_l{pmsz[Yl{Y<ka1}] - pmklE[Yl{Y<Z'mk2}]

+Pmkes B[ Zimies Ly > 2, 3] — Prkes B[ Zntes Ly > Zpi ) + (P — pmkl)E[WI]}-

9



The first four terms in the brackets can be written as

Pk E[Y Ly <z, 3] = Pt E[Y Ly <z, 3] = Pt E[Y 12,1, <v <Z,1,}]
APty B Zontes — Znka) Ly 2y, 3] + Dok B Zimia Ly > 2,01, ]
Dk Bl Zmks Ly sz, 3]+ Pt Bl 2y 12,1, 5V > Zoi 3

= (Pmk> — Pk ) EY Ly <z, 1) + (Prika — P ) B[ Zinks Ly > 2,01, )]
Dby B[ Zimkes L Zpiy >V > Zi}) — Pkt E[Y 12, <v<z,.,.1]
APy E[(Zmiy — kaz)l{Y>ka1}]

< (Pmks — Pk ) EY Ly <z, 3]+ (Praks — Pt ) B[ Zinky Ly > 2,013
Pty B Zimkes L Zyiy >V > Zoie Y — Pkt B2y 12,1, <¥ < Zoni 3]
Pk E[(Zimky — Zinka) L1y > Zpi, ]

= (Pmks — Pk EY Ly <z, 3]+ (Pinks, — Dot ) B[ Zitey Ly > 2,0, ]
Pty El(Zimks — Zinks ) 1 Zopiy >Y > Zonie,})

Pk E[(Zinky — Zinka) L1y > Zyi, ]

< (ks — Pk ) EY Ly <z, 3]+ (Prika — Pried ) B[ Zinks Ly > 2,013
FPmbes E(Zinkey — Zink ) Ly > Zoi, 1]

Pk E[(Zimky — Zinka) L1y > Zpi, ]

= (Pmks — PV EY Ly <z, 3]+ (Pinks — Dokt ) B[ Ziniey Ly > 2,0, )
+(Pmks = Pkt E[(Zinks — Zinks ) Ly > Z,p 3]

= (Pmk> — Pk EY Ly <z, 1) + (Praka — P ) B[ Zike Ly > 2,1, )]

< 0,

Besides, (Pmky, — Pmk, ) E[W1] < 0. Therefore, E[T,,;] is an increasing function of k. O

3.5 Cost-benefit analysis

Suppose C1(m) is the cost per unit of time for re-setting the blockchain, Cy(m) is the cost
per unit of time for running the blockchain, and R(m) is the revenue earned per unit of time
by running the blockchain. Then the total net revenue (i.e., the total profit), denoted as
TNR, can be written as

Ny Ny

INR = {zm  (Zul Z < Y)} (R(m) — Co(m)) = C(m) S We (10)

i=1 i=1
It follows from Wald’s Identity that the total expected net revenue is given by the following
equation:

EL[TNR|={EM|EY|Y < Z,| + E|Zy| Zmn < Y]} (R(m)—Cq(m))—E[N,|E[W;]C}(m).

(11)
Therefore, the expected net revenue per unit of time, denoted as E[NR], can be written as
E[TNR]

En|[NR] = BT

(12)
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4 Examples

In this section, we provide three numerical examples. Derivations of all formulas are provided
in the Appendix.

Example 1 (Exponential hacking, exponential re-set, and exponential detecting times).
Suppose X7 % Exp()\ Jfori=1,...,nand j=1,...,k, Y ~ Exp(d), and W ~ Exp(n) such
that X7 ... XJ Y, and W are mutually independent, where Exp();), Exp(d), and Exp(n)
denote the exponential distributions with rate A; > 0, 6 > 0, and n > 0, respectively. We
have X ~ Exp(}\,) if and only if its probability density function is given by

f(x) =XNe M x>0

Clearly, 3>, X7 ~ Gamma(m, );), where Gamma(m, \;) denotes the gamma distribution
with shape parameter m and rate parameter \;. That is, X ~ Gamma(m, );) if and only if
its probability density function and cumulative density function are given by

A\
_ J m—1_—\;z
f(z)——r(m)x e x>0,
and )

where (m) = [~ ¢™ te~'dt is the Gamma function. The cumulative distribution function
of Z,, is given by

Fy (2) = 1—ﬁ{1—P(§:ngz)] :1—13[{1—%7(171,&2) .

fooo yée_‘sy H?:l |:1 — ﬁ’}/(m, )\Jy):| dy
Jo1— H§:1 [1 ( y(m, A; s)} de=%ds

(1 - fooo

)7 m, A, s)] de~vds) [° wne ™ dw

j
I 1=
Jo =TI [ —m)v(m,Ajs)]ée—‘SSds
Jys(- 11, {1 R w} Ye-sds
)

J1— Hle [1 — ﬁfy(m, A;js) |de%5ds

+
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and

k

:ﬁ [ y(m, A t)} —(1-e"M]] {1 = ﬁmw]

j=1 J=1
P(Ygt) P{Y + W <t}
+ (—P(Y < Zm) 1{0§t§Zm} + 1{t>Zm} - P{Y < Zm} 1{O§t§w+zm} - 1{t>w+zm})

X 00(1 —e (1 - ﬁ 1— ﬁv(m, Aiy)|)'dy
0 L (m)

+/O°°f[[1 o A= 5)

7j=1

(1= L1 g (ma e = ) acics)

J=1
P PY <t—s) P{Y +W <t—s}
+ (Wl{oghsgzm} + 1>z, — PIY < 703 Lio<t—s<w+2n}

- k
tmweza) [ Q=TT 1= st A | Yayaci)

We perform a simulation study to estimate E[T,,] and P,5(t) as function of m and t for
k =5 For m = 1,2,...,40, we generate T, for the N = 30,000 iterations. Then we
estimate E[T,,] as + SN Ti. Similarly, for P,s(t), we also performed 30,000 iterations
to estimate each P,;(t) for m = 1,...,40. Figure 1 displays the values of F[T,,] and
P,.5(3) under exponential hacking, exponential re-setting, and exponential detecting times
for m =1,2,...,40. It shows that E[T,,] and P,;5(3) are both increasing function of m.

Figure 2 provides the 3D version of P,,5(t) and expected net revenue F,,[N R], based on
N = 30,000 iterations. Panel (a) of Figure 2 plots P,,5(t) as a function of m and ¢t. The
blue dotted line in P,,5(t) is a 3D version of P,,5(3). Panel (b) of Figure 2 demonstrates the
expected net revenues per unit of time for various values of m when R(m) = 0.2m, Cy(m) =
2m%2 and Cy(m) = 2m®3. Tt is also based on 30, 000 iterations. The red vertical line shows
that the expected net revenue achieves its maximum value of 1.87 million dollars at m = 40
for 1 < m < 40.
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Figure 1: Plots of E[T,,] and P,5(3) under exponential hacking, exponential re-set, and
exponential detecting times.
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Figure 2: Plots of P,5(t) and E,,(INR) under exponential hacking, exponential re-set, and
exponential detecting times.

Example 2 (Gamma hacking, Gamma re-set, and Gamma detecting times). Suppose X' f ey
X7 % Gamma(n;,d;), Y ~ Gamma(a, ), and W ~ Gamma(0, 7) such that X; ... X, Y, and
W are mutually independent, where Gamma(n,d), Gamma(ca, 5), and Gamma(¢,7) denote
the gamma distributions with shape parameters n > 0, @« > 0, and § > 0 and rate param-
eters 6 > 0, f > 0, and 7 > 0, respectively. Then Y " X; ~ Gamma(mn;,d;). It follows
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foooy :

By TT
te M T8, [1 — my(mnj, @z)} dy

E[T,] =
fooo (1 - H?:l [1 - F(T#,jﬂ(mm, (5]'3)] ) F[zz) sa—le=Bsds
® ca—1,-8s,, 1° —1_—Tw
fO fO ( j= 1{ W’Y(mnj,éjS)])Fﬁ(a)S le 'mewg le=mwdsdw
Iy <1 - H] ! {1 - p(m;m%mﬁjﬁﬁ)])r( TS tePuds
fooo(_ H?:l 1- #V(mnﬁ 5j8) )/(S - ﬁ/y(av ﬁS))dS
(mn;) (@)
+ )
f <1 - H] 1 |:1 o r‘(m;m)fy(mn]aéjs)})r( )Sa le=Bsds
and

P, = : 1 L ) ! t
mk(t) = H{ —WV(WL%: jt)} —mV(a»ﬁ)

ﬁ [1 - Nm;m)v(mm’ 5jt)} ) ﬁv(a, 8t)

iy Y (@, B) P{Y + W <t}
S — o Ho<t<z,y + Lisz,) — PIY < 2.} Lo<t<w+2n) = LitswtZm})

< [ mae =TT 1= gy 9] Vo

# [T |1 = gy 0t = 59| = iyt ite =)

7=1
/*ﬁ%ﬂmﬁ@—ﬁn B PV AW<iosg
0 P(Y < Zm) {0<t—s<Zm} {t—s>Zm} P{Y < Zm} {0<t—s<W+Zn }
| [ ()T 1 = =y ,2) ] yayacics)
{t—s>W+Zp} 0 F(Oé)’)’ a, Py o F(mnj)’y mnj7 ]Z Yy S)-

As in Example 1, we performed N = 30, 000 iterations to estimate E[T,,] form =1,2,...,40.
Figure 3 displays plots of E[T,,] and P,4(2) for various values of m. Clearly, P,4(2) and
E[T,,] are increasing functions of m. As m increases, P,,4(2) approaches 1.
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Figure 3: Plots of E[T,,] and P,4(2) under gamma hacking, gamma re-set, and gamma
detecting times.

Gamma Hacking, Gamma Resetting, and Gamma Detecting Times

Gamma Hacking, Gamma Resetting, and Gamma Detecting Times

()7

Em[NR] (unit: millions dollars)
.

(a) Ppa4(t) as a bivariate function of m and ¢ (b) Epn(NR) as a function of m

Figure 4: Plots of P,4(t) and E,,(NR) under gamma hacking, gamma re-set, and gamma
detecting times.

Panel (a) of Figure 4 provides a 3D plot of P,,4(t) as a function of m and t for & = 4 based
on 30,000 iteration. The blue dotted line is the 3D version of P,,4(2). Panel (b) of Figure 4
demonstrates E,,[NR] for R(m) = 0.3m + 4, C1(m) = 2.5m?, and Cy(m) = 2m°?, based on
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50,000 iterations. It shows that E,,[N R] achieves the maximum value of 2.08 million dollars
when m = 1.

Example 3 (Gamma hacking, Gamma re-set, and Weibull detecting times). The setup here
is the same as the one in Example 2 except that here we have Y ~ Weibull(a, 8). That is,
the probability density function of Y is given by

fy) =2 (%Bl e Wy >0,

(67

In this case, we have

0o B=1 _(y/a)? k
o ya (3)7 e IT;= {1 - [‘(m;m)/y(mnjaéjy)} dy

E[T,] =

Jor- H§:1 {1 - mv(mﬁj, 53‘8)} )2 (%)Bi1 e—(s/2)7

(1= [ =T [1 = oy (M, 5js)] ) fy(s)ds) [3° wiigw’~te ™ dw
+

Joo =TI ll = Ty (. 5]-3)} )2 (2)7 et/ g
Jy (= Hle {1 - r\(m;m’)/(m?’/j, @«s)} Ye~ (/2 s

+

Jo (- H§:1 {1 - mv(mnj, @s)] )2 (%)'3_1 e—(s/2) {5

and

k
1 —(t/a
Pmk(t) = H |:1 - F(mnj)/}/(mnj75jt):| —1l+e (t/2)"

k
1 B
+(1— [1 — y(mn;, 5.15)} )1 — e~ (t/a) )
jnl F(mn]) 77
1—6_(t/a)ﬂ PY+W§t
+(P(Y S Zm) 1{0§t§Zm} + 1{t>Zm} — ;{Y S Zm} } 1{0§tSW+Zm} —_ 1{t>W+Zm})

k

x /000(1 — e‘(y/o“)ﬁ)(—]l_[1 [1 - F(m#nj)%mnj’ 5%)} )'dy
k

t 1 5
-I—/ {1— y(mn;, 6;(t — s } — 14 e =9/
0 JlIl F(mn]) ( J J( ))
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Tl

7j=1

<mnj,aj<t—s>>]><1—e (=924 s)

1 (- s)/aw
+/O( P(Y < 7o) Lioct—s<zm} T Lit—s>2m}

P{Y+W <t-—s}
- P{Y < Zm} 1{0§tfs§W+Zm} - 1{t—s>W+Zm}>

< [Ta-ewenye 10 L 0,9 VG5,

J=1

Here we performed N = 20,000 iterations to estimate E|[T,,] for m = 1,2,...,40. Figure 5
displays plots of E[T,,] and P,7(7) as m increases. It shows that P,7(7) and E[T,,] are
increasing functions of m.
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Figure 5: Plots of E[T,,] and P,,7(7) under gamma hacking, gamma re-set, and Weibull
detecting times.

Figure 6 demonstrates the 3D version of P,;(t) and E,,[NR]. Panel (a) of Figure 6
provides a plot of P,7(t) as a function of m and ¢, based on N = 20,000 iterations. The
blue dotted line is the 3D version of P,,7(4). Panel (b) of Figure 6 demonstrates E,,[N R] for
different values of m when R(m) = 1.3m'2 C;(m) = 0.5m?, and Cy(m) = 0.4m' based on
N = 20,000 iterations. The red vertical line shows that the expected net revenue achieved
its maximum value 7.47 millions dollars at m = 24.
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Figure 6: Plots of P,7(t) and E,,(NR) under gamma hacking, gamma re-set, and Weibull

detecting times.

5 Concluding remarks

This article studied the stochastic behavior of an n-node blockchain under cyber attacks from
multiple hackers when re-setting the blockchain takes a random amount of time. Under the
assumption that the detecting times, hacking times, and re-setting times follow arbitrary
distributions, we have derived the instantaneous functional probability, limiting functional
probability, and mean functional time. Moreover, we have shown that these three quantities
are all increasing functions of the number of nodes, providing theoretical backup for the

intuition that the more nodes a blockchain has, the safer it is.
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Appendix

Some general formulas

Ty

j=1 i=1
k m

= 1-]] {1—13(2)(5 <z)}
j=1 i=1

Equation (5) in Hong and Sarkar (2013) implies

Y < Z, :/ ny|Y<Zm<y)dy
0

Jo S, waly s)dsdy [ [ uly () £z, (s)dsdy
PY <Zn) 11— [ Fz.(s)fy(s)ds

where the joint probabiliyt density function of Y and Z,,, by independence of Y and Z,,, is
given by

By = E[Y

9y, ) = fyrW)fz,.(s), y>0,5>0.
It is clear that (3) implies that

Pk = P{Y > Zm} = /OOO Fz, (3)fy(s)ds.
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Hence,

1-— m
BNy = #E[Y'wzm

fo f yfy(y) fz,(s)dsdy
Jo" Fz,.(s) fy(s)ds

Iyt W) f,)” f2..(s)dsdy
Io" Fz,.(s) fy(s)ds

I yfy(y) (1 = Fz, (y))dy
Jo Fz,.(s)fy(s)ds

Similarly,

1— pmkE[W] _ (1= f° Fz,.(s) fy(s)ds) [77 w fw (w)dw

Elmlm) == ™ Fa (3)fr (s)d5

and

Iy S s fv(y) fz,.(s)dyds

E{Z o <Y} I5" Fz,.(s) fr(s)ds
_ fooo 5fz,(s f fy (y)dyds

fo FZm )fY( )
_Jo 8f2.(s)(1 = Fy(s))ds

I Fz,.(s) fy(s)ds

Therefore,

Jo yfy WA = Fz,(y)dy + (1 = i~ Fz,.(8) [y (s)ds) [y~ wfw(w)dw
Sy Fz,.(s)fy(s)ds
15" 512, (s)(1 — Fy(s))ds
fooo Fy (s)fy(s)ds

Next, we shift our attention to the terms in (7). We have

E[Tm] =

+

P{t<Y/\Zm}:1—P{Zm§t}—P{Ygt}—l—P{ngt,Ygt}.
Similarly,
P{Y/\Zm>t—s} :1—P{Zm§t—s}—P{Y§t—s}

+P{Zm§t—s,Y§t—s}.

21



Also,

P{Y <t<Y +W,Y <Z,}
= P{Y<t<Y+W, |Y<Z,}P{Y<Z,}
= PYi<t<Yi+ Wi} P{Y < Z,}
= 1-P{Vi>toY1+W, <t}]P{Y <Z,}
1—P{Y1 >t} —P{V1+ W, <t} +P{Yi >t Y1 + W, <t}]P{Y < Z,}
= [1=-P{Y1>t}—P{Vi+ W <t}]P{Y < Z,}
[P{Yy <t} — P{Yi+ Wy < $}]P{Y < Z,},

where Y} Ly |'Y < Z,,. Similarly,

P{Y <t—s<Y+W,Y < Z,}
= [PVi<t—s}—PVi+ W, <t—s}P{Y < Z,}.

Therefore,
Poi(t) =1 —Fy (t) — Fy(t)+ Fz, (t)Fy(t)

T+ (Fu(t) — Fown (1)) / B ) () dy

¢ 14
+ / 1—Fy (t—s)—Fy(t—s)+ Fz, (t — s)Fy(t — s)dG(s) (14)
0
t e8]
4 [(Fat=9) = From(t =) [ Frl)fz, ()dydG(s),
0 0
where G(s) = > " | Fyn v,ow,)(s). Also, we have
P{Ygt,ygzm} 1 ift > Z,
Fy (t) = — PI{D;‘;SZZ{} if0<t<Zn, (15)
P{YSZm} 0 if t <0,
P{Y—I—W <tY < Zm}
FY1+W1 (t> =
P{Y < Zm}
(16)
1 ift>W+2Z,,
At o<t <W+ 2,
0 if t <0,
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and

P{ S (Y + W) < s,V < Z,m}

Fyn viws)(8) =
P{K-* < Zml}
(17)
1 ift >3 0 Wit 220 Zmiy
PR OF VIS 30 < £ < SO0, Wi+ S0y Zons,
0 if t <0,

where Y* u Fy(y) and Z,,; denotes the minimum time spend on hacking into the m node
during the ith cycle. Thus, (15), (16), and (17) can also be written as

P(Y <t
Fy,(t) = ml{ogtgzm} + 12,
PlY + W <t
Py, owy (t) = I{D{Y =7 }} (0<t<WtZm} T Liswa 2o}
P (Y + W) <t}
Fyr ivwy(s) = PY < Z,) WSS WHEL, Zn)

TS Wit S0 Zii}

From Example 1
Since Y ~ Exp(d) and W ~ Exp(n), (5) implies
= : 1 65
Dk = P{Y > Zm} = /o (1 — Jl_[l [1 — mv(m, /\js)}>6e ds,

where v(m, \;s) = A% ym—1=tqt is the lower incomplete gamma function. By (13), we have
Y j 0

_Jo v W = Fz, )dy + (1 = fy~ Fz,(s)fv(s)ds) [y~ wfw(w)dw
)5 Fz,,(s) fy (s)ds
IS $f20(8)(1 = Fy(s))ds
fooo Fy (s)fy(s)ds

Iy et = (1= TTiy [1 = () | ey

E[T,)]

Joo1— H?Zl {1 - ﬁ’y(m, )\js)} de=%ds
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j=1

(1-Jo 1= [T |1 - ;)’y(m, )\jS)] de~%ds) [ wne ™ dw

+
Jo1— H§:1 [1 — ﬁy(m, )\js)] de05ds

fooo 3(_ H?:1

[ Tm) |
fooo L— H§=1 [1 - ﬁ’ﬂma )\j3>1 de=%ds

— =A~~(m, )\js)} Y(1— (1 —e%))ds
+

fooo y56_5y H?:l |:1 — ﬁfy(m, )\Jy):| d'y

Jo1— Hle [1 - ﬁy(m, )\js)] de%8ds

1-fo1- Hle {1 - ﬁv(m, )\js):| de~%ds) [ wne ™ dw

Joo1— H§:1 [1 — ﬁy(m, )\js)] de=9ds
& k 1 ! ,—0ds
Jo s(=TI— {1 = o (M, >‘j3>}) e %%ds

Joo1— Hle [1 - #m)’y(m, )\js)} de95ds

Puatt) = 1= @=T] 1= prrtman]|) = (1= )

+1-1] {1 - ﬁy(m, /\jt)] )(1— e

)



b pd(t—s) P{Y +W <t—s}
+ ; (Wl{ﬂﬁt—SSZm} + 14z, — P{Y < Zn} Logt—s<w+ 2}

s wzny) /000 (1—e) ﬁ [ y(m A]y)} ) dydG(s)

Jj=1
k

_ ﬁ { y(m, A t)} 1—e]] {1 — ﬁv(m,%t)}

7=1 7=1

+ 1—e 0 . i _P{Y+W§t}1 _1 )
P(Y < Z,,) {0<t<Zm} {t>Zm} P{Y < Z,} {0<t<W+Zm} {t>W+Zm}

x 00(1 — e )(1 - f[ 1- #v(m, Ay) |)'dy
0 (m)

o 1 —(t—s 1
+/0 H{l—mv(m,)\j(t—s))l — (1= ))H[l—m’y(m,)\j(zﬁ—s)) dG(s)

j:l ]:1
+/t(1—et§(t8)1 1 P{Y+W§t_s}1
o \P(Y < Z,,) {0stmssZnd T Htme>2n) PV < Z,}  L0st-sswiza)

g z) / Ta—ema-I] {1 - ﬁv(m Ajw} Y dydG(s),

j=1
where
Ajs
v(m, A;s) :/ 2" lem dz,
0
> P (Y 4+ W) <t
G(s) = > (il ) <4 Loctsr \ Wit S, Zo
n=1 [*(1—e%)( 1—1_[3 . {1—ﬁy(m, Ajt)} Y dy
+1t>2?:1 Wit32i1 Zmis
and
k
Fzm
) = 20— ] 1= satmam |
7=1

Note that P{> " ,(Y;*+W;) < t} is the distribution function of the sum of two independent
gamma random variables, > " | Y;* ~ Gamma(n,d) and > W; ~ Gamma(n,n). Thus,
Moschopoulos (1985) implies

t 2n+k le— y(6Vn) (5vn)2n+l

P{Z (Y +W;) <t} = 0251/ NeTEN) dy,
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where

2n
c = Lbvo™
(o)™
1 I+1
dip1 = H—lzi%(SHlﬂ'y

=1

for [ =0,1,2,..., and

ovVn oVvVn
for y =1,2,.... Moreover,
PY+W<t)=1- n% -‘M%ée—"t,
and
00 k
P(Y < Z,) = 1—/O (1—1‘[1 [1 N )y(m,A]s)Dae % s
=

From Example 2
S X! ~ Gamma(mn;, 6;), Y ~ Gamma(a, 3), and W ~ Gamma(6, 7). Tt is clear that

Fy (2) = 1—f[ {1-}7(2}(5‘ §z>]

J=1

= 1- ﬁ {1 — F(m;nj)%mnj’éjz)}’



and

Fw(w) = ﬁy(@,mv).

By (13), we have
I3 g = (=TT |1 = b o 032)
fooo (1 — H?Zl [1 — Wv(mm, @s)} ) msa le—Bs (g
(1-— f (1 - H] L {1 - F(m;m)y(mnj, c%s)} ) %s‘“le*ﬁsds) fooo w%wefle*mdw
fooo (1 — H§:1 [1 — mv(mnj, @-s)} ) %saﬂe*ﬁsds
I =TT [1= sy 8,9 0 (e s
I (1 - H?:l [1 - F(m;nj)'y(mnj, @s)} ) %sa—le—ﬁsds
Iy r atePy Hle [1 - p(m;,m%mﬁja 5;'2)] dy
fooo (1 — H?:1 ll — my(mnj, ()}-s)} ) %sa—le_ﬁst
fo fo ( im1 [ — mv(mnj, (5]-3)} ) %saflefﬂsw%wofle*mdsdw
fooo (1 — H;?:l [1 — mv(mnj, (%3)] > %saflefﬁsds
I =TTy L= by () Y5 = (e o)

E[Tm] =

+

+

k O 1 gen.
| [1 - F(m;m)v(mnj,éjs)})%s“ le=Bsds
{ (s, Bt)

Pustt) = 1= =TT |1 g2 0ms00)) - 75
+(1 -11 {1 - W’Y(m%a 53‘75)} ) ﬁ”ﬂ@, pt)

oy (@, 5Bt) P{Y +W <t}
S = 5 Ho<t<z,y T sz, — PIY < 2} Lo<t<w 2} — Liswiz,))
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/ a, By)( H [ - 5jz)} Y dy
: 1
/ ]1:[1 { m77w5j(t—5))]) —m’Y(O@ﬁ(t—S))
11 5t 5] s 8~ )iy
) i
/0 ( ( }Z(Y < 7)) Lio<t—s<zny T Lt—s>2m) — P{};?YM;;:;} }1{0§t75§W+Zm}

—Lfts>Wi2Zn}) /O ) ﬁv(a, By)(— H [1 - Nm;nj)v(mm’ 0;2)|) dydG(s)

+|1- ﬁ {1 - F(mnj)%mm’(sjt)} ) ﬁﬂa;ﬂt)

j
1

a7 (e, B) P{Y + W <t

G Loo<t<z,y + Lysz0y — W+ < }10<t<WZ — lgswez,1)
{ m} {t>Zmn} P{Y<Z} {0<t<W+Zn } { +Zm}

X /Ooo % a, By)( H { Ty} ! mﬁjﬁjz)} )'dy

k
+(1 - }_Il [1 o F(T:mj),y(mnj’ d;(t — 3))] )ﬁ'ﬂav B(t —s))dG(s)

1

/t (A= 9) o PLY + W <t—s}
0 P(Y <Z,) (0stmessed T Ty oy 0SS )

5 052) |)'dydG(s),

_1{t—s>W+Zm})/0 (1 a, By)( H {

where
t ya+0+k—le—y(ﬁ\/7') (ﬂ V; T)a+0+k

d
I'a+60+k) v

P{Y+W§t}:0§:5k/

k=0 0
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and

o _ By
(Br)"
|
Opr1 = k—H;i7¢5k+1i,
for k=0,1,2,...,
«Q 6 . 0 T .
v =—(1- Y+ =1 - )

for y=1,2,..., and

2P (Y W) <t}
C8) = L TRy ez, o e

~—

n=1

s sr Wit ST Ziad-

Since > | Y;* ~ Gamma(na, ) and Y, W; ~ Gamma(nf, 1),

n > t , not+nb+k—1 _,—y(BVT) na+n+k
y € (BVT)
* )<t} = d
P+ W) <) cgék/o ST Ea v
where

c - BV
(BT)"
|

Oky1 = mzi%ﬁkﬂ—i,

for k=0,1,2,..., and

for j =1,2,....Moreover,

PY <Z,) = 1- /0 T Fy () fy (5)ds
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From Example 3
Since Y-, X7 ~ Gamma(mn;,d;), Y ~ Weibull(a, 3), and W ~ Gamma(, 7). We have

Fz.(2) = 1 —E[l [1 —P(g){g < z)]
= ‘H 1~ gy 07|
Fely) = g (%)6 o0/’

i) = e,
and
Fiv(w) = 50, 70)
We have
SR () 0 @ (=TI 1 by 0
BT, -

- B=1 _(s/a
fO (]' - H?:l |:1 — F(m;m)y(mn],(%s)] )g (%) e—(s/ )ﬂdg

0

(1= fy(1 = H?:l {1 - Hm;nj)’)/(mnju 5j8)] ) [y (s)ds) [,° wﬁwefleﬂwdw

+
Jo (a— szl {1 — —F("lmj)”y(mnj,éjs)l )g (%) e—(s/@)’ dsg

I =TT |1 = gy ()| Y0 = (1= e/

+
& k [ Bl _(s/a)?
IO~ TE [ om0 )2 (2)7 e
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0o -1 _ B k
o s (B)" e WL, [1_#,7]-)7(7’”7]"5]‘9)} dy

o° -1
Jo =TI {1 - WV(mﬁj75jS)} )2 (1) e/ ds
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