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Abstract—In recent years, palmprints have been widely used
for individual verification. The rich privacy information in
palmprint data necessitates its protection to ensure security and
privacy without sacrificing system performance. Existing systems
often use cancelable technologies to protect templates, but these
technologies ignore the potential risk of data leakage. Upon
breaching the system and gaining access to the stored database,
a hacker could easily manipulate the stored templates, compro-
mising the security of the verification system. To address this
issue, we propose a dual-level cancelable palmprint verification
framework in this paper. Specifically, the raw template is initially
encrypted using a competition hashing network with a first-
level token, facilitating the end-to-end generation of cancelable
templates. Different from previous works, the protected template
undergoes further encryption to differentiate the second-level
protected template from the first-level one. The system specifically
creates a negative database (NDB) with the second-level token
for dual-level protection during the enrollment stage. Reversing
the NDB is NP-hard and a fine-grained algorithm for NDB
generation is introduced to manage the noise and specified bits.
During the verification stage, we propose an NDB matching
algorithm based on matrix operation to accelerate the matching
process of previous NDB methods caused by dictionary-based
matching rules. This approach circumvents the need to store
templates identical to those utilized for verification, reducing the
risk of potential data leakage. Extensive experiments conducted
on public palmprint datasets have confirmed the effectiveness
and generality of the proposed framework. Upon acceptance
of the paper, the code will be accessible at https://github.com/
Deep-Imaging- Group/NPR.

Index Terms—Palmprint verification, cancellable verification,
negative database, competition neural network, deep learning.
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I. INTRODUCTION

ECENTLY, biometric technology has been ubiquitous

for identity management [[1]. Among various biometrics,
palmprint has become prevalent due to its exceptionally rich
feature set, universality, and low intrusiveness, making it a
popular choice in the field [2].

Early studies of palmprint verification focused on manually
designing texture feature extractors and coding rules [3[]—[5].
However, these methods highly relied on prior knowledge
and often yielded poor accuracy. Inspired by the success of
deep learning (DL), researchers have proposed several DL-
based palmprint verification methods, which have achieved
impressive accuracy [6]—[8].

Nevertheless, biometric features, commonly known as tem-
plates, being inherently immutable and uniquely linked to
an individual, pose major security and privacy challenges if
exposed. Therefore, it is necessary to adopt biometric template
protection (BTP) techniques to mitigate this vulnerability. Can-
celable biometrics (CB) is one such technique [9]]. CB employs
an irreversible transformation with a user-specific token to
create protected biometric templates. This method allows users
to revoke and regenerate new templates by altering the user-
specific token if compromised.

As per the ISO/IEC 30136 standard [10], the BTP scheme,
including CB, must meet the following criteria:

o Cancelability. The scheme should allow invalidation and
replacement of a compromised biometric template with a
new one.

e Unlinkability. Multiple distinct protected templates
should be creatable from a single identity, preventing
correlation to the same identity. This allows for template
renewal and use across different applications without
cross-matching.

o Irreversibility. Reversing the original biometric templates
from their protected forms should be computationally
difficult or nearly impossible.

e Accuracy Performance. The integration of BTP into a bio-
metric verification system must not significantly reduce
its verification accuracy.

Despite the implementation of BTP techniques, a significant
security concern at the template storage level has been consis-
tently overlooked. Especially during the enrollment phase, it
is crucial for the system to store the template in the same
format as the query template for matching, as depicted in
Fig. [[(a). If an adversary gains access to the stored database,
they could easily use the stored template corresponding to a
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Fig. 2. The attack pipeline of the malicious verification

target ID as a query template for matching. Such unauthorized
access seriously threatens the integrity of the biometric system,
compromising its security. To illustrate such an attack, we
visually depict the malicious verification process in Fig. 2]

To address the challenge mentioned above, this paper intro-
duces a novel Dual-Level Cancelable Palmprint Verification
Framework, dubbed DCPV. In addition to its primary goal of
template protection, DCPV also focuses on enhancing security
with an additional objective - Secure Data Storage.

We introduce a novel Hashing Competition Palmprint Net-
work designed for CB template generation to establish the first
layer of protection. This network consists of a competition
feature extraction backbone and a template transformation
head. Leveraging the effectiveness of competition mecha-
nisms in palmprint verification [11], we embed a competition
mechanism in the network for feature extraction to obtain
discriminative features. These features are further extracted
and transformed via a user-specific, randomly-weighted multi-
layer perceptron.

The resulting protected templates are converted into binary
features to minimize storage overhead. However, directly
converting real-number features into binary may reduce ac-
curacy performance. To overcome this challenge, we employ
a contrastive loss, which encourages the network to produce
discriminative binary features, balancing accuracy with feature
dimensionality.

To mitigate the security risks associated with the direct
storage of CB templates, we propose a secondary safeguard
by implementing a Negative Database (NDB) notion [12].
Rather than directly storing the actual CB templates, we use
a second-level token to store their negative (complementary)
counterparts. This entails establishing an NDB containing

(b)

(a) Traditional Cancellable Palmprint Verification System. (b) Our Proposed Dual-Level Cancelable Palmprint Verification System.

negative codes derived from the CB templates, rendering them
infeasible from being directly used as query templates for
verification.

Despite the potential risk of unauthorized access by ad-
versaries to the stored database, reversing an NDB is an
NP-hard problem, offering a solid theoretical foundation for
robust privacy and security measures against such attacks [|13].
However, traditional retrieval from the NDB, based on time-
consuming dictionary rules for matching, significantly lowers
verification efficiency. To overcome this limitation, we propose
implementing a matrix-computing-based matching rule to im-
prove the speed and efficiency of the verification process.

The proposed DCPV distinguishes itself from previous
cancelable palmprint verification methods, as exemplified in
Fig. [[{b). A key feature of DCPV is ensuring a noticeable
format difference between the stored template and that used
during user verification. Unlike previous approaches [14],
[15], the double-protected templates are not suitable for direct
verification. Furthermore, the non-reversibility of NBD further
enhances the non-irreversibility of the original templates. This
approach offers a versatile solution for enhanced template
protection, enabling modifications at both the first and second
levels of tokens. This adaptability renders DCPV effective in
addressing a variety of security-sensitive challenges.

The main contributions of this paper can be summarized as
follows:

o We propose a novel dual-level cancelable palmprint ver-
ification framework for fine-grained protection.

o We introduce the concept of NDB into palmprint verifi-
cation to relieve the threat of dataset leakage to system
security.

« Extensive experiments are conducted to assess the effec-
tiveness of the proposed method across multiple public
palmprint verification datasets.

The rest of this paper is organized as follows: Sec.
presents an overview of related works. The detailed methodol-
ogy is elaborated in Sec. Comprehensive experiments and
a discussion of their outcomes are given in Sec. Finally,
the paper is concluded in Sec. [V}
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II. RELATED WORKS

A. Palmprint Verification

Over the past decades, there has been a prolific influx of
palmprint verification research [16]]. Encouraged by the potent
texture extraction capabilities of Gabor filters, researchers have
proposed enormous coding-based methods [17]. Typically,
Zhang et al. [[18]] used a single Gabor filter along 45° to extract
magnitude features, which were subsequently encoded to yield
binary templates. Additionally, many methods based on mag-
nitude features have been proposed [4]], [19]-[22]]. However,
these methods are sensitive to illumination change [23|.

A competition mechanism has been introduced into palm-
print verification to mitigate illumination change issues and
achieved remarkable success [24]. Competition mechanism-
based methods mainly extract and code the index of the winner
orientation as the feature [5], [25]-[27]. However, these early
works heavily relied on the prior knowledge of the researchers,
which may hinder the performance.

To relieve the high reliance on prior knowledge, researchers
have proposed DL-based palmprint verification methods [28]],
[29]. For example, Genovese et al. [30] proposed an unsuper-
vised palmprint network known as PalmNet, which contains
multiple feature extraction branches, including convolutional
neural network (CNN), Gabor filters, and principal component
analysis. Zhong and Zhu [31]] proposed centralized large-
margin cosine loss to optimize the distribution of samples
in the feature space. Zhang et al. [32] and Wu er al. [33]]
developed deep hashing network (DHN) in palmprint veri-
fication. Jia er al. [34] introduced a lightweight palmprint
network, EEPNet. Liang et al.proposed a novel network [35],
aiming to attain superior verification performance by integrat-
ing information from various regions of the hands. Besides,
encouraged by the success of the competition mechanism,
researchers proposed competition palmprint verification net-
works and achieved satisfactory performance [36], [37]. For
example, Yang et al. [[11]] extended the competition mechanism
to extract comprehensive competition features, including chan-
nel, spatial, and multi-order competitive features. To relieve
the data privacy concerns in training, the authors proposed to
combine federated learning into palmprint recognition [38].
Besides, inspired by the physical characteristics, authors pro-
posed to achieve spectrum consistency in the federated training
process [39]]. However, these methods lack protection for the
extracted features [40]], which may raise security and privacy
concerns.

B. Cancelable Biometrics for Palmprint

In the expansive realm of CB, this subsection centers specif-
ically on advances in cancellable biometric techniques tailored
for palmprint verification. It is crucial to note that while
this review delves deeply into CB specific to palmprint, the
literature on CB spans various modalities. For a comprehensive
overview of CB across different biometric types, readers are
recommended to refer the comprehensive survey papers, such
as [41] and [42]].

Qiu et al. [43]] employed an anisotropic filter to capture
the orientation feature, which is then measured by a chaotic

matrix to generate the cancelable palmprint template. Ashiba et
al. [44] utilized a homomorphic filtering masking encoding al-
gorithm to protect palmprint templates. Besides, Lee et al. [45]]
proposed to transform the intersection points of palmprint
and palm-vein for template protection. A novel randomized
cuckoo hashing is applied on the binary palmprint feature to
enhance security [46]. Salt-hashing (SH)-based CB methods
can protect the token template independent of the biometrics.
Biohashing [47] was the first attempt to introduce SH-based
technology into biometrics, generating a user-specific random
matrix to randomly project the template into a new feature
space. Sujitha and Chitra [48] proposed a fingerprint and
palmprint-based multi-biometric cryptosystem using texture
features extracted via bottom-hat filters. Besides, Jin ef al. [49]
proposed an Index-of-Max hashing method to project the
features using the indices of ranked features.

In recent years, DL-based CB methods have also gained
significant attention. For instance, deep table-based hash-
ing [50] is proposed to generate binarized hashing codes
from biometric data. However, this approach is impractical
and insecure [51]. Subsequently, Dong et al. [51] proposed
a deep-rank hashing network to address these issues in the
identification task. Besides, Wu et al. [52] embed the fuzzy
commitment technology into the deep hashing network to pro-
tect the palmprint templates, although this method necessitates
multiple spectrum templates. Shahreza et al. [53] suggested
using a hashing multi-layer perceptron (MLP) for projecting
templates into a new space.

Zhao et al. [54] first introduced the NDB technology,
p-hidden [55]], into the CB field and achieved satisfactory
results. However, these methods require storing the verification
template in the system, raising potential privacy concerns.

III. METHODOLOGY

A. Overview of the Proposed DCPV

As previously mentioned, current CB schemes may not
effectively protect against attacks targeting the stored database.
To address this vulnerability, DCPV is specifically crafted to
address data storage concerns through a dual-level protection
approach, which integrates CB transformation and NDB no-
tion, as illustrated in Fig. 3]

B. Hashing Competition Palmprint Network

We introduce a trainable competition palmprint feature
extractor. This extractor utilizes learnable Gabor filters to
capture distinctive texture features and integrates a compre-
hensive competition mechanism to generate resilient competed
features [[11]. It is crucial to highlight that the features ex-
tracted through this process lack protection. Consequently, our
effort focuses on transforming the unprotected feature into a
cancelable instance by introducing a hashing module, thereby
achieving first-level protection.

Let u € R™/ be the unprotected feature vector extracted by
the competition feature extractor, where m; denotes the vec-
tor’s length. Additionally, k1 represents the first-level token.

Subsequently, we integrate the hashing layer into the compe-
tition network, positioned after the final standard linear layer.
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Fig. 3. The overview of the proposed methods. The proposed DCPV is a dual-level protection framework. In the first-level protection, the model trained
with a hybrid loss would generate a binarized cancelable template with the first-level token. Then, the system would store the set of the negative form of the
first-level template. In this way, for the matching pairs, the query and stored templates are different in the verification stage. Hence, DCPV could alleviate
the potential risk of unauthorized access by adversaries to the stored database.

Specifically, for the final linear layer, we initiate the process
by generating a pseudo-random matrix M ¢ based on ki,
where My € R™/*™» and m,, is the length of the protected
template. The Gram-Schmidt process [47] is then applied to
the rows of M f, transforming it into an orthonormal matrix
denoted as M | . Then, the protected code is obtained through
the inner product operation:

= (u, M), (D

where g; represents the random transformed w;, and q; €
R™».

Once the first-level protected feature g is acquired, it
undergoes binarization to enhance security and mitigate the
storage overhead. Generally, the process can be formulated as
follows:

q;

if
if

_ (h) < B
b<"){ 1 ah) > 8 °

where 3 denotes the median value of gq. b € R™» denotes the
binarized protected template and i denotes the index of the
feature. The protection discussion of this way can be found
in [53].

Nevertheless, feature binarization poses a potential issue
to the discriminative capacity of features, especially when
opting for naive binarization as in Eq. (2), which might
impede network convergence during training. To overcome this
challenge, we combine the tanh(-) activation function with the
supervised contrastive loss [56]]. This approach is implemented
to preserve the discriminative capability of features throughout
the training process. As a result, the features are guided
toward values of 0 or 1, ensuring that the binarized features

2

do not excessively compromise their inherent discriminative
capacities. The supervised contrastive loss is given as follows:

Y S
el
(3)

pEP(i)

where I = {1,...,2N,,} is the batch of contrastive sample
pairs, A(i) = I\{i} and ¢ is the index of positive sample.
P(i) = pe A(i) : y; =y, is the index set of the positive
samples in the batch distinct from ¢, and y; is the label of the
i-th sample in the batch. | K (¢)| denotes the number of samples
in K (4). z; and z,, stand for the anchor and positive features,
respectively. 7 is the temperature parameter. Furthermore, z =
tanh(Q). Besides, the cross-entropy loss is used as the task
loss, which can be formulated as:

1 T S
Log = _T Z Z Yi,c 10g (Qi,c) 5

i=1 c=1

exp (2 - z2p/T)
ZaGA(l exp (Zl Za/T)

4)

where T" and S denote the numbers of samples and classes,
respectively. y; . and g; . represent the label and the predicted
probability of the i-th sample, respectively. Finally, our pro-
posed loss function is given as follows:

L=wxLep+(1— (5)

where w is the weight of Lo . Empirically, in this paper, w
is set to 0.8.

This strategy allows the model to extract discriminative fea-
tures that preserve their distinctiveness even post-binarization.
As a result, this hybrid loss effectively alleviates the perfor-
mance decline typically associated with cancelable mapping
in the network.

w) X »CTC"
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Algorithm 1 Negative Cancellable Template Transformation
Algorithm.

Input: A m-bit cancelable feature b, the second-level token
ko, the length of the generated NDB N, and the confir-
mation distribution P.

Output: Real-valued negative cancellable template B,.”7.

Enrollment Function:

Receive b.

BI )

Set the seed as ks.

for = < N do
bJ + NCTT(b, P)

BY + B Ub?

end for

Convert string-based B? to real-valued-based BY.

return B?Y

: Function NCTT(b, P)

Generate the random value v, and 0 < v, < 1.

13: Obtain the index ¢ of v, within the ¢-th interval within P.

14: Initlize b7 as a m-length string, consisting entirely of *.

15: Select ¢ indices from bY such that values at these indices
differ from those in b.

16: Select K — ¢ indices from bY such that values at these
indices are the same as those in b.

17: return b?

A A R ol e

—_ = =
N 2w

C. Negative Cancellable Palmprint Templates

While the hashing competition palmprint network is em-
ployed for template protection, its limitations, especially re-
garding database leaks, prompt us to avoid directly storing
biometric templates. Instead, our approach stores the negative
counterpart of the first-level CB template using a second-level
token k,. The negative dataset is well-established as an NP-
hard problem, providing a robust theoretical foundation for
privacy preservation [S7]-[59]. In this paper, we employ the
K-hidden method for negative database generation to create a
negative CB template [12].

1) Negative Templates Transformation: The CB template
b € {0,1}™ is transformed into negative CB template, denoted
as BY ¢ RV*™_ BY is composed of N negative strings, b? €
R™*1 where N = m x r and r is a hyperparameter. b9 is
composed of types of characters, which are “0”, “1” and “*”,
respectively. For fine-grained control over the probabilities of
generating K distinct types of negative string, we randomly
initialize an interval set denoted as P, which consists of K
intervals, with the i-th interval expressed as [p;—1,p;), and
p1+...+px =1

To execute negative template transformation, each b € ¥™
initializes a string consisting entirely of “*” to symbolize
an unspecified character. Subsequently, a random value v,
is generated with the second-level token k3, ensuring 0 <
v, < 1. Bach b7 is then constructed with K specified
characters, and the indices of these specified characters are
also selected using the second-level token k5. The index ¢ is
identified within the i-th interval of P. Once i is determined,
the structure of b7 is established: it comprises 7 specified
characters differing in value from those in b and K —i specified

TABLE I
THE DICTIONARY-BASED MATCHING RULES OF THE PREVIOUS NDB
METHODS.

Negative Bit 0 1 0
Query Bit 0 1 1
Matching Distance -1 -1 1

—_ O =
(e N e}
[

characters matching the values in b. This process completes
the generation of b7, and the system repeats these operations
N times to generate the negative cancellable template BY,
where BY = [b{, ..., b%/].

2) String Conversion and Matching: The above operations
necessitate a transition from real-number-based to string-based
codes. As a result, as described in [[12], the matching relies
on dictionary-based matching rules to calculate the distance
between the query CB code and the negative CB template.
We refer to the bit in the negative code as the “Negative
Bit” and the bit in the query code as the “Query Bit”. The
matching distances for various pairs of Negative Bit and
Query Bit are detailed in Tab. [ The cumulative sum of the
matching distances is considered the final matching result after
completing the matching process between the query code and
all negative codes. Unfortunately, this verification process is
time-consuming.

To address this challenge, we propose an expedited matrix-
computing-based matching approach. Specifically, we trans-
form the string-based matrix BY into a real-valued matrix
B2 € RVX™ by converting “*” and “0” into the real number
0 and -1, respectively, while directly transforming “1” into
the real number 1. For example, the transformation of a
negative code “01*” results in the matrix [—1,1,0]. Using
this approach, the correlation between the matching results
derived from our proposed matching rules and those obtained
through dictionary-based matching is characterized by their
values being opposite numbers.

As an illustration, the initial matching scores for string pairs
“1” with “1” and “0” with “0” are -1. However, these scores
become 1 after our string-to-real-valued conversion, as shown
by the equations 1 = —1 x —1 and 1 = 1 x 1. Therefore,
equivalent matching results are achieved by simply reversing
the matching score.

In this paper, the matching score d between the query CB
code b, € R™*! and BY is calculated as follows:

d = arccos(—sum(B? - b)), (6)

where sum(-) represents the cumulative total of all elements
in the input.

This matching process, involving a matrix and a vector,
presents a non-trivial problem due to the inherent dimensional
disparity between the two. Meanwhile, the non-trivial chal-
lenge extends to the transformation between the generated
negative form and its original form, adding another layer of
sophistication to the complex matching scenario. To help the
readers understand the negative cancellable template transfor-
mation, the pseudocode is provided in Alg. [I}
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D. Security Analysis

In this subsection, we will give a security analysis of the
negative database, which is crucial to ensure irreversibility.

Lemma 1. Given a generated NDB N DB, and a random
m-bit string y, that has u bits different from the original
feature string s, the expected proportion of entries in N.D By
that do not match y can be formulated as:

K
g(oz)zlepi xal x (1 —a)f, 7
i=1
Proof. The probability that NC matches y; is:
Cy=-—"Fr>-——— (1——)""" (8)
() mom

For simplicity, we define o = .>. The NDB algorithm’s
probability of type ¢ is p;. Then, the expected proportion of
entries in N DBs that do not match y; is:

K
gla)=1-— Zpi xalx (1 —a)f, 9)

=1

Then, we can get the derivative of g(«) through Lemma 1

as:
K

g (a) = Z(Ka — i) xpix a7 x (1 =) (10)
i=1

The minimal positive solution o of ¢'(e) = 0 is the

smallest positive stationary point of g(«).

Lemma 2. Assume P is the probability that the local search
strategy successfully finds the string s hidden by N DB, then
we have:

o <
m—00
Py

Y

Qo =

— o O
N~ N~ N =

Qg >

Proof. The details can be found in [S5].

Theorem 1. The K-hidden-NDB is hard to reverse with re-
gard to the local search strategy when the following condition
is satisfied:

K

> (K = 2i)p; > 0.

i=1
Proof. According to Eq. (I0), when a<1/K, we have
(Ka —1i) < 0. When a = 1/k, we have:

/(%)= i(m)pi(;)ilQ;)X“ <0. (3

i=1

12)

When a = 1/2 and 3.5 | (K — 2i)p; > 0, we have:

g/@) N G)K_l i (K —2i)p; > 0.

i=1

(14)

Consequently, we can ascertain that at least one value of «
exists within the interval [1/K, 1/2] (given that (K" > 3)) such

that ¢’ (1) = 0. This implies that the function g(«a) has at least
one positive stationary point less than 1/2. Therefore, under
the condition that Eq. holds true, we deduce that g < 1/2.
This leads to the generated N DB being challenging to
reverse with respect to the local search strategy in alignment
with Lemma 2. It is important to note that while Eq. [12]
represents a sufficient condition for this scenario, it is not
necessary when K > 3; however, in the case where K = 3,
Eq. serves as both a sufficient and necessary condition,
paralleling the hardness condition outlined in [55]].

E. Implementation

The proposed hashing competition palmprint network is ini-
tially trained using a hybrid loss function, as given in Eq. (3).
After training, the model performs feature extraction and CB
transformation during enrollment, creating a first-level CB
template with a corresponding token. To enhance database
security against potential hacking threats, an additional layer
of protection conceals the CB template. Then, user verification
is accomplished by matching the first-level CB template with
the stored second-level protected cancelable template.

Notably, the second-level protected template in the system
consists of negative codes generated from the first-level CB
template. The stored negative codes are significantly different
from the first-level CB template, making them ineffective
for individual verification purposes. Additionally, reversing a
NDB is an NP-hard problem. Even if an adversary accesses
the negative codes of a targeted template, reversing them to
retrieve the original template is extremely challenging. This
dual-level security strategy safeguards against unauthorized
access and reverse attack attempts.

Furthermore, the DCPV features a dual-level cancelable
framework. This means that DCPV can offer fine-grained
protection for biometric templates, suitable for diverse sce-
narios, like cloud-based verification. Specifically, users can
manage the first-level protection, while the server handles the
second-level protection. This deployment enables the server to
periodically update stored templates without user intervention,
such as key alterations. As a result, this framework enhances
the resilience of the verification system against potential
database breaches, thus establishing a more robust defense
against unauthorized access.

IV. EXPERIMETNS
A. Experimental Setting

To validate the proposed DCPV framework, we conducted
experiments on several public palmprint verification datasets,
including PolyU [18]], Multi-Spectral [60]], and IITD [61]. The
Multi-Spectral dataset comprises four sub-datasets: red, green,
blue, and near-infrared red (NIR) spectral datasets. Besides,
PolyU and IITD are contact-based and contactless-based palm-
print datasets, respectively. By evaluating the proposed DCPV
on these different types of datasets, we aimed to assess its
effectiveness and applicability comprehensively. The following
are the brief description for each dataset:
e PolyU [18]: This dataset contains 7752 images of 386
palms from 193 individuals. These images were collected
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in two sessions. There are a total of 37,800 genuine and
14,250,600 imposter matching times.

o Multi-Spectral [60]: There are four subdatasets in Multi-
Spectral as introduced earlier, and these subdatasets were
collected by four different spectrum devices. Each sub-
datasets contains 600 palms, and there are 12 images
collected from each palm. The total genuine and im-
poster matching times in each subdataset are 18,000 and
8,982,000.

o IITD [61]: In IITD, there are around 5 images acquired
from each palm and 2,601 images in total. The number
of total matchings is 1,269,600, in which there are 2,760
genuine matchings and 1,266,840 imposter matchings.

The proposed DCPV was implemented using PyTorch. For
IITD and PolyU, the number of learning epochs was set to
3000, while for the Red, Green, Blue, and NIR sub-datasets,
it was set to 1000. We utilized the Adam optimizer [62] with
a learning rate of 0.01. For all datasets, the st session data
were used for training; while the 2nd session data were used
for testing. The hardware used for this research included an
AMD Ryzen 7 5800X CPU @3.80 GHz, 32 GB of internal
storage, and an NVIDIA GTX 3080 Ti GPU.

B. Verification Experiment

To evaluate the effectiveness of the proposed DCPV, we
tested the proposed method in multiple public palmprint
datasets. In the experiments, we utilized the same key across
different IDs, emulating a stolen-token worst-case scenario [7]].

The Equal Error Rate (EER) is a widely used metric
to assess biometric verification performance. It denotes the
value that the False Acceptance Rate (FAR) equals the False
Rejection Rate (FRR). Thus, a lower EER indicates better
performance, reflecting a more balanced and accurate bio-
metric system. In our experiments, “DCPV{” and “DCPV{”
denote the proposed DCPV with only the first- and second-
level protections, respectively. In contrast, “Baseline” refers to
the palmprint verification method employed without protective
measures, serving as an approximate upper-bound perfor-
mance.

Our proposed method can deliver satisfactory results with
minimal performance degradation across the IITD, PolyU, and
NIR datasets. The limited performance degradation of DCPV1
highlights the effectiveness of using a negative database in
palmprint verification. Additionally, DCPV exhibits commend-
able performance under Red, Green, and Blue lighting condi-
tions. These results support that the proposed method suc-
cessfully achieves satisfactory performance without the need
to store the same cancelable template used for verification.

The Genuine Acceptance Rate (GAR), defined as GAR =
1-F RR, along with FAR, serves as another popular validation
metric for verification. We compared the performance of the
palmprint verification with different protection strategies using
the Receiver Operating Characteristic (ROC) curve, which
illustrates the relationship between GAR and FAR. This curve
offers an in-depth evaluation of the balance between these two
metrics. Optimal performance is achieved when the ROC curve
is close to the top left corner of the plot, indicating a high

TABLE 11
EERS OF THE PROPOSED METHOD ON DIFFERENT DATABASES.
Baseline DCPV7{ DCPVi DCPV
EER (%) EER (%) EER (%) EER (%)
ITD 0.15448 0.22924 0.47101 0.36232
PolyU  0.00044 0.00123 0.00094 0.00794
Red 0 0 0 0
Green 0 0 0 0
Blue 0 0 0 0
NIR 0 0 0.00005 0.00007

“DCPV7{” and “DCPV}” denote the proposed DCPV with only
the first- and second-level protections, respectively.
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Fig. 4. The ROC curves of the proposed method on different databases.
(a)-(b) denotes the IITD, and PolyU results.

TABLE III
THE STATISTICAL INDICATORS OF MATCHING DISTRIBUTIONS.

Genuine Imposter
Avg =+ STD Avg + STD
OTD  0.3290 + 0.0390 0.5002 £ 0.0120
PolyU  0.3355 + 0.0235 0.5002 £ 0.0111
Red  0.3256 +0.0218 0.5002 £ 0.0120
Green 0.3337 £ 0.0241 0.5003 £ 0.0117
Blue  0.3295 £ 0.0238 0.5004 £ 0.0117
NIR  0.3280 £ 0.0240 0.5002 £ 0.0120

GAR and low FAR. Due to the ability of DCPV to achieve
minimal performance degradation across Red, Green, Blue,
and NIR datasets, we only illustrate ROC curves for IITD and
PolyU datasets. Therefore, this confirms the proposed method
as an effective and competitive strategy for palmprint protec-
tion, balancing privacy safeguards and minimal verification
performance degradation.

The genuine and imposter-matching distributions are shown
in Fig. 5] The results reveal substantial gaps between the
imposter and genuine distributions. Notably, in the Red, Green,
and Blue datasets, the two distributions do not overlap at all.
This suggests that the proposed DCPV effectively maintains
the network’s discriminative ability. Additionally, to highlight
the statistical discrepancy, we list the average and standard
deviation (STD) of both distributions in different datasets in
Tab. The significant gap between the average genuine and
imposter matching distances, along with the small variances
in the distributions, is evident.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

8 —— Impostor 7 —— Impostor
— Genuine — Genuine
7 6
6 -
B B
8° &
£ g*
g4 €
] ]
4 23
&3 &
2
2
N 1
0 o
025 030 035 040 045 050 055 030 035 040 045 050 055 060
Matching Score Matching Score
6
—— Impostor 5 — Impostor
—— Genuine — Genuine
5
4
B 53
83 bt
H g
g g
9 52
&2 &
N 1
0 o
025 030 035 040 045 050 055 060 030 035 040 045 050 055
Matching Score Matching Score
—— Impostor —— Impostor
5 — Genuine s —— Genuine
—~a 4
B B
& &
g3 g3
€ €
g g
L L
&2 &2
1 1
o o
03 035 040 045 050 055 03 035 040 045 050 055
Matching Score Matching Score

Fig. 5. The matching distributions of the proposed method on different
databases. (a)-(f) denotes the IITD, PolyU, Red, Green, Blue, and NIR results.

TABLE IV

EERS(%) OF THE PROPOSED METHOD BASED ON CO3NET.
Baseline DCPV{ DCPVi DCPV
1ITD 0.45270 0.57971 0.72464 0.68841
PolyU  0.01609 0.02381 0.01587 0.02646

Red 0 0 0 0
Green  0.00021 0.00031 0.00027 0.00242
Blue 0 0.00003 0.00019 0.00051
NIR 0 0 0.00176 0.00041

“DCPV7{” and “DCPV1” denote the proposed DCPV with
only the first- and second-level protection implemented.

C. Abaltaion Study

To validate the effectiveness and generalization of the pro-
posed protection scheme, we further tested the performance
of the proposed DCPV in another competition mechanism-
based palmprint verification network CO3Net [36]. The EERs
on different datasets are illustrated in Tab. and the ROC
curves of COzNet on IITD and PolyU are shown in Fig. [
The results illustrate that the proposed DCPV could maintain
its performance with different palmprint feature extractors.
In all datasets, the performance degradation compared with
the Baseline is acceptable. This experiment demonstrates the
effectiveness and generalization of the proposed method, high-
lighting its ability to integrate with various existing palmprint
verification networks.
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Fig. 6. The ROC of the proposed method on different databases based on
CO3Net. (a)-(f) denotes the results on IITD and PolyU, respectively.
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Fig. 7. The ablation study about w in Eq. (5).

Naive feature binarization may negatively impact perfor-
mance. To mitigate this, we employ a contrastive loss in our
approach to improve the discriminative power of binarized
features, as shown in Eq. ] We performed an ablation study
on the weighting factor w in Eq.[5] with the findings presented
in Fig. Setting w = 1.0 indicates that contrastive loss
is not used during training. Our results demonstrate that
incorporating contrastive loss significantly boosts the origi-
nal verification performance. Furthermore, this loss notably
reduces the performance difference between the Baseline
and the DCPV model. Based on empirical experiments, we
recommend setting w = 0.8.

D. Unlinkability Analysis

This subsection validates the unlinkability of the proposed
DCPV using the protocol described in [63]. The validation
protocol relies on two distinct types of distributions: mated
(H,,) and non-mated (H,,,) samples. Specifically, mated
samples represent templates extracted from samples of the
same ID but processed using different user-specific keys.
Conversely, non-mated samples are templates extracted from
samples of different IDs with different keys. To establish an
unlinkable system, there must be significant overlap in the
score distributions of mated and non-mated samples.

Then, two unlinkability measures could be calculated: the
local measure and the global measure. Using these distri-
butions, two unlinkability metrics are applied. i) The local
measure, denoted as D, (s), assesses the linkability of the
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Fig. 8. Unlinkability analysis of the proposed method. (a)-(c) represent
DCPV{, DCPV] and DCPYV, respectively.

system for specific linkage scores s, based on the likelihood
ratio between score distributions. D.,(s) € [0,1] is defined
across the entire score domain. A value of D, (s) = 0 signifies
complete unlinkability, whereas D.,(s) = 1 indicates full
linkability between two transformed templates at score s. ii)
The global measure D$¥® € [0, 1], independent of the score
domain, offers an overall evaluation of the system’s linkability.
It is a fairer benchmark for comparing unlinkability across
different systems. DJ¥®* = 1 denotes complete linkability
for all scores within the mated samples distribution, and
D?Y® = 0 indicates complete unlinkability across the entire
score domain.

The IITD dataset was used to analyze both mated and non-
mated sample distributions. These distributions were utilized
to calculate the local measure D.,(s), which then helps
determine the global measure D{¥Y®, indicating the overall
linkability of the system. Fig. [§] illustrates the unlinkabil-
ity curves for transformed templates created with DCPV{,

DCPV1, and DCPV, respectively. A noticeable overlap in these
curves suggests minimal overall linkability for the proposed
DCPV (D¥® = 0.0062). Consequently, the proposed system
can be regarded as essentially unlinkable.

V. CONCLUSIONS

This study introduces a novel dual-level cancelable palm-
print verification framework, DCPV, explicitly designed for
cloud verification scenarios. DCPV provides dual-level secu-
rity. A key feature of DCPV is its ability to protect privacy
and security against attacks on stored databases. Extensive
experiments on several public datasets demonstrate the effi-
cacy and robustness of DCPV in terms of both effectiveness
and security. DCPV has shown commendable results in one-
to-one matching scenarios, which constitute the verification
task. However, it is not currently optimized for identification
scenarios where the goal is to identify a subject from a large
pool. Looking ahead, a key research direction from this work
is to delve into and enhance identification scenarios.
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