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Abstract: In recent years, technology has advanced considerably with the introduction of many 

systems including advanced robotics, big data analytics, cloud computing, machine learning and 

many more. The opportunities to exploit the yet to come security that comes with these systems 

are going toe to toe with new releases of security protocols to combat this exploitation to provide 

a secure system. The digitization of our lives proves to solve our human problems as well as 

improve quality of life but because it is digitalized, information and technology could be misused 

for other malicious gains. Hackers aim to steal the data of innocent people to use it for other 

causes such as identity fraud, scams and many more. This issue can be corrected during the 

software development life cycle, integrating security across the development phases, and testing 

of the software is done early to reduce the number of vulnerabilities that might or might not heavily 

impact an organisation depending on the range of the attack. The goal of a secured system 

software is to prevent such exploitations from ever happening by conducting a system life cycle 

where through planning and testing is done to maximise security while maintaining functionality 

of the system. In this paper, we are going to discuss the recent trends in security for system 

development as well as our predictions and suggestions to improve the current security practices 

in this industry. 
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1. Introduction 

 

          The exponential expansion of the internet has brought about a transformative shift in 

business processes. Most of public and private enterprises conduct their daily activities by utilizing 

web applications [1]. The inadequately designed software systems might give rise to 

vulnerabilities that can be manipulated for illicit uses, violating software security principles. 

Software security breaches have become increasingly prevalent in recent times, with a significant 

proportion attributed to flaws in software architecture. Considering the increasing reliance of 

individuals and businesses on software systems for their daily operations, it is imperative to 

prioritize the development of safe software solutions. The software development normally follows 

two popular models that are the Waterfall and Agile models. The waterfall method is very linear 

and follows phases in which are very orderly and tend to avoid any risky designs. There are many 

disadvantages to a Waterfall modelled project as there is no indication where the clients may want 

any alterations after seeing the final product of the software development. Thus, if there were any 

requests to change the software, it would incur increased costs and the whole process of software 

development would be restarted. The other model is the Agile model, it uses fast paced 

methodology such as extreme programming and scrum, it highly implements prototyping along 

the software development cycle. This includes giving weekly or monthly demonstrations of the 

software to stakeholders. The result of this Agile model is a self-reinforcing model. 

          A secure software development cycle was introduced after realising that just having a well-

structured software development cycle isn’t going to help improve security and reduce 

vulnerabilities of the software developed. So, to combat this, a new and common practice to the 

software development industry is SSDLC (Secure Software Development Life Cycle). This 

practice involves running security-based activities only as a part of testing at every phase of the 

software development process, this is to prevent or reduce the number of issues and 

vulnerabilities early and in the midst incorporating a security aspect in every detail of the SDLC. 

Although the goal of the SSDLC is to improve the security of the product, this is only at the cost 



3 

of the performance of the product, the integrated security functions must not be a nuisance or 

bother the performance of the product. There are many standards of SSDLCs that have been 

proposed namely, the Microsoft Security Development Lifecycle (MS SDL), NIST 800-64, and 

OWASP CLASP [2]. 

          Because the SSDLC model is a model where various standards are used to achieve the 

best practices and results with security. Not all models have the same instructions. The general 

trend for secure software development comprises 5 phases: requirements engineering, system 

architecture, development, execution and testing, and quality management as shown in Figure 1.  

a. Requirements Engineering 

The first phase of SSDL is requirements engineering, this phase introduces the purpose of the 

software and its environment to analyse and make clear the exact requirements including text, 

features and traceability for the requirements. Overall, in this phase the team needs to determine 

the scope of the project and the desired security level and to identify security requirements. 

Analysis of potential risks and threats is also required. The requirement gathering process 

involves getting the approval of stakeholders and peers on how the software is going to be 

developed and how it would be configured.  

 

 

 

Figure 1: Phases of secure software development model 

b. System Design & Architecture 
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          Next to investigate and define a secure architectural design with appropriate security 

control and mechanism. Create a detailed design and architecture of the software, incorporating 

security features and determine the best security controls and mechanisms to be implemented. 

Planning the system architecture allows the developers to identify core components, modules, 

interfaces, and information for a software system to fulfil its general purpose based on the Method 

Task Establish and Maintain Software Architecture [3].  

 

c. Development and Coding 

During the development phase write and code the software according to the design and security 

specifications. The current trend is to follow all the standards for the secure coding practices to 

avoid SQL injections, XSS, DoS and DDoS which disrupt and damage the network activates [4]. 

The coding should be continuously reviewed for security vulnerabilities and built around its 

vulnerabilities and validate its build for the entire system [5].  

d. Testing and Execution  

Following that, execution and testing will be done to validate the behaviour of the software as well 

as its characteristics. This phase allows developers to identify any bugs and relinquish any 

unwanted functions from the software. The decorum of testing phase is to conduct thorough 

security testing to identify any vulnerabilities or weaknesses in the software and to verify 

compliance with security requirements. The team can use both automated tools and manual 

techniques to detect potential security flaws. For the execution deploy the software in a secure 

environment, following best practices and to ensure that all relevant security measures, such as 

access controls and encryption, are properly implemented. Release only after thorough security 

assessment. 

e. Quality Maintenance and Updates 

Lastly, the quality management phase aims to provide an assurance that the product or software 

released will fulfil its functional and non-functional requirements and that everything in the 

software will meet the standards. 

          The current SSDLC can be summarised with reviewing code in every step of the 

development phase. The reviewing of code is so important that it allows the identification of early 

problems as well as risks that may be imposed later. Thus, reviewing code in every phase of the 

SSDLC is important and most popular practices do that as well. The challenge in this task is that 
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a software’s code cannot be reviewed entirely as it would take too much time and the block of 

code would just be too massive and long for a human to slowly scan through it even with the help 

of debuggers and vulnerability scanners, thus, a review in each incremental addition of code and 

each development phase would be optimal. Further, it is extremely important to regularly update 

and patch software to address any newly identified vulnerabilities. Monitor for security incidents 

and respond promptly to mitigate risks. 

 

The rest of the paper is organized as follows: Section 2 presents the issues and challenges in 

secure software development 3 presents the discussion, and Section 4 concludes the paper. 

 

2. Issues and Challenges in Secure Software Development 

 

          To be able to provide a Secure Software, the ‘culprit’ that hindering its performance must 

first be identified. An In-depth Literature Review (ILR) has been carried out and few issues and 

challenges have been categorised as weakening or causing an unsecure software. These are 

Organisational Factor, Agile Approach in Secure Software, Lack of Resources and Law and 

Regulation towards Software Development.  

 

2.1. Issue within Organisational Factor - Lack of Policy Enforcement  

 

          Recently, a qualitative analysis towards Malaysian software has been published by the 

Indian Journal of Science and Technology indicating that the Organisational Factor has been the 

reason for weakening the Secure Software [3]. The lack of policy enforcement such as no proper 

guideline showing the lack of concern towards developing a Secure Software from the 

organisation. This linked to the organisation's belief or perception about whether the product 

would be the target of an attacker or hacker, which is conflict as mostly it is opined by top 

management who do not have background and knowledge for a Secure System. For instance, a 

B2B application has been created and with the belief by the organisation that it would not be the 

target of an attacker turns out, the large growing user base is attractive and prompt to be attacked 

by the attacker. Some data that is sensitive including finance, health or education related content, 

in other words data that users are personally identifiable. 

 

2.2 Issue within Organisational Factor - Lack of Motivation 

 

          The motivating culture embraced in the organisation does not inspire software engineers 

or developers to constantly develop a Secure Software. This is closely related to the profit 
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maximisation motive of the organisation. It would only provide incentives such as allowance, 

bonus, gifts and certificates to projects or products that achieve huge profit in return, and worse, 

mostly do not have background in software, and do not have security awareness in software. 

Software engineers or developers would be unlikely to spend time and effort to learn and 

investigate how to make the software more secure, as there is a performance expectation 

standard set by the organisation, fast and efficient. They would not want to delay their 

performance in finding out the weakness in software as organisations only want the selling points 

which are the advantages of the software rather than the throwing points. The lack of training 

provided by the organisation has also been the disseminating factor resulting in developer lack of 

intention and even security awareness towards the Secure Software. The training is supposed to 

increase engineers and developer’s skills and learn the current software technologies and 

methodologies [6]. As the organisation's motive is in profit maximisation, they would not be willing 

to spend thousands or even hundred thousand on facilities for developer research on secure 

development. Interviews carried out in the qualitative analysis showed that developers are not 

satisfied with the available facilities condition and expressed that the security development 

research would have been better if they had proper testing tools and teams.  

 

2.3. Issue within Agile Approach to Secure Software 

 

          The Agile Approach begins with seventeen software developers in Wasatch Mountains of 

Utah, USA discovering the manifestos and principles that focus on flexibility in software 

development, the working software, and customer’s needs. Figure 2 and 3 shows the manifesto 

and principles that were discovered by the developers. 
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Figure 2: Manifesto for Agile software development 

 

 
Figure 3: Code Principle for Agile software development 

 

2.4 Issue within Agile Approach to Secure Software - Security Assurance  

 

          As shown in the figures 2 & 3, it focuses more on working of the software rather than the 

comprehensive documentation. It means that this approach encourages minimum work and 

evaluates the progress based on working of the software [7]. It utilises light documentation that 

conflicts with security assurance such as in System Security Engineering-Capability Maturity 
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Model (SSE-CMM) framework that requires detailed documentation for Secured Software 

developers research in ensuring the security as shown in Figure 4. Some detail issues within the 

security might be overlooked and further neglected by the security evaluators in this approach. 

The report is too general and unable to fulfil the security requirement [8]. Even automation of the 

documentation tools is hard to achieve detailed reports as customization of format is needed.  

 

 
Figure 4: CMM Security Engineering Process 

 

          This is also in reliance on their main principle that embraces responding to customer needs 

and changes requested. Whenever there is a request from a customer, developers need to adjust 

or changes pursuant to that request. Thus, code refactoring is a common practice in the Agile 

Approach. Note that frequent code changes make the security assurance activity difficult because 

the changes may result in security reviews, and tests invalidated [8]. It made security requirement 

tracing even more challenging and difficult. The method of assessing use by the security 

evaluators in Agile Approach does not match the requirement as well. This is because security 

evaluators use development process-related information such as architecture documents in 

assessing the software security. This method is inaccurate especially when the development 

process has been changed due to customer requests [9].  

 

2.5. Issue within Agile Approach to Secure Software - Cost and Profit Prioritisation  

 

          Many of the organisations tend to compromise the security level of the software especially 

when it reaches the releasing schedule. As mentioned before, organisations are in the motive of 

profit maximisation, they rather spend the time and cost for innovation that is attractive to its 

customer. Developers on the other hand are mainly responding to customer needs. Customers 

that have low security level awareness would not be able to realise that their personal data in the 

software needed stronger security. The organisation would also not state the software 

weaknesses to the customer as they are selling the product [10]. All these result in weak security 

levels within the software.  
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2.6. Issue due to Lack of Resources and Facilities  

 

          The issue of lack of resources typically seen in start-up organisations that have not enough 

models to set up complete facilities [11]. For instance, the incomplete vulnerable scanning 

solution. This causes some misconfiguration and vulnerabilities unable to be detected. Most 

organisations often provide one solution or method in assessing the information, with the opinion 

that ‘one size fits all’ is not very helpful in providing secured software. The result is inaccurate and 

unable to use in assessing the exact error or missing patches that have existed in the software. 

The poor-quality testing in assessing the security of the software might result in the system being 

more prompt to attackers and vulnerabilities as well [12]. This is due to delay and slowness in the 

manual patching system and difficulty to replicate the exact production state during testing due to 

lack of technical skills and knowledge. 

 

          There is also a missing central platform to patch the information received for retrieval and 

filtering in the Software Security Patch Management System [13]. The lack of automation in 

retrieving the information causes more human resources to be needed, with the probability of 

overlooking and human error might have occurred. Some customised software requiring expertise 

may be unable to be hired by the organisation as it is costly. This is because professional security 

training and security certification are often seen as too costly to implement in terms of time and 

resources while their value is questioned by many organisations that are profit motive [14].  

 

2.7. Issue due to Law and Regulation 

 

          The issue within Law and Regulation can be seen in government policies. The regulations 

are unclear and quickly outdated with the advancement of technology. This is often seen in the 

conflict between government sovereignty over privacy which is the main ingredient that the 

security is taking care of. The government claims that they have sovereignty over the privacy of 

individuals that can be entangled with national interest. For instance, organisations cannot refuse 

to provide personal data to the government in line with national interest, the so-called, ‘backdoor’ 

[15].  

 

          The laws are often vague and require subjective human judgement and expertise to 

interpret the law in practice. This is where the Siloed Team becomes apparent, where the legal 

team and software developer team are separated in general [16]. The lack of collaboration 

between the teams could not be blamed as lawyers and developers do not speak each other's 
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languages. For instance, the jargon and conceptual framework that learn and understand are 

totally different and this creates communication issues at different levels. Often, privacy 

professionals locked in their legal compliance preventing the access of the developers’ expertise 

[17]. The lack of diversity of the team from different backgrounds causes a certain perception that 

they thought is useful becomes impractical to perform. For instance, developers think that certain 

privacy mechanisms can be easily broken and overridden while the guidelines for implementing 

such mechanisms are complex and too theoretical to be used in practice [18]. For lawyers, due 

to the lack of in-depth knowledge in the software, they might think that the law is sufficient to 

protect the user; however, hackers could find loopholes in avoiding legal compliance.  

 

 

 

 

 

2.8. Issue within Security of Open Source Software  

 

          Open-Source Software (OSS) is a software that is open to public uses, consist of source 

code as is of available for modifications, and it typically has no charges [19]. It must meet the 

criteria of Redistribute the software without restriction; modify computer programs, Access and 

modify the source code, Distribute the modified version of the software. For instance, Linux and 

Python programming languages.  

 

          Some developers who perform malpractices from its work tend to copy and paste the code 

from the open-source libraries [20]. This is problematic as it will create vulnerability from the 

copied piece of code. The OSS vulnerabilities are made available for everyone to view on the 

National Vulnerability Database (NVD) [17]. Attackers may easily exploit and break the code via 

the database if developer malpractice has been noticed. There is also no way to track and update 

a code snippet once it is added into the codebase[21]. Furthermore, some organisations have the 

possibility of failing to update the open-source component when a newer version is available [22]. 

This will cause catastrophe as the case in Equifax breach.  

 

3. In-depth Discussion 

 

Based on the literature review that has been discussed earlier, challenges and issues are 

progressively occurring within the secure software development process as nowadays almost 

everything around us is virtually evolving into technology [23]. As mentioned earlier, it is difficult 
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to ensure and track the quick expansion of an attack’s hacking and threat capabilities. The reason 

for this is that as security evolves, new problems appear at random, offering attackers the chance 

to attack if there are flaws in the secure software development phases. The issues and challenges 

are classified into three levels which are less critical, medium, and critical.  

 

There are 2 issues and challenges that are deemed essential due to using the same technique. One 

of the first is an organisational factor, which due to lack of motivation, causes organisations to 

prioritise profit over producing safe and dependable software [23]. As a result of the lack of 

trustworthy security awareness in the programme, numerous forms of errors and flaws arise 

throughout the development process [24]. The second significant issue is the issue of cost and 

profit priority demonstrated by the agile strategy. Their primary purpose is to maximise profits, 

which leads to a disregard of software development [25]. Customers are unaware that their 

credential information has been exposed because of their involvement because all they know is 

that their needs have been granted. Both have been regarded as major concerns due to their 

similarity. Software security advances are not being built and designed appropriately; users’ 

credentials will be disclosed. Not only that but having a short-term goal will have a big influence. 

As a result of reckless and unreliable software security development that involves several gaps, 

customers will be notified that their credential information has been disclosed. With this, the 

numbers of cyber-attacks towards software development increase significantly.  

 

Moving on, another parallel discovery which considers as another critical issue or challenge that 

appear between the organisation and the agile method. This issue and challenge arise because of 

inadequate legislation and policy enforcement, which raises concerns throughout the system 

software development process [26]. As previously said, system software development is divided 

into five phases, each must be controlled and work effectively. For starters, having ambiguous and 

out-of-date instructions will lead to confusion. As a result, confusion doubles and will emerge on 

a frequent basis during the development phases process, as everyone has a different attitude about 

it. This will lead to processing the requirements thus wasting time and effort. Furthermore, since 

the number of users grows day by day, certain organisations and businesses violate the law [27]. 

They will tend to or be oblivious of allowing additional users even if they are at full capability and 

incapable of handling. Due to the security measures’ inability to meet the need, this would result 

in frequent breaches as flaws surface during the development phases. As some users are 



12 

dissatisfied with the law enforcement, which leads to poor collaboration across the development 

team owing to a lack of diversity may ensue. Besides, due to the knowledge included in the system 

software development, various needs and goals cannot be achieved due to the overcomplexity. As 

a result, security dangers such as identity theft, hacking and others emerge. 

 

Moreover, because of certain similarities with the lack of resource and facilities issue, the security 

assurance issue that happened in the agile method will function in the system software 

development is classified as a medium type of issue which has less impact [28]. This occurred 

because of taking shortcuts in completing the task by ignoring certain critical areas of the 

development. In brief, finishing the workload faster to reach the goals rather than following the 

workload faster to reach the goals rather than following the standards, which involves more effort 

and time. Some security precautions may be neglected, resulting in catastrophic repercussions. For 

example, cyber-attacks or even demolishing the development and restarting it. Furthermore, as the 

customer’s demands change, considerably more work is required since their goals do not satisfy 

the customer's expectations because of taking shortcuts [29].  

 

Another issue and challenge that happened and is classified as a medium type of issue which is 

due to lack of resources and facilities.  The cause of this problem is due to lack of capability and 

requirements to meet its objectives and expectations. This was a common occurrence in medium 

and small-sized organisations and businesses. As technology is evolving quicker than ever, several 

medium and small-sized businesses are unable to obtain the most up-to-date technology due to 

limited funds and resources. With this, certain vulnerabilities and threats will go undetected, 

resulting in major repercussions such as reputational harm or even bankruptcy. Another factor that 

contributed to this was the failure to acquire qualified managerial competence. Due to the lack of 

competence or professional management of the security of software system development, attackers 

may execute cyber assaults on a regular basis [30]. As threats increase rapidly nowadays, such 

major and serious vulnerabilities are unable to be solved without the experience of specialists [31]. 

As a result, user data is readily leaked thus harming the company’s reputation due to not being 

capable of keeping user’s data safe and secure. 
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Finally, there are lots of debates about the agreement and disagreement regarding the issues and 

challenges that arise. However, we as users must take responsibility for playing our part in ensuring 

that security is prioritised. This ensures that our credentials are kept safe and secure from 

unauthorised users.  

 

3.1. Proposed Solution 

 

We have proposed several solutions for some of the challenges identified earlier. Firstly, we 

recommend that companies and organisations should create and enforce an IT security policy 

that should be adopted by all departments and employees. This policy should contain clear and 

well-defined information regarding security. This includes what security practices should be 

implemented in the company’s software-based products as well as what steps should be taken in 

case of a security issue, such as an attack. The company should also assign staff at various 

departments and levels across the company who will ensure that the policy is being enforced 

equally by all staff. It is also advised that companies create high-level positions particularly for 

people with knowledge in secure software development because top management rarely consists 

of employees who specialise in this field. 

 

Besides that, companies should also offer bounties for penetration testing for their software. 

Ethical hacking or penetration testing is a program where companies invite ethical or white-hat 

hackers to find and exploit vulnerabilities in their systems in exchange for a payment [32]. Several 

well-known companies in the IT industry already have formal programs like this, such as Microsoft 

who offers up to US$15000 for each vulnerability discovered. An actual malicious attack on a 

company’s software could result in large losses for the company, even more than the profit they 

would have gained from releasing the software early without implementing essential security 

features. New vulnerabilities and attacking techniques are being developed every day, and 

knowing the potential impact of insecure software would encourage the top management to take 

it more seriously. 

 

In most countries, there are security and privacy-related laws which digital software and 

applications must comply with. As a whole, more collaboration is needed between people in the 

IT and legal industries in both companies and governments side. For companies, this is to ensure 

that their products are compliant to local regulations, as well as foreign laws if the products are 

available for consumers worldwide [33]. Legal experts should be integrated into software 
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development teams, and IT and legal experts should communicate regularly at every stage of 

development to discuss details of the software to resolve any issues. For example, if new laws 

are created, the legal team should inform developers on aspects of the software which need to 

be changed and the deadline before the law goes into effect. 

 

Additionally, this collaboration between IT and legal industry experts should also apply to the 

government and lawmakers. When new laws related to IT and software security are created, it is 

better if the lawmakers who draft the bill personally have a background in software development 

or can consult with a person who does [34]. This is to ensure that the laws can be clearly 

understood and are realistic. 

In [35-40], the issues related to secure software development can impact operations for all the 

machines at all levels, such as any operations related to wireless devices and their various types of 

operations, including routing, detection capabilities, etc. This lack of software processes can 

impact hardware performance, which is supposed to run the resulting software [41-48].  Further, 

the tiny software used for smart cities, smart gadgets, IoT devices, IoT devices performance and 

security gets affected [49-58] due to the quality compromises of the secure software development 

process. Ransomware and other related attacks can easily be launched and compromised [59-61] 

due to this lack of proper following secure software development approach.   
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4. Conclusion 

 

Nowadays, nearly everything around us is virtually evolving into technology, issues and 

challenges are increasingly occurring and have become more common within secure software 

development. With technology constantly advancing, the necessity for security has become a 

major topic of discussion. It is not easy to address the issues and challenges since correct 

standards, requirements and measures need to be carried out. A consideration about 

implementing and carrying out the waterfall and agile models concurrently to achieve the best 

results and outcomes. 

 

Multiple reviews and guidelines are necessary throughout the 5 secure software development 

checkups and guidelines are required to verify that each software system development step is 

carried out as planned. Assuring that any misunderstanding is identified and addressed in the 

correct manner. Not only that but ensuring that all members of the system secure software 

development share the same mentality in attaining their aims.  

 

If an issue or challenge is discovered, notifying, and labelling of the issue must be carried out 

immediately. It has been demonstrated that addressing the issue early can result in cheaper 

maintenance costs than addressing it later, which can result in catastrophic effects. Not only that 

but making sure that the software within the development is kept up to data is also crucial. Threats 

may emerge if secure software advancements are unable to be maintained.  

 

Based on the ongoing system development security debate, the predictions and proposals made 

to enhance security processes should be given top priority. Having secure and safe security 

measures included as part of the software system development process helps lessen the chance 

of difficulties and obstacles occurring. Everyone plays a role in ensuring that effective security 

measures are carried out as planned, since serious consequences will occur if it is not being 

carried out properly as intended.  
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