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Abstract—We extend the adversarial/mon-stochastic multi-play
multi-armed bandit (MPMAB) to the case where the number
of arms to play is variable. The work is motivated by the fact
that the resources allocated to scan different critical locations
in an interconnected transportation system change dynamically
over time and depending on the environment. By modeling the
malicious hacker and the intrusion monitoring system as the
attacker and the defender, respectively, we formulate the problem
for the two players as a sequential pursuit-evasion game. We
derive the condition under which a Nash equilibrium of the
strategic game exists. For the defender side, we provide an
exponential-weighted based algorithm with sublinear pseudo-
regret. We further extend our model to heterogeneous rewards for
both players, and obtain lower and upper bounds on the average
reward for the attacker. We provide numerical experiments to
demonstrate the effectiveness of a variable-arm play.

Index Terms—adversarial bandit, cyber security, pursuit-
evasion game, online learning, intelligent transportation systems
(ITS), multi-armed bandit (MAB), algorithmic learning theory

I. INTRODUCTION

Currently, the world is experiencing an evolution from the
traditional transportation system to the next generation of
intelligent transportation systems (ITS). ITS aims to satisfy
the ever-increasing need for mobility in major cities, which
has caused growing traffic congestion, air pollution, poor user
experience and crashes. Developing a sustainable intelligent
transportation system requires better usage of the existing
infrastructures and their seamless integration with information
and communication technologies (ICT). Enabled by the recent
findings in the areas of telecommunications, electronics, and
computing capabilities in recent decades, the subsystems (in-
frastructures and vehicles) in ITS are expected to interoperate
and communicate with each other, in order to provide a better
and safer traveling experience [1].

The interconnection between the infrastructures and the
vehicles relies on various types of sensors to provide state
information and situational awareness. However, this has also
increased the vulnerability of these advanced systems to cyber
attacks. For instance, recently there have been demonstrated
cyber attacks on vehicle sensors in [2], [3], where the authors
used optimization-based approaches to fool the light detection
and Ranging (LiDAR) sensors on the vehicle. At the system
level, the infrastructures and the vehicles can be viewed as
individual nodes in a large interconnected network, where a
single malicious attack on a subset of sensors of one node can
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easily propagate through this network, affecting other network
components (e.g., other vehicles, traffic control devices, etc.).
For example, Feng et al. [4] demonstrated that by sending
falsified data to actuated and adaptive signal control systems,
a malicious hacker could increase the total system delay in
a real-world corridor. Therefore, there is an increasing need
for cyber security solutions, especially for sensor security
solutions, to enhance the safety and reliability of the entire
system.

Cyber security is an extremely broad topic. However, pre-
vious work on cyber security in the realm of ITS mainly
focuses on either attack or the defense strategies. For in-
stance, there exists a large body of research illustrating the
potential risks of connected and automated vehicle (CAV)
technologies that result in anomalous/false information [5]-
[8]. In the case of CAV sensor security, several critical sensors
are illustrated in [9], including differential global positioning
systems (GPS), inertial measurement units, engine control
sensors, tyre-pressure monitoring systems (TPMS), LiDAR,
and camera. Meanwhile, CAVs require more engine control
units (ECUs) and many features of CAVs require complex
interactions between multiple ECUs, which may potentially
expose more vulnerabilities compared to non-CAVs. There
also exist several studies assessing the potential threats on the
transportation infrastructure [4], [10], [11]. For example, field
devices such as traffic signals and roadside units are suscepti-
ble to tampering. The aforementioned literature illustrates the
potential threats of sensor attacks to connected transportation
systems.

Besides threat detection, prevention is normally recognized
as one of the best defense strategies against malicious hackers
or attackers. In order to deploy better prevention mechanisms,
behaviors of both the attacker and the defender have to be
considered so that the attack profile can be predicted. There
is a gap in the literature in considering both the attacker and
the defender and the adaptive interactions between them when
devising defense strategies, which this paper aims to bridge.

Moreover, as more sensors are mounted aboard CAVs or
installed on the transportation infrastructure, it becomes more
difficult to monitor the sensors continuously, mainly due to
limited resources. Although there is a large body of literature
addressing sensor security in ITS [12]-[16], most of them
mainly focus on sensor intrusion/anomaly detection without
attack profile analysis, which considers which sensor is more
vulnerable and should be protected. In this study, we address
this by modeling attacker and defender behaviors in a game
theoretical framework. Specifically, instead of considering
intrusion/anomaly detection for all sensors in the system, we



model attack and defense behaviors in order to predict which
subset of sensors are more likely to be compromised. To be
more practical, we consider a dynamic resource constraint for
the defender. We model this problem as a sequential evasion-
and-pursuit game between two players. Consider the intrusion
monitoring system of a sensor network as the defender. At
each time, the defender selects a subset of sensors to scan,
while the number of selected sensors changes based on the
environment and scanning history, among other factors. Mean-
while, a hacker, considered as the attacker, attempts to select a
sensor to compromise without being scanned by the defender.
We assume that both the attacker and the defender are able
to learn their opponent’s behavior adaptively and with only
partial information over time, and investigate the the resulting
decision problem.

The main contributions of this work are as follows: First,
in order to predict the attack profile, we model the behaviors
of the attacker and the defender as the adversarial (or non-
stochastic) multi-armed bandit (MAB) problem and the multi-
armed bandit problem with variable plays (MAB-VP), where
the two players are playing a constant-sum game against each
other. To the best of our knowledge, this is the first study
of MAB-VP in the non-stochastic setting. Second, we derive
conditions under which a Nash equilibrium of the strategic
game exists. For the defender, we provide an exponential-
weighted algorithm, which is shown to have sublinear pseudo-
regret. Finally, we consider a more realistic setting where the
rewards are heterogeneous among different sensors, and derive
lower and upper bounds on the attacker’s average reward.

II. LITERATURE REVIEW

In this paper, we explore online learning algorithms in
the class of adversarial or non-stochastic multi-armed bandit
(MAB) problems. The adversarial MAB problem was first
addressed by Auer et al. [17], where they also proposed the
well-known exponential-weight algorithm for exploration and
exploitation (Exp3). Exp3 runs the Hedge algorithm, which
was originally proposed by Freund and Schapire [18] as a
subroutine. Since then, there have been several extensions to
this class including the online shortest path problem [19],
routing games [20], bandit online linear optimization [21], and
combinatorial bandits [22].

The multi-play multi-armed bandit (MPMAB) problem is
another research direction for MAB. In this extension, a fixed
number of resources (i.e., arms) are allocated at each time step.
The MPMAB has attracted a lot of interest and several studies
have been conducted along this direction [23]-[26]. However,
most of these studies only focus on a stochastic setting. There
is much less concentration on the adversarial MPMAB prob-
lem: Cesa-Bianchi and Lugosi [22] considered combinatorial
bandits in the adversarial setting, where they proposed the
ComBand algorithm. This algorithm has a sublinear regret in

O(M3NVTNInN ), with time and space complexities of
O (MN?) and O (K?), respectively, where M is the number
of resources (or arms selected) at each time, 7" is the number of
iterations, and N is the number of possible actions. Following
this work, Uchiya et al. [27] proposed an extension of Exp3,

Exp3.M, which runs in O (N(log M + 1)) time and O(N)
space, and suffers at most O <\/ MTN log (N/M )) regret.

However, the aforementioned algorithms only consider a fixed
number of arms to be played at each time.

Only a limited number of studies have considered variable
plays. Fouché et al. [28] proposed a scaling algorithm com-
bined with a MAB algorithm , which they call the S-MAB
algorithm. In this algorithm, the number of arms played at
each time changes in order to satisfy an efficiency constraint.
However, although the authors considered a dynamic environ-
ment, the S-MAB algorithm uses a stochastic setting, where
they assume an unknown distribution of reward for each arm.
Another work addressing the variable plays problem was done
by Lesage-Landry and Taylor [29], where they extended the
stochastic MAB to stochastic plays setting, i.e. the number of
arms to play evolves as a stationary process. Both these studies
only considered a stochastic setting, and did not conduct any
game strategy analysis.

Although there is a wealth of research on using game theory
in the transportation literature, very few studies applied game
theory in ITS cybersecurity. Sedjelmaci et al. [30] conducted
a survey on recent studies utilizing game theory to protect ITS
from attacks, which is to the best of our knowledge the only
survey paper on this topic. However, without considering the
adaptive behavior of opponents, the current literature mostly
models the cybersecurity problem as a non-repeated game,
such as the Stackelberg security games (SSG) [31], [32],
zero-sum games [33], [34], or Bayesian games [35], [36].
The solutions from these types of models are typically in
the form of equilibria with an implied assumption that the
players have knowledge of their opponent’s actions/beliefs.
Instead, we formulate this cybersecurity problem as a se-
quential pursuit-evasion game, which is also in the realm of
algorithmic learning theory. There have been several studies
of the pursuit-evasion problem [37]-[39]. However, they either
lack robustness against adaptive changes in the adversarial
behavior, or do not consider multiple plays, variable plays,
dynamic resource allocation, or heterogeneous rewards.

Since the behavior of the adversarial opponent usually
cannot be described in a stochastic way, in this paper we
study the MAB-VP problem in a non-stochastic setting, where
we propose the Exp3.M with variable plays (Exp3.M-VP)
algorithm. Next, we consider a game setting for two players,
and show that a Nash equilibrium of the strategic game exists.
Finally, we consider heterogeneous rewards for both players
and derive lower and upper bounds for the attacker’s average
reward. Numerical analyses are conducted in order to further
demonstrate our results.

III. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

Consider the repeated pursuit-evasion game between an
attacker and a defender in discrete time. At each time step
t, the attacker selects one of the N locations, indexed by
the set N = {1,2,...,N}, to hide in (e.g., compromise a
sensor), while the defender searches M, locations simulta-
neously, where 1 < a < My < b < N. The behaviors



TABLE I: Table of Notation

marginal probability that the attacker compromises/the defender scans location £ at time

indicator variable of whether the defender/attacker selects the location k at time ¢
index of the locations where the attacker compromises/the defender scans at time ¢

ap(t)/Be(t) =
t
ep(t)/ye(t) =
IJJ =
M; 2  number of locations scanned by the defender at time ¢
a/b £ lower/upper bound of M;
r(t)/s(t) 2  single step reward of the attacker/defender
w(t)/6(t) = private randomization device of the attacker/defender
wt/yt =  control policy of the attacker/defender
T % finite time horizon
N £ total number of locations
N £ index set of N locations
C %2  index set of arbitrary locations

of the attacker and the defender are described by their re-
spective set of marginal probabilities a(t) = («x(t))renr and
B(t) = (Bk(t))ken, Where ay(t) and Sk (t) are the respective
probabilities that the k-th location is chosen by the attacker and
the defender at time t¢. Note that «(t) and 5(t) represent the
adversarial behavior with respect to one’s opponent at time ¢,
where they can describe randomized strategies of the players,
or a probabilistic belief held by one side about the likelihood
of an action by the other side.

Define two sets of binary variables xj(¢) and yg(¢) such
that 2 (t) = 1 if the defender does not search location k at
time ¢, and xj(t) = 0 otherwise. Similarly, yj(t) = 1 if the
attacker compromises the location k at time ¢, and yx(t) =0
otherwise. When the attacker (defender) does not know the
type of algorithm/strategy the opponent uses, it may regard
the x4 (¢) (yi(t)) as a predetermined but unknown number.
When the attacker (defender) does have this information, it
may regard the xy(t) (yx(t)) as a random variable, where
P (zx(t) =0) = Br(t) (resp. P (yr(t) =1) = ag(t)). The
game is played in a sequence of trials ¢t = 1,2,..., 7. In this
work we consider the case that neither the attacker nor the
defender knows the strategy adopted by the other player. As
will be discussed later, they have to choose the location based
on the their history rewards.

B. Problem Formulation: Partial Information Game

In this study we consider the scenario where both players
have limited information on the adaptive behavior of their
opponent. Define m = (m,t = 1,2,...) as the control policy
of the attacker, and let II denote the policy space. Denote the
location selection (action) sequence as I = (I;,t = 1,2,...)
under policy 7 and |I;|= 1. At each time and under policy 7,
the attacker chooses one location I; € N to attack, i.e.,

I =m (2 1) (1
where a:[lt_l] = (zr,(1),...,xs,_,(t — 1)), and It s
similarly defined. (w(t),t = 1,2,...) denotes the randomized
strategy of the attacker. Let xzx(t) be the state of location
k for the attacker at time ¢. Then the attacker scores the
corresponding reward () = xp,(t). The attacker observes
only the reward 77 (t) for the chosen action I;.

The attacker receives an expected reward E[r!(t)] = 1 —
Br,(t) at time ¢, which is the mean number of successful
attacks at the chosen location. Note that in this section we
consider a homogeneous reward across all locations; however,
heterogeneous location-dependent rewards are considered in
section VII. In this study, we assume a 100% success rate
for both attacks and detection attempts. Then, within the
time window {t,t = 1,2,...,T}, the attacker considers the
following maximization problem,

T
imize E t 2
maximize {; zr, )}v 2)

where the expectation is with respect to the randomness of the
system state and the mixed-strategy of the attacker.

We assume that the defender can scan M, locations at time
t. Define v = (y,t = 1,2,...) as the control policy of the
defender, and let I' denote the defender’s policy space. Denote
the location selection (action) sequence as J = (Jy,t =
1,2,...) under policy v. At each time and under policy -,
the defender scans M, locations, denoted as set J; C A and
|Jt|= M, based on their history search and rewards, i.e.,

Jt :’yt (yl[]t_l]vJ[t_l]thaa(t)> 9 (3)

where yg_l} = (ys, (1), .., yg,_, (t—1)) with JE=1 similarly
defined, and (6(t),t = 1,2, ...) denotes the randomized strat-
egy of the defender. Let yx(t) be the state of location k for
the defender at time ¢. The defender also observes only the
rewards . ; y;(t) of the selected action .J;. Denote the total
rewards at time ¢ of the defender given the location selection
sequence J as s’ (t) = jes, Yi(t). The defender therefore
receives the expected reward E[s’(t)] = D jes, j(t) at
time ¢. This expected reward represents the mean number of
detected attacks among M; number of scanned locations.
We assume that the number of arms M; the defender
plays at each time is determined by a scaling function, i.e.
f o RN — fg a + 1,..,b}, of the d-moving average
of the rewards of each arm, where a and b are integers,
and 1 < a < b < N. We also assume that M; is a
function of the environment constraint L;, since in reality
checking a location (e.g., scanning a specific sensor/unit in a
CAV) may consume resources. Then, given the time horizon



T, the defender is trying to solve the following constrained
optimization problem:

S ui)

maximize E e
YET,J,CN t=1jeJ;

st My = f(57(¢), Le) (b

il M, (4¢)

where §9(t) = (§(£), §3(t), o 7 (1)). and G is the d-
moving average of the rewards of each arm 7. Using a moving
average of reward can allow us to capture the history reward
while at the mean time capturing the dynamic change of the
reward for each location, allowing the scaling function to
adjust the number of arms to play each time. The expectation
is with respect to the randomness of the system state and
the mixed strategy of the defender. Note that there is no
requirement for the scaling function f, other than it needs
to be bounded by integers a and b. Furthermore, L; can be an
arbitrary integer between a and b, thereby capturing any set
of environmental conditions.

When the defender knows the type of strategy the attacker
uses, it may regard y;] (t) as stochastic, i.e. assuming the at-
tacker chooses location j with probability P(yj-] =1) = a;(t).
Note that this is different from the stochastic MAB setting
where a fixed (time-invariant) distribution of rewards for each
arm is assumed. However, here we do not assume neither
the defender nor the attacker have information about their
opponent’s strategy. Hence, the difficulty is that the defender
can only estimate a;(¢) by imposing an arbitrary belief on
the adversarial behavior based on previous observations and
rewards. Furthermore, here, we do not make any assumptions
about the distribution of ov;(t).

IV. ALGORITHMS FOR THE ATTACKER AND THE
DEFENDER

We assume the attacker adopts Exp3 proposed by Auer et al
[17]. (However, as we are going to show later in section VI, the
equilibrium of the two-player game does not depend on any
proprieties of the algorithm other than a no-regret guarantee.)
The Exp3 algorithm uses an efficient and randomized policy to
select only one arm at each time ¢. The adversarial single play
bandit problem is closely related to the problem of learning
to play an unknown repeated matrix game. In this setting,
a player without prior knowledge of the game matrix is to
play the game repeatedly against an adversary with complete
knowledge of the game and unbounded computational power.
The basic idea of Exp3 is that at each time the player uses
a randomized policy such that the adversarial player cannot
know the exact choice of the player before she/he plays. For
the details of Exp3, refer to the Appendix A.

Unlike the attacker who selects a single location to attack,
we assume the defender can search multiple number of lo-
cations, which may vary at each time. Both sides seek to
maximize their respective total rewards. At the beginning of a
time step, each side needs to decide which location(s) to target,
and cannot change their selection until the next time step. We

Algorithm 1 Exp3.M-VP

1: Parameter: 7 € (0, 1]

2: Initialization: w;(1) =1 for i =1,2,..., N

3: for t=1,2,....,T do

4:  Receive the number of arms to play at each round M;.

5. if maxjen w; () > (ﬁ - %) SN wi(t)/(1 — n) then
6: Decide ~+ such that

Kt 1 77)
= (o= 1) s,
Zwi(i)zﬁt Kt + Ewi(t)<m wi(t) (Mt N

Set So(t) = {i: wi(t) > Ke}.
Set w;(t) = k¢, Vi € So(t).

7: else

8: Set Sp (t) =0.

9: end if

10:  Set wi(t) = wi(t), Vi € S§(1).

~ wl (t
11:  Set Gi(t) = M | (1— n)izjy:;(w)f](t) + ](z]? .
12:  Set J; = DepRound (M, (&1, Ga, ..., &N)).
13:  Observe rewards y;(t) € [0,1] for i € J;.
14: fori=1,2,....,N do

15:

N yi(t)/ai(t) ifie Jy,

i(t) = .

g:(t) {O otherwise.

wn(t 4 1) = { WO PG 0O/N) i i € S5(0)
w; (t) otherwise.

16: end for
17: end for

develop a variable-play extension of the Exp3.M algorithm
for the defender, which we call Exp3.M-VP, as detailed in
Algorithm 1. In the Exp3.M-VP algorithm, let S denote the
set of selected locations, and let S¢ define its complement
set. Under the non-stochastic assumption and at each time
step, the Exp3.M-VP algorithm consists of the following two
procedures:

1) Receive M;, which is determined by the scaling function

f and could be based on the environment constraint L;
as well as the history rewards §%(¢) at time ¢, among
other factors. Note that function f can take any form,
and defining its exact form is outside the scope of this
paper. Here, we assume M, is provided.

2) Apply an adversarial MPMAB algorithm which selects

M; arms (locations) to play.

For the second procedure, we use the Exp3.M algorithm
as a subroutine of the Exp3.M-VP algorithm. The Exp3.M
is proposed by Uchiya et al. [27] and is an extension of
the algorithm Exp3 for the adversarial MPMAB setting. In
contrast to the Exp3 algorithm which selects one arm at each
time, Exp3.M randomly selects a fixed number of M arms
at each time. Note that both Exp3 and Exp3.M suffer from
sublinear (weak) regret, or no-regret. In order to make sure that
the probability of selecting location 7 by DepRound at step 12,
i.e. &;(t), does not exceed 1, the Exp3.M-VP algorithm checks
W %) S gy a
step 3. If that is the case, &;(t) calculated at step 11 will be less
than 1 for all ¢ = 1,2, ..., N without any weight modification,
and the set Sy (¢) is set to @ at step 8. Otherwise, all the actions

whether all w;(¢)’s are less than



¢ with w;(t) > k¢ are classified into Sp(t) and set to x; at
step 6. Doing this, we have &;(t) = 1 for all 7 € Sy(t). The
subroutine DepRound [40] at step 12 draws M; out of N
items with the specified marginal distribution (&1, G, ..., &N ),
and is included in Appendix B.

V. ADAPTIVE LEARNING OF THE DEFENDER

In this section, we address the adaptive learning of the
defender. Based on Algorithm 1 for the defender, the problem
(4) can be recast by removing the constraint set, since will
divide the problem to a scaling procedure and the MAB-VP.
Formally, let y(t) := (yx(t),Vk € N) for t = 1,...,T over
a finite horizon 7. For any search sequence of the defender
J = (Jy,t = 1,2,...) and a fixed sequence of attacks by the
attacker (y(1),y(2),...), the total reward of the defender at
T, denoted by G7(T), is given by

T
J
GIT) =" (). (5)
t=1jeJ;
Here, we obtain the maximum reward by consistently
searching the subset .A,/,, which is the most attacker-active
location set at each time step ¢ with cardinality M;:

T
Guax(T) = maxz Z yi(1). (6)
A,
t=1 k€ Anr,
Let us define A = Uy, Apr,, where A C N. Note that if
M, € {a,a+1, ..., b}, the location index subset Ay, is defined
such that A, C Ay C ... C A, = A
The regret is then defined as

R(T) = Gmax(T) - GJ (T) (N

When a = b, i.e. My is time-invariant, the above regret reduces
to the standard regret of MPMAB problem.

Since we care more about the competition against the
optimal action in expectation, we define the pseudo-regret
for our MAB-VP problem following the definition of pseudo-
regret in [41] as:

R(T) = Gumax(T) — E[G'(T)), (8)

where the expectation is with respect to the randomness of the
system state and the mixed-strategy of the defender.

Theorem 1. For any N > 0 and for any n € (0,1], if M, is
lower bounded and upper bounded by two positive integers a
and b respectively, then

Repsmvp(T) = Guax(T) — E [ngpj\M-VP(T)]
<Q+“‘”§m&ﬂﬂ+NmN ©)
a n b
holds for any assignment of rewards and for any T > 0.
Proof. See Appendix C. ]

By appropriately choosing the parameter 7, we can obtain
the following corollary:

Naln(N/b)
(a+(e—2)b)bT

- b N
Regpsmve(T) <2 <1 +(e— 2)a> W

holds for any T > 0 and for any assignment of rewards.

Corollary 1.1. Set n = min {1, } Then

The proof of Corollary 1.1 is the same as that of Corollary
3.2 in [42]. For the proof of Corollary 1.1, see Appendix D.
Note that when a = b, the upper bound in Corollary 1.1 is
the same as the upper bound of Exp3.M in [27], and when
a = b = 1 the upper bound becomes the same upper bound
obtained for Exp3 in [17].

Corollary 1.2. Define 3., := liminfE | %3], SJ(t)} as

T — 00
the average reward of the defender over infinite time horizon.
Using the same parameter 1 as in Corollary 1.1, when the
defender uses the Exp3.M-VP algorithm against the attacker
who adopts a no-regret algorithm, we have 5o, = & if My is
a wide sense stationary process with mean v.

In order to prove Corollary 1.2, we need the following
lemma, which was originally derived in [39].

Lemma 2. When the defender (pursuer) is adopting Exp3.M
and the attacker (evader) does not know the type of algorithm
used by the adversarial opponent, then v = %, where v is
the game value of the repeated constant-sum game for the
defender.

Then the proof of Corollary 1.2 is as follows.

Proof. The above problem is equivalent to the problem of two
players playing an unknown repeated bimatrix game, where
the game value v;; (¢ = 1,2 for the row and column player
respectively) is changing over time. Define the game matrices
as two IV x IN matrices B and C, where B;; + C;; = 1 for
any (4,7) € N x N. At each time ¢, the defender (i.e., the row
player) chooses J; rows of the matrix, and at the same time, the
attacker (i.e., the column player) chooses exactly one column
I = k. The defender then receives the payoff jea, Bik =
>_jes, Yi(t). The defender uses a mixed strategy p; at each
time ¢, where p; € [0, 1]V, and the attacker chooses according
to a probability vector q; € [0,1]". Note that the sum of p;
equals M, and the sum of q; equals 1. Let v;; be the game
value of the game matrix B at time ¢. Then by Corollary 1.1,
we have

T
=E > yi(t)

t=1 jeJ,

B iZBﬂC

t=1 jeJ,

(10a)
>Gnax(T) — 2 (1 + (e — 2)b)

a
X \/bTNln%.

v1,; = max min p; Bq; = min max p;/ Bq;.
Pt qt qt Pt

(10b)

Let p; be such that



Then we have

T N
Gax(T) > ZZ pravi(t (11a)
=
=> ply(®) (11b)
t;l .
= piBa =) v (11¢)
t=1 t=1

where q; is a distribution vector whose I;-th component is 1.
Combining (10) and (11), we have

H \

1 <& b
zf;vuﬂ <1+(e2)a>

X \/len%/T.

Note that at each time ¢, v;,; = M;v;, where vy is the game
value when the defender only chooses one location. Hence,
by taking the limit of (12) and according to the law of large
numbers we have

12)

Soo = liminf— Zvlt (13)

T—o00

rvq,

where the first equality comes from the fact that the attacker
is also adopting a no-regret algorithm (e.g. Exp3). Finally,
according to Lemma 2, we obtain the result.

]

Corollary 2.1. Under the setting that the defender adopts
Exp3.M-VP and the attacker adopts a no-regret algorithm,
assuming that My is a wide sense stationary process with mean
v, each player adopts the best response for the infinite-horizon
problem.

The proof can be obtained by extending the proof of the
defender side in Corollary 1.2 to both sides, and is omitted
for brevity. Note that in Corollary 1.2 and Corollary 2.1 we
do not specify which type of learning algorithm the attacker
is using, and the only assumption is that the attacker adopts a
no-regret algorithm.

VI. ADAPTIVE LEARNING OF THE ATTACKER

We assume that the attacker adopts the Exp3 algorithm to
randomly attack one location at each time step. The Exp3
algorithm runs the algorithm Hedge as a subroutine. Unlike
the Hedge algorithm which directly takes advantage of the
full information of the reward vector x(t) := (x;(t),Vi € ),
Exp3 observes partial information and feeds the simulated
reward vector X(¢) := (#;(¢),¥i € N) to the Hedge. The
Hedge will then update j3;(¢), which is the prediction of
probability 3;(¢) for i € N. For more details about the Exp3
and Hedge algorithms, see Appendix A.

The defender adopts the Exp3.M-VP algorithm, which has
a sublinear regret, as shown in Theorem 1. As a result, if
the attacker favors one location, intuitively the defender will

eventually identify this most attractive location, and fails to
scan it only at a rate no more than sublinear in 7. When M; is
a time-invariant constant, it follows immediately that the best
strategy for the attacker over an infinite time horizon is to treat
each location equally, either in a stochastic or deterministic
way. However, when M, is a variable, the same argument
cannot be trivially made.

Theorem 3. Define 7o, := liminfE [% Zle ri(t)|, and let
T—o0

the location sequence g be the sequence of the greedy policy
Tgreedy, Where g(t) = argmin;en B;(t) for all t. If M, is

bounded by two positive integers a,b such that M; € {a,a +
., b}, then under any policy m we have:
_ N —a
Too < ;
and under the greedy policy Tgreedy,
N —b
Too = .
Proof. See Appendix E. ]

Note that by Corollary 1.2, we can directly obtain the
following result,

Corollary 3.1. Under the setting that the defender adopts

Exp3.M-VP, the attacker adopts Exp3, and M, is a wide sense

stationary process with mean v, we have 7o, = X e

Moreover, when M, is a wide sense stationary process,
following the proof of Theorem 3, it is not hard to show
that even the greedy policy can obtain 7o, = N2
the above argument does not require Exp3.M-VP to have any
property other than a no-regret guarantee, and therefore the
greedy policy for the attacker can be a countermeasure against
the entire family of no-regret algorithms. For the defender part,
according to Corollary 1.2 and Corollary 3.1, a straightforward
path to increase the average reward in an infinite time horizon
is to increase the value of v, i.e., assign more resources to the
intrusion monitoring system.

VII. ADAPTIVE ADVERSARIAL LEARNING WITH

HETEROGENEOUS REWARDS

In this section we consider heterogeneous rewards that
are location-dependent. This corresponds to a more general
setting, since in reality some locations (e.g., sensors) are more
critical to the system than others. Let p; be the location-
dependent reward corresponding to the k-th location. That
is, the rewards of the attacker and the defender are r!(t) =
pr,xr, (t) and s7(t) = 32,5 pyy;(t), respectively. Without
loss of generality, we assume that 1 > s > ... > uny. We
denote the frequency of location k being selected given the
selection sequence I as df (7)) over a time horizon T, i.e.,

N

T N
1 1
Tzult = Tzcé(T)Mk = Zdi(T)Mk (14)
t=1 k=1 k=1
where ¢l (T) = [{t <T:1,=k}| and dL(T) = cL(T)/T.

Note that c¢/(T) is the total number of times location k is



selected by the attacker over horizon T' given the selection
sequence I.

Since the problem is no longer a constant-sum game un-
der the setting of heterogeneous rewards, Corollary 2.1 and
Corollary 3.1 cannot be directly applied. However, we can still
show that when the reward for each location is heterogeneous,
the average reward 7, in an infinite time horizon is bounded
within an interval determined by a, b, and pg, k= 1,2,...,N.

Theorem 4. Given heterogeneous rewards, the average re-

ward of the attacker T over an infinite time horizon is
—b K —a

ZK71 1223 Z

a constant determined by i, values such that b< K*<N.

bounded within the interval [ , where K* is

In order to prove Theorem 4, we need Lemmas 5 and 6, as
follows. Let supp(d) = {k € N : d > 0} for any feasible
solution d, and let K* be the cardinality of supp(d). Then we
have the following lemmas:

Lemma 5. For any optimal solution d* of problem (18), (1)
prdy, = pjid; for any k,j € supp(d*), and (ii), supp(d*)
consists of the indices of locations with the K* highest .

Lemma 6. Problem (23) is lower bounded by E =b_

The proofs of Lemmas 5 and 6 can be found in the
Appendices F and G, respectively.

Now we shall give the proof of Theorem 4 as follows.

Proof. The average reward of the defender when using
Exp3.M-VP is given by
T
E[Géxp3.M-VP(T)] =L Z 155 (t) (15a)
t=1jeJ,
T N
= Z Zﬂkyk;( )Br(t) (15b)
t=1 k=1
T
=, B,(1) (15¢)
t=1
T T
=, -E [Z rl(t)] (15d)
t=1 t=1

for any realization I.

Then we have

+2 (1+(e— )Z),/len/T

(16¢)

where C(N,a) = {S C N :|S|= a}, namely, the set of all
subsets of size a in A/. The second inequality uses the fact
that

Gmax(

) > Jeng(a[\:f o Z Z Hj Zl/g

t=1 jeJ
= max
Jec Na)ZMJ J

Therefore, by having T' approach infinity, we have

Too < liminfFE d —  max
T—>oof l;;uk k JEC(N(I)ZN] j
(17)
for any policy 7.
Consider the following optimization problem
N

maximize dp — , 18
deAn kz:lluk k J Tg?ga) ZMJ J (18)
where A is the set of distributions over A" and d = (di, k €

N). Let the optimal solution and its objective function value
be d* and 7., respectively. Then we have

max

JEC(N,a) Z Hid;

N
Too < Tmax = Z,ukdz (19)

k=1

Without loss of generality, we assume that supp(d*) =
{1,2,..., K*}. Therefore, according to Lemma 5, we have
dy = —Be for all k < K*. Then the optimal value

5(:1 1/p;
of problem (18) is given by (K* — a)/ZjK:l 1/p;, which is
increasing with respect to the value of K* = 1,2, ..., N. This
gives the upper bound of 7.

When the defender adopts Exp3M-VP, we have



E[G]{pr3 (T)] 2 G:nax(T) - O(T) (20)

where G]IEXp3 (T) is the total reward of the attacker when
adopting Exp3, and Gl .. (T) = maz Zle xp(t) is the
€
maximum total reward the attacker can gain when selecting
a fixed location to attack.
Similarly, define h{(T) = |{t < T : k € J;}| and [;J(T) =
h{(T)/T. Then, we have
/ _ _pJ
CTYmax (T) - Teaj\:}j Mk (T hk (T)) (21
Thus, the average reward 7, of the attacker over an infinite
time horizon is lower bounded by

Too = liminfE {mam pg (1 — li(T))} . (22)
T— o0 keN
Consider the following optimization problem
minimize maz pg(1 — ), (23)

cEAN keN

and denote the optimal value of problem (23) as ryj,. Then

according to Lemma 6, ry;, = %, which gives us the
_ k=1 Mk
lower bound of 7.
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Fig. 1: Range of the average reward of the attacker in an infinite time
horizon under different attack success rates.

Theorem 4 is practical when the attack success rate of
the attacker is not 100 percent for all locations, where pi
represents the success rate of attacks on location k& for the
attacker. Note that although Theorem 4 assumes heterogeneous
rewards, it can be simply applied to homogeneous rewards
as well. Figure 1 shows the range for the attacker’s average
reward in an infinite time horizon under different attack
success rates, where we assume the same attack success rate
for all locations for simpler visualization. Note that we do not
even assume that M, is a wide sense stationary process; the
only assumption here is that it is confined within a range with
lower and upper bounds a and b, respectively. The shaded blue
region in Figure 1 indicates the potential reward the attacker

can obtain in infinite time, and the red and blue lines indicate
the lower and upper bounds on the attacker’s average reward in
infinite time, according to Theorem 4. When the attack success
rate is 1, the lower and upper bounds become equivalent to
the bounds in Theorem 3. It is straightforward to see that the
lower the success rate of the attack, the safer the system will
be.

VIII. NUMERICAL ANALYSIS

We conducted extensive simulations illustrating the perfor-
mance of the proposed algorithm and policy. Our numerical
analysis consists of three parts. In section VIII-A, we conduct
simulations to test the Exp3.M-VP performance under a single-
player setting. In section VIII-B, we compare the performance
of Exp3.M-VP with several bandit learning algorithmes, i.e., the
Exp3, Exp3.M, upper-confidence Bound (UCB) [43], and e-
greedy algorithms [44], on real in-vehicle network datasets
from the Car-Hacking datasets [45]. In section VII-C, we
run simulations on the proposed game model and algorithmic
solutions.

A. Simulations on a Single Player

In this section we consider the single-player setting, where
the Exp3.M-VP algorithm was evaluated on a ten-armed bandit
problem with rewards for arms drawn independently from
Bernoulli distributions with means {0.75,...,ﬁ,...,0.075},
with & = 1,2,...,10. This scenario was simulated over a
fixed time horizon T' = 20,000 time steps. The number of
arms played at each time step is drawn independently from a
discrete uniform distribution over {1, 2, 3}. Parameter 7 is set
to 0.1.

Figure 2a shows the regret of Exp3.M-VP versus the ex-
pected upper bound of the regret from Theorem 1. We can
see that the actual regret of Exp3.M-VP has a smaller rate
than its expected upper bound and the discrepancy becomes
larger as time increases. Figure 2b shows the change of the
normalized weight for each location over the entire time
horizon. As shown in this figure, Exp3.M-VP chooses the top
three locations (i.e. the blue, orange, and green curves) with
the highest average reward only after a short period of time,
and the rest of weights vanish to nearly 0. The reason why
only three locations pop up is that M;, i.e. the number of
the arms played at each time, is within the set {1,2,3}. The
fluctuations of the weights are partly due to the fact that the
Exp3.M-VP algorithm needs to explore different locations in
order to update the choice prediction and estimation, and partly
due to the fact that the sum of the weights must always equal
to My, which is changing over time.

B. Evaluations on Car-Hacking Dataset for the Defender

In this section we compare Exp3.M-VP with Exp3, Exp3.M,
UCB, and the e-greedy algorithms by implementing these
algorithms over two in-vehicle network datasets from the Car-
Hacking datasets. The Car-Hacking datasets are generated by
logging the Controller Area Network (CAN) traffic via the
OBD-II port from a real vehicle while message injection



12000 | === Exp3.M-VP regret

= expected upper bound

10000 A

8000 1

6000

4000 A

Cumulative (weak) Regret

2000 A

T T T T T T T T T
0 2500 5000 7500 10000 12500 15000 17500 20000

(a) Exp3.M-VP regret (blue curve) and expected upper bound of regret

(orange curve).

0.5 l |

N+ “’ i"‘t "!4‘*
l'; E’qr} 'Lﬂ p; W b r'l ‘

0.4

0.3

Weight

|
0.2

L AN

0.0

.\

T
17500

T T T T T T T T
0 2500 5000 7500 10000 12500 15000 20000

(b) Normalized weights of 10 arms over 20,000 time steps.

Fig. 2: Simulation of Exp3.M-VP on a ten-armed bandit problem.

attacks were made. The Datasets each contain 300 intrusions
of message injections over 26 unique CAN IDs. Each intrusion
is performed for 3 to 5 seconds, and each dataset has a total
of 30 to 40 minutes of the CAN traffic. Specifically, we test
the performance on the spoofing attack datasets, which were
conducted on the RPM gauze and the driving gear. That is,
among 26 arms representing CAN IDs, two of them (RPM
gauze and driving gear) contained spoofing attacks.
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Fig. 3: Cumulative average rewards for e-greedy, UCB, Exp3,
Exp3.M, and Exp3.M-VP.

Figure 3 shows the cumulative average rewards for each
bandit learning algorithm used by the defender. The experi-
ments were conducted over 7' = 7,000 time steps, and the
number of arms played by Exp3.M-VP was sampled from a
truncated Gaussian distribution within the interval [1,3], with
mean 2 and standard deviation 0.8. The number of arms played
by Exp3.M was set to 3. We can see that both Exp3.M and
Exp3.M-VP obtain higher cumulative average rewards than
other single-play setting algorithms, due to the benefits from
multiple or variable plays. Exp3.M-VP in this setting is a
constrained version of Exp3.M, since the number of arms in
Exp3.M (3) is an upper bound on the number of arms available
to Exp3.M-VP ([1, 3]). This indicates that Exp3.M-VP may

have access to a smaller number of arms due to resource
constraints. To make it more challenging, Exp3.M-VP does not
know in advance the number of number of arms it may have
access to in the future. Therefore, not surprisingly, Exp3.M
obtains a slightly higher cumulative average reward than
Exp3.M-VP. However, interestingly, eventually the cumulative
average rewards of Exp3.M and Exp3.M-VP approach the
same value. This demonstrates the power of the Exp3.M-VP
algorithm: despite the fact that in average Exp3.M-VP plays
fewer arms than Exp3.M, it can match the performance of
Exp3.M. The reason is that only 2 out of of 26 CAN-IDs
contained spoofing attacks, and after a period of time (i.e.
around 3500 iterations), both Exp3.M and Exp3.M-VP are able
to identify the top two most rewarded CAN-IDs.
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Fig. 4: Average reward of Exp3.M and Exp3.M-VP under different
M; and v.

We further conduct sensitivity analysis on the number of
arms played by Exp3.M and Exp3.M-VP. Specifically, we
test the performance of the two algorithms with M = v €
{4,5,6,7}, where M is the number of arms played by
Exp3.M. For each v, we sample M; from a truncated Gaussian
distribution within the interval [v — 1, v + 1], with mean v and



standard deviation 0.8. As such, in this set of experiments
the number of arms played by Exp3.M is the mean value of
the number of arms played by Exp3.M-VP. Figure 4 shows the
results. This figure demonstrates the average reward of the two
algorithms under four values for M and v. We can see that the
performance of the two algorithms are very close, mainly due
to the fact that M = v. Note that here, in some instances
Exp.M-VP will have access to less resources/arms, and in
some instances more. As a result, throughout the iterations,
sometimes Exp3.M outperforms Exp3.M-VP, and sometimes
it underperforms. However, eventually both algorithms reach
the same reward and successfully identify the attacked arms.
This again demonstrates the strength of Exp3.M-VP, because
the number of arms are determined exogenously and therefore
Exp3.M-VP is able to match the reward obtained by Exp3.M
under uncertainly on the number of available arms at each
time.

C. Simulations on Two Players

We now consider a game setting where two players, i.e.,
an attacker and a defender, are playing the pursuit-evasion
game against each other. This corresponds to the realistic
scenario where a malicious hacker is trying to compromise
either the sensor/ECU in an in-vehicle sensor network, or the
entire vehicle/infrastructure in an interconnected transportation
system without being identified by the intrusion monitoring
system. At the same time, the intrusion monitoring system is
trying to identify as many compromised locations as possible
to minimize the potential loss. We consider a ten-armed
bandit problem for the two players, where the attacker adopts
Exp3 and the defender adopts Exp3.M-VP. The scenario was
simulated over T' = 100,000 time steps, and the number of
arms played by the defender was sampled from a truncated
Gaussian distribution within the interval [1, 3], with mean 2
and standard deviation 0.8. The parameter 7 for both Exp3
and Exp3.M-VP was set according to Corollary 1.1.

Figure 5 illustrates the average reward and the equilibrium
reward for the two players. Since we have N = 10 and v = 2,
according to Corollary 1.2 and Corollary 3.1, the equilibrium
rewards for the attacker and the defender are 0.8 and 0.2,
respectively. We can see that the average rewards of both
players converge to the equilibrium rewards after a relatively
short period, and after that the average rewards stay around the
equilibrium reward with small fluctuations. The fluctuations
are due to the fact the Exp3 and Exp3.M-VP use randomized
policies and need to occasionally explore different locations
in order to update the choice predictions and estimations.

IX. CONCLUSIONS

In this paper, we extend the adversarial/non-stochastic
MPMAB to the case where the number of plays can change
in time, and propose the Exp3.M-VP algorithm for obtaining
the variable-play property. This extension is motivated by the
uncertainty of resources allocated to the intrusion monitoring
system to scan at each time in resource-constrained systems,
such as an interconnected transportation system. We derive
a sublinear regret bound for Exp3.M-VP, which simplifies to
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Fig. 5: Average reward of the attacker and the defender over 100,000
time steps.

the existing bounds in the literature when the number of arms
played at each time is constant. We introduce a game setting
where an attacker and a defender play a pursuit-evasion game
against each other. The defender, who represents the intrusion
monitoring system, adopts Exp3.M-VP and the attacker, who
represents the malicious hacker, adopts Exp3. We derive the
condition under which a Nash equilibrium of the strategic
game exists. Finally, we consider heterogeneous rewards for
arms, and obtain lower and upper bounds on the average
rewards for the attacker in an infinite time horizon. We provide
several numerical experiments that demonstrate our results.

This work provides insights on deploying an intrusion
monitoring system either in an in-vehicle network or a trans-
portation network: In order to minimize the potential loss of
the system from cyber threats, one can either increase the
average resources allocated to intrusion monitoring, or change
the potential reward vector for each location to reduce the
reward bound in Theorem 4. One of the potential extensions
of this work is to consider the connectivity or correlations
between different arms, which can take into account the spread
of the cyber attacks, and use such information to facilitate the
decision making of the intrusion monitoring system.

APPENDIX A
HEDGE AND EXP3 ALGORITHMS

Algorithm 2 Hedge

1: Parameters: . € RY.
2: Initialization: Set 7% (1) := 0 for all k € N.
3: fort =1,2,...,T do
4:  Choose action I; according to the distribution
5 1+ L)Tk(t)
k= .

Z;‘Vzl(l + )™
5 Receive the reward vector x(¢) and score gain xy, (¢).
6:  Setri(t+1) :=7ri(t) + zx(t) for all k € N.
7: end for




Algorithm 3 Exp3

1
2
3:
4

5:

8:

. Parameters: ¢ € R™ and 7 € [0, 1].
. Initialization: Initialize Hedge.
fort=1.2,..T do
Obtain the distribution vector 3(t) = (Bk(t),k € N) from
Hedge.
Select action I to be k with probability
Br(t) = (1= n)Bu(t) +n/N.
Receive the reward zy, (t) € [0, 1].
Return the simulated reward vector £(¢) = (2x(t),k € N) to
Hedge with
n Ty, (t) . —
ety = AN X TE=L
0 otherwise.
end for

APPENDIX B
DEPROUND ALGORITHM

Algorithm 4 DepRound: The Dependent Rounding Algo-
rithm

1:

2:
3:
4.

Inputs: Natural number M < N, marginal distribution (px, k €
N) with 30 pe =M

Output: Subset N7 of A such that |N;|= M

while {k e N : 0 < pr <1} # 0 do

Choose distinct ¢ and j such that 0 < p; < land 0 < p; <1
Set p = min{1 — p;,p;} and ¢ = min{p;,1 — p;}
Update p; and p; as
(pi,py) = (pi + p,pj — p) with probability ﬁ
PPl = (pi — ¢,pj +¢)  with probability ;2
: end while
creturn {k:p,=1,1<k< N}

APPENDIX C
PROOF OF THEOREM 1

Proof. Let Wy := Yoo, wi(t) and W/ = Yoo wi(b).
Then, at each time step t,

Wit Z wi(t—l—l) U}i(t—Fl)
= — Yy (24a)
Wi i€SE(t) ¢ i€S0(t) Wi
w (t) nMy . w; ()
1€S§(t) i€So(t)
(24b)
i (¢ M
< 3wl ) 1 e-2)
. t
1€S§(t)
M, RN 2 Wy t
(”Ntyi(t)) > % (240)
€80 (t) ¢
w/! wi(t) | nMy
=14 L It _
2 [Nyz(m(e 2)
1€S§(t)
2
nM;
Tty 24
(") ] Q40
W~ i & [
=14 L : 1y -2
+ W Z ~ [N () + (e —2)
1€S§(t)
M. 2
< () ] (24e)
n P, (e = 2) Mynp?
<1t L ST Gty + S
T—nN & (= nN
X Z ai(t)g7 (t (24)
1€S§(t
n (e = 2)Mn?
<1+ Z yilt) + ——— e
-mN i€J,NSE (1) L —nN
x> Gilt). (24g)
€N

Inequality (24c) uses e® < 1+ a + a?, Va € [0,1], equality
(24e) holds because of step 11 in Algorithm 1, inequality
(24f) uses the fact that % < 1, and the last inequality
(24g) holds because az(t)yl(t) = y;(t) <1 fori € J; and
&;(t)9;(t) = 0 for ¢ ¢ J;. Then, according to inequality (24g)
and by summing over ¢, we have

T
WT+1 Wt+1
1 = In 25a
w ; 7 (252)
T
<> |14 " S wi)
t=1 (1—7]) e JNSE(t)
1€ J )
—2M
1 ez Mo “7 S al ] (25b)
iEN

Z 2. wl)

N3 zeJtﬁSC(t)

—2)b AN Z > it (25¢)

TI t=14ieN



where inequality (25c¢) holds because 1+y < e¥ and M; < b.
On the other hand, define A7 as the best location index
subset with b elements. Then,

Wr i1
1 > 1 2
YT, = W (262)
Lnw; (T +1
> Z]GA J( ) Cln 2 (26b)
b
n N N
> i E E 9;(t) — In 7 (26¢)

JEAL t:5ESS(L)
where inequality (26a) holds because A7 C N, inequality
(26b) comes from the inequality of arlithmetic and geometric

means, i.e. %22:1 = (H;?:l yj>3, and inequality (26c)
is obtained by recursively applying step 15 of Algorithm 1,
which results in equality (27):

wi(T+1) =exp | (bn/N) > 35(t) 27)
t:jESG(t)
Note that we also have
T
Yoo wO<Y Y w (28a)
JEAL t:5€S0(¢) t=14ieSo(t)
T
<o) DL ) (@sh)
=1 ies0(t)

where inequality (28a) is due to the fact that §,(t) =
y;(t),Vj € So(t), and the last inequality (28b) holds because
€ (0,1].
Combining (25¢), (26¢), (28a), and (28b), we have:

XY s+ Y ¥ p-mg

JEAS t:5ESE(t) JEAG t:5€So(t)

1 —2)nb
< ﬁngp&M-vp( (e 77 ZZ (t) (29b)

n t 1ieN

(29a)

Taking expectations of both sides of inequality (29), we
obtain

N N
oy um+ > Y g5(t) = —In o= (30)
JEAY t:5ES5 () JEA; t:j€So(t) U
1 (e —2)nb d
< ———E[GL snmvp(T)] + —2 i(t
Sa—y [ Ep3.MVP( )] (1—U)N;§y()
(30Db)
1 J (e —2)nb
< - U)E [GExp’j.M-VP(T)] + 1 —n)a Gmax(T), (30c)
where  inequality (30b)  uses the  fact  that
Egi(t)1S(1), ..., S(t = 1)] = i(t), and
Z > ilt g Grnax(T). (31)

t=14ieN

Since Aj = Uy, Ay, trivially holds, we have

Gmax(T)——ln—<Z >t

FEAS L:5ESE(L)

Y X a-Tmy

JEAL t:5E€S0(t)

(32)

(33)

Therefore, by combining (30) and (32), we obtain the

inequality stated in the Theorem 1. ]
APPENDIX D

PROOF OF COROLLARY 1.1

Proof. For any T' > 0, we have Gpax(T) < bT. If bT <
%, then the bound is trivial since the expected
regret cannot be more than b7T. Otherwise, by Theorem 1,

the expected regret is at most

(1 + (e—z)Z),/bTNln]Z

Naln(N/b) [

by plugging in 17 = \/ Gre—2yme7

APPENDIX E
PROOF OF THEOREM 3

Proof. Note that

1
Foo =1 — liminfE [Tngp&M_VP(T)} (34a)

T—o0

<1 timinf 1 (Gmaxm = (1 e 2)2)
\/bTN In JD (34b)

=1- ll;n _fnf Gmdx( ) (34c)

N —a (34d)

- N
for any policy 7 of the attacker, where the last inequality (34d)

comes from the fact that G (T) > % for any defender’s

policy . R
Under the greedy policy we have B4 (t) < %, which
implies r(t) > &=2 for any ¢. Therefore by using the greedy
policy Tgreedy, We have 7o > NT’Z’.
|

APPENDIX F
PROOF OF LEMMA 5

The proof of Lemma 5 is an extension of the proof of
Lemma 4 in [39]. The main difference is that the matrix H
is now an N x |C(N,a)| matrix compared to the one in the
original proof which is N x N.

Proof. 1) The problem (18) is equivalent to



[C(N.a)| N
max min di — 35
max. min Z Z pdy Zug U, (35)
n=1 JjE€In
which can be rewritten in matrix form:
maxr min dTHu, (36)

dEAN UEAN

where T denotes the transpose, and

T
07 Has Ha

H=— Ha+1; Ha+1
HN—at+1, - 0

HUN, 0 |

where each column j represents one set S C C(N,a) such
that for all ¢ € S, H;; = 0 and for all i € N'\' S, H;j = p;.
The remaining proof is the same as the original proof.

Now consider a zero-sum game with the payoff matrices
for the row and the column players being H and —H, whose
mixed strategy vectors are d and u, respectively. Any optimal
solution d* to the problem (18) is a Nash equilibrium strategy
for the row player, and by the indifference condition, we obtain
for any j € supp(d*),
= Const.,

Z k € supp(d™) 37

k]

which implies . dj, = p;d; for any k, j € supp(d*).

2) The second part of the Lemma is proved by contradiction.
Assume that there exist ¢ € supp(d*) and j € N\ supp(d*)
such that p; > ;. Let o be a constant such that o = ud}
for any k£ € supp(d*). Then consider a feasible solution d,
where di, = 0 for all &k € (N \ supp(d*))\ {j}) U {4}, and
drp = dj + € for all k € (supp(d*)\ {i}) U {j}, with € =

df(1 — p;/p;)/K*, which yields a higher objective value.
|
APPENDIX G
PROOF OF LEMMA 6
Proof. Consider the following linear program:
rninlimize P (38a)
P
st p+ el < pg, (38b)
dolk<b, (38¢)
k
Iy <1, (38d)
lx > 0. (38e)

It is easy to see that problem (23) is lower bounded by the
problem (38).
Then the dual of the program (38) can be written as

N
ma)filgnze Z prdy — q (39a)
k=1
N
st S i < (39b)
k=1
N
> dp =1, (39¢)
k=1
di > 0. (39d)

Note that program (39) is equivalent to the following
problem

max 40)

max1mlze Z rdi — Z
a JEC(N,b) Hids,

which is essentially problem (18), except for changing the set
C(N,a) to C(N,b). Therefore problem (40) has the optimal

value %_Z, which provides us with the lower bound. W
k

k=1
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