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SBOM (AND BEYOND)
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SBOM IS HERE

“The future is already here —  
it’s just not very evenly 
distributed.” 

– William Gibson
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BOMBS & VISIBILITY
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WE’RE ALL IN A SUPPLY CHAIN – MOST OF US ARE IN THE MIDDLE
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Produce
The person or organization that 

creates a software component or 
software for use by others


[write/create/assemble/package]
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Choose
The person or organization that decides 
the software, products, and/or suppliers 

for use


[purchase/acquire/source/select/approve]
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Produce
The person or organization that 

creates a software component or 
software for use by others


[write/create/assemble/package]

Choose
The person or organization that decides 
the software, products, and/or suppliers 

for use


[purchase/acquire/source/select/approve]

Operate
The person or organization that operates 

the software component or software


[uses/monitor/maintain/defend/respond]



Produce Choose
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Operate

Security Risk

cc
License Risk

Compliance Risk

High Assurance

Benefits

Less unplanned, unscheduled work A more accurate total cost of 
ownership More efficient administration

Avoid known vulnerabilities Easier due diligence
Faster identification and resolution. 

Know if and where specific 

software is affected.

Quantify and manage licenses and 
associated risk Easier due diligence More efficient, accurate response to 

license claims

Easier risk evaluation. Identify 
compliance requirements earlier in 

lifecycle

More accurate due diligence, catch 
issues earlier in lifecycle Streamlined process

Make assertions about artifacts, 
sources, and processes used

Make informed, attack-resistant 
choices about components

Validate claims under changing and 
adversarial conditions

$
Cost



USE CASES, ROLES & BENEFITS
➤ Captures use cases for SBOM throughout the 

software supply chain 

➤ Describes SBOM Personas and related benefits 
for those who: 

➤ Produce Software 

➤ Choose Software 

➤ Operate Software 

➤ Also details Ecosystem, Network Effects, and 
Public Health Benefits of SBOMs 

➤ Details Related Efforts (Updated and published 
separately on ntia.gov/sbom) 

➤ SBOM Depth vs. Effectiveness 

➤ High Assurance Use Cases
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DEPTH / LIMITATIONS
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SBOM AT A GLANCE
➤ Intro to SBOMs, supporting literature, and 

the pivotal role of SBOMs for supply chain 
transparency 

➤ What is an SBOM? 

➤ Benefits & Use Cases 

➤ Baseline Component Information 

➤ Machine-Readable Formats & Tools 

➤ Sharing & Exchanging 

➤ Learn More 

➤ Published on ntia.gov/sbom 
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SBOM FAQ 
➤ Frequently asked questions about: 

➤ SBOMs 

➤ Benefits & Roles 

➤ Common Misconceptions & Concerns 

➤ Creation 

➤ Distribution & Sharing 

➤ Related Efforts 

➤ Updated draft available for review and 
feedback 

➤ Published on ntia.gov/sbom 
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SBOM MYTHS VS. FACTS 
➤ Intended to help the reader to understand 

and dispel common, often sincere myths 
and misconceptions about SBOM. 

➤ Published on ntia.gov/sbom 
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MINIMUM ELEMENTS
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NTIA Multistakeholder Process NTIA for Executive Order

Author Name Author of SBOM Data

Timestamp Timestamp

Supplier Name Supplier Name

Component Name Component Name

Version String Version of the Component

Component Hash -

Unique Identifier Other Unique Identifier(s)

Relationship Dependency Relationship



➤ Purpose 

➤ To frame the dimensions for what is possible with modern development 
practices 

➤ To support more consistent and effective articulation of needs between 
requesters and suppliers of SBOMs 

➤ Published on ntia.gov/sbom 

SBOM OPTIONS & DECISION POINTS
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SBOM OPTIONS & DECISION POINTS
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Initial Consensus

Includes all Baseline Component 
Information† attributes

SBOM in a baseline-supporting, machine-
readable format‡

All primary components with all transitive 
dependencies and known-unknowns 

declared

With every update or change to code 
(major/minor release or patch)

Bundled with every product version and 
archived by the supplier

Supplier makes attestations for potentially 
exploitable vulnerabilities within x time of a 

new vulnerability

+
Contains component information 

beyond baseline supportive of high 
assurance use cases

SBOM in all machine-readable, 
interoperable formats‡, maintaining 

currency as standards evolve or 
emerge

All primary components with all 
transitive dependencies with no 

unknowns

Additionally hosted in an archive for 
every version

Supports machine interfaces (e.g. 
API) and adjacent interoperability 

(e.g. DBOM, MUD, OpenC2)

Standardized API query for current 
attestation of product-specific risks 

to SBOM components

-
Contains core subset* of Baseline 
Component Information attributes

SBOM in any machine-readable 
format (e.g. csv)

All primary components with direct 
dependencies and known-

unknowns declared

At time of pre/purchase and/or 
provided upon request within x time

Emailed and/or hosted/archived by 
the supplier

Supplier makes attestations for 
potentially exploitable vulnerabilities 

upon request

Dimension

Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement: 
Vulnerability Claims

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version 
String, Unique Identifier


† Baseline Component Information: Author Name, Supplier Name, Component Name, Version String, 
Component Hash, Unique Identifier, Relationship


‡ SBOM Formats: SPDX, CycloneDx, SWID
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SBOM-ADJACENT TOPICS

30

➤ Anomalous Software Detection 

➤ BSA Framework 

➤ BSIMM 

➤ CISQ 

➤ CVE 

➤ CycloneDx 

➤ DBOM 

➤ DevSecOps 

➤ End of Life Management 

➤ FDA Premarket Guidance 

➤ FS-ISAC Controls 

➤ Hardware BOMs 

➤ ISO Security Standards 

➤ Joint Security Plan (JSP) 

➤ License Management 

➤ MDS2 

➤ MITRE’s Deliver Uncompromised 

➤ MUD 

➤ NERC CIP 13 

➤ NIST SSDF 

➤ OpenC2 

➤ OpenChain 

➤ OWASP Component Analysis 

➤ OWASP SCVS 

➤ Package URL 

➤ Procurement 

➤ Runtime monitoring 

➤ SAFE Code 3rd Party Guidance 

➤ SBOM Integrity Monitoring 

➤ SCAP 

➤ SCRM 

➤ Software Dependencies 

➤ Software Heritage 

➤ SPDX 

➤ Supply Chain Attack Detection 

➤ SWID 

➤ Vulnerability Management 

➤ Vulnerability Prioritization 

➤ WP.29



NTIA RESOURCES
➤ Additional NTIA Publications, including: 

➤ Explainer Videos 

➤ Framing SBOMs 

➤ Use Cases, Roles & Benefits 

➤ Tool Classification Taxonomy 

➤ Survey of Existing Formats & Standards 

➤ Software Supplier & Consumer Playbooks 

➤ How-to Guide for SBOM Generation 

➤ Sharing & Exchanging SBOMs 

➤ Software Identity 

➤ Overview of Vulnerability and Exploitability Exchange (VEX) 

➤ Healthcare Proof of Concept Reports 

➤ Published on ntia.gov/sbom 
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CISA RESOURCES
➤ Working Group Drafted: 

➤ Vulnerability Exploitability eXchange (VEX) 
Use Case Document 

➤ Vulnerability Exploitability eXchange (VEX) 
Status Justification Document 

➤ Minimum Requirements for Vulnerability 
Exploitability eXchange (VEX) 

➤ Types of Software Bill of Materials (SBOM) 

➤ CISA & Partener Drafted: 

➤ Software Bill of Materials (SBOM) Sharing 
Lifecycle Report 

➤ Published on cisa.gov/sbom 
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PRESENT
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WHAT WE’RE WORKING ON
➤ Today’s Highlights: 

➤ News, Events, 
Presentations, & 
Resources 

➤ Vertical-Specific 
Primers 

➤ SBOM Calendar 

➤ FAQ Draft for Review 

➤ Crawl / Walk / Run 

➤ Procurement / 
Acquisition Primer for 
SBOM

➤ Ongoing Efforts: 

➤ Working Group Socratic Reviews 

➤ FAQ 

➤ News 

➤ SBOM Calendar & Events 

➤ Industry-Specific Primers 

➤ Capturing SBOM  
Wants / Needs /Fears 

➤ Related Efforts Update 

➤ Presentations & Overviews 

➤ Virtual Engagement Opportunities 34



NEWS, EVENTS, PRESENTATIONS, & RESOURCES
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NEWS, EVENTS, PRESENTATIONS, & RESOURCES
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SBOM EVENTS CALENDAR
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SBOM EVENTS CALENDAR
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➤ View SBOM Events Calendar: https://bit.ly/sbom-calendar-public  

➤ Subscribe to SBOM Events Calendar: https://bit.ly/sbom-calendar-subscribe 

➤ To submit SBOM-related events or talks for inclusion, email details and/or forward an 
existing calendar invitation to: 

➤ sbom.calendar@gmail.com 

➤ Include: 

➤ Event Title, Time, & Time Zone 

➤ Location & Cost, if applicable 

➤ Description 

➤ Link to registration or more information

https://bit.ly/sbom-calendar-public
https://bit.ly/sbom-calendar-subscribe
mailto:sbom.calendar@gmail.com


SBOM FAQ UPDATE - DRAFT FOR REVIEW
➤ Contains: 

➤ FAQs previously vetted and approved 
as part of the NTIA SBOM efforts 

➤ Nine new questions drafted as part of 
the CISA working groups 

➤ Current request for feedback is aimed 
toward new or modified questions 

➤ Feedback on any errors, omissions, or 
confusion can be shared at any time for 
future consideration
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SBOM FAQ UPDATE - DRAFT FOR REVIEW
➤ SBOM FAQ for feedback:  

bit.ly/sbom-onramps-faq-june2023 

➤ Feedback Due: June 28, 2023 

➤ Please provide feedback via “Add a comment” on Google Document: 
 

 

➤ Please also nominate new FAQs for future iterations.
40
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PROCUREMENT/ACQUISITION PRIMER FOR SBOM
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PROCUREMENT/ACQUISITION PRIMER FOR SBOM
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ONGOING EFFORTS
➤ FAQ 

➤ News 

➤ SBOM Calendar & Events 

➤ Industry-Specific Primers 

➤ Working Group Socratic Reviews 

➤ Capturing SBOM Wants / Needs /Fears 

➤ Related Efforts Update 

➤ Presentations & Overviews 

➤ SBOM-related Resources 

➤ Virtual Engagement Opportunities 

➤ Webinars, Podcasts, Conferences, Recordings, Other 

➤ Conference and Event Talks with Links 

➤ e.g. List of RSAC 2023 talks about and related to SBOM & Software Supply Chain
45



FUTURE
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FUTURE INITIATIVES & IDEAS FOR 2023
➤ Workgroup Welcome Guide 

➤ History/Timeline of SBOM 

➤ SBOM Journeys & Testimonials 

➤ Explainer Videos 

➤ Stakeholder-Specific Resources for Under-
Resourced 

➤ SBOM Toy Examples/Starter Kit for Tool 
Testing 

➤ “I have an SBOM. What’s next?” Materials  

➤ Graduated Expectation Management 

➤ What SBOM Can/Can’t Do 

➤ What to Expect of SBOM Now and 
with Future, Iterative Improvements 

➤ Ensuring SBOMs meet consensus 

➤ Related/Adjacent Effort Tracking and 
Improvement 

➤ SBOMs for Firmware & Embedded 
Systems 

➤ Industry/Supply-Chain Specifics
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BOMBS & VISIBILITY

48Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7ir1cI
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Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7ir1cI

DevOps Enterprise Journal - log4j

Link to Topo’s Talk: https://www.linkedin.com/posts/tapabratapal_log4shell-response-patterns-learnings-from-activity-7072789564397916161-5_Fu 

https://youtu.be/qk2vo7ir1cI
https://www.linkedin.com/posts/tapabratapal_log4shell-response-patterns-learnings-from-activity-7072789564397916161-5_Fu
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Your favorite “First Principle” for Cybersecurity?
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Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7ir1cI

Rings of Expanding Value for SBOM

https://youtu.be/qk2vo7ir1cI
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FDA USE CASE / UNIFIED FIELD THEORY
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COMMUNITY ASK
➤ How you can help Onramps & Adoption: 

➤ We are seeking new participants and project leads for ongoing efforts 

➤ Especially Procurement/Acquisition 

➤ Testimonials 

➤ Provide feedback on the SBOM FAQ Draft for Review 

➤ Submit upcoming events to the SBOM Calendar 

➤ Introductions to creative colleagues and contributors (e.g. marketing, design, 
developer relations, etc.) + new industry participants 

➤ How can Onramps & Adoption help you? 

➤ What other resources do you need? 

➤ How can we improve existing resources? 

➤ Do our future initiatives and priorities align with yours? 65



RESOURCES
➤ NTIA Publications 

www.ntia.gov/sbom 

➤ CISA Publications 
www.cisa.gov/sbom 

➤ FAQ 

➤ Published 

➤ Draft for Review 

➤ SBOM Calendar 

➤ Join our call and/or See Meeting Notes 
for News, Events, and Presentations

66

http://www.ntia.gov/sbom
http://www.cisa.gov/sbom
https://ntia.gov/sites/default/files/publications/sbom_faq_-_20201116_0.pdf
https://docs.google.com/document/d/10FcE9panW4f4hYw2HdhnzLxqpIE5FvlMG3dwAX1TQdE/edit#heading=h.a1lea1fq3vhd


JOIN US
➤ Onramps & Adoption Meeting 

➤ Tuesdays at 12:00 PM ET 

➤ Join the working group: 

➤ Email: SBOM@cisa.dhs.gov  

➤ Running Meeting Notes: 

➤ bit.ly/sbom-onramps-meeting-notes 

67

mailto:SBOM@cisa.dhs.gov
http://bit.ly/sbom-onramps-meeting-notes


THANK YOU!
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