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Include Facilitator Notes in the Report?
Should the Facilitator Notes be included in the Report?
The buttons on this page are enabled based upon the state of your assessment and report.
Initially, when in assessment mode, the Import Data, Export Data, Print Assessment, and Generate Report buttons are available.Upon selecting Generate Report, the Generate Report and Print Assessment Form buttons will change to Revise Assessment and Print Report, respectively. Once the report is generated, these buttons are now located directly above the report cover page.Upon selecting Revise Assessment, the Revise Assessment and Print Report buttons will change back to Generate Report and Print Assessment Form.Subsequent selections will toggle the document between displaying the assessment and displaying the report.Generate Report – Performs assessment scoring and populates the report with all results. Facilitator Notes are not included by default, but may be included by changing the response to the Include Facilitator Notes question to 'Yes.' When the report is generated, the assessment portion of the document is hidden to prevent unintended changes as the document transitions to the report state. Once in the report state, you will see two new buttons:
Revise Assessment – Converts the document back to the assessment state, and hides the report which is no longer accurate until a subsequent report is generated.
Print Report – Prints the report.
Print Assessment – Prints the assessment.
Export Data – Allows a user to save data from the assessment in an XML file.
Import Data – Allows a user to import a previously completed assessment using an XML file that was exported using the Export Data button. 
Custom Data Import - This feature allows a user to import only select sections of data exported from another copy of the Assessment.  This also uses an XML file that was exported using the Export Data button. 
Load Previous Responses - This feature allows a user to import their previous assessment responses in such a way that they can be viewed while a new set of responses is being recorded.  This also uses an XML file that was exported using the Export Data button. 
PLEASE USE THE BUTTONS BELOW TO IMPORT AND EXPORT DATA, GENERATE THE REPORT, REVISE THE ASSESSMENT,  PRINT THE REPORT, OR PRINT THE ASSESSMENT
The buttons on this page are enabled based upon the state of your assessment and report.
Initially, when in assessment mode, the Export Data, Import Data, Generate Report, and Print Assessment Form buttons are available.Upon selecting Generate Report, the Generate Report and Print Assessment Form buttons will change to Revise Assessment and Print Report, respectively. Once the report is generated, these buttons are now located directly above the report cover page.Upon selecting Revise Assessment, the Revise Assessment and Print Report buttons will change back to Generate Report and Print Assessment Form.Subsequent selections will toggle the document between displaying the assessment and displaying the report.Generate Report – Performs assessment scoring and populates the report with all results. The assessment portion of the document is hidden to prevent unintended changes as the document transitions to the report state.
Revise Assessment – Converts the document back to the assessment state, and hides the report which is no longer accurate until a subsequent report is generated.
Print Report – Prints the Report.
Print Assessment Form – Prints the Assessment.
Export Data – Allows a user to save data from the assessment in an XML file.
Import Data – Allows a user to import a previously completed assessment using an XML file that was exported using the Export Data button. 
Organization Information
You must complete the Date of the Assessment field to be able to generate a report. 
No other organization information is required to be entered on this page. These fields are provided for your internal use only.
Facilitator
Physical Location
1 Program Management
The purpose of the Program Management domain is to determine whether the organization has the management structures, policies, relationships, and communications in place for an Insider Risk Program. Program Management includes (1) understanding mission critical assets, (2) defining the Insider Risk policy for the organization, (3) characterizing the activities associated with insider threat detection, identification, assessment and management, (4) ensuring communication of insider risk activities and events among responsible participants in the Insider Risk Program, (5) providing governance and oversight of insider risk activities, and (6) integrating insider risk management with organizational or enterprise risk management generally.
Goal 1 - An Insider Risk policy exists.
The purpose of this goal is to ensure that the program has been established with the authority, scope, and responsibilities necessary to accomplish its mission.
Yes
Incomplete
No
Previous Response
1.
Is there an authoritative document that establishes the existence of the Insider Risk Program?
Question Intent: To determine if the Insider Risk Program was formally established in accordance with the organization's practices and procedures. Examples of authoritative documents include policies, directives, charters, or any other method by which the organization announces and establishes the existence of a program of record.
Typical Work Products:
PolicyDirectiveCharterProcedureCriteria for "Yes" Response: The authoritative document formally established the Insider Risk Program in accordance with the organization's accepted practices.
Criteria for "Incomplete" Response: The authoritative document has been drafted, but has not been formally approved in accordance with the organization's accepted practices.
2.
Does the authoritative document define the program's:       - authority      - scope      - roles and responsibilities for stakeholders
Yes
Question Intent: To determine if the authoritative document that established the Insider Risk Program contains at least the minimum elements necessary in accordance with best practices.   Examples of the minimum necessary elements include:
authority: has the program been empowered with the authority necessary to executive its responsibilities.scope: describes what part(s) of the organization is covered by the program (entire organization, certain business lines only, all personnel (including contractors), only the organization's employees) and the types of threats that are in-scope for the program (theft of information, sabotage, fraud, workplace violence, etc.).roles and responsibilities for stakeholders: organization-wide participation is essential for an effective Insider Risk Program. Each stakeholder's roles and responsibilities concerning participation in the Insider Risk Program should be clearly defined. Examples of stakeholders might include: the designated senior official for the program, the program manager, human capital, information technology, cybersecurity, physical security, legal, privacy, and heads of business lines.Typical Work Products: Authoritative document(s) that formally established the Insider Risk Program.
Criteria for "Yes" Response: The authoritative document contains, at a minimum, the elements listed in the question.
Criteria for "Incomplete" Response: The authoritative document contains, at a minimum, the elements listed in the question, but is still in draft (it has not been formally approved in accordance with the organization's accepted practices).
Goal 2 - There is detect, identify, assess, and manage capability for insider incidents.
The purpose of this goal is to ensure sufficient organizational capability exists to detect, identify, assess, and manage insider threats, in support of the Insider Risk Program.
Yes
Incomplete
No
Previous Response
1.
Are the types of insider risks to be addressed identified and documented?
Yes
Question Intent: To determine if the types of insider risks considered by the Insider Risk Program are identified and documented. Being explicit about the threat types addressed is needed for consistent and coherent communication regarding the objective of the Insider Risk Program.
Consideration should be given to unintentional and intentional insider risks; workplace violence threats including active shooter; cyber, physical, and hybrid cyber-physical threats; malicious acts involving sabotage, fraud, and theft.
Typical Work Products:
Document identifying insider risks to be considered in insider risk management.Criteria for "Yes" Response: A document exists that identifies and describes each insider risk addressed by the organization.
Criteria for "Incomplete" Response: Insider risks are identified but not documented.
2.
Has a capability been established that supports detection, investigation, and response to insider risk types identified?
Yes
Question Intent: To determine if a capability exists to detect, investigate, and respond to insider incidents important to the organization. Insider incidents cannot always be prevented. Describing detection, investigation, and response capability  enables review and refinement of that capability to help understand the extent to which it can be relied.
Typical Work Products:
Insider event detection concept of operations, including policies for user monitoringInsider event detection technical architecture, including the audit of user actionsInsider incident response planincident escalation and investigation policy and proceduresCriteria for "Yes" Response: The capability to detect, investigate and respond to insider incidents is documented in the context of prevention/deterrence capability. 
Criteria for "Incomplete" Response: Significant  gaps exist in the documentation of the detection, investigation, and/or response to insider incidents, especially in the context of prevention/deterrence capability.
3.
Has a capability been established that supports prevention/deterrence of insider risk types identified?
Yes
Question Intent: To determine if sufficient capability exists to prevent/deter insider risks important to the organization. 
Typical Work Products:
Insider event prevention/deterrence concept of operationsInsider event prevention/deterrence technical architectureCriteria for "Yes" Response: The capability to prevent/deter insider risks is documented in the context of detect/investigate/respond capability.
Criteria for "Incomplete" Response: Significant  gaps exist in the documentation of the prevention/deterrence of insider risks, especially in the context of  detect/investigate/respond capability.
4.
Does the prevention/deterrence capability consider negative deterrence to force or constrain employees to act in the interests of the organization?
Yes
Question Intent: To determine if policies and constraints are in place to help ensure employees act in the interests of the organization. Organizational constraints that forcibly restrict employee behavior are always going to be needed to reduce the risk associated with employees that become unruly, despite the positive aspects of the work environment.
Typical Work Products:
Employee code of conduct policyEmployee acceptable use policy for technical systemsContractor and trusted business partner agreement on operational constraintsPrevention/deterrence security controls implemented as part of the technical architecture.Criteria for "Yes" Response: The policies and constraints on employee behavior to limit insider risk are documented.
Criteria for "Incomplete" Response: While the policies and constraints on employee behavior may be understood, they are not documented. 
5.
Does the prevention/deterrence capability consider positive deterrence to attract employees to act in the interests of the organization, including the timely and generally supportive resolution of employee grievances?
Yes
Question Intent: To determine if policies and management practices are in place to help ensure employees maintain goodwill toward and act in the interests of the organization. Employee goodwill is needed because organizations rely on that goodwill in order to accomplish its mission as well as reduce insider risk. A balance of positive and negative deterrence helps ensure effectiveness of insider risk defense and risk mitigation.
Typical Work Products:
Confidential employee grievance communication process, supporting the timely and generally supportive resolution of employee grievanceSurveys conducted to determine workforce sentiment toward the workplace management and climate, with timely response to employee concernsManager training on the importance of supervisor supportiveness and organizational justice in reducing insider risk.Criteria for "Yes" Response: Positive deterrence policies and management practices are documented
Criteria for "Incomplete" Response: While positive deterrence policies and management practices may be commonly used, they are not documented to support consistent application
6.
Are employee assistance programs available to help employees with personal and professional stressors that could motivate insider risks or incidents?
Yes
Question Intent: To determine if employees have available professional support for addressing stressors and reducing insider risk.  Personal and professional stressors are a common cause of employees behaving in ways counter to organizational interests.
Typical Work Products:
Communications about availability of employee assistance programsDocumentation of how employee assistance programs work, and the confidentiality that they affordManager training on how, when and why to refer employees to the employee assistance programCriteria for "Yes" Response: Employee Assistance programs exist, and are communicated regularly within the organization.
Criteria for "Incomplete" Response: While employee assistance programs exist there are significant gaps in the communication and documentation.
Goal 3 - Communication about insider risk events happens.
The purpose of this goal is to ensure sufficient communication and collaboration to support prevention, detection, and response to insider threats.
Yes
Incomplete
No
Previous Response
1.
Is there a policy or practice in place that defines what parts of the Insider Risk Program / capability are publicly communicated to organizational staff?
Yes
Question Intent: To determine if knowledge of the insider risk capabilities in place in the organization is shared consistently and in line with leadership authorization.
Typical Work Products:
Insider Risk Communication PlanInsider Risk Awareness TrainingInformation Security Awareness TrainingOnboarding materialsCriteria for "Yes" Response: The organization's stance on what information can and cannot be shared with certain groups or individuals regarding insider risk capabilities is documented and executed.
Criteria for "Incomplete" Response: While the organization shares information related to insider risk capabilities in place, there is not documentation on what can and cannot be shared.
2.
Are there thresholds for when internal teams or groups need to be informed of an insider risk or incident?
Yes
Question Intent: To determine if the organization has identified internal groups or individuals that can receive information related to insider risks and at what point they are notified.
Typical Work Products:
Insider Risk Communication PlanIncident Response Plan(s)Incident Response Playbook(s)Criteria for "Yes" Response: The organization has documented policies, practices, or procedures for when and to whom information about insider risk should be communicated.
Criteria for "Incomplete" Response: While the organization engages in ad hoc sharing related to insider risk, there is not a documented process for when this information should be shared.
3.
Is there a defined process in place for internal information sharing about an insider risk or incident?
Yes
Question Intent: To determine if the organization has established internal communication expectation procedures and channels for insider risk.
Typical Work Products:
Insider Risk Communication PlanIncident Response Plan(s)Incident Response Playbook(s)Criteria for "Yes" Response: The organization has documented policies, practices, or procedures for how information about insider risk should be communicated.
Criteria for "Incomplete" Response: While the organization engages in ad hoc internal information sharing related to insider risk, there is not a documented process for how information sharing should take place.
4.
Are there thresholds for when external groups (e.g., law enforcement, legal counsel, or the public) need to be informed of an insider risk or incident?
Yes
Question Intent: To determine if the organization has identified external stakeholders or partners that need to receive information related to insider risks and at what point they are notified.
Typical Work Products:
Insider Risk Program CharterInsider Risk Communication PlanIncident Response Plan(s)Incident Response Playbook(s)Criteria for "Yes" Response: The organization has documented policies, practices, or procedures for when and to whom information about insider risk should be communicated.
Criteria for "Incomplete" Response:  While the organization engages in ad hoc sharing related to insider risk, there is not a documented process for when this information should be shared.
5.
Is there a defined process in place for external information sharing about an insider risk or incident when escalation thresholds require it?
Yes
Question Intent: To determine if the organization has established external communication expectation procedures and channels for insider risk.
Typical Work Products:
Insider Risk Program CharterIncident Response Playbook(s)Cyber Intelligence Playbook(s)Situational Awareness Playbook(s)Criteria for "Yes" Response: The organization has documented policies, practices, or procedures for how information about insider risk should be communicated.
Criteria for "Incomplete" Response: While the organization engages in ad hoc external information sharing related to insider risk, there is not a documented process for how information sharing should take place.
Goal 4 - Insider risk is integrated with the enterprise risk program (ERP) and/or security risk management program.
The purpose of this goal is to ensure that threats from trusted insiders are considered in the enterprise risk management program as factors that affect tracked risk, and that those threats are considered their own category of risk.
Yes
Incomplete
No
Previous Response
1.
Are there procedures for conducting trusted insider risk assessments?
Yes
Question Intent: To determine if the method for conducting trusted insider risk assessments is repeatable and consistent from assessment to assessment.
Typical Work Products:
Standard Operating ProcedureAssessment report  templateAssessment checklistCriteria for "Yes" Response: The methodology for conducting trusted insider risk assessments is documented.
Criteria for "Incomplete" Response: While the method for  conducting a trusted insider risk assessment is understood, it is not documented.
2.
Is a trusted risk assessment done on a yearly basis, and are the results integrated with the organization’s Enterprise Risk Program (ERP) or security risk program?
Yes
Question Intent: To determine the interval between risk assessments, and if the results are used for risk mitigation across the enterprise.
Typical Work Products: 
risk assessment reportsinsider risk references in the ERPCriteria for "Yes" Response: There is some form of work product that substantiates that insider risk assessments are performed yearly and integrated with the ERP or security risk program.
Criteria for "Incomplete" Response: One or more insider risk assessments have been performed, but either not yearly, or have not been integrated with the ERP or security risk program.
3.
Have criteria been defined for trusted insider risks (probability, impact, priority, tolerance) that are consistent with ERP risk criteria?
Yes
Question Intent: To determine if there is defined criteria for measuring trusted insider risk that are consistent with the ERP risk criteria. The trusted insider risk criteria should be patterned after to the ERP risk criteria to provide for seamless integration.
Typical Work Products:
list of trusted insider risk criterialist of ERP risk criteriaCriteria for "Yes" Response: Trusted insider risk criteria is documented and consistent with ERP risk criteria.
Criteria for "Incomplete" Response: The criteria for insider risk is generally consistent with ERP risk criteria, but is not documented and verified.
4.
Are trusted Insider risks treated as a category of risk in the ERP?
Yes
Question Intent: To determine if insider risk is tracked as its own category within the ERP. Even if trusted insider actions are considered as risk factors within the ERP tracked risks, it should also be its own standalone category of risk tracked within the ERP.
Typical Work Products:
ERP policy, procedures, or guidanceList of categories tracked by the ERPCriteria for "Yes" Response: There is documentation that shows that the ERP has a defined category dedicated to risks from trusted insiders.
Criteria for "Incomplete" Response: Although the ERP considers risks from trusted insiders across all ERP categories, there is no standalone category for trusted insider risk.
5.
Are trusted insider risks identified and integrated into the ERP on a continuous basis?
Yes
Question Intent: To determine if newly identified trusted insider risks can be integrated into the ERP at any time (not just during a scheduled review).
Typical Work Products:
Procedures for identifying new risks in ERPPolicy for ERP risk identificationCriteria for "Yes" Response: A new trusted insider risk can be integrated into the ERP when it is identified.
Criteria for "Incomplete" Response: While new trusted insider risks can be integrated into the ERP, it is only during regularly scheduled reviews (i.e. only during quarterly, semi-annual, annual reviews).
Goal 5 - Mission-critical assets are known.
The purpose of this goal is to ensure that the organization has identified and maintains a record of its indispensable hardware and software, and the users of those assets, within the organization and with third parties, and that the organization has appropriately identified the roles which are accountable for operating the Insider Risk Program.
Yes
Incomplete
No
Previous Response
1.
Is an inventory of critical assets maintained to support the Insider Risk Program?
Yes
Question Intent:  To determine whether a record of the organization's critical IT hardware and software assets exists.
Typical Work Products:   Formal documentation that represents a record, based on observation of critical assets including IT hardware and software.
Criteria for "Yes" Response:  Confirmation that an inventory exists and is maintained.
Criteria for "Incomplete" Response:  An inventory that does not reflect an accurate record of all of organization's critical IT hardware and software.
2.
Are critical assets associated with key or primary users who may pose particular insider risk?
Yes
Question Intent: To determine if critical IT hardware or software is associated with specific users such that, for users who may pose particular insider risk, activity may be observed and related to critical assets.
Typical Work Products:  A register that identifies those users who may have access to or use critical hardware or software.
Criteria for "Yes" Response:  Confirmation that a register exists and is maintained.
Criteria for "Incomplete" Response:  A register that does not reflect an accurate record of associations between users and critical hardware and software assets.
3.
Have critical software platforms and applications within the organization been identified in support of detection, investigation, and response to insider incidents?
Yes
Question Intent:  To determine whether software IT assets (particular applications, for example) that may be critical to the organization have been identified to facilitate the organization's ability to identify and respond to insider risk.
Typical Work Products:   Evidence of a process that works to identify critical software IT assets, using elements obtained according to observation, user, department, function, application-related data, or other elements of identification. 
Criteria for "Yes" Response:  Evidence of a process.  This process may be indicated by a record of past use or by currently observed activity.
Criteria for "Incomplete" Response:   Partial evidence of some related activity (partial classification of assets or undetermined method for defining 'critical assets,' for example).
4.
Have critical physical IT assets been identified in support of detection, investigation, and response for insider incidents?
Yes
Question Intent: To determine if physical IT assets (PC's, for example) that may be critical to the organization have been identified to facilitate the organization's ability to identify and respond to insider risk.
Typical Work Products:  Evidence of a process that works to identify critical physical IT assets, using elements obtained according to observation, user, department, function, hardware-stored or managed data, or other elements of identification.
Criteria for "Yes" Response: Existence of a process.  This process may be indicated by a record of past use or by currently observed activity.
Criteria for "Incomplete" Response:  Partial evidence of some related activity (partial classification of assets or undetermined method for defining 'critical assets,' for example).
5.
Are critical services associated with third parties that may represent insider risk?
Yes
Question Intent: To determine if critical IT services performed by third parties have been identified to facilitate the organization's ability to identify and respond to insider risk.
Typical Work Products:  Evidence of a process that works to identify critical third party services, using elements obtained according to observation, user, department, function, stored or managed data, or other elements of identification.
Criteria for "Yes" Response: Existence of a process.  This process may be indicated by a record of third party associations with critical services or currently observed activity.  
Criteria for "Incomplete" Response:  Partial evidence of some activity related to identifying third parties that may be associated with critical services.
6.
Are cybersecurity roles and responsibilities established to define organizational accountability for addressing insider risk?
Yes
Question Intent:  To determine whether the organization's cyber security function is organized such that accountability for addressing insider risk is certain.
Typical Work Products:  A current organization chart or other document that defines organizational accountability for addressing insider risk.
Criteria for "Yes" Response:  Confirmation that the organization has established a formal function, role, or group of roles that is accountable for addressing insider risk.
Criteria for "Incomplete" Response:  Evidence that only partial accountability has been assigned for insider risk, or that evidence itself is incomplete, inaccurate, or not current.
Program Management - MIL 2 through 5
MIL 2 - Planned
Yes
Incomplete
No
Previous Response
1.
Is there a plan for performing program management activities?
Yes
Question Intent: To determine if a plan for performing program management activities exists.
The plan defines program management within the organization and prescribes how asset management activities will be performed.The plan may be a stand-alone document, embedded in a more comprehensive document, or be distributed across multiple documents.The plan, which may be in the form of an Insider Risk Program charter, typically includes:
standards and requirementsroles, assignments of responsibility, resources, and fundingidentification of stakeholdersmeasurement and reporting requirementstraining requirementsmanagement oversightCriteria for “Yes” Response:
There is a documented plan for performing program management.Criteria for “Incomplete” Response:
A plan is in development and partially documented.
2.
Is there a documented policy for program management?
Yes
Question Intent: To determine if a policy for performing program management activities exists.
A policy is a written communication from the organization’s senior management to employees.It establishes the organizational expectations for planning and performing the functions of an Insider Risk program and communicates those expectations to the organization.The policy should address:
responsibility, authority, ownership, and the requirement to perform asset management activitiesestablishment of procedures, standards, and guidelinesestablishing and maintaining an Insider Risk Programmeasuring adherence to policy, exceptions granted, and policy violationscompliance with legal, regulatory, contractual, and government obligationsCriteria for “Yes” Response:
The organization has a documented policy for performing Insider Risk Program management.Criteria for “Incomplete” Response:
A policy is in development and partially documented.
3.
Have stakeholders for program management activities been identified and made aware of their roles?
Yes
Question Intent: To determine if stakeholders for program management activities have been identified and made aware of their roles.
Stakeholders of the program management process have the following responsibilities:
creating an Insider Risk Program mission statement and scopeoverseeing the program management processmanaging the risk resulting from out-of-scope use cases or controls (gaps in monitoring or response, lack of tooling or staff, etc.)Examples of stakeholders include:
critical service ownersasset management staffowners and custodians of assets that underpin the service (to include facility security personnel)critical service staffexternal entities responsible for some part of asset management, monitoring, or responseinformation technology staffhuman resourcesinternal auditorsCriteria for “Yes” Response:
All stakeholders for the program management activities have been identified and made aware of their roles.Criteria for “Incomplete” Response:
Some stakeholders for the program management activities have been identified and made aware of their roles.Or; stakeholders are identified but have not been made aware of their roles.
4.
Have program management standards and guidelines been identified and implemented?
Yes
Question Intent: To determine if standards and guidelines for performing program management activities have been implemented.
Standards establish expectations for performance.Guidelines are issued by an organization to ensure the performance of program management activities meets standards and is predictable, measurable, and repeatable.Standards and guidelines typically address:
establishing an insider risk appetite statement for the organization (e.g., use cases, scope, etc.)documenting critical assets protected by the Insider Risk Programdesignating or allowing access to data sources used by the programsensitivity categorization for information assetsdocumenting program management requirementsdefining escalation and change management processesCriteria for “Yes” Response:
The organization has implemented documented standards and guidelines for performing program management activities.Criteria for “Incomplete” Response:
Some standards and guidelines have been implemented.
MIL 3 - Managed
Yes
Incomplete
No
Previous Response
1.
Is there oversight of the Insider Risk Program?
Yes
Question Intent: To determine if oversight exists for the Insider Risk Program.  The intent of the practice is to ensure that an appropriate level of oversight is  performed for the management of the program.  Oversight may include having a designated steering committee, working group, or other group of senior managers who provide oversight of the Insider Risk Program. These types of groups should have regular meetings, receive written or oral status updates about the program, and conduct auditing or spot checks.
Typical work products:
policy or charter establishing oversight committees, working groups, etc.assignment of responsibility in job descriptionorganizational communications and memorandainclusion of activity tasks in staff performance management goals and objectives, with measurement of progress against these goalsCriteria for “Yes” Response:
Management oversight of all the day-to-day activities of the Insider Risk Program is being performed.Criteria for “Incomplete” Response:
Management oversight covers some aspects of the program, or there is insufficient oversight, or the activity is otherwise incomplete.
2.
Have qualified staff been assigned to perform program management activities?
Yes
Question Intent: To determine if qualified staff have been assigned to the Insider Risk Program. The intent of this question is to evaluate the qualifications of the staff, not the completeness of the plan.  Qualified means that staff are appropriately skilled to perform Insider Risk Program activities, and have been assigned responsibility and given authority for performing those activities. Examples of qualified staff include personnel responsible for
performing activities directly associated with or in support of Insider Risk Program activities.monitoring the program to ensure alignment with expected performance and outcomes.knowledge of tools, techniques, and methods that can be used to identify, analyze, mitigate, and monitor operational impacts resulting from or incurred by insider risk.managing relationships with the program's stakeholders and related organizational functions.Typical work products:
documented skills required for Insider Risk Program activities.staffing and succession plans for Insider Risk Program activities.Criteria for “Yes” Response:
Sufficient, appropriately skilled staff have been assigned to perform planned Insider Risk Program roles.Criteria for “Incomplete” Response:
Some but not all staff have the skills necessary to perform their roles, or the practice is otherwise incomplete.
3.
Is there adequate funding to perform program management activities as planned?
Yes
Question Intent: To determine if adequate funding is provided to operate and support the Insider Risk Program. The intent of the question is to evaluate the completeness of the funding, not the completeness of the plan.
Typical work products:
Budgets to support the Insider Risk Program.Criteria for “Yes” Response:
Adequate funding has been provided to perform all planned Insider Risk Program activities.Criteria for “Incomplete” Response:
Activities have only been partially funded, or some related functions in the organization are not considered in the funding, or the activity is otherwise incomplete.
4.
Are risks related to the performance of planned program management activities identified, analyzed, disposed of, monitored, and controlled?
Yes
Question Intent: To determine if the organization identifies and manages risks to the performance of program activities.  This practice refers to identifying risks to the performance of the Insider Risk Program.
Examples of risks to an Insider Risk Program include:
insufficient standards or activity definition, resulting in an incorrect understanding and prioritization of risk.variability or inaccuracy in observable or quantifiable data.inadequate linkage/communication between the Insider Risk Program and related organizational functions or stakeholders.Typical work products:
documented Insider Risk Program review procedures and evidence of a risk assessment.reports and communications about specific insider risks and about the functions and activities of the program.Criteria for “Yes” Response:
Risks to the performance of activities are identified, analyzed, disposed of, monitored, and controlled.Criteria for “Incomplete” Response:
Risks to the performance of activities are reviewed and identified but not controlled, or risks to the program's performance are sporadically reviewed, or funding is otherwise incomplete.
MIL 4 - Measured
Yes
Incomplete
No
Previous Response
1.
Are program management activities periodically reviewed and measured to ensure they are effective and producing intended results? 
Yes
Question Intent: To ensure the program management activities remain effective and produce intended results by conducting periodic review and measurement. Periodic review and tracking of measures over time allow detection of variance and correction of activities that may not be performing well.
An example of a measurement is the percentage of program management activities that have undergone some form of assessment, risk assessment, or audit.
Other examples of measurements include the count or percentage of program management activities in the following categories:
by number or type of unforeseen or disruptive program management functional changesby performance problems reflected for example through variance of performed activitiesby insider incidents that reflect gaps in  program management level prevention and deterrence goalsby insider incidents that reflect gaps in program management level detection and response goalsby problems relating to responsiveness or timeliness of incident response activitiesTypical work products:
documented list of measures for program managementlist of identified weaknesses in program management functionexception reports – areas out of compliance with activity standardsCriteria for “Yes” Response:
All program management activities are periodically (as defined by the organization) reviewed and measured, and the results evaluated.Criteria for “Incomplete” Response:
The organization has not established a frequency for review of program management activities, or review and measurement addresses some of the program management activities, or program management activities are reviewed but not measured, or the activity is otherwise incomplete.
2.
Are program management activities periodically reviewed to ensure they are adhering to the plan?
Yes
Question Intent: To periodically determine if program management activities are being performed as planned. Adherence to the plan ensures that activities are not only performing well, but that activities are improving at the planned rate.
Examples of possible periodic (as defined by the organization) plan review items:
percentage of program management activities without designated organizational ownerscount of new insider risk management functions formed without program management oversightpercentage of program management records or database entries with old or incomplete informationTypical work products:
designation of responsibility for periodic reviewsexception reportingstakeholder communication regarding reviews of program management activitiesCriteria for “Yes” Response:
All program management activities are periodically (as defined by the organization) reviewed to ensure that these activities are performed as planned.Criteria for “Incomplete” Response:
The organization has not established a frequency for reviews, or some program management activities are reviewed, or the activity is otherwise incomplete.If MIL 2.Q1 is Incomplete (can’t be a yes if there is no/incomplete Plan)
3.
Is higher-level management aware of issues related to the performance of program management?
Yes
Question Intent: To determine if the performance of program management is communicated to higher-level managers to provide visibility and facilitate the resolution of issues. Higher-level managers include those in the organization above the immediate level of management responsible for the program management activity.
Communications are expected to be performed periodically (as defined by the organization) and may be event-driven when escalation is needed.
Typical work products:
reviews of status of program management activitiesreporting of issues identified in activity and plan reviewsdocumented reporting of risks associated with program management activitiesrecommendations for improvementCriteria for “Yes” Response:
Higher-level management is made aware of issues related to the performance of program management.Criteria for “Incomplete” Response:
The organization has not established a frequency for communication to higher-level management, or communications address some issues, or some stakeholders are not included in the communications, or the activity is otherwise incomplete.
MIL 5 - Defined
Yes
Incomplete
No
Previous Response
1.
Has the organization adopted a standard definition of program management activities from which operating units can derive practices that fit their unique operating circumstances? 
Yes
Question Intent: Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should provide enough structure and guidance to allow for subordinate programs to successfully adapt to their own business needs.
Typical work products:
Publishing of policies, procedures and practices of the programRegular reviews of subordinate program's policies, procedures and practices.Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of the current state of the organization's program and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
The organization has not fully communicated the current state of the organization's program, but lines of business and subsidiary operating units are able to adapt the organization's program to meet their own requirements.
2.
Are improvements to program management documented and shared across the organization?
Yes
Question Intent:  Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should regularly communicate changes in the organization's program to allow for subordinate programs to successfully adapt to their own business needs.
Typical work products:
Regular meetings with lines of business and subsidiary operating units to discuss the current and potential future state of the organization's program         Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of the current and potential future state of the organization's program and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
Although lines of business and subsidiary operating units can adapt the organization's program to meet their own requirements, the program does not proactively ensure that updates to shared.
2 Personnel and Training
The purpose of the Personnel and Training domain is to determine if the organization has instituted the appropriate levels of insider risk awareness and training throughout the employee lifecycle. Personnel and Training includes (1) insider risk awareness training for all personnel, (2) role-based training for employees working with the Insider Risk Program, (3) role-based training for Insider Risk Program team members, and (4) incorporation of insider risk training in the onboarding process.
Goal 1 - Participation in the Insider Risk Program is organization-wide.
The purpose of this goal is to ensure that the organization has included all of the key stakeholders in the governance, oversight and staffing of the Insider Risk Program.
Yes
Incomplete
No
Previous Response
1.
Is there cooperation from components, divisions, or departments across the organization with the Insider Risk Program?
Yes
Question Intent: To determine whether the Insider Risk Program has coverage on, and input from, the entirety of the organization. If the Insider Risk Program does not effectively collaborate with all stakeholders, then the program and organization runs the risk of incomplete coverage of risk scenarios or critical assets under the program's scope.
Typical Work Products:
documentation of participating members of an Insider Risk Working Group or Council (as applicable)documentation of roles and responsibilities for individual components, divisions, or departments as they relate to Insider Risk Program operations, e.g., reporting, communication, etc.evidence of recurring collaboration between the Insider Risk Program and other components of the organization, such as meeting minutes or co-authored documentationCriteria for "Yes" Response: Confirmation that the Insider Risk Program has participation from all stakeholders, including senior leadership, Human Resources (HR), Information Technology (IT), cyber security or information security/assurance (if separate from IT), legal, privacy (if separate from legal), physical security / facilities, behavioral sciences (if applicable), financial, contracts/acquisitions/purchasing, union representation (if applicable), and lines of business.
Criteria for "Incomplete" Response: Confirmation that the Insider Risk Program has participation from some but not all stakeholders listed above. Alternatively, the Insider Risk Program may have participation from all identified groups, but may lack documentation enforcing or codifying participation from those groups.
Goal 2 - The Insider Risk Mitigation Team is composed of multi-disciplinary members with the appropriate skills and abilities.
The purpose of this goal is to ensure that the organization has created a multi-disciplinary team that can detect, identify, assess, and manage all insider related risks that are within the scope of the Insider Risk Program.
Yes
Incomplete
No
Previous Response
1.
Are the work and tasks to be done by the Insider Risk Mitigation Team identified for all roles so that the organization can effectively build a set of required qualifications (knowledge and skills) for Insider Risk Mitigation Team members?
Yes
Question Intent: If Insider Risk Mitigation Team member work tasks are not mapped and aligned with the required qualifications, the team may run the risk of being composed of overqualified or underqualified members.
Typical Work Products:
a list or descriptions of all Insider Risk Mitigation Team roles along with their responsibilities or typical functions, tasks, or activitiesCriteria for "Yes" Response: The organization identifies the roles and responsibilities (tasks or activities) of all Insider Risk Mitigation Team members, from which required qualifications (knowledge and skills) can be derived.
Criteria for "Incomplete" Response: The organization identifies roles and responsibilities for some, but not all, Insider Risk Mitigation Team members.
2.
Are Insider Risk Mitigation Team member qualifications—such as required knowledge, skills, competencies, education, certifications, and experience—identified based on the noted tasks to be done?
Yes
Question Intent: If Insider Risk Mitigation Team member work tasks are not mapped and aligned with the required qualifications, the team may run the risk being composed of overqualified or underqualified members.
Typical Work Products:
a role-based list, description, or mapping of Insider Risk Mitigation Team member qualifications for each work role, which identifies the expected knowledge and skills (or competencies) needed to perform typical work tasksCriteria for "Yes" Response: The organization identifies the qualifications (knowledge and skills) for all Insider Risk Mitigation Team member roles, based on their respective responsibilities (typical tasks or activities).
Criteria for "Incomplete" Response: The organization identifies qualifications for some, but not all, Insider Risk Mitigation Team members.
3.
Are Insider Risk Mitigation Team members assessed on their knowledge and skills (or competencies) and any other identified qualifications?
Yes
Question Intent: Qualifications should be identified for each role prior to hiring or assigning individuals to the Insider Risk Mitigation Team.
Team members' qualifications should periodically be reviewed/updated as needed.
Insider Risk Mitigation Team members who lack any of the required qualifications should be provided appropriate training or assistance in meeting the minimum qualifications.
The outcome of this Goal and Question should feed into the related Goal: "The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks."
Typical Work Products:
documentation or tracking of Insider Risk Mitigation Team members' qualificationsdocumentation or tracking of periodic performance reviews or evaluations or Insider Risk Mitigation Team membersCriteria for "Yes" Response: The organization reviews, assesses, or evaluates all Insider Risk Mitigation Team members on their qualifications.
Criteria for "Incomplete" Response: Some, but not all, Insider Risk Mitigation Team members are assessed on their knowledge, skills, competencies, or other identified qualifications that are needed for them to perform their respective roles and responsibilities (or tasks).
Goal 3 - The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks.
The purpose of this goal is to ensure that the members of the Insider Risk Mitigation Team are fully trained and equipped to handle all of their roles and responsibilities within the Insider Risk Program.
Yes
Incomplete
No
Previous Response
1.
Is training identified and provided to Insider Risk Mitigation Team members to enable them to effectively carry out their roles and tasks?
Yes
Question Intent: The organization should be able to map the identified role tasks and competencies (knowledge/skills) to appropriate training resources.
Typical Work Products:
information or other resources (website, catalog, listings, etc.) that identify available or recommended trainingidentification or descriptions of recommended training resources that are designed to provide specific knowledge or skillsdocumentation of team members' learning, training, or education opportunities, which may include internal mentoringCriteria for "Yes" Response: The organization provides training opportunities to all members of the Insider Risk Mitigation Team to enable them to effectively perform their work tasks.
Criteria for "Incomplete" Response: Training is provided inconsistently or to some (but not all) Insider Risk Mitigation Team members.
2.
Is the identification and completion of Insider Risk Mitigation Team member training tracked?
Yes
Question Intent: Completion of training and professional development activities should be tracked and recorded.
Typical Work Products:
documentation or a tracking system that identifies the completion of team members' significant training activitiesevidence of team members' goals setting or training or professional development plans that identify requested or recommended trainingcopies of team members' training certificates of completionCriteria for "Yes" Response: The organization identifies and tracks the completion of all, significant training for all members of the Insider Risk Mitigation Team, including any mandatory training requirements.
Criteria for "Incomplete" Response: The organization identifies or tracks the completion of some, but not all, significant training for all Insider Risk Mitigation Team members.
OR
The organization identifies and tracks the completion of training by some, but not all, members of the Insider Riskk team.
Goal 4 - Insider risk awareness training is provided for all organizational personnel.
The purpose of this goal is to ensure that all personnel–employees, contractors, vendors, consults, etc.–receive the training necessary to recognize and report indicators of potential insider risk.
Yes
Incomplete
No
Previous Response
1.
Is insider risk awareness training  provided for all organizational personnel?
Yes
Question Intent:  To determine whether awareness training is provided organization-wide in support of the insider risk program.
Typical Work Products:  A training regime that is provided to all personnel to support  the insider risk program.  Evidence may include documentation of the process, the training program itself, or records regarding its deployment and operation.
Criteria for "Yes" Response:  Confirmation that insider risk awareness training is delivered to all personnel exists.
Criteria for "Incomplete" Response: Insider risk training exists, but has not been deployed or is not in operation or there is no confirmation of delivery.
Goal 5 - New employees are made aware of the Insider Risk Program during the onboarding process.
The purpose of this goal is to ensure that all new personnel–employees, contractors, vendors, consults, etc.–receive the training necessary to recognize and report indicators of potential insider risk.
Yes
Incomplete
No
Previous Response
1.
Does the onboarding process for new employees inform the employee of the Insider Risk Program and provide guidance for how the employees should interact with that team?
Yes
Question Intent:  Determine whether the organization's new employee onboarding process includes information about the organization's Insider Risk Program, so that new employees are aware of the role and contact details of the team and are encouraged to report.
Typical Work Products:
documentation in the onboarding process of the inclusion of the Insider Risk Program informationa sample of the information that is communicated about the Insider Risk Program during onboardingCriteria for "Yes" Response:  Confirmation that all new personnel are made aware of the Insider Risk Program, so that new personnel know that the team exists, and new personnel are provided with contact details.
Criteria for "Incomplete" Response: The onboarding process provides information about the existence of the Insider Risk Program, but no resources or information are provided on how or to whom to report any observed, suspicious activities.
Goal 6 - Role-based insider risk awareness training is provided to staff (HR, Security, IT, Legal, Contracts, Finance, etc.) regarding detection, identification, assessment, and management of insider risk behaviors and events.
The purpose of this goal is to ensure that the organization has tailored its training to the specific needs of staff. These staff roles are most likely to come into contact with specific indicators of insider risk behavior that may be unique only to their role.
Yes
Incomplete
No
Previous Response
1.
Are roles that require role-based insider risk training identified?
Yes
Question Intent: To determine if insider risk training needs have been identified for personnel who operate in parts of the organization that cooperate and support insider risk activities.
Typical Work Products: Evidence may include documentation of the training process, the training program itself, or records regarding its deployment and operation. Examples may include:
Directives related to which roles are subject to insider risk trainingProcedures for trainingTraining modules or other materialsCriteria for "Yes" Response: The organization has identified all of the role-based insider risk training needs for personnel supporting insider risk activities.
Criteria for "Incomplete" Response: The organization has identified some of the role-based insider risk needs for personnel supporting insider risk activities. Alternatively, the organization may have identified training needs for personnel supporting insider risk activities, but these are not yet tailored at the role-based level.
2.
Are staff / resources assigned to manage, coordinate, and support role-based insider risk training?
Yes
Question Intent: To determine if responsibilities and resources have been allocated for addressing the insider risk training needs for personnel who operate in parts of the organization that cooperate and support insider risk activities.
Typical Work Products: Evidence may include documentation of the training process, the training program itself, or records regarding its deployment and operation.
Criteria for "Yes" Response: Confirmation that there are personnel responsible for the coordination and deployment of role-based insider risk training.
Criteria for "Incomplete" Response: While role-based insider risk training may take place, it is deployed on an ad hoc or decentralized manner.
3.
Is role-based insider risk awareness training provided to staff (HR, Security, IT, Legal, Contracts, Finance, etc.) regarding detection, identification, assessment, and management of insider risk behaviors and events?
Yes
Question Intent:  To determine whether personnel who operate in parts of the organization that cooperate and support insider risk activities receive targeted training to support the organization's Insider Risk Program.    
Typical Work Products:  A training regime that is targeted to support the Insider Risk Program specifically for parts of the organization that cooperate or support insider risk activities.  Evidence may include documentation of the process, the training program itself, or records regarding its deployment and operation.
Criteria for "Yes" Response:  Confirmation that a program designed for and delivered to  personnel in HR, Physical Security, IT, Legal, Contracts, Finance, etc. exists.
Criteria for "Incomplete" Response: Role-based insider risk training is provided to only some parts of the organization; or the training is only partially developed; or not fully developed yet.
Goal 7 - Managers and supervisors receive training regarding prevention, detection, and response to insider risk behaviors and events.
The purpose of this goal is to determine whether the organization includes awareness of insider risk behaviors and responses in the training necessary to recognize and report indicators of potential insider risk.
Yes
Incomplete
No
Previous Response
1.
Do managers and supervisors receive training regarding detection, identification, assessment, and management of insider risk behaviors and events?
Yes
Question Intent:  To determine whether personnel who lead other personnel receive training to support the organization's Insider Risk Program.    
Typical Work Products:  A training regime that is targeted to support  the Insider Risk Program among supervisors and management. Evidence may include documentation of the process, the training program itself, or records regarding its deployment and operation.
Criteria for "Yes" Response:  Confirmation that a program designed for and delivered to supervisory personnel exists.
Criteria for "Incomplete" Response: Insider risk training for supervisory personnel does not cover all supervisors, or this training has not yet been deployed or is not yet in operation.
Personnel and Training- MIL 2 through 5
MIL 2 - Planned
Yes
Incomplete
No
Previous Response
1.
Is there a plan for performing personnel and training activities?
Yes
Question Intent: To determine if a plan for performing personnel and training activities exists.
The plan defines training expectations within the organization and prescribes how personnel and training activities will be performed.The plan may be a stand-alone document, embedded in a more comprehensive document, or be distributed across multiple documents.The plan may be in the form of an Insider Risk Program charter's training requirements, or in an organization's training program charter, typically includes:
overview of the content to be coveredlearning objectives and outcomesassignments of responsibility, resources, and funding for delivery and tracking of trainingidentification of audience for each trainingCriteria for “Yes” Response:
There is a documented plan for performing personnel and training activities.Criteria for “Incomplete” Response:
A plan is in development and partially documented.
2.
Is there a documented policy for personnel and training activities?
Yes
Question Intent: To determine if a policy for performing training activities exists.
A policy is a written communication from the organization’s senior management to employees.It establishes the organizational expectations for planning and performing the functions of an insider risk training program and communicates those expectations to the organization.The policy should address:
responsibility, authority, ownership, and the requirement to perform insider risk training activitiesestablishment of procedures, standards, and guidelinesestablishing and maintaining an insider risk training programmeasuring adherence to policy, exceptions granted (i.e., employees exempt from certain training requirements), and policy violations (i.e., failure to complete training requirements)compliance with legal, regulatory, contractual, and government obligationsCriteria for “Yes” Response:
The organization has a documented policy for performing Insider Risk training activities.Criteria for “Incomplete” Response:
A policy is in development and partially documented.
3.
Have stakeholders for personnel and training activities been identified and made aware of their roles?
Yes
Question Intent: To determine if stakeholders for insider risk training activities have been identified and made aware of their roles.
Stakeholders of the insider risk training process have the following responsibilities:
creating insider risk learning objectives, training goals, and scopeoverseeing the insider risk training processdetermining courses of action and remedial training for failures to complete or "pass" learning goals, effectively managing the risk resulting from under- or un-trained workforceExamples of stakeholders include:
human resourcesworkforce development / training services staffinformation technology staff supporting IT-enabled training deliveryInsider Risk Program manager or senior officialenterprise risk managementethics and compliancesenior leadershipCriteria for “Yes” Response:
All stakeholders for the insider risk training activities have been identified and made aware of their roles.Criteria for “Incomplete” Response:
Some stakeholders for the insider risk training activities have been identified and made aware of their roles.Or; stakeholders are identified but have not been made aware of their roles.
4.
Have personnel and training standards and guidelines been identified and implemented?
Yes
Question Intent: To determine if standards and guidelines for performing personnel and training activities have been implemented.
Standards establish expectations for performance, for both learners and instructors/facilitators.Guidelines are issued by an organization to ensure the performance of training activities meets standards and are predictable, measurable, and repeatable.Standards and guidelines typically address:
format and delivery methodexpectations for knowledge checks, assessments, or testingexpectations for passing scores of any knowledge checks (if applicable)measurement and reporting requirements to management and/or supervisorsrecurrence of training and any refresherslength of trainingconsequences for failure to complete trainingconsequences for failing scores on any knowledge checks (if applicable)time allotted for an individual user to complete the trainingCriteria for “Yes” Response:
The organization has implemented documented standards and guidelines for performing personnel and training activities.Criteria for “Incomplete” Response:
Some standards and guidelines have been implemented.
MIL 3 - Managed
Yes
Incomplete
No
Previous Response
1.
Is there oversight of personnel and training activities?
Yes
Question Intent: To determine if oversight exists for personnel and training activities.  The intent of the practice is to ensure that an appropriate level of oversight is  performed for these activities.  Oversight may include having a designated steering committee, working group, or other group of senior managers who provide oversight. These groups should have regular meetings, receive written or oral status updates about the program, and conduct auditing or spot checks.
Typical work products:
policy or charter establishing oversight committees, working groups, etc.assignment of responsibility in job descriptionorganizational communications and memorandainclusion of activity tasks in staff performance management goals and objectives, with measured of progress against these goalsCriteria for “Yes” Response:
Oversight of all personnel and training activities is being performed.Criteria for “Incomplete” Response:
Oversight covering only some activities is performed.
2.
Have qualified staff been assigned to perform personnel and training activities?
Yes
Question Intent: To determine if qualified staff have been assigned in support of the program's personnel and training activities. The intent of this question is to evaluate the qualifications of the staff, not the completeness of the plan.  "Qualified" means that staff are appropriately skilled to perform Insider Risk Program activities, and have been assigned responsibility and given authority for performing those activities. Examples of qualified staff include personnel who:
perform activites directly associated with or in support of personnel and training activities.monitor activities to ensure alignment with expected performance and outcomes.have knowledge of tools, techniques, and methods that can be used in support of personnel and training activities.maintain relationships with the program's stakeholders and related organizational functions.Typical work products:
documented skills required for personnel and training activities.staffing and succession plans for Insider Risk Program activities.Criteria for “Yes” Response:
Sufficient, appropriately skilled staff have been assigned to perform planned personnel and training activities.Criteria for “Incomplete” Response:
Some but not all staff have the skills necessary to perform their roles, or the practice is otherwise incomplete.
3.
Is there adequate funding to perform personnel and training activities as planned?
Yes
Question Intent: To determine if adequate funding is provided for personnel and training activities.  The intent of the question is to evaluate the completeness of the funding, not the completeness of the plan.
Typical work products:
budgets to support the Insider Risk Program.Criteria for “Yes” Response:
Adequate funding has been provided to perform personnel and training activities.Criteria for “Incomplete” Response:
Activities have only been partially funded, or some related functions in the organization are not considered in the funding, or funding is otherwise incomplete.
4.
Are risks related to the performance of personnel and training activities identified, analyzed, disposed of, monitored, and controlled? 
Yes
Question Intent: To determine if the organization identifies and manages risks to the performance of its personnel and training activities.  This practice refers to identifying risks to the performance of those activities.  Examples of risks to these activities include:
insufficient standards or activity definition, resulting in an incorrect understanding and prioritization of risk.variability or inaccuracy in observable or quantifiable data related to personnel and training activities.inadequate linkage/communication about personnel and training activities with related organizational functions or stakeholders.Typical work products:
evidence of a risk assessment/review of data collection and analysis activities.reports and communications about the status of personnel and training activitiesCriteria for “Yes” Response:
Risks to the performance of personnel and training activities are identified, analyzed, disposed of, monitored, and controlled.Criteria for “Incomplete” Response:
Risks to the performance of activities are reviewed and identified but not controlled, or risks to the program's performance are sporadically reviewed, or the activity is otherwise incomplete.
MIL 4 - Measured
Yes
Incomplete
No
Previous Response
1.
Are personnel and training activities periodically reviewed and measured to ensure they are effective and producing intended results?
Yes
Question Intent: To ensure personnel and training activities remain effective and produce intended results by conducting periodic review and measurement. Periodic review and tracking of measures over time allow detection of variance and correction of activities that may not be performing well.
An example of a measurement is the percentage of the workforce having taken required insider risk awareness education. 
Other examples of training based measurements include:
the frequency of training course material audit, update and refreshing.the frequency of train-the-trainer course material audit, update and refreshingthe percentage of passing grades for training coursesTypical work products:
documented list of measures for Personnel and Traininglist of identified weaknesses in Personnel and Training courses and training processesCriteria for “Yes” Response:
All Personnel and Training activities are periodically (as defined by the organization) reviewed and measured, and the results evaluated.Criteria for “Incomplete” Response:
The organization has not established a frequency for review of training course materials, or review and measurement addresses some of the training conducted but not others, or training conducted is reviewed but not measured for effectiveness.
2.
Are personnel and training activities periodically reviewed to ensure they are adhering to the plan?
Yes
Question Intent: To periodically determine if personnel and training activities are being performed as planned. Adherence to the plan ensures that activities are not only performing well, but that activities are improving at the planned rate.
Examples of possible periodic (as defined by the organization) plan review items:
percentage of training courses without designated organizational ownerscount of new training courses developed without Personnel and Training oversightpercentage of Personnel and Training records or database entries with old or incomplete informationTypical work products:
designation of responsibility for periodic reviewsexception reportingstakeholder communication regarding reviews of Personnel and Training activitiesCriteria for “Yes” Response:
All Personnel and Training activities are periodically (as defined by the organization) reviewed to ensure that these activities are performed as planned.Criteria for “Incomplete” Response:
The organization has not established a frequency for reviews, or some training courses are not reviewed for needed updates, or the activity is otherwise incomplete 
3.
Is higher-level management aware of issues related to the performance of personnel and training activities?
Yes
Question Intent: To determine if the performance of personnel and training activities is communicated to higher-level managers to provide visibility and facilitate the resolution of issues. Higher-level managers include those in the organization above the immediate level of management responsible for the Personnel and Training activity.  Communications are expected to be performed periodically (as defined by the organization) and may be event-driven when escalation is needed.
Typical work products:
reviews of status of Personnel and Training activitiesreporting of issues identified in activity and plan reviewsdocumented reporting of risks associated with Personnel and Training activitiesrecommendations for improvementCriteria for “Yes” Response:
Higher-level management is made aware of issues related to the performance of Personnel and Training.Criteria for “Incomplete” Response:
The organization has not established a frequency for communication to higher-level management, or communications address some issues, or some stakeholders are not included in the communications, or the activity is otherwise incomplete.
MIL 5 - Defined
Yes
Incomplete
No
Previous Response
1.
Has the organization adopted a standard definition for personnel and training activities from which operating units can derive practices that fit their unique operating circumstances? 
Yes
Question Intent: Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should provide enough structure and guidance to allow for subordinate programs to successfully adapt their personnel and training requirements to meet their own business needs.
Typical work products:
Publishing of policies, procedures and practices concerning insider risk personnel and training requirementsRegular reviews of subordinate program's policies, procedures and practices around their insider risk personnel and training.Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of the current state of the organization's insider risk personnel and training standards and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
The organization has not fully communicated the current state of the organization's insider risk personnel and training standards, but lines of business and subsidiary operating units are able to adapt the organization's standards to meet their own requirements.
2.
Are improvements to personnel standards and training content documented and shared across the organization?
Yes
Question Intent:  Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should regularly communicate changes in the organization's insider risk personnel standards and training content to allow for subordinate programs to successfully adapt to their own business needs.
Typical work products:
Published updates to the insider risk program's personnel standards and training content. Regular meetings with lines of business and subsidiary operating units to discuss the current and potential future state of the organization's insider risk personnel standards and training content.Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of the current and potential future state of the organization's insider risk program personnel standards and training content and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
Although lines of business and subsidiary operating units can adapt the organization's program to meet their own requirements, the program does not proactively ensure that updates are shared.
3 Data Collection and Analysis
The purpose of the Data Collection and Analysis domain is to identify the elements and processes necessary for the purpose of providing timely, accurate, complete, relevant, and actionable information about and response to an organization's insider risk environment. Key elements and processes include incident reporting, forensics and behavioral analytics, response mechanisms, time-focused actions, staff augmentation and organizational support, and other elements and procedures required to support an effective Insider Risk Program. The aim of all of the above is alignment with an organization’s standards and policy, and compliance with relevant law and regulation.
Goal 1 - The organization responds to and mitigates identified potential or ongoing insider risks and incidents.
The purpose of this goal is to determine if the organization has developed the necessary capabilities to effectively manage insider risk incidents.
Yes
Incomplete
No
Previous Response
1.
Are identified insider risks and incidents mitigated and resolved?
Yes
Question Intent:  To determine whether the organization mitigates the harmful effects of and resolves as part of the incident management process those insider threat behaviors and activities identified as important. 
Typical Work Products:  
documentation of insider incidents with associated behaviors and activitiesactions taken to clean up after incidentactions taken to mitigate harmful effects of incidentactions take to prevent the incident in the futureactions taken to close out the incidentCriteria for "Yes" Response:  Confirmation that identified insider risk behaviors and activities are tracked through the incident management process to resolution and that mitigation actions are taken.
Criteria for "Incomplete" Response: Incomplete tracking of the incidents through the incident management process or lack of mitigation of those incidents.
2.
Does the organization follow established procedures or guidelines for responding to and mitigating insider risks and incidents?
Yes
Question Intent:  To determine whether incident response procedures/guidelines are followed during the operational practice of incident resolution and mitigation. 
Typical Work Products:  
validation of collected alerts and reports  inquiries or investigations to clarify or resolve insider risk matters documenting each reported insider risk behavior or activity documenting each confirmed insider risk activity handing off investigations, inquiries, and mitigations to appropriate internal or external entitiescoordinating and communicating insider risk mitigation and response tasks across the organization to contain and resolve the activity, including IT, HR, physical and personnel security, counterintelligence, Insider Risk Mitigation Team, and data owners.Criteria for "Yes" Response:  Confirmation that documented processes/guidelines are followed as described.
Criteria for "Incomplete" Response: Incomplete adherence to documented processes, for example by not following the process completely for identified incidents, or not tracking all incidents identified.
3.
Does resolution of insider risk matters occur in a timely fashion, as defined by organizational or federal criteria?
Yes
Question Intent:  To determine whether insider incidents are resolved according to timeliness requirements. 
Typical Work Products:  
documentation of the timeliness requirements for incident management specified either by internal or external criteriatracking of the insider incident resolution timelineCriteria for "Yes" Response:  Confirmation that insider incidents are resolved according to the timeliness requirements.
Criteria for "Incomplete" Response: Lack of identification of incident response timeliness requirements or incomplete tracking of the incident resolution timeline.
4.
Are additional staff identified and called in if needed to assist with resolving and remediating insider risk events?
Yes
Question Intent:  To determine whether the organization has the flexibility to scale up the insider incident management processes during times of higher than normal volume of insider risk events.
Typical Work Products:  
process that establishes conditions for calling in additional staff, including individuals identified and contact informationagreements with on-call individuals and their management for the provided contingent serviceCriteria for "Yes" Response:  Confirmation that scale-up processes are in place, individuals identified, and agreements for contingent services obtained
Criteria for "Incomplete" Response: Incomplete documentation of scale-up processes, lack of individuals identified, or uncertainty regarding the agreements for contingency services provided.
5.
Is the established chain-of-command followed to effect a disposition of all insider risk cases?
Yes
Question Intent:  To determine whether the disposition of all insider risk cases is authorized by the critical decision makers.
Typical Work Products:  
policy that establishes the chain-of-command for all classes of insider risk identified as important to the organizationsign offs by those identified with command authorization as incidents are responded to during incident management processesCriteria for "Yes" Response:  Confirmation chain-of-command policies exist and processes are followed.
Criteria for "Incomplete" Response: Incomplete documentation of the chain-of-command for certain incident types, or lack of sign off by command authorities in the incident management process.
6.
Is forensic evidence collected, if necessary?
Yes
Question Intent:  To determine whether the organization collects forensic evidence as needed during the incident management process. Forensic evidence may be necessary to gain sufficient confidence about what actually happened in an insider incident.
Typical Work Products:  
process for collecting forensic evidence, including when such evidence should be collected and how the evidence should be handledCriteria for "Yes" Response:  Documentation of the forensic evidence collection process and staff identified with forensic collection capabilities.
Criteria for "Incomplete" Response: Incomplete documentation of the forensic collection processes or lack of capable staff identified.
7.
Is digital media analyzed, if necessary?
Yes
Question Intent:  To determine whether the organization analyzes digital media as needed during the incident management process. 
Typical Work Products:  
Process for analyzing digital media, including when such media should be analyzed and how collected evidence should be handled.Criteria for "Yes" Response:  Documentation of the digital media analysis process and staff identified with digital media analysis capabilities.
Criteria for "Incomplete" Response: Incomplete documentation of the digital media analysis processes or lack of capable staff identified.
8.
Do documented procedures specify the process and mechanisms to reconstitute and recover critical systems that are affected by insider risk events?
Yes
Question Intent:  To determine whether the organization has the processes and mechanisms documented to reconstitute and recover critical systems in the event they are compromised by insider incidents.
Typical Work Products:  
Documentation of critical system reconstitution and recovery processes and mechanisms.Criteria for "Yes" Response:  Confirmation that a document exists that describes the process of reconstituting and recovering critical systems to full operational capability.
Criteria for "Incomplete" Response: Documentation does not cover all critical systems or does not extend to full operational capability.
Goal 2 - Processes exist to minimize barriers to the Insider Risk Mitigation Team's access to relevant information in an efficient and secure manner.
The purpose of this goal is to determine if processes are in place that ensure that data elements needed by the Insider Risk Mitigation Team are provided by data owners.
Yes
Incomplete
No
Previous Response
1.
Has senior or executive management directed components of the organization to provide data sources and other information to the Insider Risk Mitigation Team that are necessary to identify, analyze, and resolve insider risk matters?
Yes
Question Intent:  To determine whether senior or executive management has directed components of the organization to provide data sources and other information to the Insider Risk Mitigation Team that are necessary to identify, analyze, and resolve insider risks and incidents. Such direction is necessary to show senior support for the Insider Risk Program mission and to facilitate data sharing internally. 
Typical Work Products:  
policy that establishes senior or executive management support for data sharing with the Insider Risk Mitigation Teamdocumentation of the data sources needed by the Insider Risk Mitigation Team and the reasons and conditions for needing the dataregular communications that direct organization components to share data with the Insider Risk Mitigation Team.Criteria for "Yes" Response:  Evidence of senior or executive management support for the Insider Risk Program mission in terms of documented policy directing organizational components to share data sources with the Insider Risk Program.
Criteria for "Incomplete" Response: Support for data sharing with Insider Risk Mitigation Team expressed but not documented in policy, and/or direction  does not include data owned by other components that is needed to identify, analyze, or resolve insider risks and incidents.
2.
Are data sources and other relevant information provided in a secure manner?
Yes
Question Intent:  To determine whether data sources provided to Insider Risk Mitigation Team are sufficiently protected in their communication.
Typical Work Products:  
security policy for handling data provided to the Insider Risk Mitigation Teamdocumentation of the procedures for transferring data sources to Insider Risk Mitigation Team.Criteria for "Yes" Response:  Confirmation that all security policies and procedures are followed in transfer of data sources to the Insider Risk Mitigation Team.
Criteria for "Incomplete" Response: Some lapses in protecting data transfer to the Insider Risk Mitigation Team according to security policies and procedures.
3.
Are data sources and other relevant information  provided in a timely manner, according to organizational requirements?
Yes
Question Intent:  To determine whether data sources provided to Insider Risk Mitigation Team are provided in time to handle insider events efficiently and effectively.
Typical Work Products:  
timeliness requirements for provision upon data requestdata provision agreements with organization components that stipulate timeliness requirementsCriteria for "Yes" Response:  Confirmation that all data provision agreements are in force and adhered to.
Criteria for "Incomplete" Response: Incomplete coverage of, adherence to, or lack of documentation of timeliness requirements for data provided by organization components to the Insider Risk Mitigation Team.
4.
Are procedures established for the Insider Risk Mitigation Team to request access to organizational components that maintain or handle sensitive or protected information?
Yes
Question Intent:  To determine whether a means  is established for requesting access to needed sensitive or protected information from organizational components.
Typical Work Products:  
data request procedures and formsCriteria for "Yes" Response:  Documentation of established procedures for requesting all data sources needed by the Insider Risk Mitigation Team.
Criteria for "Incomplete" Response: Lack of coverage or documentation of request procedures.
5.
Does the organization have guidelines for all components—such as IT and HR—to report information about insider threats directly to the Insider Risk Mitigation Team?
Yes
Question Intent:  To determine whether organizational components have guidance on how to report information about insider risks directly to the Insider Risk Program. Organization components may be the first to have information critical to the timely response to insider incidents.
Typical Work Products:  
documented guidance on reporting information about insider risks directly to the Insider Risk Programreport format templates.Criteria for "Yes" Response:  Documentation of procedures for reporting information directly to the Insider Risk Program.
Criteria for "Incomplete" Response: Identification of reporting procedures without documentation, or documentation does not adequately cover the variety of information reported by organization components.
6.
Does the Insider Risk Mitigation Team have timely access to analytic products pertaining to adversarial threats, based on organizational requirements?
Yes
Question Intent:  To determine whether analytic products produced by others can be obtained by Insider Risk Mitigation Team in time to handle insider events efficiently and effectively.
Typical Work Products:  
identification of analytic products produced by others needed by the Insider Risk Mitigation Teamtimeliness requirements for provision of analytic products once produceddata provision agreements with sources of analytic products that stipulate timeliness requirementsCriteria for "Yes" Response:  Documentation of analytic products needed and confirmation that all data provision agreements are in force.
Criteria for "Incomplete" Response: Incomplete coverage of or lack of documentation of timeliness requirements for analytic product provided to the Insider Risk Mitigation Team.
7.
Are all information-sharing activities conducted in accordance with applicable laws, whistleblower protections, civil liberties, and privacy policies?
Yes
Question Intent:  To determine whether information sharing is conducted on a strong legal basis and in accordance with applicable policies.
Typical Work Products:  
identification of regulation and policies to which information sharing activities must conformregular review of current laws and policies, noting those that are new or have been modifiedargument that information sharing activities are in conformance with current applicable laws and policies Criteria for "Yes" Response:  Confirmation that all  applicable laws and policies are followed in all information sharing activities.
Criteria for "Incomplete" Response: Some information sharing activities are conducted in violation of identified laws and policies, or review of the applicability of laws and policies to information sharing activities is outdated.
8.
Are new data sources reviewed for applicability to the Insider Risk Program?
Yes
Question Intent:  To determine whether data sources that are newly available within the organization are reviewed to determine whether they provide useful input to resolve insider risk concerns. 
Typical Work Products:  
process for identifying new data sources as they arisecriteria for when a new data source is deemed applicable to the Insider Risk Programdocument describing review procedures for new data sourcesdocumented justification for deeming new data sources as applicable (or not) to the Insider Risk ProgramCriteria for "Yes" Response: Confirmation that new data sources are reviewed and judged to be applicable or not to the Insider Risk Program.
Criteria for "Incomplete" Response: Gaps in identifying new data sources exist, or in the process of judging new data sources for their applicability to the Insider Risk Program.
9.
Do documented policies and procedures specify the processes and mechanisms used by the Insider Risk Mitigation Team to gain access to new data sources?
Yes
Question Intent:  To determine whether there are documented means for the Insider Risk Mitigation Team to gain access to new data sources.
Typical Work Products:  
process by which Insider Risk Mitigation Team can gain access to a new data source justification of the need for new or additional data accesssign-off from legal and management to permit access to the new data sourcein-motion and at-rest security requirements for the new data to be collected Criteria for "Yes" Response:  Documentation of established procedures for requesting access to new data sources needed by the Insider Risk Mitigation Team.
Criteria for "Incomplete"  Response: Established procedures for requesting access are identified but not documented.
Goal 3 - Relevant organizational components securely provide the Insider Risk Mitigation Team with the information necessary to detect, identify, assess, and manage insider risk activities.
The purpose of this goal is to ensure that the appropriate data elements needed by the Insider Risk Mitigation Team are shared, processed, and stored using the proper protections.
Yes
Incomplete
No
Previous Response
1.
Is the data that must be sent to the Insider Risk Mitigation Team or for which access is to be allowed defined in policy or guidance?
Yes
Question Intent:  To determine whether the data to be supplied when a data source is requested is specified in policy or guidance
Typical Work Products:  
Data specification for each data sourceCriteria for "Yes" Response:  Documentation of the data to be sent for each data source relevant to the Insider Risk Program.
Criteria for "Incomplete" Response: Data is not specified for all data sources.
2.
Does data reported to the Insider Risk Mitigation Team or for which access is allowed include the following categories?
Personnel usernamesLevels of network accessAudit dataUnauthorized use of removable dataPrint logs
Yes
Question Intent:  To determine whether data supplied to the Insider Risk Mitigation Team includes specific data items. 
Typical Work Products:  
A specification of the data provided to the Insider Risk Mitigation Team including the following:
personnel usernameslevels of network accessaudit dataunauthorized use of removable mediaprint logsCriteria for "Yes" Response:  Documentation of the data to be sent to the Insider Risk Mitigation Team includes all of the required fields
Criteria for "Incomplete" Response : Data to be sent to the Insider Risk Mitigation Team does not include all of the required fields
3.
Does data reported to the Insider Risk Mitigation Team or for which access is allowed include incident reports?
Yes
Question Intent:  To determine whether data supplied to the Insider Risk Mitigation Team includes incident reports. 
Typical Work Products:  A specification of incident reports.
Criteria for "Yes" Response:  Documentation of the data to be sent to the Insider Risk Mitigation Team includes incident reports, or incident reports are otherwise available to the Insider Risk Mitigation Team.
Criteria for "Incomplete"  Response: Some incident reports, or parts of incident reports, are not sent or not available to the Insider Risk Mitigation Team.
Goal 4 - The organization monitors user activity on its networks and systems to identify concerning behaviors that are within the scope of the Insider Risk Program.
The purpose of this goal is to ensure the organization collects the user activity data that will be needed for analytics that can identify concerning behaviors.
Yes
Incomplete
No
Previous Response
1.
Does the Insider Risk Mitigation Team have access to the necessary user activity data on its networks and systems to allow it to identify concerning behaviors that are within the scope of the Insider Risk Program?
Yes
Question Intent:  To determine if the Insider Risk Mitigation Team has user activity data available that can contain concerning behaviors that are within the scope of the Insider Risk Program. Examples of user activity data include (but are not limited to):
email logschat logsphone logsweb browsing activityfacility access logsTypical Work Products:  
Various user activity monitoring logsAccess to User Activity Monitoring tool(s) interface(s), or aggregated data that results from monitoring.Criteria for "Yes" Response:  Access to the necessary user activity monitoring data to identify concerning behaviors that are within the scope of the Insider Risk Program.
Criteria for "Incomplete" Response : The Insider Risk Mitigation Team has access to some of the user activity monitoring data, but not everything that is needed to cover the scope of the Insider Risk Program.
Goal 5 - The organization has an insider risk analytic capability to gather, review, and analyze information for concerning behaviors that are within the scope of the Insider Risk Program.
The purpose of this goal is to ensure the organization has the ability to conduct analytics on the user activity data that it collects.
Yes
Incomplete
No
Previous Response
1.
Is there a defined and established insider risk analytic capability?
Yes
Question Intent:  To determine if the Insider Risk Mitigation Team can identify and analyze concerning behaviors that are within the scope of the Insider Risk Program. 
Typical Work Products:  
Policy, Charter, or Procedure establishing an analytic capabilityStandard Operating Procedures defining analyticsCriteria for "Yes" Response:  Evidence of a defined and established insider risk capability exists and is approved (see typical work products).
Criteria for "Incomplete" Response : Evidence of a defined and established insider risk capability is in draft but is not approved (see typical work products).
2.
Have analysts been identified and trained to perform required insider risk analytical activities?
Yes
Question Intent:  To determine if the Insider Risk Mitigation Team has insider risk analysts assigned and trained to identify concerning behaviors that are within the scope of the program.
Typical Work Products:          Documents that delineate the roles and responsibilities of insider risk analyst. Some examples of such documents could include:
Policies, Charters, Concepts of Operations, or ProceduresPosition descriptionsPerformance Goals and ObjectivesTraining records for insider risk analystsCriteria for "Yes" Response:  There is evidence (documents, as described in typical work products) that insider risk analysts are assigned and trained to identify concerning behaviors that are within the scope of the program.
Criteria for "Incomplete" Response: There is evidence of either insider risk analysts being assigned, or of the training necessary to identify concerning behaviors that are within the scope of the program, but not both of these elements.
3.
Does the analytical capability sufficiently allow for the integration, review, and assessment of user activity to identify concerning behaviors that are within the scope of the Insider Risk Program?
Yes
Question Intent:  To determine if the Insider Risk Mitigation Team can integrate, review, and assess the data collected by the organization to identify concerning behaviors.
Typical Work Products:  
Procedures for conducting analysis on collected dataAnalytic reportsReferrals of incidentsCriteria for "Yes" Response:  Analysis if performed on all data that is collected and aggregated.
Criteria for "Incomplete" Response: Analysis can be performed on some of the data, but not all. This could be because of not being able to properly normalize or aggregate some of the data, or some other reason why not all of the data that can identify concerning behaviors is being analyzed.
Goal 6 - The Insider Risk Mitigation Team leverages employee background screening data.
The purpose of this goal is to ensure that the Insider Risk Mitigation Team has access to the background screening data necessary to support risk-based hiring decisions and the analysis of insider activity anomalies and allegations.
Yes
Incomplete
No
Previous Response
1.
Is there a defined process in place for sharing background screening data about an employee with the Insider Risk Program (if applicable)?
Yes
Question Intent:  To determine if efforts to share employee background screening data is shared with the Insider Risk Program in a repeatable and consistent manner.
Typical Work Products:  Evidence may include Standard Operating Procedures (SOPs), guidelines, or tools that facilitate sharing of background screening data.
Criteria for "Yes" Response: The organization has defined and established processes for sharing employee background screening data with the Insider Risk Program. Alternatively, the organization may have documented any justification(s) for why this information may not be made available to the Insider Risk Program at certain stages of an inquiry or investigation.
Criteria for "Incomplete" Response: Employee background screening data may be shared with the Insider Risk Program on an ad hoc basis; the process for sharing background screening data is not documented; or, the data may be shared with the Insider Risk Program in an inconsistent manner.
2.
Are there thresholds for sharing employee background screening data with the Insider Risk Program when potential incidents or escalation thresholds require them?
Yes
Question Intent:  To determine if employee background screening data is shared in accordance with formally established guidelines and policies maintained by the organization.
Typical Work Products:  Evidence may include Memorandum of Understanding (MOU) between departments collecting and analyzing data, Standard Operating Procedures (SOPs), guidelines, templates for making data requests, or analyst workflows.
Criteria for "Yes" Response:  Confirmation that there are thresholds for when employee background screening data may be shared with the Insider Risk Program, to include at what stage in an inquiry or investigation individual data points may be shared (if applicable).
Criteria for "Incomplete" Response: Employee background screening data is shared on an inconsistent or ad hoc basis; or, thresholds for how employee background screening data may be shared do not accurately reflect the data source or the escalation/investigation process in place.
Goal 7 - The Insider Risk Mitigation Team supports the employee separation processes.
The purpose of this goal is to determine whether the Insider Risk Mitigation Team is involved in the organization’s secure employee separation process, proactively identifying potential insider risk behaviors related to personnel leaving the organization.
Yes
Incomplete
No
Previous Response
1.
Is there a defined process in place for notifying the Insider Risk Program when an employee is going to separate (or be separated from) the organization?
Yes
Question Intent:  To determine if efforts to notify the Insider Risk Program about departing employees occurs in a repeatable and consistent manner.
Typical Work Products: Evidence may include sample or template notifications related to employee separations, such as a list or dashboard of departing employees.
Criteria for "Yes" Response:  Confirmation that there is a defined process for notifying the Insider Risk Program of employee separations.
Criteria for "Incomplete" Response: Processes for employee separations are not documented or occur on an ad hoc basis.
2.
Is there a formal or written procedure with accountability for compliance by which the Insider Risk Program is notified in a timely manner when an employee is going to separate (or be separated from) the organization?
Yes
Question Intent:  To determine if the Insider Risk Program is positioned to detect, identify, assess, and manage insider risk posed by departing employees before they formally separate from the organization. 
Typical Work Products: Evidence may include policies related to when the Insider Risk Program should be notified, or tools or techniques that automate notifications to the Insider Risk Program about employee separations.
Criteria for "Yes" Response: Confirmation that there is a defined threshold for when the Insider Risk Program is notified of an employee separation, which would, at minimum, take place on or before the day of the employee's departure.
Criteria for "Incomplete" Response: While the Insider Risk Program may be notified about employee separations, it may take place inconsistently or after the employee has already separated from the organization.
3.
Is there a defined offboarding process in place for separating employees that includes affirmation of continuing adherence to insider risk training, non-disclosure agreements, etc.?
Yes
Question Intent:  To determine if insider risk posed by departing employees is considered and consistently mitigated as part of the offboarding process.
Typical Work Products: Evidence may include documentation of and justification for a formal employee separation process, which may take the form of a policy, directive, or procedure.
Criteria for "Yes" Response:  Confirmation that there is a documented employee separation process and that it is applied in accordance with the scope identified in any relevant policies or procedures.
Criteria for "Incomplete" Response: While documentation may exist on the employee separation process, it is not consistently applied; or, documentation on the employee separation process is not in place or does not reflect the entire process.
4.
Are staff / resources assigned to manage, coordinate, and support the employee separation process?
Yes
Question Intent: To determine if responsibilities and resources have been allocated for addressing the insider risk posed by departing employees.
Typical Work Products: Evidence may include documentation of the employee separation / offboarding process, an offboarding checklist, or records regarding its execution and operation.
Criteria for "Yes" Response: Confirmation that there are personnel responsible for the coordination and execution of the employee separation process.
Criteria for "Incomplete" Response: While activities related to employee separation may take place, it is deployed on an ad hoc or decentralized manner.
Goal 8 - The Insider Risk Mitigation Team can identify acceptable and unacceptable employee behavior.
The purpose of this goal is to ensure that the Insider Risk Program can distinguish between acceptable (i.e., expected) and unacceptable behavior in its analytics. Being able to tell this difference will help reduce workload on the analysts by providing more relevant alerts for review.
Yes
Incomplete
No
Previous Response
1.
Does the Insider Risk Program incorporate the organization's policies that define acceptable and unacceptable workplace behavior into its analytical capabilities?
Yes
Question Intent:  To determine if the Insider Risk Program has the ability to distinguish between expected user behavior and anomalous or unacceptable workplace behavior. The ability to quickly disregard expected behavior can help to reduce alerts produced by tools and time needed by analysts.
Typical Work Products:  
Ingest of Acceptable Use PolicyIngest of Code of ConductIngest of Conflict of InterestIngest of Code of EthicsCriteria for "Yes" Response:  Insider risk tools and analysts are able to recognize acceptable behaviors and not alert on them.
Criteria for "Incomplete" Response: Analysts or insider risk tools can sometimes, but not always, recognize and ignore acceptable behaviors.
Data Collection and Analysis - MIL 2 through 5
MIL 2 - Planned
Yes
Incomplete
No
Previous Response
1.
Is there a plan for performing data collection and analysis activities?
Yes
Question Intent: To determine if a plan for performing data collection and analysis activities exists.
The plan defines accepted data collection and analysis within the organization and prescribes how data collection and analysis activities will be performed.The plan may be a stand-alone document, embedded in a more comprehensive document, or be distributed across multiple documents.The plan, which may be in the form of a Standard Operating Procedure (SOP), typically includes:
purpose and scope of data collection and analysis activitiesroles, assignments of responsibility, resources, and fundingidentification of technology and resourcesmeasurement, escalation, and reporting/communication requirementstraining requirements (e.g., for analysts)management oversightCriteria for “Yes” Response:
There is a documented plan for performing data collection and analysis.Criteria for “Incomplete” Response:
A plan is in development and partially documented.
2.
Is there a documented policy for data collection and analysis activities?
Yes
Question Intent: To determine if a policy for performing data collection and analysis activities exists.
A policy is a written communication from the organization’s senior management to employees.It establishes the organizational expectations for planning and performing the functions associated with insider risk detection and response, as well as communicating those expectations to the organization.The policy should address:
responsibility, authority, ownership, and the requirement to perform data collection and analysis activitiesestablishment of procedures, standards, and guidelinesexpectations for individuals performing data collection and analysis activities (e.g., conflict of interest reporting, additional privacy or non-disclosure agreements)measuring adherence to policy, exceptions granted, and policy violationscompliance with legal, ethical, regulatory, contractual, and government obligationsCriteria for “Yes” Response:
The organization has a documented policy for performing data collection and analysis activities.Criteria for “Incomplete” Response:
A policy is in development and partially documented.
3.
Have stakeholders for data collection and analysis activities been identified and made aware of their roles?
Yes
Question Intent: To determine if stakeholders for data collection and analysis activities have been identified and made aware of their roles.
Stakeholders of the data collection and analysis process have the following responsibilities:
formalizing scope and use cases for monitoring related to insider riskoverseeing the data collection and analysis process overseeing the individuals performing data collection and analysis activitiesgranting access to individuals performing data collection and analysis activities on a need-to-know basisrestricting access to information sources or tools used for data collection and analysis to only those with a need-to-knowExamples of stakeholders include:
data source owners and custodiansexternal entities responsible for some part of data collection, monitoring, or responseinformation technology staff, including those responsible for identity and access managementhuman resourcesinternal auditorscyber or information security staff, including those responsible for tools and/or monitoringCriteria for “Yes” Response:
All stakeholders for the data collection and analysis activities have been identified and made aware of their roles.Criteria for “Incomplete” Response:
Some stakeholders for the data collection and analysis activities have been identified and made aware of their roles.Or; stakeholders are identified but have not been made aware of their roles.
4.
Have data collection and analysis standards and guidelines been identified and implemented?
Yes
Question Intent: To determine if standards and guidelines for performing data collection and analysis activities have been implemented.
Standards establish expectations for performance.Guidelines are issued by an organization to ensure the performance of data collection and analysis activities meets standards and is predictable, measurable, and repeatable.Standards and guidelines typically address:
establishing the use cases and scope (in terms of employees and data sources) of data collection and analysis activitiesdocumenting critical assets protected and subject to monitoring by the Insider Risk Programdesignating or allowing access to data sources or tools used for data collection and analysissensitivity categorization for information assets and toolsdocumenting data collection and analysis requirementsdefining escalation and response processesCriteria for “Yes” Response:
The organization has implemented documented standards and guidelines for performing data collection and analysis activities.Criteria for “Incomplete” Response:
Some standards and guidelines have been implemented.
MIL 3 - Managed
Yes
Incomplete
No
Previous Response
1.
Is there oversight of data collection and analysis activities?
Yes
Question Intent: To determine if oversight exists for data collection and analysis activities.  The intent of the practice is to ensure that an appropriate level of oversight is performed.  Oversight may include having a designated steering committee, working group, or other group of senior managers who provide oversight of the Insider Risk Program. These types of groups should have regular meetings, receive written or oral status updates about the program, and conduct auditing or spot checks.
Typical work products:
policy or charter establishing oversight committees, working groups, etc.assignment of responsibility in job descriptionorganizational communications and memorandapolicy describing data collection and analysis activities, including rules and guidance, limits and prohibition, and awareness of compliance requirements for data collection and analysis.Criteria for “Yes” Response:
Oversight of all  day-to-day  data collection and analysis activities is being performed.Criteria for “Incomplete” Response:
Oversight covers some aspects of data collection and analysis activities, or there is insufficient oversight, or the activity is otherwise incomplete. Written or oral status updates about the program, and conduct auditing or spot checks.
2.
Have qualified staff been assigned to perform data collection and analysis activities?
Yes
Question Intent: To determine if qualified staff have been assigned to perform data collection and analysis activities.  The intent of this question is to evaluate the qualifications of the staff, not the completeness of the plan.  "Qualified" means that staff are appropriately skilled to perform Insider Risk Program activities, and have been assigned responsibility and given authority for performing those activities. Examples of qualified staff include personnel who:
meet the requirements as established by the organization's job descriptions.are evaluated to ensure they are capable of performing expected functions.have knowledge of tools, techniques, and methods that can be used to identify, analyze, mitigate, and monitor operational impacts resulting from or incurred by insider risk.Typical work products:
documented skills required for data collection and analysis activities.staffing and succession plans for Insider Risk Program activities.Criteria for “Yes” Response:
Sufficient, appropriately skilled staff have been assigned to perform planned data collection and analysis activities.Criteria for “Incomplete” Response:
Some but not all staff have the skills necessary to perform their roles, or the practice is otherwise incomplete.
3.
Is there adequate funding to perform data collection and analysis activities as planned?
Yes
Question Intent: To determine if adequate funding is provided to operate and support data collection activities. The intent of the question is to evaluate the completeness of the funding, not the completeness of the plan.
Typical work products:
budgets to support the Insider Risk Program.Criteria for “Yes” Response:
Adequate funding has been provided to perform data collection and analysis activities.Criteria for “Incomplete” Response:
Activities have only been partially funded, or some related functions in the organization are not considered in the funding, or funding is otherwise incomplete.
4.
Are risks related to the performance of planned data collection and analysis activities identified, analyzed, disposed of, monitored, and controlled?
Yes
Question Intent: To determine if the organization identifies and manages risks to the performance of its data collection and analysis activities.  This practice refers to identifying risks to the performance of those activities.  Examples of risks to these activities include:
insufficient standards or activity definition, resulting in an incorrect understanding and prioritization of risk.variability or inaccuracy in observable or quantifiable data related to data collection and analysis activities.inadequate linkage/communication about data collection and analysis activities with related organizational functions or stakeholders.Typical work products:
evidence of a risk assessment/review of data collection and analysis activities.reports and communications about the status of data collection and analysis activitiesCriteria for “Yes” Response:
Risks to the performance of activities are identified, analyzed, disposed of, monitored, and controlled.Criteria for “Incomplete” Response:
Risks to the performance of activities are reviewed and identified but not controlled, or risks to the program's performance are sporadically reviewed, or the activity is otherwise incomplete.
MIL 4 - Measured
Yes
Incomplete
No
Previous Response
1.
Are data collection and analysis activities periodically reviewed and measured to ensure they are producing intended results?
Yes
Question Intent: To ensure the Data Collection and Analysis activities remain effective and produce intended results by conducting periodic review and measurement. Periodic review and tracking of measures over time allow detection of variance and correction of activities that may not be performing well.
An example of a measurement is the percentage of data requests responded to within the time required.
Other examples of  Data Collection and Analysis measurements include:
the percentage of analytic products requests responded to within the time required.the percentage of new data sources reviewed for their relevance to the Insider Risk Program mission.the percentage of responses to data requests that contain required information.Typical work products:
documented list of measures for Data Collection and Analysislist of identified weaknesses in Data Collection and Analysis processesCriteria for “Yes” Response:
All Data Collection and Analysis activities are periodically (as defined by the organization) reviewed and measured, and the results evaluated.Criteria for “Incomplete” Response:
The organization has not established a frequency for review of Data Collection and Analysis activities, or review and measurement addresses some of the activities conducted but not others, or activities are reviewed but not measured for effectiveness.
2.
Are data collection and analysis activities periodically reviewed to ensure they are adhering to the plan?
Yes
Question Intent: To periodically determine if Data Collection and Analysis activities are being performed as planned. Adherence to the plan ensures that activities are not only performing well, but that activities are improving at the planned rate.
Examples of possible periodic (as defined by the organization) plan review items:
percentage of Data Collection and Analysis activities without designated organizational ownerscount of Data Collection and Analysis activities developed without oversightpercentage of Data Collection and Analysis records or database entries with old or incomplete informationTypical work products:
designation of responsibility for periodic reviewsexception reportingstakeholder communication regarding reviews of Data Collection and Analysis activitiesCriteria for “Yes” Response:
All Data Collection and Analysis activities are (as defined by the organization) reviewed to ensure that these activities are performed as planned.Criteria for “Incomplete” Response:
The organization has not established a frequency for reviews, or some activities are not reviewed for needed updates, or the activity is otherwise incomplete. 
3.
Is higher-level management aware of issues related to the performance of data collection and analysis?
Yes
Question Intent: To determine if the performance of Data Collection and Analysis is communicated to higher-level managers to provide visibility and facilitate the resolution of issues.
Higher-level managers include those in the organization above the immediate level of management responsible for the Data Collection and Analysis activity.
Communications are expected to be performed periodically (as defined by the organization) and may be event-driven when escalation is needed.
Typical work products:
reviews of status of Data Collection and Analysis activitiesreporting of issues identified in activity and plan reviewsdocumented reporting of risks associated with Data Collection and Analysis activitiesrecommendations for improvementCriteria for “Yes” Response:
Higher-level management is made aware of issues related to the performance of Data Collection and Analysis.Criteria for “Incomplete” Response:
The organization has not established a frequency for communication to higher-level management, or communications address some issues, or some stakeholders are not included in the communications, or the activity is otherwise incomplete.
MIL 5 - Defined
Yes
Incomplete
No
Previous Response
1.
Has the organization adopted a standard definition of data collection and analysis activities from which operating units can derive practices that fit their unique operating circumstances? 
Yes
Question Intent: Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should provide enough structure and guidance to allow for subordinate programs to successfully adapt data collection and analysis activities to meet their own business needs.
Typical work products:
Publishing of policies, procedures and practices of the program's data collection and analysis activitiesRegular reviews of subordinate program's policies, procedures and practices for data collection and analysis activities.Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of the current state of the program's data collection and analysis activities and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
The organization has not fully communicated the current state of the program's data collection and analysis activities, but lines of business and subsidiary operating units are able to adapt the program's activities to meet their own requirements.
2.
Are improvements to the program's data collection and analysis activities documented and shared across the organization?
Yes
Question Intent:  Programs within large and diverse organizations often need the ability to adapt policies, procedures, and practices to meet the needs of individual lines of business, or subsidiary operating units. The program should regularly communicate changes in the program's data collection and analysis activities to allow for subordinate programs to successfully adapt to their own business needs.
Typical work products:
Regular meetings with lines of business and subsidiary operating units to discuss the current and potential future state of the program's data collection and analysis activities         Criteria for “Yes” Response:
Lines of business and subsidiary operating units are aware of potential future state of the program's data collection and analysis activities and are able to use that information to adapt to their own requirements.Criteria for “Incomplete” Response:
Although lines of business and subsidiary operating units can adapt the program's data collection and analysis activities to meet their own requirements, the program does not proactively ensure that updates to shared.
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Revise Assessment – Converts the document back to the assessment state, and hides the report which is no longer accurate until a subsequent report is generated.
Print Report – Prints the report.
Print Assessment – Prints the assessment.
Export Data – Allows a user to save data from the assessment in an XML file.
Import Data – Allows a user to import a previously completed assessment using an XML file that was exported using the Export Data button. 
Custom Data Import - This feature allows a user to import only select sections of data exported from another copy of the Assessment.  This also uses an XML file that was exported using the Export Data button. 
Load Previous Responses - This feature allows a user to import their previous assessment responses in such a way that they can be viewed while a new set of responses is being recorded.  This also uses an XML file that was exported using the Export Data button. 
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Insider Risk Management Program Evaluation for
1. Introduction  
The purpose of this document is to enable organizations to review the results of an Insider Risk Self-Assessment instrument provided by the Department of Homeland Security’s Cybersecurity & Infrastructure Security Agency.  The Insider Risk Self-Assessment instrument provides a measure of an organization’s capabilities to operate and sustain an Insider Risk program. This report:
presents an overview of the Insider Risk Self-Assessment instrument structure and contentprovides information on the results of the Insider Risk self-assessment, including the maturity indicator level (MIL) for each of the domains covered, andprovides recommendations for follow-on activitiesThe Insider Risk Self-Assessment instrument’s methodology incorporates and expands on the cybersecurity concepts included in the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF). A crosswalk document that maps the Insider Risk Self-Assessment methodology to the NIST CSF is included as a component of the Insider Risk Self-Assessment Kit.  Although the Insider Risk Self-Assessment can be used for this purpose, it is based on a different underlying framework1 than the NIST CSF. As a result, an organization’s fulfillment of Insider Risk Self-Assessment practices and capabilities may fall short of or exceed corresponding practices and capabilities in the NIST CSF.
The results of a self-assessment of an organization’s Insider Risk Program represent an organization’s capabilities only at a single point in time—at the time of the assessment. Even though certain aspects and questions in the Insider Risk Self-Assessment instrument are designed to indicate the organization’s ability to sustain an Insider Risk Program over time, the organization should not rely on the assessment results as a conclusive expression of the organization’s cybersecurity capability in the future.
It is recommended, as a best-practice, that the self-assessment be conducted annually to maintain a more accurate snapshot of the program and to be able to compare results over time.
2. Overview and Scope of the Insider Risk Management Program Evaluation (IRMPE Assessment)
The Insider Risk Self-Assessment instrument covers three major domains of an insider risk program: 
Program ManagementPersonnel & Training, and Data Collection & Analysis. Each of these domains contain a set of goals and questions (also known as practices) that support the goals. Some goals may only have one question, while others may have many questions. The answers to the questions inform the instrument as to whether the goal has been satisfied, or if there is more work needed. An explanation of how goals and domains are scored is contained in the next section, Interpreting this Report.
3. Interpreting this Report
3.1 Assessment Scoring Rules
This section describes the scoring rules that are used in the Insider Risk Self-Assessment instrument.
Practices are either performed (answer to a question =”Yes”), incompletely performed (answer = “Incomplete”), or not performed (answer = “No”).A goal is achieved only if all practices are performed (meaning, all questions are answered “Yes”).A Domain is achieved at MIL-1 if all the Goals in the Domain are achieved.Domains can be achieved at higher levels depending on the existence of practices at the higher MIL levels (MIL-2 through MIL-5).
Scoring Rubric
Step 1
Each Practice in a Domain is scored as follows.
performed when the question is answered with a “Yes” (green)incompletely performed when the question is answered with an “Incomplete” (yellow)not performed when a question is answered with a “No” (red)
Step 2
Each Goal within the Domain is then scored as follows.achieved when all practices are performed (green)partially achieved when some practices are performed (yellow)not achieved when no practices are performed (red)
Step 3
The Domain is assigned a Maturity Indicator Level (MIL) level based on the following criteria.
MIL-0 if only some of the goals are achievedMIL-1 if all of the goals are achieved in the domainMIL-2 if MIL-1 is achieved and all of the MIL-2 questions are answered YESMIL-3 if MIL-2 is achieved and all of the MIL-3 questions are answered YESMIL-4 if MIL-3 is achieved and all of the MIL-4 questions are answered YESMIL-5 if MIL-4 is achieved and all of the MIL-5 questions are answered YES
3.2 Maturity Indicator Levels
A Maturity Indicator Level (MIL) is assigned to each of the organization's Insider Risk Program’s domains. It represents a consolidated view of performance. The domain maturity indicator level is automatically scored by the assessment tool and is displayed graphically for easy reference.  Maturity Indicator Levels describe attributes that are indicative of mature capabilities. However, they are not a formal appraisal or certification of maturity, which are only assigned through a formal appraisal process that includes examination of documentation and other artifacts.
Maturity Indicator Level
Description
MIL-0 Incomplete
Indicates that Practices in the Domain are not being fully performed as measured by responses to the relevant domain questions.
MIL-1 Performed
Indicates that all Practices in the domain is performed as measured by responses to the relevant domain questions. MIL-1 means that there is sufficient support for the existence of the practices.
MIL-2 Planned 
Indicates that all domain goals and practices are not only performed, but are supported by sufficient planning, stakeholders, and relevant standards and guidelines. A planned process or practice is
established by the organization (Is there a policy that establishes the importance and guidelines for external dependencies management?)planned (Is the practice performed according to a documented plan? Are the relevant processes explained?)supported by stakeholders (Are the stakeholders of the practice known, and are they aware of the practice or process and their role in it?)supported by relevant standards and guidelines (Have the standards and guidelines that support the practice been identified and implemented?)
MIL-3 Managed
Indicates that all domain goals and practices are performed, planned, and have the basic infrastructure in place to support the process. A managed process or practice is
governed by the organization (Is there appropriate oversight of the performance of the practice or process?)appropriately staffed and funded (Are the staff and funds necessary to perform the practice as intended available?)managed for risk (Are risks related to the performance of the practice identified, analyzed, disposed of, monitored, and controlled?)
Maturity Indicator Level
Description
MIL-4 Measured
Indicates that all goals and practices in a Domain are performed, planned, managed, monitored, and controlled. A measured process or practice is
periodically evaluated for effectiveness (Is the practice or process effective and producing intended results?)monitored and controlled (Are appropriate implementation and performance measures identified, applied, and analyzed?)objectively evaluated against its practice description and plan (Are the organization and staff actually following the process or practice? Does the organization have controls in place to identify deviations?)periodically reviewed with higher level management (Is higher level management aware of any issues related to the performance of the practice?)
MIL-5 Performed
Indicates that all goals and practices in a Domain are performed, planned, managed, monitored, controlled, and consistent across all internal constituencies who have a vested interest in the performance of the practice. A defined process or practice ensures that an enterprise benefits from consistent processes across organizational units and that lessons learned are shared across the enterprise. The MIL-5 level of maturity is sometimes more relevant for larger enterprises charged with managing or providing guidance to dispersed business units. At MIL-5, a process or practice
is defined by the enterprise (Is there an enterprise-sponsored definition of the process that applies to every business unit or sub-component?)includes tailoring guidance for business units. (Are there guidelines or guidance that explain how business units can tailor the enterprise process for their own unique operating environment? An example might include dealing with local or jurisdictional legal differences when entering into formal agreements with suppliers.)is supported by improvement information that is collected by and shared among organizational units for the overall benefit of the enterprise (Are practice improvements documented and shared across internal constituencies so that the enterprise as a whole benefits from these improvements?)
The Insider Risk Program Self-Assessment instrument assigns a MIL to each of the three domains. This report is automatically generated by the instrument based on the requirements of the practitioner. The practitioner may have chosen to assess all three domains, or perhaps only one or two of the domains within the instrument.
IRMPE MIL-1 Performance Summary
IRMPE MIL-1 Summary
Total number of  practices performed
Total number of  practices incompletely performed
Total number of  practices not performed
0
0
0
0%
Percentage of practices  fully performed
9
5
5
practices performed
number of practice questions
practices incompletely performed
practices not performed
(example responses)
Legend
PRACTICE LEVEL PERFORMANCE SUMMARY
Program Management
0
0
0
0%
Goal 1 –
An Insider Risk policy exists
1
Goal 2 –
There is detect, identify, assess, and manage capability for insider threat events.
1
Goal 3 –
Communication about insider threat events happens.
1
Goal 4 –
The Insider Risk program is integrated with the enterprise risk management program (ERM) and/or security risk management program.
1
Goal 5 –
Mission-critical assets are known.
1
Personnel & Training
0
0
0
0%
Goal 1 –
Participation in the Insider Risk Program is organization-wide.
1
Goal 2 –
The Insider Risk Mitigation Team is composed of multidisciplinary members with appropriate skills and abilities.
1
Goal 3 –
The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks.
1
Goal 4 –
Insider risk awareness training is provided for all organizational personnel.
1
Goal 5 –
New employees are made aware of the Insider Risk Mitigation Team during the onboarding process.
1
Goal 6 –
Role-based insider risk awareness training is provided to staff (HR, Security, IT, Legal, Contracts, Finance, etc.) regarding prevention, detection, and response to insider threat behaviors and events.
1
Goal 7 –
Managers and supervisors receive training regarding prevention, detection, and response to insider threat behaviors and events.
1
Data Collection & Analysis
0
0
0
0%
Goal 1 –
The organization responds to and mitigates identified potential or ongoing insider threats and activities.
1
Goal 2 –
Processes exist to minimize barriers to the Insider Risk Mitigation Team's access to relevant information in an efficient and secure manner.
1
Goal 3 –
Relevant organizational components securely provide the Insider Risk Mitigation Team with the information necessary to identify, analyze, and resolve insider threat activities.
1
Goal 4 –
The organization monitors user activity on its networks and systems.
1
Goal 5 –
The organization has an insider threat analytic capability to gather, review, and assess information.
1
Goal 6 –
The Insider Risk Mitigation Team leverages employee background screening data.
1
Goal 7 –
The Insider Risk Mitigation Team supports the employee separation processes.
1
Goal 8 –
The Insider Risk Mitigation Team can identify expected employee behavior.
1
IRMPE MIL 1-5 Performance Summary - Program Management
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MIL-1 Performed:
Domain practices are being performed.
MIL-2 Planned:
Domain practices are supported by planning, policy, stakeholders, and standards.
MIL-3: Managed:
Domain practices are supported by governance and adequate resources.
MIL-4 Measured:
Domain practices are supported by measurement, monitoring, and executive oversight.
MIL-5 Defined:
Domain practices are supported by enterprise standardization and analysis of lessons learned.
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Program Management
1. Is there a  plan for performing program management activities?
2. Is there a documented policy for program management?
3. Have stakeholders for program management activities been identified and made aware of their roles?
4. Have program management standards and guidelines been identified and implemented?
1. Is there oversight of the Insider Risk program?
2. Have qualified staff been assigned to perform program management activities?
3. Is there adequate funding to perform program management activities as planned?
4. Are risks related to the performance of planned program management activities identified, analyzed, disposed of, monitored, and controlled?
1. Are program management activities periodically reviewed and measured to ensure they are effective and producing intended results?
2. Are program management activities periodically reviewed to ensure they are adhering to the plan?
3. Is higher-level management aware of issues related to the performance of program management?
1. Has the organization adopted a standard definition of program management activities from which operating units can derive practices that fit their unique operating circumstances?
2. Are improvements to program management documented and shared across the organization?
IRMPE MIL 1-5 Performance Summary - Personnel & Training
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MIL-1 Performed:
Domain practices are being performed.
MIL-2 Planned:
Domain practices are supported by planning, policy, stakeholders, and standards.
MIL-3: Managed:
Domain practices are supported by governance and adequate resources.
MIL-4 Measured:
Domain practices are supported by measurement, monitoring, and executive oversight.
MIL-5 Defined:
Domain practices are supported by enterprise standardization and analysis of lessons learned.
Legend
 =   Performed
 =   Incompletely Performed
 =   Not Performed
S
 =   Suppliers
IP
 =   Infrastructure Providers
G
 =   Governmental Services
I
 =   Information
T
 =   Technology
F
 =   Facilities
P
 =   People
IM
 =   Incident Management
SC
 =   Service Continuity
1(X) = Question Number (Subquestion Abbreviation)
G1
G2
G3
G4
G5
G6
G7
Personnel & Training
1. Is there a  plan for performing program management activities?
2. Is there a documented policy for program management?
3. Have stakeholders for program management activities been identified and made aware of their roles?
4. Have program management standards and guidelines been identified and implemented?
1. Is there oversight of the Insider Risk program?
2. Have qualified staff been assigned to perform program management activities?
3. Is there adequate funding to perform program management activities as planned?
4. Are risks related to the performance of planned program management activities identified, analyzed, disposed of, monitored, and controlled?
1. Are program management activities periodically reviewed and measured to ensure they are effective and producing intended results?
2. Are program management activities periodically reviewed to ensure they are adhering to the plan?
3. Is higher-level management aware of issues related to the performance of program management?
1. Has the organization adopted a standard definition of program management activities from which operating units can derive practices that fit their unique operating circumstances?
2. Are improvements to program management documented and shared across the organization?
IRMPE MIL 1-5 Performance Summary - Data Collection & Analysis
.\Graphics\PERSUMAR5.png
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Domain practices are being performed.
MIL-2 Planned:
Domain practices are supported by planning, policy, stakeholders, and standards.
MIL-3: Managed:
Domain practices are supported by governance and adequate resources.
MIL-4 Measured:
Domain practices are supported by measurement, monitoring, and executive oversight.
MIL-5 Defined:
Domain practices are supported by enterprise standardization and analysis of lessons learned.
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Data Collection & Analysis
1. Is there a  plan for performing program management activities?
2. Is there a documented policy for program management?
3. Have stakeholders for program management activities been identified and made aware of their roles?
4. Have program management standards and guidelines been identified and implemented?
1. Is there oversight of the Insider Risk program?
2. Have qualified staff been assigned to perform program management activities?
3. Is there adequate funding to perform program management activities as planned?
4. Are risks related to the performance of planned program management activities identified, analyzed, disposed of, monitored, and controlled?
1. Are program management activities periodically reviewed and measured to ensure they are effective and producing intended results?
2. Are program management activities periodically reviewed to ensure they are adhering to the plan?
3. Is higher-level management aware of issues related to the performance of program management?
1. Has the organization adopted a standard definition of program management activities from which operating units can derive practices that fit their unique operating circumstances?
2. Are improvements to program management documented and shared across the organization?
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IRMPE MIL-1 Summary
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PRACTICE LEVEL PERFORMANCE SUMMARY
Program Management
0
0
0
0%
Goal 1 –
An Insider Risk policy exists
1
Goal 2 –
There is detect, identify, assess, and manage capability for insider threat events.
1
Goal 3 –
Communication about insider threat events happens.
1
Goal 4 –
The Insider Risk program is integrated with the enterprise risk management program (ERM) and/or security risk management program.
1
Goal 5–
Mission-critical assets are known.
1
Personnel & Training
0
0
0
0%
Goal 1 –
Participation in the Insider Risk Program is organization-wide.
1
Goal 2 –
The Insider Risk Mitigation Team is composed of multidisciplinary members with appropriate skills and abilities.
1
Goal 3 –
The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks.
1
Goal 4 –
Insider risk awareness training is provided for all organizational personnel.
1
Goal 5 –
New employees are made aware of the Insider Risk Mitigation Team during the onboarding process.
1
Goal 6 –
Role-based insider risk awareness training is provided to staff (HR, Security, IT, Legal, Contracts, Finance, etc.) regarding prevention, detection, and response to insider threat behaviors and events.
1
Goal 7 –
Managers and supervisors receive training regarding prevention, detection, and response to insider threat behaviors and events.
1
Data Collection & Analysis
0
0
0
0%
Goal 1 –
The organization responds to and mitigates identified potential or ongoing insider threats and activities.
1
Goal 2 –
Processes exist to minimize barriers to the Insider Risk Mitigation Team's access to relevant information in an efficient and secure manner.
1
Goal 3 –
Relevant organizational components securely provide the Insider Risk Mitigation Team with the information necessary to identify, analyze, and resolve insider threat activities.
1
Goal 4 –
The organization monitors user activity on its networks and systems.
1
Goal 5 –
The organization has an insider threat analytic capability to gather, review, and assess information.
1
Goal 6 –
The Insider Risk Mitigation Team leverages employee background screening data.
1
Goal 7 –
The Insider Risk Mitigation Team supports the employee separation processes.
1
Goal 8 –
The Insider Risk Mitigation Team can identify expected employee behavior.
1
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An Insider Risk policy exists.
# of # practices
There is detect, identify, assess, and manage capability for insider threat events.
# of # practices
Communication about insider threat events happens.
# of # practices
The Insider Risk program is integrated with the enterprise risk management program (ERM) and/or security risk management program.
# of # practices
Mission-critical assets are known.
# of # practices
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MIL-3 Planned
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Maturity Indicator Levels provide a combined measurement of the completeness of IRMPE practices, as well as the enterprise management activities necessary to ensure that this capability is sustained over time, despite disruptions or organizational changes.  The MIL scale is cumulative; each MIL level must be complete before achieving a higher MIL is possible.  Viewed collectively, these depictions provide an understanding of overall performance.  While achieving a certain Maturity Indicator Level is one possible process improvement objective, it may not be the most important objective for every organization or in every context.
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Participation in the Insider Risk Program is organization-wide.
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The Insider Risk Mitigation Team is composed of multidisciplinary members with appropriate skills and abilities.
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The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks.
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Insider risk awareness training is provided for all organizational personnel.
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New employees are made aware of the Insider Risk Mitigation Team during the onboarding process.
# of # practices
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Maturity Indicator Levels provide a combined measurement of the completeness of IRMPE practices, as well as the enterprise management activities necessary to ensure that this capability is sustained over time, despite disruptions or organizational changes.  The MIL scale is cumulative; each MIL level must be complete before achieving a higher MIL is possible.  Viewed collectively, these depictions provide an understanding of overall performance.  While achieving a certain Maturity Indicator Level is one possible process improvement objective, it may not be the most important objective for every organization or in every context.
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Summary Results - Data Collection & Analysis
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The organization responds to and mitigates identified potential or ongoing insider threats and activities.
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Maturity Indicator Levels provide a combined measurement of the completeness of IRMPE practices, as well as the enterprise management activities necessary to ensure that this capability is sustained over time, despite disruptions or organizational changes.  The MIL scale is cumulative; each MIL level must be complete before achieving a higher MIL is possible.  Viewed collectively, these depictions provide an understanding of overall performance.  While achieving a certain Maturity Indicator Level is one possible process improvement objective, it may not be the most important objective for every organization or in every context.
1 Program Management
Goal 1
Goal 2
Goal 3
Goal 4
Goal 5
The purpose of the Program Management domain is to determine whether the organization has the management structures, policies, relationships, and communications in place needed as a foundation for an Insider Risk program.  Program Management includes (1) understanding mission critical assets, (2) defining the Insider Risk policy for the organization, (3) characterizing the activities associated with insider threat prevention, detection and response,  (4) ensuring communication of insider threat activities and events among responsible participants in the Insider Risk Program, (5) providing governance and oversite of insider risk activities, and (6) integrating insider risk management with organizational or enterprise risk management generally.
Goal 1 – An Insider Risk policy exists.
The purpose of this goal is to ensure that the program has been established with the authority, scope, and responsibilities necessary to accomplish its mission.
Recommendations:
The organization should publish an authoritative document that formally established the Insider Risk Program in accordance with its accepted business practices. Examples of an authoritative document could include: Policy, Directive, Charter, Procedure, etc.
The authoritative document that formally establishes the Insider Risk Program should, at a minimum, define the program's: 
     - authority
     - scope
     - roles and responsibilities for stakeholders
Goal 2 – There is detect, identify, assess, and manage capability for insider threat events.
The purpose of this goal is to ensure  sufficient organizational capability exists to detect, identify, assess, and mange insider threats, in support of the Insider Risk program.
Recommendations:
The organization should identify and document the types of insider threats that are important for the organization to defend against. Consideration should be given to addressing active shooter; cyber, physical, and hybrid cyber-physical threats; malicious acts involving sabotage, fraud, and theft.
The organization should establish a capability to detect, investigate, and respond to insider behaviors and activities that may result in, contribute to, or be a part of insider risk types identified as important to the organization. Consideration should be given to documenting the insider risk defense operational concept and technical approach.
The organization should establish a capability to prevent and deter those insider behaviors and activities that may result in, contribute to, or be a part of insider risk types identified as important to the organization. Consideration should be given to documenting the insider risk prevention/deterrence operational concept and technical approach.
The organization should establish policies and constraints that restrict  employee behaviors to limit insider risk while allowing them to do their job. Consideration should be given to documenting code of conduct policies, acceptable use policies, and other  operational and technical constraints, including those on trusted business partners.
The organization should establish and document positive deterrence policies and management practices attract employees to act in the interests of the organization. Consideration should be given to confidential employee grievance resolution, surveys to understand workforce sentiment, and management training on the importance of supervisor supportiveness and organizational justice. 
The organization should establish employee assistance programs to help employees with personal and professional stressors that could motivate insider threat events. Consideration should be given to the means for communicating the availability of this resource and conditions for management referral of employees to the service.
Goal 3 – Communication about insider threat events happens.
The purpose of this goal is to ensure sufficient communication and collaboration to support prevention, detection, and response to insider threats.
Recommendations:
The organization should publish an authoritative document that formally establishes what components of the Insider Risk Program are communicated to staff. Examples of an authoritative document could include: Policy, Directive, Charter, Procedure, Communication Plan, etc.
The authoritative document that formally establishes expectations for Insider Risk Program communications should, at a minimum, identify:       - team members or roles responsible for sharing information      - thresholds for internal communication      - groups that can receive the information
The authoritative document that formally establishes expectations for Insider Risk Program communications should, at a minimum, identify:       - formats and methods by which relevant information is shared      - relevant data points or other information that is suitable for sharing      - expectations for protection of the shared information by the Insider Risk Program and the recipient
The authoritative document that formally establishes expectations for Insider Risk Program communications should, at a minimum, identify:       - team members or roles responsible for sharing information      - thresholds for external communication      - entities that can receive the information      - legal considerations and protections for external sharing of information
The authoritative document that formally establishes expectations for Insider Risk Program communications should, at a minimum, identify:       - formats and methods by which relevant information is shared to external parties      - relevant data points or other information that is suitable for sharing      - expectations for the protection of sensitive data that will be sent outside of the organization
Goal 4 – Insider risk is integrated with the enterprise risk program (ERP) and/or security risk management program.
The purpose of this goal is to ensure that threats from trusted insiders are considered in the  enterprise risk management programs as a factor that affects tracked risk as well as considered its own category of risk.
Recommendations:
The organization should develop procedures for conducting trusted insider risk assessments using methods that are repeatable and consistent from assessment to assessment.
A trusted insider risk assessment should be performed on a yearly basis and the results integrated with the organization's Enterprise Risk Program (ERP)  or security risk program for use in risk mitigation across the enterprise.
The organization should define criteria for trusted insider risks (probability, impact, priority, tolerance) that are consistent with the ERP risk criteria so that there is a more seamless integration.
The organization should also track trusted Insider risks as a separate category of risk in the ERP.
Trusted insider risks should be identified and integrated into the ERP on a continuous basis, meaning at any time, and not just during a regularly scheduled review.
Goal 5 – Mission-critical assets are known.
The purpose of this goal is to ensure that the organization has identified and maintains a record of its indispensable hardware and software, and the users of those assets, within the organization and with third parties, and that the organization has appropriately identified the roles which are accountable for operating the Insider Risk program.
Recommendations:
The organization should develop a formal inventory of its critical assets.  Identifying an organization's critical assets is the first step in a meaningful understanding of its most important hardware and software.  This identification process is only useful if it is recorded -- as an accurate inventory of critical assets -- and if that record is maintained and kept current.
Establish a process to know which users operate, access, or manage critical assets.  The organization should review and record formal associations between critical users and critical assets.  Once an organization has identified and recorded its critical assets, it should establish a program to match key users with critical hardware and software, to answer the question, "Who uses it?"  Once determined, record these associations.
The organization should establish a process for locating all of its critical software assets.  This includes application and operating system software.  A formal, automated inventory management system satisfies this goal, but a manual process can suffice.  Often, software can be managed by license and inventory can be managed as software licenses renew.  Note that all assets are likely not critical.  Focus on identifying those assets which matter most to the organization.
The organization should establish a process for locating all of its critical hardware assets.  A formal, automated inventory management system satisfies this goal, but a manual process can suffice.  Often, leased equipment can be tracked through Procurement.  Purchased equipment maybe tracked by Finance via depreciation associations.  Note that all assets are likely not critical.  Focus on identifying those assets which matter most to the organization.
Establish a process to understand all third party access to or use of critical assets.  An organization should have a very clear and complete understanding of all of its critical hardware and software that may reside outside of the organization's network (in a Cloud, for example),  as well as all third parties who may have access to critical assets inside and outside the organization.  Just as its important to match key users with critical assets, it is equally important to identify all third parties who may have access to, use, or manage critical assets.
Develop an organization accountable for addressing insider risk.  Develop necessary roles and responsibilities.  Document this organization in an organization chart.  This organization may be direct or matrix-structured, the personnel may be dedicated or not, but the organization must have as its focus the operation and management of the organization's Insider Risk Program.
Notes - Program Management
Program Management - Maturity Indicator Levels 2-5
MIL2
MIL3
MIL4
MIL5
The maturity indicator level questions below apply to the Program Management domain. Achievement of the maturity indicator levels means that external dependencies management is more likely to be effective, consistent, and retained during times of disruption or organizational change.
MIL2 – Planned
Performance at MIL2 - Planned means that external dependencies management to protect the critical service is not only performed but also supported by sufficient planning, stakeholder involvement, and standards and guidelines.
Recommendations
MIL3 – Managed
Performance at MIL3 - Managed means that external dependencies management to protect the critical service is performed, planned, and supported by sufficient oversight and resources.
Recommendations
MIL4 – Measured
Performance at MIL4 - Measured means that external dependencies management to protect the critical service is performed, planned, managed, and supported by controls, monitoring, and effectiveness measures.
Recommendations
MIL5 – Defined
Performance at MIL5 - Defined means that external dependencies management is performed, planned, managed, measured, and defined across the enterprise to apply to all business units and critical services.
Recommendations
2 Personnel & Training
Goal 1
Goal 2
Goal 3
Goal 4
Goal 5
Goal 6
Goal 7
The purpose of the Personnel & Training domain is to determine if the organization has instituted the appropriate levels of insider risk awareness and training throughout the employee lifecycle. Personnel and Training includes (1) insider risk awareness training for all personnel, (2) role-based training for employees working with the Insider Risk Program team, (3) role-based training for Insider Risk Program team members, and (4) incorporation of insider risk training in the onboarding process.
Goal 1 – Participation in the Insider Risk Program is organization-wide.
The purpose of this goal is to ensure that the organization has included all of the key stakeholders in the governance, oversight and staffing of the Insider Risk Program.
Recommendations:
The organization should identify what components of the organization are not currently included in Insider Risk Program and develop an action plan for incorporating their involvement. Any existing documentation on collaborations with the Insider Risk Program, to include an Insider Risk Council or Working Group, should be updated to reflect the larger group of stakeholders.
Goal 2  - The Insider Risk Mitigation Team is composed of multidisciplinary members with the appropriate skills and abilities.
The purpose of this goal is to ensure that the organization has created a multidisciplinary team that can detect, identify, assess, and manage all insider related risks that are within the scope of the Insider Risk Program.
Recommendations:
The organization should identify the responsibilities or typical work tasks for all members of the Insider Risk Program, in order to define the team members' qualifications needed to perform those tasks.
The organization should identify the qualifications (including knowledge and skills) of all  Insider Risk Mitigation Team member work roles, to ensure that the team is composed of members who are capable of performing their tasks.
The organization should confirm, assess, or evaluate that all Insider Risk Mitigation Team members have the necessary qualifications (including knowledge and skills) to perform their identified tasks.
Goal 3  - The Insider Risk Mitigation Team receives training to enable them to handle their roles and tasks.
The purpose of this goal is to ensure that the members of the Insider Risk Mitigation Team are fully trained and equipped to handle of their roles and responsibilities within the Insider Risk Program.
Recommendations:
The organization should assist members of the Insider Risk Mitigation Team to identify and obtain training needed to enable members to effectively meet their roles and perform their tasks.
The organization should identify and track the completion of all Insider Risk Mitigation Team members' training activities.
Goal 4 – Insider risk awareness training is provided for all organizational personnel.
The purpose of this goal is to ensure that all personnel; employees, contractors, vendors, consultants, etc., receive the training necessary to recognize and report indicators of potential insider risk.
Recommendations:
The organization should confirm that awareness training is provided organization-wide in support of the Insider Risk Program.  Develop and implement an organization-wide training program.
Goal 5 – New employees are made aware of the Insider Risk Mitigation Team during the onboarding process.
The purpose of this goal is to ensure that all new personnel; employees, contractors, vendors, consultants, etc., receive the training necessary to recognize and report indicators of potential insider risk.
Recommendations:
The organization should confirm that its new employee onboarding process includes information about the Insider Risk Program, so that employees are aware of roles and contact details for the program. Develop and implement an awareness or training program for new hires that support a culture of reporting.
Goal 6  - Role-based insider threat awareness training is provided to staff (HR, Security, IT, Legal, Contracts, Finance, etc.) regarding detection, identification, assessment, and management of insider threat behaviors and events.
The purpose of this goal is to ensure that the organization has tailored its training to the specific needs of staff. These staff roles are most likely to come into contact with specific indicators of insider risk behavior that may be unique only to their role.
Recommendations:
The organization should work with the Insider Risk Program and stakeholders that support insider risk activities (e.g., HR, Security, IT, Legal, Contracts, and Finance) to identify role-based training needs. The Insider Risk Program should consult with any existing teams responsible for training to coordinate and confirm these needs.
The organization should institutionalize formal supports and procedures related to the development and deployment of role-based insider risk training, whether that is the responsibility of the Insider Risk Program itself or another team responsible for organization-wide training efforts.
The organization should confirm the implementation of role-based insider risk training for constituent staff who cooperate with or provide support for the organization's Insider Risk Program, including training specifically for staff in HR, Security, IT Legal, Contracts, Finance, and other functional areas.  Develop and implement a training program for these constituencies.
Goal 7 – Managers and supervisors receive training regarding prevention, detection, and response to insider risk behaviors and events.
The purpose of this goal is to determine if the organization includes awareness of insider risk behaviors and responses into the training that is provided to supervisors and managers.
Recommendations:
The organization should confirm that personnel who serve in managerial or supervisory roles receive targeted training in support of the Insider Risk Program.  Develop and implement a training program for personnel who lead other personnel.
Notes - Personnel & Training
Personnel & Training - Maturity Indicator Levels 2-5
MIL2
MIL3
MIL4
MIL5
The maturity indicator level questions below apply to the Personnel & Training domain. Achievement of the maturity indicator levels means that external dependencies management is more likely to be effective, consistent, and retained during times of disruption or organizational change.
MIL2 – Planned
Performance at MIL2 - Planned means that external dependencies management to protect the critical service is not only performed but also supported by sufficient planning, stakeholder involvement, and standards and guidelines.
Recommendations
MIL3 – Managed
Performance at MIL3 - Managed means that external dependencies management to protect the critical service is performed, planned, and supported by sufficient oversight and resources.
Recommendations
MIL4 – Measured
Performance at MIL4 - Measured means that external dependencies management to protect the critical service is performed, planned, managed, and supported by controls, monitoring, and effectiveness measures.
Recommendations
MIL5 – Defined
Performance at MIL5 - Defined means that external dependencies management is performed, planned, managed, measured, and defined across the enterprise to apply to all business units and critical services.
Recommendations
3 Data Collection & Analysis
Goal 1
Goal 2
Goal 3
Goal 4
Goal 5
Goal 6
Goal 7
Goal 8
The purpose of the Data Collection and Analysis domain is to identify the elements and processes necessary for the purpose of providing timely, accurate, complete,  relevant, and actionable information about and response to an organization's insider risk environment.  Key elements and processes include incident reporting, forensics and behavioral analytics, response mechanisms, time-focused actions, staff augmentation and organizational support, and other elements and procedures required to support an effective Insider Risk program, to align with an organization's standards and policy, and to comply with relevant law and regulation.
Goal 1 – The organization responds to and mitigates identified potential or ongoing insider threats and incidents.
The purpose of this goal is to determine if the organization has developed the necessary capabilities to effectively manage insider risk incidents.
Recommendations:
The organization should mitigate, track, and bring to resolution those insider risk behaviors and activities that have been identified as important for the organization. Consideration should be given to how insider incidents are documented and closed out, and the actions taken to mitigate the harmful effects of the incident, to clean up after the incident, and prevent the incident in the future.
The organization should follow established  procedures and guidelines while  responding to all insider incidents, including mitigation and ultimate resolution. Consideration should be given to the conduct of investigations, including their escalation  to appropriate internal or external entities. Coordination and communication of insider risk mitigation and response tasks across the organization may involve IT, HR, physical and personnel security, counterintelligence, Insider Risk Mitigation Team, and data owners.
The organization should establish and strive to follow the timeliness requirements for resolving insider incidents. In order to determine whether timeliness requirements are satisfied the incidents need to be tracked with time stamps across the resolution process and the time for required resolution needs to be clearly understood and documented. 
The organization should establish a means to scale up the incident response capability with additional staff in times of higher than normal volume of insider threat events. Consideration should be given to identifying the conditions under which additional staff will be called in, including contact information for the identified staff, with agreements with their management for the contingent services.
The organization should ensure that critical decision makers are informed and in agreement regarding the disposition of all insider incidents. The chain-of-command on insider risk types should be clearly followed and evidence of their informed consent clear, as might be indicated by their sign-off on the disposition.
The organization should collect forensic evidence during the incident response process if needed to gain confidence in or evidentiary support for insider behaviors or actions. Consideration should be given to how and when such evidence should be collected and handled.
The organization should analyze digital media during the incident response process if needed to gain confidence in or evidentiary support for insider behaviors or actions. Consideration should be given to how and when to analyze digital media, and the proper handling of that media during the incident management process.
The organization should establish and document procedures for reconstituting and recovering critical systems that may be affected by insider risk events. Consideration should be given as to the criticality of systems, the potential affects of insider risk events on such systems, and the means for ultimately returning those systems to full operational capability.
Goal 2 – Processes exist to minimize barriers to the Insider Risk Mitigation Team's access to relevant information in an efficient and secure manner.
The purpose of this goal is to determine if processes are in-place that ensure that data elements needed by the Insider Risk Mitigation Team are provided by data owners.
Recommendations:
The organization should establish and document policy for cross-organizational sharing with the Insider Risk Mitigation Team data needed to understand and respond to insider threat behaviors and actions. Senior or executive management must support this data sharing and direct organization components to provide data sources and other information to Insider Risk Mitigation Team when requested to identify, analyze, and resolve insider incidents.
The organization should identify and document a means for transmission of data sources to the Insider Risk Mitigation Team that protects sensitive information. The means for secure transmission should be understood and followed by the data owners as well as Insider Risk Mitigation Team.
The organization should establish and strive to follow the timeliness requirements for providing data sources requested by Insider Risk Mitigation Team . In order to determine whether timeliness requirements are satisfied data requests need to be tracked with time stamps and the time for required resolution needs to be clearly understood and documented. 
The organization should establish and document procedures for the Insider Risk Mitigation Team to request access to data sources from other organizational components. Consideration should be given to making available forms for data request, the means for responding to the data request, and resolution of any issues regarding the request.
The organization should establish and document guidelines for organizational components to report information about insider risks. Organizational components such as counterintelligence, physical and personnel security, IT, and HR, may be the first to have information critical to timely response. Consideration should be given to when and how to report such information, and what information to report, possibly using specified report format templates.
The organization should establish and strive to follow the timeliness requirements for providing analytic products pertaining to adversarial threats that are needed by the Insider Risk Mitigation Team. The organization should identify those analytic products needed and obtain agreements with sources of the analytic products that stipulate the timeliness requirements. 
The organization should understand and regularly review laws, whistleblower protections, and policies related to information sharing activities within an organization. Internal information sharing should be consistent with those laws and protections, with an evidence-based argument to that affect.
The organization should identify and review data sources newly introduced in the organization for their usefulness to the Insider Risk Program mission. Consideration should be given to identifying criteria for data source utility to the Insider Risk Program, and procedures for and regularity of their review.
The organization should establish and document policies and procedures for requesting access to new data sources, and gaining that access if appropriate.  Consideration should be given to the criteria for access to new data sources, the sign off on approval by decisionmakers, and the security requirements for the protection of the new data.
Goal 3 – Relevant organizational components securely provide the Insider Risk Mitigation Team with the information necessary to detect, identify, assess, and manage insider threat activities.
The purpose of this goal is to ensure that the appropriate data elements needed by the Insider Risk Mitigation Team are shared, processed, and stored using the proper protections.	
Recommendations:
The organization should specify the data required by the Insider Risk Mitigation Team when a data source is requested. Consideration should be given to the data fields and format needed by the Insider Risk Mitigation team.
The organization should ensure that data reported to the Insider Risk Mitigation Team includes required fields such as personnel usernames and aliases, levels of network access, audit data, unauthorized use of removable media, and print logs.
The organization should ensure that data reported to the Insider Risk Mitigation Team includes reports of insider incidents.
Goal 4 – The organization monitors user activity on its networks and systems to identify concerning behaviors that are within the scope of the Insider Risk program.
The purpose of this goal is to ensure the organization collects the user activity data that will be needed for analytics that can identify concerning behaviors.
Recommendations:
The Insider Risk Mitigation Team should be provided access to the necessary user activity data on its networks and systems to allow it to identify concerning behaviors that are within the scope of the Insider Risk Program.
Goal 5 – The organization has an insider risk analytic capability to gather, review, and analyze information for concerning behaviors that are within the scope of the Insider Risk program.
The purpose of this goal is to ensure the organization has the ability to conduct analytics on the user activity data that it collects.
Recommendations:
The organization should clearly define and established an insider risk analytic capability.
The organization should identify and train analysts to perform required insider risk analytical activities.
The organization should ensure the analytical capability sufficiently allows for the integration, review, and assessment of user activity to identify concerning behaviors that are within the scope of the Insider Risk Program.
Goal 6 – The Insider Risk Mitigation Team leverages employee background screening data.
The purpose of this goal is to ensure that the Insider Risk Mitigation Team has access to the background screening data necessary to support risk-based hiring decisions and the analysis of insider activity anomalies and allegations.
Recommendations:
The organization should review background screening data that is collected and stored on employees as applicable. Identify how background screening data can be shared with the Insider Risk Program.
The organization should identify when it is appropriate to share background screening data with the Insider Risk Program. Identify what data may be shared with the Insider Risk Program at certain stages of an inquiry or investigation as appropriate.
Goal 7 – The Insider Risk Mitigation Team supports the employee separation processes.
The purpose of this goal is to determine if the Insider Risk Mitigation Team is involved in the organization's secure employee separation process. i.e., does the team proactively identify potential insider risk behaviors surrounding employee separation.
Recommendations:
The organization should develop or formalize a process for notifying the Insider Risk Program of employee separations.  
The organization should identify and enforce the expectations for what is considered reasonable or timely notification to the Insider Risk Program.
The organization should develop and implement an organization-wide employee separation process. Collaborate across the organization to identify any unique departmental requirements or needs in terms of returning equipment, terminating access, etc.
The organization should allocate resources and assign staff to oversee and support the employee separation process. Identify existing processes related to employee separation and centralize the execution and knowledge of those processes.
Goal 8 – The Insider Risk Mitigation Team can identify acceptable and unacceptable employee behavior.
The purpose of this goal is to ensure that the Insider Risk program can distinguish the difference between acceptable (expected behavior) and unacceptable behavior in its analytics. This will help reduce workload on analysts by providing more relevant alerts for review.
Recommendations:
The Insider Risk Program should incorporate the organization's policies that define acceptable and unacceptable workplace behavior into its analytical capabilities to help reduce unnecessary alerts and time needed by analysts.
Notes - Data Collection & Analysis
Data Collection & Analysis - Maturity Indicator Levels 2-5
MIL2
MIL3
MIL4
MIL5
The maturity indicator level questions below apply to the Data Collection & Analysis domain. Achievement of the maturity indicator levels means that external dependencies management is more likely to be effective, consistent, and retained during times of disruption or organizational change.
MIL2 – Planned
Performance at MIL2 - Planned means that external dependencies management to protect the critical service is not only performed but also supported by sufficient planning, stakeholder involvement, and standards and guidelines.
Recommendations
MIL3 – Managed
Performance at MIL3 - Managed means that external dependencies management to protect the critical service is performed, planned, and supported by sufficient oversight and resources.
Recommendations
MIL4 – Measured
Performance at MIL4 - Measured means that external dependencies management to protect the critical service is performed, planned, managed, and supported by controls, monitoring, and effectiveness measures.
Recommendations
MIL5 – Defined
Performance at MIL5 - Defined means that external dependencies management is performed, planned, managed, measured, and defined across the enterprise to apply to all business units and critical services.
Recommendations
Glossary
The following definitions are used in the IRMPE Assessment:
Assets – people, information, technology, and facilities that are used to provide the critical service being assessed. Several questions in the EDM Assessment refer to acquirer or external assets. These terms have the following meanings:
Acquirer assets – assets (people, information, technology, facilities) for which the acquirer is primarily responsible in terms of the assets' viability, productivity, and resilience
External assets – assets (people, information, technology, facilities) for which external entities are primarily responsible in terms of the assets' viability, productivity, and resilience
Capacity management – managing the demand for technology assets over a range of operational needs
Change management (change control) – a continuous process of controlling changes to information or technology assets, related infrastructure, or any aspect of services, enabling approved changes with minimum disruption
Control – a method, policy, or procedure - manual or automated - that is adopted by an organization to ensure the safeguarding of assets, the accuracy and reliability of management information and financial records, administrative efficiency, and adherence to standards
Cooperative – describes activities or processes that are jointly performed by the acquirer and one or more external entities
Critical service – activities an organization carries out in the performance of a duty or in the production of a product that is essential to the organization's mission
Disruption management – activities to manage and mitigate the impact of events that may negatively affect the critical service. These usually involve activities such as incident management, problem management, service/ business continuity, or crisis planning.
Domain – In the context of the EDM Assessment, a domain is a logical grouping of external dependencies management practices that contribute to the cyber resilience of an organization.
Enterprise – the largest (i.e., highest level) organizational entity to which the acquirer belongs. For some participants, the acquirer is the enterprise itself.
External dependency – a condition in which the production and requirements of one or more products or services provided by the acquirer depend on the actions of an external entity. This is usually because the external entity is a supplier of goods or services to the acquirer; it has access to, ownership of, control of, responsibility for, or some other defined obligation relating to an asset that is important to the critical service.
Related terms:
Relationship: the existence of a connection, association or some level of external dependency
Formal agreement: a written agreement that creates obligations between the acquirer and an external entity. Formal agreements can provide clarity on terms, requirements, and responsibilities. Examples include contracts, service level agreements, or operational level agreements. Formal agreements are not required for an external dependency or relationship to exist.
External entity – an organization that is separate from the assessed acquirer or business unit. While these are frequently separate legal entities, they may also be separate business units, affiliates, or divisions within a large enterprise.
IRMPE Assessment Acronyms
CISA - Cybersecurity & Infrastructure Security Agency 
CSF - Cybersecurity Framework
DHS - Department of Homeland Security
ERP - Enterprise Risk Program
HR - Human Resources
IRMPE - Insider Risk Management Program Evaluation
ISO - International Organization for Standards
IT - Information Technology
ITIL - Information Technology Infrastructure Library
MIL - Maturity Indicator Level
NIST - National Institute of Standards and Technology
SLTT - State, Local, Tribal, and Territorial
U.S.C. - United States Code
Sources Referenced in this Report
Resources used in the IRMPE Assessment are drawn primarily from publicly available sources. Please note that references to the IT Infrastructure Library (ITIL) and documents from the International Organization for Standardization (ISO) have also been included because of their relevance. Obtaining these sources may require a fee to the sponsoring organizations
Resource Name
URL
Board of Governors of the Federal Reserve System, December 5, 2013. “Guidance on Managing Outsourcing Risk.”
https://www.federalreserve.gov/supervisionreg/srletters/sr1319.htm
CERT® Resilience Management Model (CERT-RMM)
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=508084
CERT® CMMI for Acquisition
http://www.sei.cmu.edu/reports/10tr032.pdf
ITIL Service Design, The Stationery Office, 2011, Best Management Practice.
https://www.axelos.com/best-practice-solutions/itil/what-is-itil
ISO 22301 First Edition, “Societal security - Business continuity management systems - Requirements.”
http://www.iso.org/iso/catalogue_detail?csnumber=50038
ISO 27036-1, “Information technology-Security techniques - Information security for supplier relationships – Part 1: Overview and concepts.”
https://www.iso.org/standard/59648.html
ISO 27036-2, “Information technology-Security techniques-Information security for supplier relationships – Part 2: Requirements.”
https://www.iso.org/standard/59680.html
ISO 27036-3, “Information Technology - Security Techniques - Information security for supplier relationships – Part 3: Guidelines for information and communication technology supply chain security.”
https://www.iso.org/standard/59688.html
ISO 28000 First Edition, “Specifications for security management systems for the supply chain.”
http://www.iso.org/iso/catalogue_detail?csnumber=44641
NIST Framework for Improving Critical Infrastructure Cybersecurity Version 1.1 (NIST CSF)
https://www.nist.gov/cyberframework/framework
NIST Special Publication 800-18 Revision 1“Guide for Developing Security Plans for Federal Information Systems.”
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
NIST Special Publication 800-30, “Risk Management Guide for Information Technology Systems.”
https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final
NIST Special Publication 800-34, “Contingency Planning for Federal Information Systems.”
https://csrc.nist.gov/publications/detail/sp/800-34/rev-1/final
NIST Special Publication 800-39, “Managing Information Security Risk: Organization, Mission, and Information System View.”
https://csrc.nist.gov/publications/detail/sp/800-39/final
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