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7KH�3UREOHP���(PSOR\HUV�DQG7KH�3UREOHP���(PSOR\HUV�DQG

'DWD'DWD

■■ (PSOR\HUV�ZLOO�YHU\(PSOR\HUV�ZLOO�YHU\

TXLFNO\�HOLPLQDWHTXLFNO\�HOLPLQDWH

HPSOR\HHV��JLYLQJHPSOR\HHV��JLYLQJ

WKHP�OLWWOH�RU�QRWKHP�OLWWOH�RU�QR

WLPH�WR�UHWULHYH�GDWDWLPH�WR�UHWULHYH�GDWD

■■ (PSOR\HUV�ZLOO�QRW(PSOR\HUV�ZLOO�QRW

DOORZ�HPSOR\HHV�WRDOORZ�HPSOR\HHV�WR

WDNH�GDWD�WKDW�LVWDNH�GDWD�WKDW�LV

WKHLUV�KRPH�WKHLUV�KRPH�

■■ 8VLQJ�D�86%8VLQJ�D�86%

UHPRYDEOH�KDUGUHPRYDEOH�KDUG

GLVN��GDWD�VWD\V�ZLWKGLVN��GDWD�VWD\V�ZLWK

\RX\RX

■■ (QFU\SWLQJ�WKDW�GDWD(QFU\SWLQJ�WKDW�GDWD

HQVXUHV�WKDW�LW�ZRQ¶WHQVXUHV�WKDW�LW�ZRQ¶W

IDOO�LQWR�WKH�ZURQJIDOO�LQWR�WKH�ZURQJ
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8VLQJ�/,18;�WR�SURWHFW�GDWD8VLQJ�/,18;�WR�SURWHFW�GDWD

■■ 8VLQJ�/223�$(68VLQJ�/223�$(6

NHUQHO�PRGXOH��QRWNHUQHO�PRGXOH��QRW

D�SDWFK���DOORZVD�SDWFK���DOORZV

/,18;�WR�HQFU\SW�DW/,18;�WR�HQFU\SW�DW

WKH�GHYLFH�OHYHOWKH�GHYLFH�OHYHO

■■ /223�$(6�XVHV�XSWR/223�$(6�XVHV�XSWR

����ELW�V\PPHWULF����ELW�V\PPHWULF

HQFU\SWLRQHQFU\SWLRQ

■■ &RPELQLQJ�/223�&RPELQLQJ�/223�

$HV�$HV�ZLWK�DZLWK�D

UHPRYDEOH�86%�KDUGUHPRYDEOH�86%�KDUG
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WRNHQ�HQKDQFHV�WKLVWRNHQ�HQKDQFHV�WKLV
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■■ &RPSLOH�\RXU�PRVW�UHFHQW�NHUQHO��WKH\&RPSLOH�\RXU�PRVW�UHFHQW�NHUQHO��WKH\
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ZLWKRXW�NOXGJHV�ZLWKRXW�NOXGJHV�

■■ *HW�WKH�87,/�/,18;�FROOHFWLRQ��DQG�SXW*HW�WKH�87,/�/,18;�FROOHFWLRQ��DQG�SXW

LQ�/223�$(6�GLUHFWRU\LQ�/223�$(6�GLUHFWRU\
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■■ 3DWFK�87,/�/,18;3DWFK�87,/�/,18;

±± SDWFK��S����SDWFK��S����SDWFKILOHSDWFKILOH

±± �SDWFK�PXVW�EH�GRQH�RQH�OHYHO�DERYH��SDWFK�PXVW�EH�GRQH�RQH�OHYHO�DERYH�XWLOXWLO��
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■■ *RWFK\DV�*RWFK\DV�

±± /RRS�$(6�UHTXLUHV�WKDW�/RRS�$(6�UHTXLUHV�WKDW�ORRSEDFN�ORRSEDFN�VXSSRUWVXSSRUW

127�EH�SXW�LQ�NHUQHO127�EH�SXW�LQ�NHUQHO

±± 0DNH�VXUH�WKDW�\RX�DUH�XVLQJ�WKH�FRUUHFW0DNH�VXUH�WKDW�\RX�DUH�XVLQJ�WKH�FRUUHFW

NHUQHO�YHUVLRQ�%()25(�FRPSLOLQJNHUQHO�YHUVLRQ�%()25(�FRPSLOLQJ

±± <RX�PXVW�EH�URRW�WR�LQVWDOO�NHUQHO�PRGXOHV<RX�PXVW�EH�URRW�WR�LQVWDOO�NHUQHO�PRGXOHV

±± <RX�PXVW�KDYH�GRQH�D�³PDNH�<RX�PXVW�KDYH�GRQH�D�³PDNH�PHQXFRQILJPHQXFRQILJ´́
%()25(�FRPSLOLQJ�ORRS�%()25(�FRPSLOLQJ�ORRS�DHVDHV
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■■ <RX�PXVW�FRPSLOH<RX�PXVW�FRPSLOH
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■■ <RX�PXVW�FRPSLOH�LQ<RX�PXVW�FRPSLOH�LQ
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PLJKW�ZDQW�WR�WU\PLJKW�ZDQW�WR�WU\

������



,QVWDOOLQJ�86%��FRQWLQXHG�,QVWDOOLQJ�86%��FRQWLQXHG�
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SOXJDEEOHSOXJDEEOH
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■■ 0RXQW�86%�KDUG0RXQW�86%�KDUG

GLVN�RQ��KRPH�XVHUGLVN�RQ��KRPH�XVHU
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EDVKBKLVWRU\�EDVKBKLVWRU\�
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■■ 86%�KDUG�GLVNV�86%�KDUG�GLVNV�

■■ ���*%�����������*%��������
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■■ 6LQFH�ILOHV\VWHP�LV6LQFH�ILOHV\VWHP�LV

HQFU\SWHG�DW�GHYLFHHQFU\SWHG�DW�GHYLFH

OHYHO��\RX�FDQ�SXWOHYHO��\RX�FDQ�SXW

VWXII�RQ�1)6�GULYHVVWXII�RQ�1)6�GULYHV

DQG�KDYH�FRQWHQWVDQG�KDYH�FRQWHQWV

EH�VHFXUH�IURPEH�VHFXUH�IURP

HDYHVGURSSLQJ�HDYHVGURSSLQJ�
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LW�RQ�D�LW�RQ�D�VPEVPE
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■■ )ORSSLHV)ORSSLHV

■■ =,3�GLVNV=,3�GLVNV

■■ -D]]�GLVNV��DYRLG�-D]]�GLVNV��DYRLG�

WKH\�GLH�D�ORW��WKH\�GLH�D�ORW��

■■ (QFU\SWHG�5227(QFU\SWHG�5227

ILOHV\VWHPVILOHV\VWHPV

■■ (QFU\SWHG�6:$3(QFU\SWHG�6:$3

■■ 9LHZ�9LHZ�UHDGPH�UHDGPH�ILOHILOH

LQVLGH�RI�ORRS�LQVLGH�RI�ORRS�DHVDHV

IRU�HYHQ�PRUH�LGHDV�IRU�HYHQ�PRUH�LGHDV�



0\�³/RDG´�VFULSW0\�³/RDG´�VFULSW

■■ cdcd  /home/ /home/ tjmunntjmunn /.loop/.loop

■■ insmodinsmod  -f loop.o -f loop.o

■■ mount /mount / devdev /sda3 /.keys/sda3 /.keys

■■ #created#created  symlink symlink  from . from . gnupggnupg  in root's in root's
directory to external disk linkdirectory to external disk link

■■ cdcd  /root/. /root/. gnupggnupg

■■ gpggpg  --decrypt < --decrypt <  keyfile keyfile .. ascasc  | mount -p | mount -p
0 -t ext3 /0 -t ext3 / devdev /sda2 /home -o/sda2 /home -o
loop=/loop=/ devdev /loop0,encryption=AES192/loop0,encryption=AES192



&UHDWLQJ�WKH�,QLWLDO�/RRS&UHDWLQJ�WKH�,QLWLDO�/RRS

'HYLFH'HYLFH

■■ This is covered in the This is covered in the readmereadme !!!!!!

■■  head -c 45 / head -c 45 / devdev /random | uuencode -m -/random | uuencode -m -
| head -2 | tail -1 | | head -2 | tail -1 | gpggpg  -e -a -r -e -a -r
”Email/”Email/ useriduserid  of key!" > of key!" >  keyfile keyfile .. ascasc

■■ gpggpg  --decrypt < --decrypt <  keyfile keyfile .. ascasc || losetuplosetup  -p -p
0 -e AES192 /0 -e AES192 / devdev /loop3 //loop3 / devdev /sda3/sda3
(partition to destroy!)(partition to destroy!)

■■ mkfsmkfs  -t -j ext2 / -t -j ext2 / devdev /loop3/loop3

■■ losetup losetup -d /-d / devdev /loop3/loop3


